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23.2  HaCTPOMKA BEO-DUNBTPALINM ....cuuereerereereereeeeeseeseesssesseseessesssesssssssssssssssssssesssssssesseees 320
23.2.1 PacluMpPeHHAN BEO-DUNBTPALMA ....cveeerererieieieeeseeseissssssss e ssssessssssss s s ssssssssssens 323
23.3  ICAP ARttt 325
23.3.1 WHrerpaumsa no ICAP c InfoWatch Traffic MONItOr .......cccoeeeevviniineieieienn. 325
234 [LONONHUTENBHDBIE HACTPOMKM.....oeereereerieriaiensensasssssssassssssssssssssssssssssssssssssssssssssssssssenns 326
23.4.1 PepakTMpoBaHME LIABNOHA YBEAOMIEHUS ......ueeeererieirnesesissensessessssssssssssssssssens 327
23.5 TEXHOIOTNA EAUMHOTO BXOA c..eoueeeerereeereereaesesesesesesesesesesesesesesesesesesesesesesesessssssssasssssasases 329
23.5.1 [100@BNEHNE DNS-3AMUCEM ...t ess s s sssas s assans 330
23.5.2 Hactpovika ARMA FW ansa pabotbl ¢ Active Directory ........ovvveveeneeneeneen. 331
23.5.2.1 YkazaHune JOMEHA Y DNS-CEPBEPA ..o 331
23.5.2.2 HacTtporka CMHXpOHM3aLMM BPEMEHU C KOHTPO/IEPOM AOMEHA........ 332
23.5.3 HacTporika LDAP @BTOPUBALMM ...t ssssassssssssens 332
23.5.4 HaCTPOMKA MPOKCU-CEPBEPA couvurverrrerrerrerisnssesssssssssssssssssssssssssssssssssssssssssssssssssssssessns 332
23.5.5 BkrOUEHME N HACTPOMKA SSO ...t ssssssssesens 333
23.5.5.1 TpoBepKa KOPPEKTHOCTU HACTPOEK ....ucuuevrevremererreeeereseeseresnessesessescssessssessees 335
23.5.6 TTpoBePKa PABOTBI SSO......iiiriirieieieeineississis et sssssssssssss s s ssssssssssens 336
24 O6paTHbIN NPOKCU-CEPBEP N HTTP-CEPBEP ..ot 337
24.1 BaNaHCUPOBKA HATPYBKM ....eeuieieriieeieieieieieieieieieieeeis ettt ssassssaes 338
24.1.1 [1OBABNEHME BEO-CEPBEPOB.......ceueeeeeeeeeireeeieeseessessessssss s sssessessssss s ssssssasesssens 339
24.1.2 [106aBNEHME TPYMIIBI CEPBEPOB ....ouveereerrerrerireisessssssessesssssssssssessssssssssssssssssssssssssssens 340
24.1.3  [LOOABNEHME NIOKALMM ... sesae s sesae s s s sassesassssassesassesans 341
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2414 [106aBNEHNE HTTP-CEPBEPA ...ovurvieiereiiisirsie et sssssssssssss s sasssssssssssens 342
24.1.5 TTIPOBEPKA PADOTDI ..cueuiuieienieieeisieiseissessesssssssss s ssesssesssssssss s sssssssssssssssssssssssssssssens 343
24.2  HaCTPONKM QYTEHTUDUKALM M .....cceererreerierirereneeneesisssssesssssssssssssssssssssssssssssssssssssssssssssnns 344
2421 [LOB@BIIEHUE Y3 ...ttt se s s s s assas 344
24.2.2 [0BABNEHUNE TPYIIMBI Y3 .ot sssssss s ssssesssssssssssssssssssssssens 345
24.2.3  VIBMEHEHUE JIOKALMM ...e.eeeeereereveteveeeveveveve e vesesesesssssas s sssssssesesesesesesesesesasssesasase 346
24.2.4 TIPOBEPKA PADOTDI ..cvuierieieirririreeniseississssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssessssas 346
24.3  YnpaBneHue JOCTYNOM Ha OCHOBAHUMN IP-aPECOB ......c.ovvveeeveereireeieireireieieanes 347
24.3.1 [06aBNeHNE CMNCKA [P-afPECOB. ...t 347
24.3.2 VIBMEHEHME JIOKALMM ......eeevvreeeeeerereveeeeeeeeveteseaeesesese s ssssesesesessssssesesessasasseseseseasnsanes 348
24.3.3  TTPOBEPKA PADOTDI ...cvuieieeierierieiisisiseiseessesssssssss s sssssssssssssssssssssssssssssssssssssssssssssssssssens 348
244  MeXCeTEBOM 3KPAH BEO-TMIPUIONKEHNM ......ceereereerrerrereneesississsssessassssssssssssssssssssessenns 349
2441  CkaumBaHMe MPABUI NAXSI ...ttt 349
24.4.2 VIBMEHEHUE JIOKALMMY ....c.eeeverererererererereresesesesesesesesesesesss s s s sesesesesesesesesesesesessnsesasane 350
24.4.3 TIPOBEPKA PADOTDI ..covuiuieeiereiieisisiseissesssssssssssssssssssssssssssssssssssesssssssssssssssssssssssssssssens 351
24.5  3AT0NOBKU HTTP oottt 351
246 TIPOKCUPOBAHUE TCP N UDP ...t 352
24.6.1 [LOOABNEHNE CEPBEPA..uruirrerieieriesissassssssssssssessssssssssssssssssssssssssssssssssssesssssssssesssssesans 352
24.6.2 [106aBNEHME TPYMIIBI CEPBEPOB ....ouveereerrerrerirsiseisesssessssssssssssssesssssssssssssssssssssssssssssns 353
24.6.3 [106aBNEHNE NMOTOKOBOIO CEPBEPA ..uuvvrreirrrrerieresnssessssssssssssssssssssssssssssssssssssssesas 353
24.6.4 TIPOBEPKA PADOTDI ...ovuiuieieieieiisisiseiseesssssssssss s ssessssssssssssssssssessssssssssssssssssssssssssssssns 354
25 VPN ettt 355
25. T OPENVPN ...ttt 355
25.1.1 Hactporika OpenVPN B PEXMME «CETb — CETBM ..cuuiunierrerieisressessesssssssssssssssssnsens 356
25.1.1.1  HacTporka Ha ARMA FW T ...t sasssssens 357
25.1.1.2  KOMUPOBAHME KITHOUA .cuvervrierieineireieieaeeseieesessese e sssestssese e ssssessesessesssssssssssssen 358
25.1.1.3  HacTporka Ha ARMA FW2.......oiiieeeeeessiesis s sasssssens 358
25.1.1.4  Co34aHME MPABUI M.ttt seen 359
25.1.2 Hactporika OpenVPN B PEXUME €Y3EJT = CETBY ...vururreereerenrersensesssssssssesssnsens 361
25.1.2.1 Co3paHne f0BEPEHHOrO LEHTPA CEPTUDUKALMM .. 361
25.1.2.2 Co3paHNEe CEPTUDUKATA CEPBEPA c.eeueremereueremeeereesenesseassseasssesessessssesssssassseans 362
25.1.2.3 Co3aaHuve Nosb30BaTeNbCKOM Y3 1 KANMEHTCKOro ceptudukara........... 363
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25.1.2.4 HacTPomKa ARMA FW ...t sssssssssssssss s ssssssssnns 363
25.1.2.5 HAaCTPOMKA KITMEHTA ...ocoureerierierisiseiseeeneesesssssssssssssssessssssssssssssssssssssssssssssssssssssssssnss 364
25.2  IPSEC ettt ettt 366
25.2.1 HacTtpouika IPSEC B PEXKMME KYBEIT — CETBY .ueueuieeeeirieieisessseesessesssssssssssssssssssens 367
25.2.1.1 LWar 1. Co3aaHne BHYTPEHHETO LLeHTPa CEPTUDUKALUMN .......ceeeeereenenee. 367
25.2.1.2 War 2. Co3aaTb BHYTPEHHUMN CEPTUPUKAT w.oovevverrerrerrireereieniereessissessessssensens 369
25.2.1.3 LWar 3. Hactpoiika MOBUALHOrO KAMeHTa N TyHHeNs IPsecC ... 370
25.2.1.4 LWar 4. Jo6aBAEHNE KNHOUA IPSEC ......uoveeeeeeeveereeeeeeee et 372
25.2.1.5 LWar 5. IMNopPT CEPTUDMKATA KIUEHTY eceureereeeeeeeieeireeeeseeeiseaessensssesssseassseans 373
25.2.1.6 Lar 6. HacTtpolika HOBOrO CETEBOTrO MOAKIHOUEHMSA. ...ccerverrerrirrrrrarreneenns 374
25.2.1.7 TIPOBEPKA MOAKITHOUEHMS . ...ceeeeeeerieeeeaeiseiseseaseseiesssssessessssesssssessesesssssssssssssssaees 376
25.2.2 HacTtpolika IPSEC B PEXKMME KCETD — CETDBY .vuvuieeerrirriessesiessnsensensessssssssassssssssens 377
25.2.2.1 LWar 1. A06aBAEHNE KNHOUA IPSEC ......uoveeeveeeveeeeeeeeeeee e 378
25.2.2.2 War 2. Hactpoika TyHHens IPsec Ha ARMA FWT ... 379
25.2.2.3 LWar 3. Hactpoika TyHHens IPsec Ha ARMA FW2 ... 382
25.2.24 TIPOBEPKA MOAKITFOUEHM . ....cueeeeeerereneiensaseassseasesessssssssssasssssssssssssssssssssssssssssans 383
25.2.3 KNOHUPOBAHME DA3bI IPSEC .....ceiiiiiiiceecreice sttt 383
25.3  TOCT VPN ..ottt csss st ss sttt st st nnen 385
25.3.1 NHdopmauma o AMUEH3UN TOCT VPN ... 385
25.3.2 YcrtaHoBka nav obHoBaeHMe AMUEH3NU TOCT VPN ... 386
25.3.3 OcobeHHocTn HacTponkm noakntoueHNsa FTOCT VPN.......coovinrreeieeeen, 388
25.3.4 Hactporika FOCT VPN B PEXNME KCETb — CETBY ..uururierrerreisrssesssnssssssssssssssnsens 388
25.3.4.1 HacTpomka ARMA FW T ...ttt ssesisssssssssss s ssssssssnns 389
25.3.4.2 HacTPOMKA ARMA FW2 ...ttt sssissssssss s ssssssse s ssssssassanes 394
25.3.5 OcobeHHocTn HacTponkm TOCT VPN B pexxmMe «y3e/ — CETbY.....wrrenrennn. 397
26 T1OPTAN QBTOPUBALINM ettt sttt sesssseene 398
26.1 HacTponka MOPTaNa @BTOPUSALAM .......c.ceeeerrerrererneseiensensessssssssessssssssssssssssssssssssssnns 398
26.1.1 [JobaBneHre NOPTANa @BTOPMBALMM ...curererereerreeneeeereeeiesesssessesssssssssssssssasesssens 399
26.1.2 PaboTa MOPTANA ABTOPUBALNM c..eceuerereeeeireieireeseneeseisasssseasasesssssssessssssssssssssssssesnns 400
26.2  [JocTtyn nonb3oBaTenen K MOPTaNY aBTOPUBALIMM ..ceueerceeeemceureemeerensrensenssenssesnenes 402
26.2.1 TNapameTp «[1pUHYANTENBHO NCMO/1b30BaTh JIOKaJbHYHO FPYMMY» ............... 402
26.2.2 TlapaMeTp «Pa3peLUEHHDBIE QPECAY ......ccccwereereeeeerrerriereseeessessessesessessesssssessssesnes 403
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26.2.3 TlapameTtp «Pa3pelleHHbIe MAC-aAPECAM ... seaeanenas 403
27  YUETHbIE 3aNNCK U MPABA JOCTYIIA coeuvririeeeireineiseineaeesesessessesessesssssesssssssesssssessssssessssssssssssns 404
27.1 Co3paHne NoNb30BaTENbCKUX YHETHBIX 3aMUCEN N UX MPUBUNETUMN................. 404
27.1.1  [JONONHUTENBHbBIE MAPAMETPBI Y3 ..ottt sessassaesnes 404
27.1.2 HaszHaueHve NPUBUIETNIA NMONb30BATENBCKOM Y3 ... 405
27.2  Co3paHue rpynnbl U 4OOABAEHNE UM MPUBUNETUN .....euerenereeeeereereireiseiesseeneens 406
27.2.1 [LONOAHUTENbHbBIE MAPAMETPBI TPYMIMueueuieieieiiaeieneeeeeeseaessesessesessessssesessesessessssenns 407
27.2.2 HazHaueHME NPUBUIETUN TPYTIII .....oureiereeiaeiseessesessssssssesssssssssssssssssssssssssssssens 407
27.3  HacTpoika NaPONBHOM MOMUTUKM ...eeeeerereeresinisssessessssssssssssssssssssssssssssssssssssssssenns 408
274  AYTEHTUDUKALMEA ..ottt ettt ese ettt sseaesssacs 409
27471 BaAYUEP -CEPBEP ..cvueuirieeerieeiseieiseisessassisetseasess et ssess st sess s sssssessssssasssssssssssssans 409
27.4.1.1 Wcnonb3oBaHue Bayyep-cepBepa A58 aBTOPU3ALUMM .....ceececercereerennnees 410
27.4.2 [ABYXPAKTOPHAA QYTEHTUDMKALIN «..oereeeieireiieneeeineieiseeseasssesesseesessessssssssssessssesans 411
274.2.1 UWar 1 - lobaBneHune cepBepa ayTEHTUDUKALMNM .......eeeereeceeereeeeeeeneenes 411

27422 War 2 - [obaBneHve wan HaCTpoWMKa MONb30BaTENbCKOW YUYETHOM
3anncn 412

27.4.2.3 LWar 3 — AKTBaUNA OAHOPA3ZOBOTO MAPOIA c.ceueeereeeeeeereeeeseneeseaessesesseaesseans 412
27424 LUAr 4 — TTPOBEPKA TOKEHA w..cuvereeeiereeeeiisaeiessessssessssssssssssssssssssssssssssssssssssssesans 413

27 4.3 LDAP ettt 413
27.43.1 LWar 1 - /JobaBneHne cepBePa LDAP ... 414
27.4.3.2 LUAr 2 — TECT CORAMHEHUS ...ttt esese st essassesenne 416
27.4.3.3 LWar 3 — ObHOBAEHME HACTPOEK AOCTYMNA K CUCTEME ....cenererereereaeeneenes 417
27434 LWar 4 — /IMAopT NOMb30BATENBCKMX Y3 ..ot 417
27.4.3.5 VIMNOPT FPYMNM NMOMb30OBATENEM ...ccceneereriereereeseiaeeeeseeresseesesssessessessessessesssssssens 419
2744 RAAIUS ..ottt 420
27441 [ob6aBneHuve BHELWHETO RadiUS-CEPBEPA ...cvvurrereeeeeeeeriereiseieiseieeaeeeneens 420
27.4.4.2 TlpoBepka paboTbl BHELHETO RadiuS-CEPBEPA.....cvurveerierrerririeieienneneenns 421

28 DEWED .ttt 422
28.1 LAr 1. BRKIAFOUEHME [CAP ...ttt nae 423
28.2  Lar 2. Hactpouika cay>KObl DrWED........c.cicrccreecscecreesceeeieseseienes 424
28.2.1 Co3paHune NOJIb30BATENBCKMUX MPABUIT ....cueneeeeeieeeieeeeseeeeseaesseaessesessesesseaessesssseans 427
28.3  LWar 3. NMpoBepKa aHTUBUPYCHOM 3ALLUMNTB ......cuurememeereeeeeereeseeseeseessessessessssessssessenes 427
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284  OOHOBAEHNE DIWED ...t 429
28.4.1 O6HoBneHne Dr.Web 6e3 socTyna K CeTU VIHTEPHET ... 431

29 DNSMASH DINS ...ttt sttt 434
29.1 HacTponka DNSmMasq DINS ...ttt sesessses st sassses 434
29.1.1 [ononHutenbHble HacTPOnk DNsmasq DNS ..., 435
29.1.2 ®dunbTpayma AMHaAMUYECKUX NOALOMEHOB C MOMOLbO Dnsmasq.............. 435
29.2  TpoBepka paboTbl DNSMASG DNS ... 436
30 IGMP-TIPOKCH ettt sttt 438
30.1 HaCTPONKA IGMP-TIPOKCH ....coereieririeieeeeisiseississsssesessssssssssssss s ssssssssssss s sasssssssssnns 438
3T CFON ettt e e 441
31.1 OCo6EeHHOCTM NapPaMETPOB, UCMONb3YEMbBIX B 322UAX ....vvveererereeerrisssaeeensennes 443
31.2 382U MIAHMPOBLUMKA «..ocevererererrerireseeseasesssesesessssssssssssesssssssssssssssssssssssssssssssssssssssssssas 444
32 SPAN e s 446
32.1 HACTPOMKA SPAN ...ttt ss st sss st ss s sassaesssnans 446
32.2  Hactpownka SPAN € MCMONb30BaHVEM CETEBOTO MOCTQ.....uuueereierereaseasesensennens 446
32.2.1 BkroueHNE MHTEPDEMNCA COPT2 ... seisseeseiseese s sssesssssssanes 447
32.2.2 Ob6bveanHeHuve nHtepdenco «OPT1» n «LAN» B CETEBON MOCT .........ccuce.. 447
32.2.3 HaCTPOMKA CETEBOTO MOCTA ..cvururierrerirersresessnssssssssssssssssssssssssssssssssssssssssssssssssssssssesss 448
32.2.4 TlpoBepKa 3epPKaNUPOBAHNA TPADUKA .....ocevemeerireerireerieerieireessesesseeesesessesessesessens 448
32.3  OcobeHHocTn HacTporkn ARMA FW ana obpabotkm COB 3epkanmpoBaHHOIo
TPAMDUIKA. ettt ettt bttt ettt een 450
33 RSPAN Lttt 451
33.1 MpuMep HACTPOMKM RSPAN ..ottt sesssssss st sasses 451
33.2  TTIPOBEPKA RSPAN. ...ttt 453
34  MOHUTOPWUHT, CTAaTUCTUKA, ANATHOCTUKA c.vueeerenreaesiaeereaeesensesesessessssessssessssesssssssssssssssssssens 454
34.1 MOHWUTOPWHT CUCTEMBI C MOMOLLbEO MHPOPMALMOHHbBIX BUAXKETOB .........u..... 454
34.1.1 [OBABNEHME BULIKETOB ....uvevevererrerereeeeeserssesssesssesessesssssssessssesssesssssssssssssssssssssasseses 454
342  CH0p 1 CTATUCTUKA NEFIOW. ...t seeeeen 456
34.2.1 HaCTPOMKA NEFIOW ...ttt sssssnes 456
34.2.2 AHaM3 JAHHBIX NEFIOW ... 458
34.3 LMATHOCTUKA MO oottt ettt 459
343,17 OMarHOCTMKA PFINFO ...ttt 459
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34.3.2  [ANArHOCTUKA PITOP ottt sttt st s sssssnes 460
34.3.3  [AMArHOCTUKA PFTADIES ...t ssans 461
344  [ANATHOCTUKA CUCTEMDBI c.cvveveveeeeeeeeerereeseeseseeesesesesesesesesesesesesesesesessssessesessasesesasssasssssases 461
3441 [JeNCTBUA NMONB30BATENEM.......vveevreerereerereterete e ss s st sessessse s s sesaesessenes 461
34.4.2 ANNapaTHAA NMAATDOPMA ...c.orurererirerereirisirieesisesessesesssesssessssessseassssssssssssssssssssssseens 462
34.4.3  CIIYIKODI..cuureririeieeeeeseiseissie et enen 463
345  [ANarHOCTUKA CETEBBIX MHTEPMEMCOB. .....covururrerieeeerersessessssssssesssssssssssssssssessssssssnns 464
34.5.T  ARP-TABIINLLA ..ottt sttt sasas s st s s sasassssasaneas 464
34.5.2 T1POCMOTP DNS-3AMUCEM .....corereririiirenrireissieissssesssssassssssss s sssssssssssssssssasssssssssnes 464
34.5.3  NDP-TABMULA ...ttt sas s ss s sss s s ssssaneas 465
3454 INETSTAT ..ottt 465
34.5.5 3AXBAT MAKETOB ...cuiuieieiiireieiseieesesseseesetessessese et sses st ses s bbb ses st sebsesessesnes 466
3456 PING oot 469
34.5.7 TIPOBEPKA MOPTA courererrerireerireiriseerisessissesessssesssesssssssesessssssssssssssssssssssesssssssssssssssssssesssesns 470
34.5.8 MapPLUPYT TPACCUPOBKM ...cuereueirrrireiriseiriseisiseeseseasisessisessesessesessesessssssssssssssessssssssacssens 472
346  [InarHocCTvKa CTaTUUECKOW MAPLUPYTUBALMM ....creneereereereeeeeseesseseesseessessssssssssesseees 473
347  [AnarHoCTMKa ANHAMUNUYECKON MAPLUPYTUSALMM . ...cccerierrerrereireeeneeneessesssesessessssensens 474
3477 OSPF ettt 476
34.7.2 BGP oo 481
34.8  AMNArHOCTUKA COB/CIIB......oeeeee ettt 482
349  [AMarHOCTNKA CUHXPOHM3ALMM BPEMEHM c....cuereueeeerinireneireaeeseseeseseeseseeseseasesessssesnens 483
34.10  AHANM3 JAMIIA TPAMDUIKA ...ucvrieeeieieireeeeieieiseeseieese et sessessese e sb sttt saeene 483
34.10.1  HaCTPOMKA QHAMINBATOP . c..curererrirrirrerieresssssssssssssssssssssssssssssssssssssssssssssssssssssssses 484
34.10.2  SKCNOPT AAMMA TPAMUKA. c..ceuivriviueireereereireieieiesseiseaesesessessesessessessessssesessessssesaesnes 486
3411  [AmnarHoctrka COCTOAHNA ARMA FW ... 487
34.11.1  CHUMOK COCTOTHMM ..coenneeeeeereeeeeieeseeaseaseisesssss s essessssssssssss s ssssssssssssssssssssssssnees 487
34.11.2  COPOC COCTOAHMM ... sesssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssnnes 487
34.11.3  CBOAKA COCTOAHUM ...ttt sse s s st s s s s s s sasaesessenas 487
3412  CTATUCTUKA TPAMUIKA ..cueeririmiriaeirieeirieiseeiseseisese st ssesesstssssesssssssssssssssssssssssssnssesssssens 488
3413 IMIONIT ettt 489
34.13.1  BKAIOUEHMNE CEPBUCA MONIT.c..iiiiieieicirieieieseeee et 489
34.13.2 HacCTpOMKa PACCHITKN COOBLLUEHMM ......cvurierinerreeneeeeeeseese e essessesseesesse e sssesseeees 490
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34.13.3  HaCTPOMKA MPOBEPKM CEPBUCA...cuvurererrerrrrssessnsesssssssssssssesssssssssssssssssssssssssssssssses 491
34.13.4  HACTPOMKA TEETA .euvuirerieeereeeisisissisesssesssssssss s ssssssssssssssss s sssesssssssssssssssssssssssnses 492
34.13.5 CueHapunm NCMONB30BAHUA MONIt ... 492

34.13.5.1 HacTtpouka nepe3sanycka cnyx6bl «Suricata» Ha BeayLleM yCTPOWCTBe
OTKA30YCTOMUMBOTO KNACTEPA «.oovverrerrerrersssnssnsssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssssssnns 492

34.13.5.2 Tlepe3anyCk CEPBUCA MPU €70 OTKABE ...cvwueereuereereerererresessesnesessesessessssessees 494

34.13.5.3 OcobeHHOCTM HacTpoikm Monit c nCNoNb30BaHMEM MOJb30BATENbCKNX
ckpunTtos 494

34.T4  CO3MAHNE OTUETOB ....ocvvvtieeeeeeeeeeressssses sttt sesesesesesesesesesesessessesssasasasasesasasssanes 495
34.15  AnNarHOCTUKA OPENVSWILCN ...ttt ssenasnes 496
3416 AMArHOCTUKA VPN ..ottt sttt s st senesanaes 501
35 YNPABAEHME MUTAHMEM ...ttt ssesssstassssssssessssesssssssssssssssnssesnssssnssesas 503
35.1 T1EPEBATPYBKA c.cevrvreeieireieiseeeise ettt s s bbbt ese bbb seas s s ssssssssnssans 503
35.2  BBIKJTHOUEHMIE ...ttt ettt 503
353 BBIXOL .ttt ettt ettt st s a sttt asasas et s eteneasanes 503
36 DKYPHANMUPOBAHUIE ...ttt sttt ettt saen 505
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TEPMWHbI N COKPALLLEHNA

B HacToALleM pyKOBOACTBE MCMONb30BaHbl ONpeAeneHus, NpeacTaB/ieHHble B Tabavue
(cm. Tabamua «TepMUHbI U COKPALLLEHWUS»).

Tabauya «TepMuHbl U COKpaujeHuUs»

TepMUHBbI K

3HaueHune
CcOoKpalLeHunsA

AC ABTOHOMHbIE CUCTEMBI

ACY TN ABTOMaTU3MpPOBaHHanA cucrtema ynpasaeHus
TEXHONOTMYECKNUM NPOLLEeCCOM

b4 baza gaHHbIX

ACH [laTumk cnyyarHbIX Ymcen

B NHdopmauymoHHas 6e3onacHOCTb

JIKM JleBas KHOMKa MblIwn

MIT MaTtepunHcKkas niaTa

M3 Me>xceTeBOM 3KpaH

MK MepcoHanbHbIN KOMMbIOTEP

Nno MNporpaMmmHoe obecneveHune

COB Cunctema obHapy>XeHMa BTOPXXEHUI

Crs Cuncrema npesoTBpaLLEHNS BTOPXKEHUIA

y3 YuéTHasa 3anuncb

LM LleHTpanbHbIV npoLeccop

yriy Yuncnosoe nporpammMHoe yrnpasaeHue

ABR Area Border Router, norpaHunuHbiv mapLupyTtmnsatop obiactu
— poyTep, COeAMHAKOWMIA OAHY wuan Heckonbko OSPF-
obnacTen Cc MarncTpasbHOW 30HOM

ADS Automation Device Specification - NPOTOKO
B3aVMMOZENCTBUA YCTPONCTB MeXAY CObOW, He 3aBUCALLMI
OoT 0bopyAoBaHMA, C NMOMOLLBIO KOTOPOro 3TV YCTPOWUCTBA
nepegaroT nHbopmaLmo

AgentX Agent Extensibility Protocol — npotokos, no3sossroLni
ynpasaATb obbekTamu SNMP, onpeaenéHHbIMU
pa3NnNyYHbIMKU NpoLeccamMu, C NMOMOLLBIO OAHOrO r1aBHOrO
areHTa
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TepMuHBbI K
COKpaLueHus

Alpha Link

API

ARMA FW
ARMA MC
ARP

AS
ASBR

Blacklists UT1
BGP

CA

CARP

CDP

CEF

CIDR

CIp
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3HaueHmne
MPOMbILWNEHHBIA  MPOTOKOA  MNepefaun  AaHHbIX A
yrnpaBieHus yCTpoucTBaMu 7 MOHWTOPWHrA,
pa3paboTaHHbIn kKomnaHven «Atommuk Codpr»
Application Programming Interface — nporpamMMmHbIi

NHTEepdEenc NpUNoXeHNs
InfoWatch ARMA Firewall
InfoWatch ARMA Management Console

Address Resolution protocol, npoTtokon onpeaeneHus
ajpeca — NPOTOKOJ, NpeAHa3HaYeHHbIA AN onpeAeneHns
MAC-agpeca pgpyroro KommnbkoTepa MO W3BeCTHOMY [P-
appecy

Autonomous system — aBTOHOMHbI€ CUCTEMBbI

Autonomus System Boundary Router, norpaHu4HbIN
MapLipyTU3aTop aBTOHOMHOM cCUCTeMbl — ObMmeHMBaeTcs
MHPOpMaLMen C poyTepamMy, MNPUHAANEXALLMM APYTrM
aBTOHOMHbIM CMCTEMaM

Cnucok orpaHunyenunsa goctyna k URL-agpecam
Border Gateway Protocol — npotokon rpaHMYHOro wako3a
Certification authority — ueHTp cepTudmkayum

Common Address Redundancy Protocol - npotokon
Aynankauum obuiero agpeca

Cisco Discovery Protocol, NpoTtokon obHapyxeHus Cisco —
nponpueTapHbIN NpOTOKOA BTOpOro YPOBHS,
pa3paboTtaHHbi koMnaHuen Cisco Systems, MO3BOAAOLLMIA
obHapyXunBaTb MNOAK/JOUYEHHOE ceTeBOe 0ObopyaoBaHMe
Cisco, ero Ha3BaHwue, Bepcumto MO un IP-agpeca

Common Event Format — oTkpbITbIn dopmaT >XypHana
cobbITUN

Classless  Inter-Domain  Routing -  6ecksiaccoBas

MeXJO0MeEHHaA MapLlpyTn3aumnA

Common Industrial Protocol, O6wui nNpoOMbIWAEHHBIN
NPOTOKON — MPOTOKOA A/l MPUAOXKEHU NMPOMbILLIEHHON
aBTOMaTU3auum
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TepMuHBbI K
COKpaLueHus

DCERPC

DHCP

DNP3

DNS

Dr.Web

DUID
EDP

ENIP

EtherCAT

FDP

FOCAS

FQDN
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3HaueHue

Distributed Computing Environment/Remote Procedure
Calls, pacnpesenéHHasa BblunCAUTENbHAA Cpeaa/yAanéHHble
BbI30Bbl Mpoueayp — cUcTeMa YAANEHHOroO BbI30Ba
npoueayp, paspabortaHHasa pansa Distributed Computing
Environment

Dynamic  Host  Configuration  Protocol, npoTtokon
AVHAMNUYECKOW HAaCTPOWNKM y3na
Distributed Network Protocol - npotokon nepegaun

Aa@HHBIX, NCMONb3yeMbl ANA CBA3WN MeXJy KOMMOHEHTaMu
ACY TN

Domain Name System, cuctema AOMEHHbIX UMEH -
KOMMbIOTEPHAsA pacnpeAenéHHas cuctemMa And nojyyeHus
nHbopmMaLmn o JoMeHax

AokTop Beb — obuiee HazBaHWe ceMenCTBa aHTUBMPYCHOIO
MO pana pasnnmuHbix naathopm, paspabaTbiBaemoe
KoMnaHuen «[Joktop Beb»

YHukaneHbI uaeHtndukatop DHCP

Extreme Discovery Protocol, [lMpotokon o6Hapy>xeHus
Extreme - npotokosn, wucnosnb3lyembln ana  cbopa
nHbopmMaLmn o cocegHunx yctporcteax Extreme Networks

EtherNet/Industrial Protocol — npombiwneHHbIN ceTeBOM
NPOTOKOJ, pa3paboTaHHbIN Ana agantauum npotokona CIP
noa cetb Ethernet

Ethernet for Control Automation Technology -
BbICOKOMPOWU3BOAMNTENbHBIA  MPOMbILAEHHbIA  MPOTOKON
CBf3N Ha ocHoBe Ethernet, ncnonbsyembii 4ns ynpaeaeHus
B peX1Me peasbHOro BpeMeHu

Foundry Discovery Protocol, NpoTtokon o6HapyxeHus
Foundry - npotokon, wucnonblyembii ana cbopa
NHPopMaLmMK O coceHNX ycTponcTBax Brocade

Factory Automation Computer Aided Engineering Support —
NpPOTOKON AN ObMeHa JAaHHbIMKM CO CTaHkamu ¢ Yy
NpPO13BOACTBa KOMMaHun Fanuc

Fully Qualified Domain Name, nonHOCTbIO onpeaenéHHoe
MMA  AOMeHa — UMMS  JOMEHa, He  UMMetollee
HEOAHO3HAYHOCTEN B OMNpeeeHNm
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TepMuHBbI K
COKpaLueHus

FRR

FTP
GOOSE

GRE

GUID

HTTP

HTTPS

ICAP

ICMP

ID
IEC 60870-5-104

IGMP

IKE

IMAP
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Free Range Routing — cBobogHoe MO, pa3spaboTtaHHoe ¢
Lenblo peanu3aumm ceTeBOM MapLlupyTm3aumm Ha Unix-
NOoAOBHbIX cMcTeMax

File Transfer Protocol — npotokon nepegauv dpaninos no cetu

Generic Object Oriented Substation Event — npotokon
nepesaun AaHHbIX O COObITUAX Ha NOACTAHLNN

Generic Routing Encapsulation, o6bwasa wHkancyasums
MapLUpyTOB - NPOTOKO TYHHE/IMPOBaHWMS,
npeAHa3HaueHHbIV ANS WMHKANCyAauuMmM naketoB CETEBOro
ypoBHsA B IP-nakeTsbl

Globally Unique Identifier — 128-6uTHbin naeHtndurkartop,
3anucbiBaeMbli B BuAe CTpokn wu3 32-yx uudp B
WeCTHaALATEPUYHON CUCTEME CUMCNEH WS

HyperText Transfer Protocol, npotokon nepesaun
rmneprekcTa — NPoOTOKOA MPUKNALHOIO YPOBHA nepesayu
AAHHbIX

HyperText Transfer Protocol Secure - pacwupeHue
npotokosa HTTP pgna nogaepxku wudpoBaHUa B Liensax
NoBblLLIEHNs 6e30NacHOCTH

Internet Content Adaptation Protocol - npotokon
ajanTaummn NHTEPHET-KOHTEHTa

Internet Control Message Protocol, npoTokon mexceTeBbix
yNpaBAAIOLLNX COOBLLEHNI — CEeTEBOWN NMPOTOKO/, BXOAALLNN
B cTek npoTtokosos TCP/IP

NaeHTndurkaTop

CraHgapt, onpegenstowmin Habop NPOTOKONOB  ANA
KOHTPO/IA 1N YNpaBAE€HUS C UCMOJb30BaHNEM MOCTOSIHHOrO
coeNHEeHNS

Internet Group Management Protocol - npoTokon
yrpaBAeHWA T[PynnoBOW nepejayven JaHHbIX B CeTAX,
OCHOBaHHbIX Ha NpoTtokone |P

Internet Key Exchange — npotokon obmeHa karouamuy,
BXOAALWMIM B Habop npoTokonos IPsec

Internet Message Access Protocol — npotokon npuknagHoro
YPOBHA ANS AOCTyMa K 3N1EKTPOHHOWN nouyTte
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TepMuHBbI K
COKpaLueHus

IPMI

IPMItool

IPS

IPsec

LACP

LAGG

LAN
LDAP

LLDP

LSA
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Internet Protocol, MEXCEeTEBOM NPOTOKON -
MapLUPYTU3NPYEMbIA MPOTOKON CETEBOrO YPOBHS CTeka
TCP/IP

Intelligent Platform Management Interface -
WHTeNNeKTyanbHbIN MHTepdenc ynpasaeHusa naathopmown,
npeAHa3HayeHHbI AN aBTOHOMHOIO MOHWUTOPUHIA W
yrnpasneHns GyHKUMAMKN, BCTPOEHHBIMW HEMOCPEACTBEHHO
B annapatHoe U1 MuKponporpaMmmHoe obecneveHus
cepBepHbIX NAaTGopm

YTmamta Ans  ynpaBAeHWA W HACTPOWKW  YCTPOWCTB,
noaaepxmsarowmx craHgapt IPMI, kotopas no3ssonser
ynpaBasTb MHPPACTPYKTYPON Ha HU3KOM YpPOBHEe B 06XOA
ocHoBHoW OC cepBepa

Intrusion Prevention System, cuctema npesoTBpaLLeHUs
BTOPXEHUA  —  cucTemMa  CceTeBOW  6e30MacHOCTH,
npeAHa3HayeHHas Aans O6HapyXeHus
HeCaHKLUMOHMPOBAHHbIX AEWCTBMMA W aTak, a Takxe
aBTOMaTU3VPOBAHHOIO MPOTUBOAENCTBUS UM

IP Security — Habop npoTokoN0B Ans obecneyeHns 3aLLmThl
AaHHbIX

Link  Aggregation Control Protocol - OTKpbITbIV
CTaHZAAPTHbIA MPOTOKOA arpernpoBaHna KaHaoB

Link aggregation interface — nHTepdelnic arpernpoBaHHoOro
KaHana

Local Area Network — nokanbHad BblunCcAUTENbHAA CETb

Lightweight Directory Access Protocol — nerkoBecHbIM
NPOTOKOA AOCTyNa K KaTajaoram

Link Layer Discovery Protocol, MNpoTokon o6Hapy>keHus
KaHaNbHOro YPOBHA — MPOTOKOJI, MO3BOAIOWMI CETEBOMY
obopyaoBaHuto, paboTatolleMy B NIOKaNbHOW  CETW,
obmeHvBaTbCA MHGOPMaLMen O CBOEM CyLLECTBOBaHUM U
CBOMX XapaKTepucTmKax

Link State Advertisement — o06baBJeHVME O COCTOAHUMU
KaHana Uiy MapLupyTmM3aTopa
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TepMuHBbI K
COKpaLueHus

L2

MIB

MMS

Modbus TCP

MS Active Directory

MSCHAP

NAT

NDP

NetBIOS

Netflow

NTP

OID
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KaHanbHbIN ypOBEHb — BTOPOW YPOBEHb CETEBOW MOAEN
OSI, npesHasHayeHHbIN ANa Nepejayvn JaHHbIX Yy31aM,
HaxOoAALLMMCA B TOM X€ CEerMeHTe JIOKaNbHOW CeTu

Management Information Base, 6a3a ynpasastoLien
nHPopMaLMn — BUPTyanbHas 6asa AaHHbIX, UCMOJb3yemMas
AN ynpaBaeHus obbekTaMu B CETU CBA3N

MpoTokon nepefayn JaHHbIX pPeasbHOrO0 BPEMEHU U
KOMaHZ ANCNEeTYEPCKOro yrnpaBieHUA MeXAy CeTeBbiMU
YCTPOMCTBaMM U/UAN NPOrPaMMHbIMU NMPUIOXKEHNAMM

OTKpPbITbIN KOMMYHUKALWNOHHBIN MPOTOKOJI, OCHOBaHHbIN Ha
apxuTekType BeAyLMN — BEAOMbIN, WCMNOAb3yeMbl ANs
nepegayn agaHHbIx Yepes cetn TCP/IP

Cnyxba  kaTtanoroB  kopnopauuum  Microsoft — ans
onepaumoHHbIx cuctem cemerictea Windows Server

Microsoft Challenge Handshake Authentication Protocol —
NPOTOKO/N MPOBEPKM MOANMHHOCTU COEAUHEHUI MeXAY
CepBepOM U1 KAMeHTOM 6e3 nepegayn Naposns NOCAeHero,
MCNONb3YIOLWNIA MEXaHN3M «BbI30B-OTBET»

Network Address Translation, npeobpa3oBaHune ceTeBbix
agpecoB — MexaHu3m B cetax TCP/IP, nossonstowwmin
npeobpazosbiBaTth IP-agpeca TpaH3UTHbIX NAKETOB

Nortel Discovery Protocol, NpoTtokon obHapyxeHus Nortel
— MPOTOKON KaHa/lbHOrO YPOBHSA, WCMONb3yeEMbIN ANS
obHapyxeHua ceteBbix ycTpouctB Nortel, a Takxe
HekoTopbix NpoaykToB Avaya u Ciena

Network Basic Input/Output System — npoTtokon ana pabotbl
B JIOKa/IbHbIX CeTAX Ha nepcoHanbHbix 3BM Ttuna IBM/PC,
pa3paboTtaH B BuAe MHTepdenca, KOTOPbIA HE 3aBUCUT OT
bvpmbI-nponssoanTens

CeTeBOM NPOTOKOA, NPeAHa3HaYeHHbIV AN Y4éTa CeTeBOro
Tpaduka

Network Time Protocol, npotokon ceteBOro BpemMeHu -
CEeTeBOWN MPOTOKOJ ANA CUHXPOHM3ALMN BHYTPEHHMX YacoB
KOMMbOTEPA C WCMNONb30OBAHWEM CETEN C MNEepPeMeHHOM
NAaTEHTHOCTbIO

NaeHnTndunkatop obbvekTos MIB
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OPC

OPC DA

OPC UA

OpenSSL

OpenVSwitch

OSPF

PAC

POP3

Proxy ARP

RARP

RFC

RIP
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3HaueHue

Open Platform Communications — cemelicTBO NporpamMmmHbIX
TEXHONOTUI, NPEfOCTaBAAIOWMNX eANHbIA MHTepdenc ans
yrnpaBieHus obbekTamu aBTOMaTM3aLnm 7
TEXHO/IOTMYECKMMN MPOoL,eccamm

Open Platform Communications Data Access — ctaHaapT
OPC

Open Platform Communications Unified Architecture -
ctaHgapt OPC

Kpuntorpadumueckas 6mbnanoteka C OTKPbITbIM UCXOAHBIM
KOAOM

[porpaMmMmHas peanv3aunsi MHOTOYpPOBHEBOrO CETEBOrO
KOMMYyTaTopa, noaAep>K1BatroLLas CTaHAapTHble
nHTepdencol ynpasneHns n npotokonbl NetFlow, sFlow,
SPAN, RSPAN, CLI, LACP, 802.1ag

Open Shortest Path First — npoTtokon pauHamunueckon
MapLIpyTU3aLum, OCHOBAHHbIN Ha TEXHONOTUK
OTCNEXMBaHMA COCTOSHMA KaHajla M WCNONb3YHOLWNA ANs
HaxoXXAeHWA KpaTyanwero nytm anropntMm Jenkcrpol

Proxy Auto Configuration, aBTOMaTMueckas HacTpoWKa
NpOKCcKn-cepeepa

Post Office Protocol Version 3, npotokon noutoBOro
OTAeNeHns, Bepcus 3 — CTaHAAPTHbIA UHTEPHET-NPOTOKON
NPUKNQAHOTO  YPOBHS,  WUCMOAb3yeMbIA  KJAWEHTaMu
3/IEKTPOHHOM MOYTbl AN MNOAYUYEHUSA MOYThl C YAANEHHOTO
cepsepa no TCP-coegnHeHNtO

TexHMKa, C MOMOLLbIO KOTOPOM MapLUpyTU3aTop B AaHHOW
ceTn oTBeuaeT Ha 3anpockl npotokona ARP ans IP-agpeca,
KOTOPbI HE HAaXOANTCA B 3TOMW CETU

Reverse Address Resolution Protocol, obpaTtHbIi npoToKOA
npeobpa3oBaHMa  agpecoB  —  MNpeAHasHayeH  AnA
npeobpasoBaHua dusmyeckoro agpeca B IP-agpec

Request for Comments, pabouee npeanoxeHne — JOKYMEHT
n3 cepum NPOHYMepPOBaHHbIX NHPOPMAaLMOHHbIX
AokymMeHTOB VHTepHeTa

Routing Information Protocol — npoTtokon MaplpyTHOWM
NHPOpMaLmn
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SPAN
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SSL
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Round-robin Database, unknnueckasa 6a3a gaHHbix — 6a3a
AAHHbIX, 06BEM XpPaHUMbIX JaHHbIX KOTOPOW HE MEHSAETCS CO
BPEMEHEeM, MOCKObKY KOJIMYECTBO 3anncein NOCTOSHHO, B
npouecce COXPaHEHWs  AaHHbIX OHW  WCMOJIb3YHOTCA
LUMKANYECKM

Remote Switched Port Analyzer — aybanpoBaHune nakeTtoB
nopTta YAanéHHOro KOMMyTaTopa Ha MopTy Apyroro
KOMMyTaTopa

MpoTokon, npefHa3HayeHHbIn Ana obmeHa AaHHbIMU C
KoHTponanepamu  Siemens S7 wn  nobbim  Apyrum
obopysoBaHVeM, NOAAEPXKMBAOLLNM AaHHbIA MPOTOKO

MpoTokon, npeAHasHayeHHbIM AN obMeHa JAaHHbIMKU C
obopyaoBaHnem cepuin Siemens SIMATIC S7-1200 n S7-
1500 7 Nro6bIM Apyrim obopysoBaHueMm,
NoAAEeP>KMBaOLLMM AaHHbINA NPOTOKON

Moanexalme 3arpyske 610km

Server Message Block — ceteBon npoTtokon npuknagHoro
YPOBHSA AN yAanéHHOro goctyna K dannam, npuHTepam u
APYrMM CeTeBbIM pecypcaMm, a Takxke AN MeXMNPOoL,ecCHOro
B3aMMOAencTBua

Simple Network Management Protocol, npocron npoTtokon
CETeBOro yrnpaB/ieHNs — CTaHAAPTHbIA MHTEPHET-NPOTOKON
ANs ynpaBaeHus ycTtporctBamu B IP-ceTax Ha oOcCHoBe
apxutekTtyp TCP/UDPB

SynOptics Network Management Protocol, [MpoTtokon
ynpasJ/ieHus CeTbro SynOptics. MNpoTokon 6bIn
nepenmMeHoBaH B Nortel Discovery Protocol

Switched Port Analyzer, aHanuszatop KOMMYyTMpPYyEMBbIX
noptos — AybanpoBaHMe NaketoB OAHOro MopTa CeTeBoro
KOMMyTatopa Ha ApyromM nopry

Secure Shell, 6e3onacHas obonouka — ceTeBON MPOTOKON
NPWKAQAHOTO  YPOBHSA,  MO3BOAAIOWMNA  NPOM3BOAUTb
yAanéHHOe ynpaBieHVe OMnepaunoHHON CUCTEMON U
TyHHennpoBaHue TCP-coeamHeHNI

Secure Sockets Layer, ypoBeHb 3alUMLLEHHbBIX COKETOB —
KpunTorpadunueckmm NpoToKo

arma.infowatch.ru
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TepMuHBbI K
COKpaLueHus

SSO
TCP

TFTP

TLS

Tshark
TUN/TAP
UDP

UMAS

URL

uulib

VLAN

VOIP

VPN

VXLAN

24

3HaueHue

Single Sign-On — TexHonOrNs €4MHOrO BXOAA

Transmission Control Protocol, npotokon ynpaBnexus
nepesayer — OA4MH N3 OCHOBHbIX MPOTOKOJOB Mepejayu
AaHHbIX MHTEPHEeTa

Trivial File Transfer Protocol, npocton npotokon nepesaun
davnoB - wucnonb3lyerca rnaBHbiIM  obpasom  anA
nepBOHaYasbHOW 3arpy3ku 6e34MCKOBbIX Paboumx CTaHLNN

Transport layer security — NpOTOKO/ 3aLUWTbl TPAHCMOPTHOTO
YPOBHSA

AHanuzatop ceteBoro Tpaduka
BupTyanbHble ceTeBble ApanBepbl A4pa CUCTEMDbI

User Datagram Protocol, npotokon nonb3oBaTenbCckmx
AatarpaMM — OAWH M3 KIKOYEBbIX 31eMeHTOB Habopa
ceTeBbIX NPOTOKON0B A1 VIHTepHeTa

CobcTBeHHbIN npoTokon Schneider Electric, koTopbii MmoXeT
NHTEPNPEeTMPOBaTbCA TONbKO MPOLECCOPOM M HEKOTOPbLIMMU
KOMMYHWUKaLNOHHBIMU MOAYSAMU

Uniform Resource Locator, YHudunumpoBaHHbIN yKasaTenb
pecypca — cucTeMa  YHUOUUMPOBAHHBIX  ajpecoB
3/1eKTPOHHbIX pecypcos, nan eAnHoobpasHbIv
onpeaennTenb MeCTOHaXOXAeHuUsA pecypca

Universally unique identifier, yHnBepcasbHbIN YHUKaNbHbIV
naeHtTnoumnkatop - CTaHpapT naeHtTnbmkaumn,
ncnosiblyemblin B cosgaHum MO

Virtual Local Area Network — BupTyanbHas nokanbHas
KOMMbIOTEpPHas CeTb

Voice over Internet Protocol — TenedoHHas cBA3b MO
nporokoay IP

Virtual Private Network, BupTyanbHas uyacTHas ceTb -
0600l EHHOE  Ha3BaHME  TEXHOJIOTMW,  MO3BOASAHOLLMX
obecneuntb OAHO WAN HECKONbKO CETEBbIX COEAUHEHWUN
noBepx APYroun cetu

Virtual Extensible Local Area Network — TexHonorua cetesom
BUPTyaAn3aLmy, CO3JaHHOM A/id  pelweHus npobaem
MacwtabmpyemocTtu

arma.infowatch.ru
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TepMuHBbI K

3HauyeHune
CcoKpaleHuns
WAN Wide Area Network — rnobanbHasa BblUMCAUTENBHAA CETb
WPAD Web Proxy Autodiscovery Protocol - npotokon

aBTOMaTUYeCKOW HaCTPOMKM MPOKCH

B HacToAwemM pykoBOACTBE MCMONb30BaHbl CCbINKN Ha AOKYMEHTbI, NpeAcTaB/ieHHble B
Tabanue (cm. Tabanua «CMexHble JOKYMEHTbI»).

Tabauya «CmexxHbie JOKyMeHMbl»

CokpauiéHHoe
NMonHoe HanmeHoBaHue

HanmeHoBaHue
PykoBogcTBO PykoBoactBo agmuHuctpatopa InfoWatch ARMA Firewall
agMmuHuctpatopa ARMA
FW
PykoBoacTBO PykoBoacTBO nonb3oBatens no akcryataumm InfoWatch
nonb3osatens  ARMA ARMA Management Console
MC

25 arma.infowatch.ru
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AHHOTALUA

HacTosilee pykoBOACTBO MOAb30OBaTeNA MO 3KCMAyaTauMn MNpeAHa3HayeHo And
TEXHUYECKUX CMeLManncToB U MoJb30BaTeNEN, BbIMOJHAOLWNX KOHOUTypUpoOBaHMe U
MoHUTOpUHT pabotel ARMA Firewall v.3.14.

PykoBOACTBO MO/Ab30BaTesIA MO 3KCMayaTaLumm onucbiBaeT NpuHumnel pabotel ¢ ARMA
FW, goctynHblie yHKLMKM, X NogpobHOe onncaHmne, HaCTPONKY N MCMONb30BaHMeE.

Monb3oBatento ARMA FW HeobxoanMO M3yunTb HacTosllee PYyKOBOACTBO MNepes
aKCnyaTaumnen.
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1 MEXXCETEBOW 3KPAH

OgHow 13 ocHoBHbIX dyHkunn ARMA FW sBnsfetca ¢uabtpauma Tpaduka ¢ MOMOLLbIO
BCTPOEHHOrO MEXCeTeBOro 3kpaHa.

Ha pucyHke (cM. PucyHok — MNpumep ncnonb3oanva M3) npeacTaBaeH CTeHa, B pamMKax
KoToporo 6yayt co3gaBaTbcA npaBuna M3. Heobxogumo noayumtb goctyn ¢ [K
«Admin» k Be6-cepepy «WebServer» no npotokonam HTTP n HTTPS.

WebServer

ARMA FW

I - 192.168.2.100
WAN >
1L 192.168.2.1

192.168.1.100

S
Admin

PucyHok — lNpumep ucnosis3zoeaHus M3

Ans nonyyeHna focTyna HeOH6XOAMMO BbIMONHUTbL C/IeAYHOLLME LWaru:
1. Y6eantbca B otcytctBMm goctyna ¢ MK «Admin» k Be6-cepeepy «WebServer».

2. TMNoHATb obLwyro nocnesoBaTenbHOCTb paboTbl NpaBua M3 (cM. «HacTporika npasua
M3»).

3. Co3pgatb npasuna M3 gnsa Kaxporo u3 ykasaHHbIX NPOTOKonoB (cM. «CoszaHue
NpPaBWJ MEXCETEBOIO 3KPAHNPOBAHUS»).

4. Yb6eantbcsa B Hannumm goctyna c MK «Admin» k Be6-cepepy «WebServer» (cm.
«[1poBepka Co3AaHHbIX NpaBma M3»).

[na npoBepku AoCTyna HeobxoaMMo OTKPbITh Beb6-6pay3ep Ha K «Admin», BBecTn B
agpecHon cTpoke «192.168.2.100» n Haxatb knaBuwy <«ENTER». B pesynbrtate
OTKPOETCA CTPaHMLA, yKa3blBaroLLas Ha OTCyTCTBME AOCTyna K Beb-cepBepy (cM. PucyHok
— HepoctynHocTb Be6-cepBepa).
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] » + o

168

o

10

=1

e

& 192
e

C @ 192.168.2.100 W A

He yaaeTca nosyuntb 4OCTYN K CaiTy

Caiit 192.168.2.100 He NOZEONAST YCTAHOBWTE CORAMHEHME,

MNonpobyATe cAenaTe CAeyOLLEE:
+ [lpoeepbTe NogKNHUeHWe K VIHTepHeTy.
* [IpOBEpbTE HAaCTPORKKW NpOKCK-CEpEEPa W DpanaMay3pa.

PucyHok — HedocmynHocme seb-cepsepa

1.1 Hacrpouka npasun M3
MNepes co3saHnem npasua M3 BaXKHO MOHUMATb aAropuTM nx paboTbl.

MpaBuna M3 3apatoTca OTAENbHO ANA KaXA0ro CeTeBoro nHTepderica 1 pacnosiararorcs
B BuAe cnucka (cM. PucyHok — Cnwucok npaswia). [lo ymonyaHuo npesycMOTpeHbl
aBTOMaTU4yeCcKn CreHepupoBaHHble npasuna (cM. «[lepeyeHb aBTOMatM4ecku

creHepunpoBaHHbIX npanm»). ,ﬂ,]’lﬂ MX NMNpoCMOTpPa HeO6XOAI/IMO Ha>aTb KHOMKY « QQ »

B BerHeI7I I'IpaBOI\/'I 4acTn CTpaHULLbL.

MexceTeBol sKkpaH: Npaeuna: [06wwe] He eubpano +  COpounms ceememkn | @ Caeraman

MNaEaiouMe NPABNNa He onpegenetel. MNAE3KIWME NPAENN3 HE NPUERZAKEI K OLHOMY MHTEPhEACY M MOTYT BelTe MCNONE30BAHEI, 4TOGL OXEATUTE NONMTUKN HECKCNEKMX CETEN OQHOEDEMEHHA,

MNpaewnna |

O NpoTokon OTnpaenTens Mopt Monyyarens Mopt Wz Pacnucanmne Onwncanve @
D ABTOMATHYECKM CreHEPHPOBAHHBIE NPABNNA [T14]
€« 0= 0
pazpewenine (pass) % BnokupoBaHue ©  oTknokeHue (reject) © wypHannposaHue —  EXOARWMA nepeoe coBnafeHne
P pazpewenue (oTKlo4eHO) X BnokupoeaHue (OTKKNEHD) ©  oTkiIoHeHue (OTKNKHEHT) O xypHANMPOBAHNE (OTHAOHEHO) +—  MEXCaAWMI % nocnepuee coenagerme

(5] AKTHEHOS/HEAKTHEHOE DACNMCAKME (HAKMUTE ANA NPOCMOTPA/PEAAKTUPOBAHIER)
TCEBAOHUM (HAKMUTE ANA NPOCMOTPA/PEAAKTHPOBAHUS)

Mnagarowme NpaeMna NPUMEHATCA MO NPHUHLMMY NePBOro COBNaAeHNA (To eCTy GyAeT BLINCAHEHO AefiCTBME NePBOTO NOAXOAALIET0 ANA NAKETa NpaBsvna) TONLKO ek BbICTaBneHa onuuAa "BeicTpoii npoeepku” pns
npaBuna. WHaue oHM ByyT NPUMeHeHs! TONLKG, 2CNW He ByAeT Apyrux noxoaALnx Npasun. Takum 06pasom, BxIGOp MPaBHA W MX NOPAAOK BAUAET Ha PEIYNLTAT. ECNK HI OIHO W3 3TUX NPABUA HE NOAXO/NT, HCMONL3YIOTCA

Npaenna 4ns MHTEPGEACa MK NP2BNNA N0 YMONH3HMIO.
PucyHok — Cnucok npasun

nOpﬂAOK npaswui B CrMNCKE NMEET 3HaYEHNE N M MOXHO yNpaBaATb C NOMOLLBbHO KHOMKKN

« €5 HanNpPOTMB KaXAoro 13 co3gaHHbix npasua. CeTeBOW MnakeT MpoBepseTca Ha

coBrnageHune C KputepmamMmm npasua no nopAaaky, CBEpPxy BHU3.
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BO3MOXHbI ABa NpuHUwMna coBnageHunA:

® MepBOro COBNajeHUA — CPa3y BbIMNONHAETCA AEeNCTBME, yKa3zaHHOe B NepBOM
COBMaBLLEM NpaBuae, fanee obpaboTka ceTeBOro nakeTa He NPON3BOANTCS;

® fnocsiegHero coBnaaeHuA — BbINOAHAETCA ,D,el‘/JICTBI/Ie, YKa3aHHO€E B nocaejgHem
coBnasLweM npaswune, ganee o6pa60TKa CceTeBOoro naketa He Npon3BoOAUTCA.

[MpuHUMNbI coBNaaeHWa 3ajaroTca B napametpe npasuia «bbicTpasa npoBepka» (CM.
PrcyHoK — Bk/itoueHWe NpuHLMNa NepBoOro CoBNageHus) h OTMeYaroTCa MKOHKOW MOJTHUM

B cnncke npasun (cM. PucyHok — Cnncok npasun):

® )KENTaAa MOJIHUA « | » — npunHUMN nepBoro coesnajgeHus;

® cepasa MOJIHUA « &» — npuHUMn nocnegHero coenajgeHuA.

BricTpan Mpu coEnageHuu Cpazy EbINCAHUTE EACTEHE.
npoBepKa

PucyHok — BksroueHue npuHyuna nepgozo coenadeHus

Echn ceTeBOM MakeT He yAOBNETBOPSAET KPUTEPUSM HW OAHOrO MnpaBwaa, TO nakert
61okmpyeTcs.

Ans nHTepdericoB NpaBmaa NPOBEPAIOTCA B MOPALKE, NPEACTaBIEHHOM Ha pUCYHKe (CM.
PucyHok — Mopaaok NnpyMeHeHWs NpaBua 418 MHTePHEencoB).

O6wume

Fpynnbl nHTepdeiicos

Mutepdeinicobl

PucyHok — lMopadok npumeHeHuUs npasus 014 uHmepgelicos

Mo ymonuaHuto BO BCEX CO3JaBaeMblx Nnpasuiax napamerp «HanpaBnaeHmne» conepxur
3HaueHve «Bx.» — «Bxogawmn tpaduk». CregyeT NOHMMATb, YTO 3TO 3HaYeHWe ANnA
nHTepdenca, NnepBoHayasbHO NMpuHuUMatouwero tpaduk. MNpumeHeHne npasun M3 ans
ncxoasLLero Tpadrka NCMoNb3yeTC PeaKo U AN cneunduyecknx Lenen.

B npaBuie BO3MOXHbI TpU AENCTBMA Haj NakeToM Tpaduka:
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® paspewwnTb, «Pass» — paspelnTb ABMXKEHME NAKET];
® 6nokmpoBaTb, «Drop» — oTbpoCcnTb Naker;

® OTK/NOHUTb, «Reject» — oTHpoCUTL NakeT W OTNpPaBUTb YyBeAOMAEHME
OTNpaBUTENIO.

MNpw BIGOPE B None napameTpa «MencrBue» 3HaueHnsa «bnoknposaHue (Drop)» nan
«OTKnoHnTb  (Reject)» pgonosnHuUTENbHO  NOABUTCA  napametp «C6pacbiBaTb
YCTaHOBJIEHHbIE€ COCTOSAHMNA.

B cnyuae yctaHOBkM dnaxka aAns napametpa «C6bpacbiBaTb YCTaHOBJIEHHblE
COCTOSIHUA» CO3/.aHHOe NpaBuao byaeT cpabatbiBaTb AaXke B YC/IOBUAX HEMPEPbLIBHOIO
Tpaduka. [lMpn 3ToM npoumsonaét cbpoc Bcex 3anucer B Tabauue COCTOAHWUN,
OTHOCALLMXCA K XOCTY, C KOTOPOro 6bl1 OTNpaBeH 3anpeLéHHbIN NnakerT.

MNepeyeHb aBTOMATUYECKM CreHEPUPOBaHHbIX NpaBua M3. Pazgen «[O6wwme]»:

® 1 — «Default deny rule» — npaBuno otbpacbiBaeT Tpaduk, ecim A HEro He
cpaboTano HM OAHO U3 paspelarowmx npasua. [lpaBuno paboTaeTr no
npuHUUNY «nocieaHee cosnageHune». To ectb, ecan npasuaa N213 n N214,
HaxoasAwmecs HuxXe B Tabavue 1 Toxe paboTatoT MO NPUHLMNY «nociesHee
COBMajeHue», N Ntboe N3 «<MrHOBEHHO MPUMEHSEMbIX NPaBUI» CpaboTaroT,
TO Takol Tpaduk He OyaeT oTbpolweH. Bo Bcex ocTasbHbIX caydasx 6yaert
MCMOAb30BaHO 3TO MPaBUO;

® 2 3,45, 6 - «IPv6 requirements (ICMP)» — npaBuna pa3speLuatoT OTNpaBaATb
Tpaduk no npotokony IPv6-ICMP ¢ ARMA FW B nokanbHyto ceTb «fe80::/10» n
ANS TPYNNOBOW paccbinky Ha agpec «ff02:/16» (npasuno N23) n B obpatHOM
HanpasaeHun (Bce kpome, npasuaa N23);

® 7 - «Block all targetting from port 0» — npaBuno 610KMpyeT BCe coeAMHEHNS
c noptom otnpasutens 0;

® 38 — «Block all targetting to port 0» — npaBuio 610KMpyeT BCe coeanHEHMA C
noptom nony4datens 0;

® 9 - «Allow CARP connection» — npaBuio pa3peluaet Becb Tpadmk CARP B aByx
HanpasaeHusax. MNpaBuno He cpaboTaeT, ecam CARP Ha ycTponCTBE BbIKIHOYEH,
Tak Kak cpabotaet npasuno N29;

® 10 - «sshlockout» - npaBuna 6n0KMpPYHOT CNUCKKM agpecoB/ceTent U3
nceBgoHUMoOB: «sshlockout», «webConfiguratorlockout», «virusprot». [ns
cpabaTbiBaHWSA HeobxoAnMo B pa3gene NnceBAOHVMOB cosaatb
COOTBETCTBYHOLUMIA MCEBAOHMM, HanMpuMep, «Virusprot» u 3amnofHWUTb MO
Tabavubl B pfTabl («<MexceTeBoi akpaH» - «[ilnarHoctuka» - «pfTables»);
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11 — «webConfiguratorlockout» — npaBuna 610knpyrOT CNCKK agpecoB/ceTen
n3 ncesgoHumMoB: «sshlockout», «webConfiguratorlockout», «virusprot». [ns
cpabaTbiBaHWSA Heobxoanmo B pasgene nceBAOHVNMOB co3aatb
COOTBETCTBYHOLUMIA MCEBAOHUM, HanpuMmep, «Virusprot» u 3anofHWUTb MNoAs
Tabanupl B pfTabl («<MedxceTeBoW akpaH» - «[iluarHoctuka» - «pfTables»);

12 — «virusprot overload table — npaBuna 6aoknpyroT cNnckK agpecoB/ceTen
n3 ncesgoHmMoB: «sshlockout», vwebConfiguratorlockout», «virusprot». [ns
cpabatbiBaHuA HeobxoAnMo B pa3sgene nceBAOHVMOB cosaatb
COOTBETCTBYHOLUNN MCEBAOHWUM, HaMpuMep, «virusprot» u 3anoaHUTb MNons
Tabanypbl B pfTabl («<MexxceTeBoM akpaH» - «[inarHoctuka» - «pfTables»);

13 — «Let out anything from firewall host itself» — npaeuno paspelsaer
nexoaawmi ¢ ARMA FW tpaduk;

14 — «Let out anything from firewall host itself (force gw)» — npasuno
paspewaet uncxoasawmi ¢ ARMA FW Ttpaduk (npuHyamtensHo ans WAN-
LUNH03a).

ABTOMaTU4eckn creHepupoBaHHoe npasuao M3. Pazgen «[LAN]»:

1 — «Anti-lockout rule» — npaBunno paspewaet goctyn Kk ARMA FW no HTTP(S)
n SSH coegnHeHunto.

lNepeyeHb aBTOMaTUUECKM CreHepupoBaHHbIX Npasun M3. Pasgen «[WAN]»:

31

o 1,2 - «Allow dhcpv6 client in WAN» — npaBuia paspeLuaroT BXOAALLMIA TpadurK
no npotokony DHCP;

® 3 — «Allow dhcpv6 client out WAN» — npaBuno paspeluaer ncxoaawmnn
Tpaduk no npotokony DHCP;

® 4 - «Block bogon IPv4 networks from WAN» — npaBuno 610kupyet IP-agpeca
Bogon-ceten IPv4;

® 5-«Block bogon IPv6 networks from WAN» — npaBuno 61okupyet IP-agpeca
Bogon-ceten IPv6;

® 6,7 — «Block private networks from WAN» — npaBuna 610kupytoT Tpaduk,
ec/in ajpec oTnpaBmTeNa U3 NOKaNbHOro cerMmeHTa agpecos |Pv4/IPv6;

® 89 — «Allow DHCP client on WAN» — npaBuna paspeLluaroT 4BYCTOPOHHUN
obmeH naketamu npotokosna DHCP ans IPv4 ceten.

Mpumeuanune:

KoanyectBo aBTOMaTUYeCcKn CreHepnpOBaHHbIX NPaBu MOXET OT/InYaTbCA B
3aBUCUMOCTM OT KOHdurypaumm ARMA FW. Hanpumep, npu HacTpouke
ARMA FW B pexxvmMe 0TKa30yCTOMUYMBOro kKaactepa NosBATCA aBTOMaTUYeCKM
CreHepupoBaHHble npasuia B cnucke nogpasgena «[PFsyncl» npasua M2.

arma.infowatch.ru
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MNocne HacCTpOVKM MNapaMeTpoOB CO3jaBaeMoro npasuia M3 ©M HaxaTMa KHOMKK
«CoxXpaHUTb» BbIBOAUTCA BCMJIbIBatOLLEEe OKHO C 3aMpoOCOM Ha ornpejeneHuve nopajaka
pa3MelleHns npasuaa B nepeyHe (CM. PUcyHOK — 3anpoc Ha pa3MelleHve npasuia B
nepeyHe). NpegnararoTca cnesyrolme BapmaHTbl oTBeTa:

® «[la» — co3gaBaemoe npaswio M3 6yaer pa3smelleHO nepBbiM, BBEPXY
nepeuyHs;

® «Het» — B 3aBUCMMOCTM OT cnocoba co3gaHunsa npasuaa M3:

e co3jaBaemMoe npasmao M3 nocpeacTBOM KHOMkM «+J/hio6baButb» Oyser
pa3MeLLeHO NOCNeAHMM, BHU3Y MepeyHs;

|

e CKOMMpOBaHHOe npaBuno M3 NocCcpeaCcTBOM KHOMKWU  « » bypet
pasMeweHo aieayrownm nocie OprurmHaJbHOro npasuaa.
MoMEeCTUTE NPA3BMAD B H3YaNo?
Oz HeTt

PucyHok — 3anpoc Ha pa3meuwjeHue npasuia e nepeyHe

Mpumeuanne:

NMomumo npasun M2 B ARMA FW wncnonb3yroTca WHble MexaHU3Mbl
orpaHuyeHusa Tpaduka, paboTatoLime B cneayroLiem NopsagKe:

1. MpaBuna orpaHnyeHma Tpaduka (cM. «HacTpovikm orpaHuyeHus
Tpadmka»).
2. MpaBuna NAT (cm. «NAT»).

3. MpaBuna M3 (cMm. «MexxceTeBOM 3KpaH»).

4. Mpasuna COB (cm. «Cuctema obHapyXeHVa W npeaoTBpalleHus
BTOPXKEHUI»).

5. OrpaHunueHusa nopTtana aBTopm3aumm (CM. «[lopTtan aBTopursaumm»).

1.1.1 Co3paHne npaBun MeXCETEeBOro 3KpaHUpPOBaHUA

MapameTpbl CO34aBaeMOro npasBuia ykasaHbl B Tabauue (cm. Tabavua «[lapametpsl
CO3/aBaeMoro npaswia»).

32 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

MapameTp
Henctene
Beictpas nposepka
NHTtepdelic
HanpasneHwne
MNpoTokon
Otnpasutens

IP-agpec HazHaueHuA

[vana3oH NopToB Ha3HayeHus

Tabauya «lNapamempesl co30asaemo2o npasuia»

3HaueHune
Pa3spewutsb (Pass)
JiF)
LAN
Bx.
TCP
LAN cetb

EAVI HCTBeHHbII\/II XOCT Nnn CEeTb,
«192.168.2.100», «32»

HTTP — HTTP

OnucaHve AocTtyn K Beb-cepBepy

Ana napametpoB «OTnpaButennb» 1 «IP-agpec Ha3HauUeHNA» CyLLECTBYIOT YeK-HOoKCbI
«WHBepTMpoBaTh oTnpaBurens» 1 «<MiHBepTUpoBaTh Nosiyyatena» COOTBETCTBEHHO.

Mpwn yctaHoBKe Gnaxka B AaHHbIX Yek-bokcax npaBuio ByaeT NPUMEHEHO ANs BCeX
oTnpaBuTenen/nonyyatener, KpoMe 3HaUeHWM, YKa3aHHbIX B MOASAX MapaMeTpoB
«OTnpasutennb»/«IP-agpec Ha3HauUeHNA».

[Ansa co3paHma npasuna M3 HeOBXOAMMO BbINONHNUTL CAEAyHOLME AEeNCTBUS:

1. MNepentn B nogpasaen obwmx npasmn M3 («MexxcereBoi 3kpaH» - «[paBuna» -
«[O6wume]») (cM. PucyHok — Moapaszaen «O6LLme»).

MexcerteBoi skpaH: Npasuna: [06wwe] He BuBpaKo ~ | COpOCHTE CHeTHMRH | @ CeTHMMN

Mnagaiowwe NpaeMna He onpeneneHsl. MNasatoWwme NPaenna He NPUBA3aHE! K OAHOMY HHTEPdEACY M MOTYT BbiTh MCNONL30BaHb, YTOOLI OXBATMTL MONMTHMKN HECKONBKMX CeTell ONHOBPEMEHHO.

Npasuna
O NpoTokon OTnpaeMTens Nopt Mony4atens MNopt Wnwsz PacnucaHue Onuncanne @
D ABTOMATUHECKW CTeHEPHPOBAHHEIE MPABNUNa o
€ o0 = 0
paspeliexue (pass) X BnokupoeaHue ©  oTknoHeHue (reject ©  wypHanuposaHmne = ExogswMA Nepe0E COBNAfgHNE
P paspewenue (oTKno4eHO) X GnokMpoBaHne (OTKK4EHO) ©  oTrioHenve (oTKKO4eHD) © sypHannposaHne (OTKAKYEHO) +—  MCXoaAWMA %  nocnepwee coenagerme

[E AKTMBHOE/HEAKTMBHOE pacnnCcanme (HAKMATE 4NA NPOCMOTPa/PERAKTMPOBAHNSA)
MNceBnoHMM [HAKMKHTE ANA NPOCMOTPa/PeAaKTUPOBaHKA)

MnagaiowmMe NPagMna NPUMEHAKITCA N0 NPHHLKMY N2PBOTO COBNA/IZHNA (T 8CTh BYAST BLINONHEHO AEACTEME NEPEOTO NOAXOAALLErO ANA NaKeTa NPABMNE) TONLKO SCAW BLICTABAEHA ONUKA "BLicTpoll npoBepku” AN
npaenna. MHase ol ByayT NpUMEHERE TONEKO, €CNK He ByAST ApyriX NOAXOAALNX NP3BK . Takum 06pa30M, BxIBOP NPABHA 1 VX NOPAROK BNMAET H3 DEZYNETAT. ECIH HA OIHO W3 3TMX NPABII HE MOGXOQNT, MCTIONEIYIOTCA
NpaBKUna AnNA MHTepdeica UK NPaBIUNA NO YMONUYIHUIO.

PucyHok — lModpazden «Obuue»

2. HaxaTb kHOMkKy «+/Lo6aBUTb» 1 B OTKpbIBLLENCA Popme (cM. PucyHok — Co3aaHue

npaBuna M3) ykasaTb napameTpbl w3 Tabamubl (cm. Tabavua «[lapameTpbl
co3gaBaemoro npasuaa»). OctanbHble NapaMeTpbl OCTaBUTb He3 N3MeHeHM .
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MexceTeBoi skpaH: Mpasuna: [06wme]

PepakTupoBaTh NpaBuno cnpaska (1

MEMCeTeBoro 3KkpaHa

O [leircTeme

PazpewuTs (Pass) -
O OTrnoqena [ OtkniounTs 370 Npasuno
© BoicTpas npoeepka Mpu coBNageHun cpasy BeINOMHUTD AEACTEHE.
O Wrrepdeiic BbibepuTe nuTephencsl... -
@ Hanpaenexune Bx. -
@ Bepouu TCP/IP 1Py -
® Nporokon B0 -

PucyHok — Co3daHue npasuna M3
3. Haxartb KHonky «CoxXpaHUTb».

4. Bo BCM/bIBarOWEM OKHe HaxaTb KHOMKY A/A OfpejeneHns Mecta pasmelleHua
npasuna M3 B nepeyHe (CM. PUCYyHOK — 3anpoc Ha pa3MelleHve npaBuia B NepeyHe).

5. Haxatb kHonKy «[pumeHnTb n3MeHeHnA» (CM. PrcyHoK — [puHATME N3MEHEHWN).

MexceTeBoii 3KpaH: nPaBWﬂa: [OGU-IME] He BEIOpaHO v COpOCHTE CHETHMKM @ CHeTHMKM

Koudurypaumns mexceTesoro 3KkpaHa naMeHeHa.
AT P MPUMEHNTE H3MEHEHUA

Bbl JONKHEI MPUMEHUTE HIMEHEHWA, 4TOBEI OHIM ECTYMWAN B CHAY.

PucyHok — lNpuHamue usmeHeHuUU

B pe3ysnbTate npaBuao byaet NnpvMeHEHO M OTOHBpaXkeHO B cnmncke npasua (cM. PucyHok
— Co3faHHOe NpaBmao B CNUCKE NPaBu).

MexceTeBoi 3KkpaH: lNpasuna: [06LLI,I/IE] He erifpato =~  CHpOCHTL CYETYMKM <@ CHETYMKM

VIZMEHEHWA YCMEWHE NPUMEHEHEL

Mpaeuna ) Mpasuna L2

O Mpotokon OTnpasuTtens Mopt Mony4arens Mopt Wnwoz Pacnucanue Onucanue @

[t} ABTOMaTH4ECKM CreHepUPOBaHHEIE NPABHAa 114

O -5 80 IPv4 TCP LAN ceTs - 152.168.2.100 80 [HTTP) * * Noctyn k Be6-cepeepy €« 7 Do
€« o & 0

pazpelweHue (pass) ®  Gnokvposaxue ©  oTknoHeHue (reject) @ wypHanuposanue = ExoAswMiA Nepecs COENafeHne
P paspewehme [oTHNIOYEHO) x Gnawvpoaaiine © oTKnoHeHUe [OTKNIOHEHO) L] Hpranposzrne —  vcxofAWMA ¥ nocnegnee coenaneHue
(oTkNoHEHD) (oTKo4eHo)

£ AKTVEBHOE/HE3KTUBHOE PACTIMCAHME (HAKMUTE NS NPOCMOTPa/peaakTUpOBaHNS)
i= TCeBAOHNM [HAKMUTE ANA NPOCMOTPa/PENAKTUPOBAHNA)

Mnaeakwue NPasuNa NPUMEHAIOTCA NO NPUHUMY NEPBOTO COBNAASHHA (TO ecTh BYET BLINONHEHO ASHCTEME NEPBOTa NOAXOAAWET0 ANA NAKETA NPABMNG) TONBKO €M BLICTABNEHA ONUMA "BLICTPOH
NpoBepKiA” ANA NPaeMNa. MHaye oHu ByayT NpUMEHEHS! TONEKO, 8CNW He BYA&T APYTUX NOMXOARWMX NPaBMA. TaKuM 0BpazoM, BeIGOD NPABWN W MX NOPAAOK ENMAET H3 PEIYNETAT. ECNM HY OIHO U3 3TUX Npasun
He NOX0ANT, NCNCNB3YIOTCA NPasnNa ANA MHTepdeica MM NPaBIUNE N0 YMONHAHWIO.

PucyHok — Co30aHHoe npasu/io 8 cnucke npasu
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[na konupoBaHWa NpaBWaa, Hanpumep, ans paspeweHna HTTPS-Tpadurka, Heobxoanmo
BbIMONHUTbL C/ieAytoLLme AeACTBUS:

O

1. HaxaTb KHOMKY « — » 1 B OTKpbIBLIENCA dopMe n3MeHUTb nopt ¢ HTTP Ha HTTPS

(cM. PucyHok — IaMeHeHve gnana3oHa NopToBs).

OwanazoH MOpTOE HAZHA4YEHHWA

HTTPS - HTTPS -

PucyHOK — U3ameHeHue duana3oHa nopmeoe

2. Haxatb KHoMky «CoXpaHUTb».

3. Bo Bcn/biBatOWEeM OKHe HaxaTb KHOMKY AAA OnpeeneHua MecTa pa3MeLLeHus
npaswuia M3 B nepeyHe (CM. PUCYHOK — 3anpoc Ha pa3MeLleHne npasunia B nepeyHe).

4. HaxaTtb kHOMKy «[puMeHUTb N3MeHeHNA».
B pe3ynbtate npaeunao byaeT npvMeHeHO 1 0TOBpaXkeHO B CMINCKe NpaBul.

B npumepe He u1CNoNb3yrtOTCA AOMOJHUTE/bHbIE BO3MOXHOCTM npasua M3 n
AOMNONHUTENbHbIE NapaMeTpbl, AOCTYMHbIE NPU HaXaTun KHONKK «lMokKa3aTb/CKpbITb>»
(cM. PucyHok — [lonosHnTeNbHbIE BO3MOXHOCTM nNpasua M3). JaHHble BO3MOXHOCTU U

napamMeTpbl HeobxoaMMbl Ana 6onee TOHKOW HAaCTPOWKM Npasma M3.
ﬂGI'IO.l"I HWTENbHbIE BO3SMOXHOCTH

OC UCTOYHKNKA

NMwobolii v
He O
CUHXpPOHKM3MpOBaTL
yepes XMLRPC
PacnucaHune oTcyTCTBYET -
Wnro3 Mo ymonyaHuio -

AononHutensHele MokazaTb/cKpbITE

napamMeTpsl
NHdopmauus o npasmne

PucyHok — ZlonosHumeneHoie 803MOXHOCMU npasusi M2
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1.1.2 lMpoBepka co3gaHHbIX npasun M3

[na npoBepkun paboTbl NpaBma M3 HeobxoANMO OTKPbITE BeG-6pay3ep Ha MK «Admin»,
BBECTM B agpecHon cTpoke «192.168.2.100» n HaxxaTb knaBuwy «<ENTER». B pe3yabtate
oTob6pasnTCA cTapToBas CTpaHuLa Beb-cepBepa (cM. PucyHok — CtapToBas cTpaHuLa Beb-

cepsepa).

Welcome to XAMPP X + o -
& C A Heszaumweno | 192.168.2.100/dashboard/ B @ Y% & :
Apache Friends Applications ~ FAQs ~ HOW-TO Guides  PHPInfo  phpMyAdmin

XAMPP Apache + MariaDB + PHP + Perl

Welcome to XAMPP for Windows 8.0.12

You have successfully installed XAMPP on this system! Now you can start using Apache, MariaDB, PHP and other components. You
can find more info in the FAQs section or check the HOW-TO Guides for getting started with PHP applications.

XAMPP is meant only for development purposes. It has certain configuration settings that make it easy to develop locally but that are
insecure if you want to have your installation accessible to others. If you want have your XAMPP accessible from the internet, make

PucyHok — Cmapmosasa cmpaHuya eeb-cepsepa
1.1.3 Co3paHue NnceBAOHNMOB

MNceBAOHUMbI — YAOOHbIV MHCTPYMEHT 06beANHEHMA MHOXECTBA CETEN, XOCTOB M NMOPTOB
C Uenblo AanbHenLero ncnonb3oBaHusa B npasunax M3, NAT, nepeagpecaunm nopToB u
Apyrmx Hactporikax ARMA FW.

I'IpanmbHoe ncnoab3oBaHMe nNCeEBAOHUMOB YyJay4dllaeT 4YUTaeMOCTb rpaBun M2 n
yckopAaet p,o6aBneH|/|e HOBbIX N U3MEHEHWE ,D,el\/lICTByI-OLLI,I/IX npasui.

[na co3paHma NceBAOHNMA HEOOXOAMMO BbIMOHUTL CAeAyHOLME fEeNCTBUS:

1. Mepentn B nogpaszen ynpasaeHus nceBgoHMMamu («MexxceTteBoM 3KpaH» -

«lMceBAOHUMDI») N HaXaTb KHOMKY « * (cMm. PucyHok — NceBAOHUMBI).
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MexceTeBoi 3KpaH: MceBAOHUMbI

MceBaoHMMEI

Q | Mowuck Tun chunstpa - ST B =
[J BrnwoueH Wma Tun Onucanue Copepmanue Kemanae!
HeT naHHbIx
+ B
oo

Mowkazansl ¢ 0 no 0 u3 0 3anucei

PucyHok — lNcegdoHUMbI

2. B oTtkpbiBWencA popMe (CM. PUCyHOK — VI3MeHUTb NceBAOHMM) yKa3aTb napamMeTpbl
N HaxaTb KHOMKY «CoXpaHUTb», a 3aTeM KHOMKY «[MpumMeHnTb>».

M3mMeHUTb NceBRoOHWUM

cnpaska L

BrntoveH
Hma
& Tun XocT (ki) -
Copepxanune
Q OUYMCTHTE e

CTaTUCTUYECHWE JaHHbIE O

OnucaHue

OTMEHHTL

PucyHok — M3meHume ncegloHUM
Ob6na3aTeNbHbIMU A8 CO3JaHMA NCEBAOHMMA ABAAIOTCA Noaa «Uma» n «Tun».
Twnbl nceBgoHNMOB, ncnonb3dyemole B ARMA FW, 1 nx kpatkoe onucaHve:
® «XocT(-bl)» — 0AMH UK Bonee XOCTOB yKa3biBatoTcs No IP-agpecam nam FQDN;
® «Cetb(-u)» — ogHa nau bonee ceten ykasbiatotca B dopmate CIDR;

® «Mopt(-b1)» — 0anH nan 6onee noptos npotokonos TCP n UDP yka3biBatoTcs B
dopmMe cnucka nan gnanasoHa;

arma.infowatch.ru
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® «URL (IP-apgpeca)» — URL pa3meLLéHHOro Ha kakom-n1mbo web-pecypce cnucka
IP-agpecos. CnnMcok 3arpy>aeTca OAMH pas;

® «Tabnunuya URL (IP-appeca)» — URL pa3meliéHHOro Ha Kakom-anbo web-
pecypce cnucka IP-agpecoB v NepuoANYHOCTL OBHOBAEHMA MHGOPMaLUK K3
cnuncka. Cnmcok 3arpy>aeTcs C yCTaHOBEHHOW NEPUOANYHOCTLIO;

® «GeolP» — osaHa nan bonee CTpaH 1 PerMoHoOB.;
® «CeTteBas rpynna» — OAunH Wan 6onee nNceBaOHMMOB TuNa «CeTb(-un)»;
® «BHewHMN (paclUIMpPEeHHbIN)» — BHELLHNIN NCEBAOHUM (TONbKO OOBbABAEHNME).

Kaxabli NCEeBAOHUM MOXET COoAepXaTb OT OAHOrO A0 HECKONbKWUX 3HAa4YeHUn (CMm.
PucyHok — Hecko/bKO 3HaYeHUN B NCeBAOHUME).

O Conepxanue 192.168.1.100 192.168.2.200 arma.local

© OuuctuTs BCE

PucyHok — Heckosibko 3Ha4eHuli 8 nceedoHUMe

BonbLIMHCTBO NCEBAOHMMOB MOTYT 6bITb BAOXEHbI B Apyrie nceBAoHUMbI. Hanpumep,
NCeBAOHUM, coAepXKalinin Beb-cepBepbl, M MNCEBAOHUM, COAEpPXXAalMM MOYTOBbIE
cepBepbl, MOTYT BMECTe BXOAUTb B OAUH Bonee KPYnHbIA NCEBAOHUM, COAEP>KALLMNA BCE
cepBepbl.

1.1.3.1 Xocr (-bi)

B cosep>xaHunn nceBgoHMMa JaHHOMO TMMNa BO3MOXHO yKa3aTb OAWMH U 6oaee XOCTOB.
XocTbl 3agaroTca cnuckom [P-agpecoB wav MOAHOCTLIO OnpeAenéHHbIM JOMEHHbIM
nmeHem FQDN.

B cnayuyae wmcnonb3oBaHMA AOMEHHOTO WMeHW Ans onpegenexva |P-agpecos 6yaet
ncnosb3loBatbca oTBeT DNS-cepBepa, onpoc koTtoporo npoussogutca kKaxable 300
cekyHa. WHTepBan 3apaétca B napametrpe «WHTepBan paspelleHMs anamacoB»
nozpaszena AONONHUTENbHbIX HacTpoek M3 («MexkceTeBoM akpaH» - «HacTpoiikn» -
«/LONONIHNTE/IbHO>).

1.1.3.2 CeTb (-n)

B cozep>aHun nceBgoOHMMa AaHHOrO TUMa BO3MOXHO yKa3aTb OAHY wuan H6onee ceTen
IPv4 nnwn IPv6.

CeTwn ykasbiBatotcsa B popmate CIDR:
® <Ajpec ceTn></><mMacka cetn>, Hanpumep, «192.168.1.0/24».

Wcnonb3ytotcs cnnckn cetent IPv4 n IPv6. Cetn ¢ Mackamn «/32» ansa IPv4 n «/128» ans
IPv6 cOOTBETCTBYHOT O4MHOUYHbBIM XOCTaM.
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1.1.3.3 Nopr (-b1)

B coaep>kaHun NceBAOHMMA AaHHOIO TUMNa BO3MOXHO YKa3aTb OANH W 6onee NOPTOB.
MNepeuncnatoTcs OANHOUHbIE MOPThI, MO0 AMana3oHbl MOPTOB, Pa3AeNéHHble 3HAKOM
«fBOETOUME,

Hanpuwmep, «420:500» 6yaeT cooTBeTCTBOBaTh AnanasoHy noptos ot 420 go 500.
1.1.3.4 URL (IP-appeca)

B copep>kaHnm nceBgoHMMa AaHHOTO TMMNa BO3MOXHO YKa3laTb oanH nuan 6onee URL co
cnuckom IP-agpecos.

Cnuncok IP-agpecoB posikeH coaepxkaTbC B TeKCTOBOM daine, B KOTOPOM KaXKAbli
3/1eMeHT cnuncka (agpec OTAEeNbHOIO XOCTa AU CETU) NPEACTaBAEH OTAENbHOWN CTPOKOW.

B cnucke IP-agpecoB MoryT 6biTb yKasaHbl Kak oTAenbHble IP-agpeca, Tak u cetn B
¢dopmare CIDR.

URL 3agatoTtcs B cnepytolen popme:

® <npotokon><://><FQDN wan IP-agpec xocta><nyTb k ainy cnmcka>,
Hanpumep:

e «https://www.spamhaus.org/drop/drop.txt»;
e «http://192.168.252.130/ip list.txt».

Mocne co3gaHva AaHHOTO MCEBAOHWMA CNUCOK IP-aapecoB 3arpyaeTcs OfHOKPATHO,
nocie 3Toro 06HOBAEHME CMUCKA HE MPOUCXOANT.

1.1.3.5 Ta6baunubl URL (IP-appeca)

B copep>kaHum nceBaoOHMMA AAHHOTO TUMa BO3MOXHO YKasaTb oAuH man 6onee URL
cnuckoM IP-agpecoB 1 nepuoavMyHOCTb OBHOBAEHMA WMHPOPMALUM U3 yKa3aHHOTO
crmcka.

Mapametpbl cnnckoB n URL maeHTnuHbl napametrpam ncesgoHuma Ttuna «URL (IP-
agpeca)» (cMm. «<URL (IP-agpeca)»).

MNepnoANUYHOCTb OOHOBNEHUA MHOOPMALIMK U3 CNMUCKa 3afaéTca B Gopme KOAMYecTBa
AHEN U KoanyectBa 4acoB B nosax «O» m «Y» cootBeTcTBEHHO. 10 umcTeueHumn
yKa3aHHOro nepuoga BpemeHu byaet nponsseseHa 3arpyska ¢arina 3aHOBO.

B coctaB nceegoHuma Tuna «Tabnuua URL (IP-agpeca)» Henb3s BAOXWUTb HMKAKOW
ncesgoHum. lMceBgoHmm Tnna «Tabnuua URL (IP-apgpeca)» Takxke He MOXeT ObiTb
BJIOXKEH HU B OAWH APYron NCeBAOHUM.
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1.1.3.6 GeolP

B cosep>kaHun NceBAOHMMA JAHHOMO TMMa yKa3biBAaeTCA oAHa uan 6osee cTpaH w/mau
pervMoHoB.  3ajaHve  3Ha4YeHun nceBAoHMMa OCYyLLeCTBASETCA BbIGOpPOM
COOTBETCTBYHOLLErO MYHKTa U3 BbiMaZatoLx MEHHO.

MNMocne HacTpovkM nceBAOHMMa Heobxoanmo pobaeButb npasuno M3 un ykasaTb
cneaytoLLme napameTpbl:

® «/[lericTtBMe» — TpebyeMoe AelcTBME;
® «HanpaBneHue» — «Jlro6oi»;
® «OTnpaBuTenb» — MMA COOTBETCTBYIOLLEro ncesgoHnma GeolP;
® «OnucaHme» — KpaTKoe onucaHue.
1.1.3.6.1 O6HOBNEeHMe nokanbHoMn 6a3bl IP-agpecos

Ans HacTpovikn obHoBAeHWA nokanbHoW 6a3bl IP-agpecos ¢ cepBepa InfoWatch ARMA
HeobxoanMo nepenTn BO BKNagky «Hacrpoirikm GeolP» nogpasgena HacTpoOVKM
nceBgoHMMOB («Me>kceTeBOM 3KpaH» - «[1ceBAOHUMBDI»), BBECTM B NOJSAX NapaMeTpoB
«ma nonb3osatensa» u «Maponb» 3HaveHUs, NpeAocTaBaseMble BEHL0POM, U HaXaTb
kKHOMNKYy «FMpuMeHunTb» (CM. PrucyHok — Hactponku GeolP).

NMpumeuanne:

Ana ycnewHoro nmnopta 6a3bl IP-agpecos ¢ cepBepa 06HOBAeHWM TpebyeTca
AocTyn K cetn NHTepHer.
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MexceTeBoii 3kpaH: ceBAOHUMBI OF  4%(43289/1000000)

HacTpoiku GeolP

cnpasxa o)

MocnegHAR NONLITHA YCNEWHOTo 0OHOBNEHUA 19 HoAGpA 2024 1, 10:53

NocnegHee obHoBNEeHUE 30 okTADpR 2024 1, 16:28
COBOKYNMHOS KONWYeCTEO AWANaz0H0B 904482
Wcnonb30BaTh NONLI0OBATENLCKMA URL onA O

OAaHHbLIX GeolP

HMmA nonezoeaTens

Mapons

PucyHok — Hacmpodiku GeolP

Mpn KOPPEKTHO BBEAEHHbLIX 3HAUEHWUAX, OTOBPA3ATCA aKTyasbHble CBejeHWA O AaTe U
BPEMEHM CO3JaHMA AaHHbIX Ha cepBepe 0BHOBIEHWIA, @ TakXKe O COBOKYMHOM KOMYeCTBe
AIMana3oHoB.

B cnyvae HeobxoaMMOCTM MMMNOPTa AMana3oOHOB C OMNpPefenéHHOro pecypca B CeTu
VHTepHeT  cnesyeT  ycTaHOBUTL  ¢uiaxxok  Anda  napametpa «Wcnonb3oBaTtb
nonb3oBaTtenbckni URL ana gaHHbix GeolP», yka3zatb agpec B nosie napameTpa «URL»
M HaxaTb KHoNky «MpumeHnTb» (CM. PucyHok — lMosb3oBatenbckn URL ana AgaHHbIX
GeolP).
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MexceTeBou 3KpaH: [NceBOOHUMBI i 4% (43289/1000000)

HacTpoiikM GeolP

cnpasxa (L)

NocnegHAA NONBITKA YCNEWHOTo 0BHOBNEHKUA 2 aprycTa 2024 ., 9:15
NocnegHee obHOBNEHKWE 10 mwena 2024 r., 16:23
COBOKYNMHOE KONMWMYECTEO OUana3oHoe 770536
Mcnone20BaTe nonk3oBaTensCckMiA URL gna

OaHHBIX GeolP

URL example.net

PucyHok — lNMone3oeamensckuti URL 05 daHHbix GeolP
1.1.3.7 CeteBas rpynna

B coaep>kaHnn nceBfoOHMMa AaHHOTO TUMa YKa3blBaeTCA OAMH Uan bonee CyLleCTBYHOLLMX
nceBgoHMMoB Tuna «Cetb (-n)» n/man «Xoct (-bi)». PyHKUMOHANLHO MNCEBAOHUM
BbIMOJIHAET Ty Xe POJib, YTO U NnceBfoHMM Tuna «Cetb (-U)», HO UCNOAb3YeT ApPYrou
MNOAXOJ, K OTOBpaXeHUo CoAep>KaHMA NCEBAOHNMA, YTO MOXET YNpPOCTUTb yrpaBaeHune
00NbLLINM KONIMYECTBOM MCeBAOHMMOB TuMna «CeTb (-un)».

1.1.3.8 BHewHn# (pacluMpeHHbIN)

Cogep>kaHve nceBAOHMMA JaHHOIO TUMa Hesb3f yKa3aTb CpeAcTBaMn Beb-mHTepdeica.
B noapa3zene ynpasneHusa ncesgoHnMamm («MedkceteBoi aKpaH» - «IceBAOHNMBI»)
BbIMOJIHAETCA TO/IbKO ObbABAEHWE NCEBAOHMMA ANA Ad/IbHENLLErO NCMOAb30BaHMA €ro B
npasuiax MexceTeBoro skpaHa. CogepxxaHve MnceBfOHWMa YNpaBAfeTCa OTAeNbHbIMU
nnarnHamv K ARMA FW, K pyHKLMOHaNbHOCTU KOTOPbIX OTHOCUTCA MCEBAOHMUM.

1.1.4 Co3paHue rpynn nHrep¢eiicos

[aHHaa O¢yHKUMA nNO3BO/MAET cO34aBaTb MpaBwuaa, MPUMEHAEMblE K HECKONbKUM
nHTepdercam be3 gybamposaHusa npasu (cM. PucyHok — Co3gaHuve rpynn nHtephencos).
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MexceTeBou aKpaH: Ipynnbl MHTepdeicoB

Nma Y4yacTHUKKU OnucaHune

Tpynmbl MHTepdeicoB NO3BONAIOT CO3AABATL NMPABKUA, KOTOPbIE MPUMEHSAITCA K HECKONBKUM MHTepdelicam 6e3 ay6nuposaHna npasun.
Ecnv ypanuTb y4acTHUKa U3 rpynfbl, NpaBuna rpynnel Gonblue He ByayT NPUMEHATBCS K 3TOMY MHTepdeiicy.

PucyHok — Co30aHue epynn uHmepgeticos
B kauecTBe NpuvMepa NCNoab30BaHMA TPynn UHTEPDENCOB NOAXOAUT CleaytoLLas 3ajava:

® pa3pewwnTb npoxoxaeHune Tpadurka ICMP no Bcem BHYTPEHHWUM CETAM COrNacHo
cxeme CTeHAa, npeAcTaB/IeHHOro Ha pucyHke (cM. PucyHok — [lpumep

1MCNoJib30BaHMa M2).

Ana BbINONHEHUA TakoW 3afayun HeobXoAMMO O6BEAUHWUTL BHYTPEHHWE WHTepdeNChl
«OPT1» n «<LAN» B rpynny v co3gatb COOTBETCTBYOLLEE NPaBUO.

,ﬂ,}'IFI CO34aHnA rpynnel I/IHTepCI)eI‘/’ICOB HeO6XOAI/IMO BbIMOJIHUTb Chegyroumne ,D,el‘/lICTBI/IFII

1. NMepentn B noapaszen Hactpoek rpynn umHtepdenco («MexxcereBoin 3KpaH» -
«[pynnbl nHTepdencoB») 1 HaxaTb KHOMKY «+/Lo6aBUTb>.

2. B otkpbiBweiica dopme (cM. PucyHok — PesakTvpoBaHMe rpynnbl MHTEPdENCOB)
yKasaTb cnegyroLime napameTpbi:

® none «<Uma» — «OPT1_LAN»;
® none «OnncaHmne» — «BHyTpeHHne nHTepdencol»;

® B cnucke «YyactHUkn» — «<LAN» n «OPT1».

MexxceTeBoM aKpaH: pynnbl UHTepdgencor

PepakTupoBaTb rpynnbl cnpaska D
UHTepdelicoB

s OPT1_LAN

OnucaHune -
BHYTpeHHWe nHTepdenco

Y4yacTHUKKN LAN, OPT1 -

OTMEeHUTL

PucyHok — PedakmuposaHue 2pynnel uHmepgeticos

3. Haxarb kHonKy «CoXpaHUTb», @ 3aTeM HaXkaTb KHOMKY «[TpMMeHUTb N3MeHeHUs».

4. B pe3synbTate co3gaHHas rpynna nHtepdencoB nossutcsa B nogpaszene «Mpasuna»
(cM. PucyHok — Co3gaHHas rpynna nHtepdencos).
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arvA(R) ) FIREWALL ¢

@ NHCcTpyMeHTHI
& CospaHue oTyeTOB
& MexceTesoin akpaH

MceBAOHUMbI

[Obwme]
[LAN]

[OPT1]

[OPT1_LAN]

[WAN]

PucyHok — Co3daHHasa epynna uHmepgeticos

Mocne 3TOro HEO6XOAI/IMO co34aTb npaBnao (cm. pasaen «Co3paHne npaswua

MEXCEeTEBOr0 3KPaHVWPOBaHUA») AN 3TOW Tpynnbl MHTepdencoB C napameTpamu,

yKazaHHbIMM B Tabauvue (cM. Tabivua «3HayeHvs mapameTpoB MpaBuia Afs rpynnbl
UHTepdEencoB»).

Tabauya «3HavyeHUa napamempos npasuaa 015 epynnsl UHMepgelicos»

Mapamerp 3HaueHue
[encTtBne Pa3pewwmtsb (Pass)
NHTepdenc OPT1_LAN
HanpaBneHne JTrobowu
MNpoTokon ICMP

MNocne coxpaHeHna W npumeHeHus npasuna Tpaduk ICMP 6yaer poctyneH Ha
BHYTPEHHUX MHTepdercax (cM. PucyHok — PesynbTat paboTbl koMaHAbl «Ping»).
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& fo e ACTOUMAK Adminy T | SR ANEbSEr e

Microsoft Windows [Uersion 6.1.76011]
{c> Kopnopauwsa Makkpocoer {(Microsoft Corp.>. 2009. Bce npasa SauMwmeHb. |

IC:\Userssadmin>ping 192 _168_.1.100

ion). Bce npaEa awMweHsl.

Oemen naketaru ¢ 192.168.1.100 no c 32 BaMTanu AaHHbX
i 1n

= uMcao
: uMcao
HET' T Bpenﬂ(inc
Oteet oT 102.168.1.100: uucao cakt=32 spemalimc TTL 12?

ICtatucTuka Ping nan 192.168.1.100:
akeTos: oTnpasaeno = 4, noaydeno = 4, notepano = 0
{0 noTepb)
MpuEAM3HTEABHOE BPEMA NPUEMA TEPENAYH B NG
MunumasbHoe = Oncek. Makcumasbhoe = 0 mcex, Cpennee = 0 ncek

C:\Userssadmin’

MHHMMaNBEHO

PucyHok — Pe3ysiemam pabomel komMaHOb! «Ping»

1.1.5 Co3paHue pacnucaHus cpabaTbiBaHMA NpaBUI

B HekoTOpbIX cnyyasax HeobxoaMMO ykasaTb pacnmcaHue paboTtbl npasua M3. Hanpumep,
TpebyeTca paspewnTb AOCTYN K Beb-cepBepy (M. PucyHok — lMpumep 1ncnonb3oBaHuA
M3) Tonbko Ha pabouyto Hegento — ¢ 21 no 25 okTabps 2024 roaa.

[nsa pelweHns JaHHOM 3a4a4umn HeOBXOAMMO CO34aTb pacnucaHe 1 U3MEeHUTb CO34aHHble
paHee npasuaa M3.

Ans co3paHma pacnucaHna Heo6XOAMMO BbIMOAHUTL CeAytoLMe AeNCTBUSA:

1. MMepentn B nopgpassen ynpaBaeHus pacnucaHuamun («MedxxkceTteBon 3KpaH» -
«HacTtpouikn» - «PacnucanHna») (cM. PucyHok — Pacnvcanuns ang npasua M3) u
HaXaTb KHOMKY «+/,06aBUTb>.

MexceTeBoM 3KpaH: HacTpouku: Pacnucanus

Uma BpeMeHHoIi (-ble) AuanazoH (-bl) OnucaHue

PacnuncaHus paﬁoramT KaK 3aMeHNTEeNnn BpeMeHHbIX AMana3oHOB U MCNONMB3YHTCA B NpaBMAax MEXXCETEBOMo sKpaHa.

PucyHok — PacnucaHus ons npasusn M3

2. B otkpbiBwenca dopme (cM. PucyHok — CosgaHve pacnvcanuma ana npasua M3)
BbIMOJIHUTb CIeAytoLLMeE fEeNCTBUS:

® B none «<Mma» ykazatb 3HaueHne «WebServer_Week»;
® B cnucke «Mecau» BbibpaTb «OkTAbpb 2024»;

® HaxaTb NeBOM KHOMKOM MbIlUM Ha BCe uucaa B AwanaszoHe ot 21 go 25
BKJIFOYNUTE/IbHO;

® B rnoJsie «<KoHeuHoe Bpemsa» ykazaTb «23:59»;

® HaXaTb KHOMKY «/lo6aBUTb Bpems».
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MexceTeBoM 3KpaH: HacTponku: PacnucaHusa

WHdopmauma o crpaska L)
pacnucaHum
O Vus WebServer_Week
© Onucanue
O Mecsy OKTABpE 2024 -
OKkTAbpL 2024
MH Br Cp Hr T cé Bc
1 2 3 4 5 3]
7 8 2| 10 11 12 13
14 15 16 17 18 15 20
28 249 30 31
© Bpema Ha4ansHoe BpeMA HKOHE4HOE EPEMA
0 - 00 - 23 - 59 -
 Onucanue
BpEMEHHOTD
AMaNazoHa
[NoGa3EUTE BpEMA OYUCTHUTE EbIQENEHME

PucyHok — Co30aHue pacnucaHus 04 npasua M3

3. B pesynbrate B bnoke «loBTopeHue pacnucaHua» Gopmbl BygeT oTobpaxeHo
BbIbpaHHOe BpeMs (CM. PucyHok — HacTpoeHHble Anana3oHsbl).

MoBTOpEeHUE pacnUCaHKUA

HacTpoeHHb2 . HavaneHoe KoHedHoe
OeHs (gHW] OnucaHune

OMana3oHbl BpeMAa BpemMAa

OkTREpE 21-25 0:00 23:59 # o

PucyHok — HacmpoeHHble duana3oHsi

4. HaxaTb KHOMKy «CoXpaHUTb».

5. B pe3synbTaTe co3gaHHOe pacnvcaHue byaet otobpaxeHo B crnvcke (CM. PUCyHOK —
Co3spaHHOe pacnuvcaHve anga npasua MJ).
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MexceTeBoM 3KpaH: HacTtpouku: Pacnucanus

Mma BpeMeHHOH (-bI€) gUanazoH (-.l) OnucaHue

WebServer_Week OwkTabps 21-25 0:00-23:50 s @ O

Pacnucanuna paﬁDTBIOT HaK 3aMEHWUTENH BpEMEHHBIX JMaNa30HOE W MCNONBIYKTCA B NP3EWNAX MEXCETEBONO IKPaHA.

PucyHok — Co30aHHoe pacnucaHue 018 npasun M3

Mocne co3gaHuMa pacnucaHna HeobXoAMMO M3MEHWUTb npaBuaa M3 ans orpaHuyeHus
A0CTyna K Beb6-cepBepy, BbIMONHUB C/eAytoLme 4eACTBUSA:

1. NMepentn B nogpasgen obwmx npasnn M3 («MexxceteBomn 3KpaH» - «MpaBuna» -
&

«[O6wme]») (cm. PucyHok — lMoapaszgen «O6uwime») M HaxaTb KHOMKY « »
HanpOTUB COOTBETCTBYHOLLErO NpaBua.
2. B otkpbiBwenca ¢opme (cm. PucyHok — CospaHue npasBuna M3) B nose

«PacnucaHue» BbibpaTh 3HaueHne «WebServer_Week» (cm. PucyHok — Beibop

pacnucaHusa B npasuaax M2).

Pacnncaue WebServer_Week -

PucyHok — Beibop pacnucaHus 8 npasusnax M3
3. Haxatb KHonky «CoxXpaHUTb», a 3aTeM HaxaTb KHOMKY «MpuMeHnTb>».

4. B pe3synbTaTte pacnucaHue byaeT nNpuMMeHeHO K npasuay n byaeT oTobpaxeHO B

ctonbue «PacnucaHme» B cnucke npasua (cM. PucyHok — [paBuna M3 ¢
pacnmcaHunem).
MexceTeBoi 3KpaH: lpaBuna: [06LL|,I/IE1 He BIfpaHo > | COpOCHTL CHETUMKM @ CHETYMKM

W3MEHEHNA YCNEWHO NPUMEHEHEL.

Mpaeuna

O MpoTokon OTnpasuTens Mopt Nony4arens Mopt Wnw3z Pacnucanue Onucauve @
[im] ABTOMAaTH4eCKM CreHepMpOBaHHLIE NpaBuna [-114]
O -5 0 IPva TCP LAN ceTh * 192.168.2.100 80 (HTTP) = WebServer_Week &3 flocTyn k Be6-cepeepy €« £ OWm
(] - [i] |Pv4 TCP LAN ceTb - 192.168.2.100 443 (HTTPS = WebServer_Week &3 AocTyn K eeb-cepeepy « s Do
€« o & 0O
pazpeweHye (pass % OnoKMpoBaHHe ©  oTknoHeHue (reject) ©  kypHanuposaHue —  BXOMAWNA Nepeoe COBNaAeHue
P pazpeweHHe (OTKNKMEHO) X OnoKMpoBaHME (OTKNIOYeHo) @ OTKNOHEHME (OTKAKYEHO) L] ?g;i:?;iz?ame —  ucxopAwMit % nocnegHee coenageHme

£ AKTUBHOE/HEAKTUEHOE PACTIMCAHNE (HAKMUTE ANA NPOCMOTRE/PEAKTUPOBaHMH)
NceBnoKUM (HaKMATE ANA NPOCMOTP3/PeaKTUPOBAHUA]

Mnaeakiwmke NPaBUNA NPUMEHAKTCA NO NPUHLMAY NePBOTo COBNaAeHNA (TO eCTh OyAeT BLINONHEHO AefiCTEME NEPEOTD NOAXOARIEro 4NA NAKETa NPABUNA) TONLKD €CNH BLICTABNEHE ONuMA "OLICTpoi NnpoBepki” ANA
npaeuna. UHave oHy ByayT NpUMEHeHsI TONLKO, eCnM He ByfleT APYTUX NoAXeARLMX Npaeun. TakuM 66pasom, epiGop NPaBUN M X NOPALOK BNMAET H3 Pe3ynbTaT. ECNM HU OHO U3 3TUX NPABIUA He NOAXoaMT,
WCMOAL3YIOTCA NPaBMNa ANA MHTepdeAca MNK NPaBMAZ NO YMONY3HMED.

PucyHok — lNpasuna M3 ¢ pachucaHuem
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1.1.6 Co3paHue npasun L2

B ARMA FW pa6ota M3 Ha KaHanbHOM YpOBHE peannsyetcs NocpeacTBOM MOAYAA

«ipfw», KOTOPbIN BKIHOUEH MO YMOSYAHUIO.

Mopagok npaeBun L2 B cnivcke wnmeer 3HaueHue. CeTeBOW nakeT MpPOBepseTcs Ha

COBMajeHve C KpuTepuamn npasua L2 no nopsaaky, cBepxy BHU3.

B npaBune L2 BO3MOXHO yKa3aHve 3HaUYeHUNn ANs cnesyrownx napaMeTpos:

® «[lericTBME» — NOALEPXKNBAETCA BbIOOP CeAyrOLNX 3HAUEHWNA:

«paspelnTb»;

«3aNpPeTUTb»,;

® «WUHTepdenc»,

® «HanpaBneHune» — nogaepxunBaetcs BbIGOp cneayromnx 3HauYeHui:

«BXOAALLMN»;

«UCXOAALLNI»;

® «OnucaHue»;

® «Tun Ethernet» — nogaep>xmBaeTcs BbIOOP CNEAYOLMX 3HAYEHWNIA:

«JTrobon»;
«VLAN»;
«|Pv4»;
«|Pv6»;

«[lpyroe» — npun BbibOpe 3HaYeHNA AOMOAHUTENbHO MOABUTCA NapamMeTp
«Apyron tun Ethernet», B nose koToporo noasep>xmnBaeTca ykasaHue
TMNA YeTblPEX3HAUHbIM YMCAOM B  LIECTHAALUATEPUYHOW  CUCTeME
cumcnenus, Hanpumep, «80F3»,

® «MAC uncrouHuka» — nogaepxusaerca Bblbop MAC-agpeca nmbo 3HaueHus

«JTrobon» nnn «pyroe»;

® «MAC nonyuarens» — nogaepxvaetca Bblbop MAC-agpeca nmbo 3HaueHns
«Jlrobon» nnn «pyroe».

B nonsax napametrpoB «MAC uctouHmka» n «MAC nonyuarens» fonyckaercs Bblbop
MAC-azpeca nMbo 3HaueHus «Jlrobon» nnm «pyroe».

MNpn ykasaHun B nosax napameTpos «MAC wucrouHmka» n «MAC nonyuyarensa»

3HaueHus «[lpyroe» AoNOAHUTENbHO NosBATCA napameTpbl «Monb3oBarenbcknii MAC

ncTouHuka» 1 «MonbsoBarenbcknini MAC nonyuarens».
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Mo ymonuyaHWio npeaycMOTpeHbl aBTOMAaTUYeCKN CreHennpoBaHHble npaswuaa L2, ans
NPOCMOTPa KOTOPbIX HEOBXOAMMO HaXaTb KHOMKY « °0 »,
MNepeyeHb aBTOMaTUYECKM CreHEPUPOBaHHbIX Npasua L2. Pasaen [O6wmel:

® 1 - «Paspewntb ARP»;

® ? — «Paspewutb RARP>;

® 3 - «PaspewmTtb 0x888e ana WPA»;

® 4 — «Paspewntb 0x88c7 ana WPA»,

® 5 — «Paspewntb 0x8863 gna PPP uepe3 Ethernet Cragua Ceanca/Cragus
O6Hapy>xeHus»,

® 6 — «PaspewwuTtb 0x8864 ana PPP uepe3 Ethernet Crapna Ceanca/Cragus
O6Hapy>xeHus».

NMpumeuanne:

Mpn co3pgaHnn npasun L2 B pasgene «[Obwme]» U HazHayYeHUU
onpegenéHHoro nHtepdenca, sobasneHHoe nNpasmno byaet oTobpaxkaTbcs B
cnucke npaBua L2 B pasgene ykazaHHOro nHtepdeica.

Ans  oTkaoueHus Moayns  «ipfw» HeobxoAMMO CHATb GnaXxok Ans napameTtpa
«Bknrountb IPFW», pacnonoXxeHHOro noj nepedyHeM npaBwa, WU HaxaTb KHOMKY
«CoXpaHUTb».

Mpumeuanune:

Mpwn oTkaroueHnn moayns «ipfw» npekpawatot paboty npaBmna L2, a Takxe
YEPHBIN N Benbi CNUCKM B NoApasfene ObHapy>XeHHbIX XOCToB («CeTb» -
«O6Hapy>)XeHMe YCTPOUCTB» - «XocCTbl») (CM. «ba0KMpOBaHWe yCTpoOnCTBa
no MAC-aapecy»).

B kauectBe npumepa npmBeaEH NOPAAOK cO3jaHua npasuna L2 B pa3gene «[LAN]» anq
3anpeTta NPOXOXAEeHUs NakeToB OT YCTPOUCTBaA ¢ onpeaenéHHbiM MAC-aspecom.

Ha pucyHke (cMm. PucyHok — [Nprmep ncnoab3osaHua npasus L2) npeactaBiaeH CTeH], B

pamMKax KoToporo 6yayT co3saBaTtbcs npasuaa M3.

49 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wi®) INFOWATCH ARMA

Client ARMA FW

LTES0

mac
00:50:56:bd:f1:7b

PucyHok — lNpumep ucnoas3osaHus npasua L2

MNpeaBapuTENBEHO HEOBXOAMMO CO34aTb pa3peLuaroLlee npasuao M3 no npotokony ICMP
Ha nHtepdence LAN.

Ans co3paHma npaBuna L2 HeobxoaMMO BbINONHUTL CAeAytoLLne AeNCTBUSA:

1. Mepentn BO BKNagky «MpaBuna L2» noppasgena npasun MD wmHtepdenca LAN
(«MedxxceTeBoM 3KpaH» - «MpaBuna» - «[LAN]») (cm. PucyHok — MpaBuna L2).

MexceTeBoi skpaH: Mpasuna: [LAN] © Jio6asurs.
MNpaeuna Mpaeuna L2 ‘
O Tun Ethernet  MACwMcTodHMka — MAC nonyyqatens  OnucaHue KomaHps!
€« O & 0O
PazIPELNTE x 3aNpeTHTE —+ EXOMALLMEA
> Pa3pelnTb (CTKIK4EHO) x 3aNpeTuTh (OTKA04YeH) - MCXOLAWMA

MO YMON4AHMIO NPAEUNA LAN NPUMEHRIOTCA NO NPUHLMNY NEPEOTC COBNAAEHNRA (TO eCTh BYAET BLINCNHEHO AEACTEME NEPEOTO NOAXOAALLETD ANA NAKETA NPABUAE). 3TO 03HIHAET, 4TO
ANA 33MPEWAWAX NPIBKMA EAXEH NOPAROK. Kax kA P NaKeT paspelleH No yMONH3HMWID, 3 APYTHE TUMLL, KOTOPLIE HE PA3PELIEHEI ABHO MO YMONY3HWK DNOKMPYIOTCA.

Brnwo4uTe IPFW AxTvEMpYeT paboTy MexceTEBOMD 3KPaKa IPFW Ha ypoeHe L2. NPy OTHIKOHEHWH COZ03HHLIE NPAEKMN3, MPAEWNA YEPHOMO W BENOro CNMCKa Ha MHTepdeicax 1
Apyrie aETOMaTH4ECKN CreHepUpPOBaHHble Npaenna paboTaTe He GyayT.

CoxpaHnTb

PucyHok — Npasuna L2

2. HaxaTb kHOnMkKy «+/Lo6aBUTb» 1 B OTKpbIBLLENCA Popme (cM. PucyHok — Co3aaHue
npasusa L2) ykasaTb cnegytouime 3HaueHna napamMmeTpos:

® «JleAicTBME» — «3aMpPETUTb;
® «HanpaBneHue» — «BXOAALLNN»;

® «MAC nonyuarensa» — «00:50:56:bd:f1:7b».
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MexceTeBoi 3KpaH: Mpasuna L2: [LAN]

cnpasxa (0

© Aeiicteme ZANpETMTE -
© OTKNIYeHa |
O WuTepdeic LAN -
) Hanpaenenue ExonALMH -
© Onncanne
© Tun Ethernet TMoBoit -
) MAC ncTouHuKa TNioGoii .
© MAC nony4atens 00:50:56:bd:F1:7b -

COXpaHuTL OTMEHWUTE

PucyHok — Co30aHue npasuna L2
3. Haxatb kHomnKy «CoXpaHUTb».

4. Bo BcnsbiBaroWeM OKHe HaXaTb KHOMKY AN onpejesieHns MecTa pasmelleHus
npasuaa M3 B nepeuHe (cM. PUcyHOK — 3anpoc Ha pasmellieHre npasuia B NepeyHe).

5. Haxatb kHonKy «[MpumeHnTb n3meHeHnA» (CM. PrcyHOK — [punHATME M3MEHEHWNN).

MexceTeBoit 3kpaH: Mpasuna: [LAN]

KoHguMrypauna MexceTeBoro skpaHa IPFW nsmMeHeHa.

Bl OMAHS! NPHMEHUTE M3MEHEHUS, YTOBS! GHM BCTYNAAM 8 CHAY.

~
Mpaeuna Npasuna L2

(] Tun Ethernet MAC ncTouHNKa MAC nonyyatens Onucanve Komanps!
O X — - = 00:50:56:bd:f1:7b €« £ DO
€« o & 0
paspewnTs % 3anpeTuTh - BXOAAWNA
> pazpewmTL (oTHAKYeH) x sanpeTuTs [oTkAIONEHO) - koAl
Moy npaeuna LAN | A NO NPHHUMNY NEpPBOTO (Tﬂ ecTb ﬁyﬂET JJE;!{TEMQ nepeoro NOAXOAALLETD ANA NAKETa NPAaBUNa). 3TO 03HAYAET, YTO ANA 3aNPLj3i0lUUX NPABUA BaXEH NOPAAOK.

Kaxapiit IP NaKeT paspelieH NO yMON4aHMHD, 3 APYT S THNLI, KOTOPLIE HE PaspelleHEl ABHO NO YMON43HHIC BNOKMPYIOTCA.

BiuniounTs IPFW AKTMBHPYeT PaBOTY MEMCETEROTO 3KPaHa IPFW Ha ypoBHe L2. T1pi OTK/IOHEHHH CO3AaHHBIE NPaBINa, NPaBIAE YEPHOTO 1 GEN0ro CCKa Ha MHTepdEeicax I ApYrve GBTOMATHHECHN CreHepUPOBaHHBIE NPaBUAa
padoTaTk He GyayT.

PucyHok — lNpuHamue uzmeHeHuUU
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[Ana npoBepkn paboTbl NpaBuia L2 Heobxoammo Ha [MK «Client» 3anyctute KomMaHay
«ping» IP-agpeca LAN-nHTepderica ARMA FW. MNpu KoppekTHOM paboTe CO34aHHOrO
3anpeLuatowero npasuaa L2 byaet BbiBeseH OTBET O MPeBbILLEHUW MHTEPBana OXNAAHWNS
Ana 3anpoca.

1.1.7 Co3panue npasun API

Ana ynpaBnexHms nasHe ARMA FW Heo6x0a1MO co3aaTb COOTBETCTBYHOLME NpaBmaa M3
B noapa3saene ynpasneHuns npasun APl («MexxceTteBou akpaH» - «APl npaBuna»).

MpaBuna co3garoTca NO aHanorum ¢ gpyrumu npasmaamm M3 (cm. «CosgaHve npasun
MEXCeTeBOro 3KpaHMPOBaHMA»).

Ans co3paHma npaBuna APl HeO6X0AMMO BbINMONHUTL CAeAytoLLINe AeNCTBUS:

1. Mepentn B noapasaen ynpasneHus npasun APl («MexceteBoir akpaH» - «API

npanma») N HaXaTb KHOMKY « + ».

2. B oTtkpbiBwenca popme (cm. PucyHok — CosaaHuve npasuna APl) 3agaTb napameTpbl

npaBwia n HaXXaTb KHOMKY «Coxpanrb», d 3aTeéM Ha>XaTb KHOMKY «anIMeHVITb».

PegakTupoBaTk NpaBuio

—~— w Ty
L paclUMpEHHBIH DERMM Cnpaska ".L/
BKIOYEH

© MNocnepoEaTenbHOCTE

DeiicTeue PazpewwTs (Pass) v

BICTpas NpoEepKa

6 Untepdeic LAN -

@ OuncTus Bee
PucyHok — Co3daHue npasuna API

1.2 MoHuTopuHr cpabaTbiBaHUA NpaBun
ARMA FW no3BonseT oTc/iexmnBaTb KONMYECTBO CpabaTbiBaHWI NpaBu.

Ana otobpaxkeHna Tabavubl MOHUTOPUHra cpabaTtbiBaHUA NpaBwuA cnegyeT B pasgene
npasun M3 («MedxceTeBoi akpaH» - «[IpaBuaa») nepent B HEOHXOAMMbIV NOAPasAen,
HanpuMep «[LAN]», n HaxaTb KHOMKy «CyeTumku» (cM. PucyHoK — MOHUTOPUHT

cpabaTtbiBaHWA NpaBun).
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MexceTeBoi 3KpaH: npaBHﬂa: [LAN} He esifipaHo v COpOCHTb CHeTHMKM | @ CHETYMKM

Mpaeuna

O OueHKm CocToaHuA MakeTsl BaiTsl Onucavue @

{im] ABTOMATHYECKM CrEHEPHPOBAHHLIE NPABUNA 00

0 -5 @ 482 3 1807 157 KB Default allow LAN to any rule €« 7 00

O — 8 0 0 0 bytes Default allow LAN IPvE to any rule « s DO o
« 0 ¥ 0O

pazpeluerue (pass) ¥ GnokupoBame @  oTknoHeHue (reject) O xypHanuposaHne —  ExopAwmi nepege CoBNAfeHnE
P paspewenne (OTHNIOUEHO) ¥ GnokuposaHme (oTknkodeHo) € oTkMOHEeHMe (OTKNIOYEHO) o T’;i:z‘l_iiﬁawe —  UCXOAAWMA % nocnenwee coenagenme

£ AKTMBHOR/HE3KTUBHOE PACTIMCAHWE (HEXMUTE ANA NPOCMOTPA/pefaKTUPORaHNR)
TICEBAOH M [HaXMMTE f17 NPOCMOT A/ PeRAKTMPOBaHHS)

Mo YMON4Y3aHWI Npaenna LAN NPUMEHAKTCA NO NPUHLKITY NEPEOTO COBNAAEHUA (TO eCTh 5Y,DET EBINO/IHEHO LELN‘ICTEME Mepeoro NOAXoAALWEro ANA NakeTa HPEBH."IB.:‘ 3T 023HAYAET, 4TO 4NA npagun ‘5."IGKL1DCIBV.H BameH
nopARoK. Bee, 4TO He pa3pellieHo, Mo YMON4aHKio BAoKUpYETCS.

PucyHok — MoHumopuHz cpabameligeaHus npasun
Tabavua MOHUTOPVHra cpabaTbiBaHNA NPaBUA COAEPXXUT CleayroLlme nokasaTtenu:
® «OLEeHKN» — KONNYECTBO BbIMOJHEHHbIX CPaBHEHWI NPaBUANa;
® «CocToAHMUA» — KOIMYEeCTBO cpabaTbiBaHNN NpaBuna;
® «[akeTbl» — KOANYECTBO NepexBayeHHbIX NakeToB;
® «bantbl» — 06K pa3mep nepexBayeHHbIX MaKeToB;
® «OnucaHne» — onvcaHue npasuna.

Mopacyét cpabaTtbiBaHNA NpaBuaa BEAETCA C MOMEHTA €ro Co3ZaHua Uan C NocaesHero
OBHyNEeHMA CYETUMKA, OCYLLECTBASIEMOrO HaXkaTueM KHOMKN «COPOCUTb CUETUUKM».
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2 NAT

TpaHcnsauma ceTeBbIX agpecoB, cokpalléHHo NAT — 310 TexHonorus npeobpazoBaHmsa IP-
appecoB BHyTpeHHel cetn «LAN» B IP-agpeca BHewHen cetn «WAN». CyuiecTBytoT
cneayrolime cnocobbl TpaHCAALUKN CeTEBbIX apPeCOB:

® nepeaapecauus NOPTOB — MO3BOASAET MOJAYUYNTb JOCTYN U3 BHELUHEW CETU BO
BHYTPEHHIOK CETb C NepeHanpaBJeHeM Ha KOHKPETHbIN agpec v MnoprT;

® cratnueckni NAT, «OanH-K-OAHOMY>» — MO3BOAAET KaXAOMY BHYTPEHHEMY
IP-agpecy nprcBavBaTh YHUKaNbHbIN BHELWHNUIN IP-aapec;

o ucxoaawmin NAT, «MackapauHr» — MO3BO/MAET MHOXECTBY YCTPOWCTB,
Haxogawmxca 3a NAT, BbIxOauTb B CeTb uYepe3 OAWH BHewHuh |P-agpec.
CKpbIBaeT CTPYKTYpy CETU OT BHELUHEero Mupa.

MpaBuna NAT 3aparoTca OTAENBHO ANA KaXAOoro cnocoba m pacnonararotcs B BUAE
cnmncka.

nOpﬂ,ﬂ,OK npasua B CNMCKE UMeEET 3HaUeHe 1 UM MO>KHO ynpaBaATb C MOMOLLBHO KHOTMKN

« € » HaMpOTUB Ka>XXA0ro un3 CO34aHHbIX MpaBuia. CeteBOon naket npoBepdaeTca Ha

coBrnageHune C Kputepmnamm npasua no nopagky, CBeEpxy BHWU3, NO caejyrowemy
npuHUMny:

® roc/iefAHero coBnafieHnaA — BbINONHAETCA JEeNCTBUE, YKa3aHHOe B MOC/IeAHEM
coBnasLLeM npasune, Janee obpaboTka ceTeBOro nakeTa He NPON3BOANTCA.
2.1 Co3panue npaBuna NAT «[lepeaapecauusa nopros»

Mepeaspecaums MNOPTOB MO3BO/AET YyKas3aTb, UTO BCE 3anpochbl, MPUXOAALLME Ha
KOHKPETHbIN BHELUHWA aApecC U KOHKPETHbI MOPT MapLipyTu3aTopa, AOMKHbI ObiTb
nepeHanpasfeHbl Ha KOHKPETHbIW BHYTPEHHUI aZpec U NOPT nosy4aTens.

Mpumep mcnonb3osaHma NAT «[lepeagpecauunsa nNoptoB» NPUBEAEH Ha PUCYHKe (CM.
PucyHok — NAT «[Nepeaspecauma nopToB») Bce obpaweHns Ha nopt 8080 nHtepderica

«WAN» nepeagpecosbiBatotca Ha nopt 80 Beb6-cepeepa «WebServer».

ARMA EW WebServer

T T T T
opT 8080 mmmmmmmsm [lopT 80
------------- ) g | 1 [ | pAErErartEtreeett
VA N T I i e OPTT
B 9216821

192.168.2.100

PucyHok — NAT «[lepeadpecayus nopmog»
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[Ans HacTpolikK NepeaspecaLmm NopTOB HEOHXOAMMO BbINOJHUTL CeAytoLLme AeNCTBUS:

1. MMepentn B noapasgen ynpaBieHUs nepeajpecaumenn noptoB («MexxcereBom
akpaH» - <NAT» - «[lepeagpecauma NOPTOB») N HaxaTb KHOMKY «+/L06aBUTb>.

2. B otkpbiBwenca popme (cM. PucyHok — Co3zgaHuve npasuia NAT «[lepeagpecaums
NOPTOB») YKa3aTb CNefytoLime 3HaYeHmA:

® «WUHtepdenc» — «\WAN»,
o «Bepcun TCP/IP» — «|Pv4»;
® «[porokon» — «TCP»;
® «OTtnpaBuTtenb» — <1060,
® «/lnanasoH NOPTOB UCTOUHUKA» — «/IHOOOW»;
o «IP-appec HazHaueHua» — «WAN agpec»;
® «/lnanasoH NOPTOB Ha3HaUYEHUA»:
e OT: «(apyroe)», «8080»,
o K «(gpyroe)», «8080»;
® «lleneBowm IP-agpec» — «192.168.2.100»;
® «lLleneBow NoOpT nepeHanpaBieHnA» — «<HTTP».

3. Haxatb KHOMKY «COXpaHMTb», d 3aT€M HaXXaTb KHOMKY «anMEHMTb N3MeHeHuna».

MexceTeBou 3KpaH: NAT: Mepeagpecauyms nopToB

PepakTWpoBaTk 3anuck cnpaeka (1)
nepeHanpaenceHnsa

OTHNKOYKTE 3TO
npasuno

WHTepdelic WAN .

Bepcwu TCR/IP IPv4 .

MpoTokon TP

PucyHok — Co30aHue npasuna NAT «[lepeadpecayus nopmos»

2.1.1 [AononHutenbHble napametpbl npaBuna NAT «[lepeaapecaumnsa noptoB»

Ana napametpoB «OTnpaButennb» 1 «IP-agpec Ha3HauUeHNA» CyLLECTBYIOT Yek-HOoKCbI
«HuBepTUpOBaTb oTnpaButensa» N «<MIHBepTMpoBaTb noayyarensn» COOTBETCTBEHHO.
Mpwn yctaHoBKe Gnaxka B AaHHbIX Yek-bokcax npaBuio ByaeT NMPUMEHEHO ANs BCEX
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oTnpaBuTenen/nonyyaTenen, KpoMe 3HaueHWM, YKasaHHbIX B MOAAX MapaMeTpoB
«OTnpasutenb»/«IP-agpec Ha3HauUeHNA».

MapameTp «Pexxum paboTtbl ¢ ceTbio» npeAHasHaueH Ans Bbibopa pexuma paboTbl B
Clyvae WCMONb30BaHUA KOHKPETHOW ceTu B KkadvectBe UueneBoro IP-agpeca. [lo
YMOJTYaHUIO UCMOb3YEeTCs LMKAMYeckuin nepebop TpaHcampyemsbix IP-agpecos.

MNone «YcraHOBUTbL NIOKaZbHbIN Ter» npejHasHavyeHo Ana AobaBneHus BHYTPEHHEro
Tara nakeTam, COOTBETCTBYIOWMM KpUTEpuaM npasuaa. [aHHbIA T3r MOryT npoBepaTb
apyrve npasuna u ¢uabtpbl NAT. BkatoueHre npoBepkun Tera OCyLLecTBAAETCA B Noae
«[poBepka Ha COOTBETCTBUE JIOKA/IbHOTO Tera».

Napametrp «He cuHxpoHnsmpoBatb uyepes XMLRPC» npegHa3HaueH And
npeAoTBpaLLeHns nepegayn MHOOPMaLMM O 3aMUCAX COCTOAHWUA COEAVHEHWUN ApYrvum
y4acCTHMKaM Knactepa MeXKceTeBbIX 3KPaHOB.

MapameTp «3epkanbHbin NAT» npegHa3HayeH A4 BK/IHOUYEHWUA/BbIKIHOUYEHWS
BO3MOXHOCTU MONYUUTb JOCTYN K BHELIHEMY CepBUCYy W3 BHYTPEHHeN ceTn mno
nybanuHomy IP-agpecy.

MNapameTp «Accoumnauma npasuna puabTpaumumn» HeobxoaMM s CO34aHMA NpaBuaa
M3, pa3pewaroliero npoxoxaeHve tpaduka nepeHanpasaeHnsa NAT. 1o ymonvaHumio
ANA napameTpa 3ajaHo 3HayeHve «Rule», co3parowee npaBuno M3, cBfizaHHOe C
HacTpaneaembiM npasuioMm NAT.

Taioke JOCTyMHbI CieAytowme napameTpsbil:
® «OTCYTCTBYeT» — NpaBuio M3 co3gaBaTbcs He byaerT;

® «a06aBUTb accoLMMpoBaHHOE NMPaBuU/Io PUAbTPaALLUN» — CO3aCTCA MPaBUIO
M3, cBa3aHHoe ¢ npaBuaom NAT;

® «pobaBuUTb HeaccouMMpoBaHHOe npaBuio ¢uAbTpauUu» — CO34aCTCH
npasuao M3, HeceazaHHoe ¢ npasuioM NAT. Mpn 3TOM n3MeHeHNs, BHECEHHbIE
B npasuno NAT, Heobxoaumo 6yaeT BpyuHyto f06aBuTb B NpaBunao MD;

® «pa3pewntb (Pass)» — pa3peluaet npoxoxgeHue Tpadbuvka 6e3 npasmna M3.

2.2 Cospanue npasuna NAT «OanH-K-ogHOMY>»

Cratnueckmt NAT «OpuH-K-OfHOMY» COMOCTaBAsSET OAWH BHewHWA [P-agpec, B
6ONbLIMHCTBE C/lydaeB 0OLWEAOCTYMHbIA, C OAHUM BHYTPeHHUM |IP-agpecom, B
HONbLUNHCTBE C/IyYaeB YaCTHbIM.

B ARMA FW npeaycmoTpeHa HacTporka ctatnyeckoro NAT aByx TMMOB:

® «NAT» — nosBosiseT opraHM30BaTb CBA3b MEXAY CEeTAMW OAHOro pasmMepa, To
eCTb NPUMEHAETCA TOIbKO B OAHOM HanpasieHuy;
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® «BINAT» — no3BonsieT opraHM3oBaTh CBA3b MeXAY Pa3sHbIMU MoaceTaMmu 6e3
yKa3aHWA OCHOBHOrO LWAKO3a B HaCTpOMKax CeTeBOro agantepa, TO ecCTb
onpegenseT AByHanpaBieHHOe OTOBpaXKeHne MeXAy BHELIHEN U BHYTPEHHEN
CETAMMU U MOXET BbITb MCMONb30BaH B 060MX HanpaBAEHUSAX.

Mpumep ncnonbszosaHnsa NAT «OguH-K-O4HOMY» NpUBEAEH Ha PUCYHKe (CM. PUCYHOK —

NAT

«OanH-Kk-ogHOMY»). Bce obpaweHus Ha IP-agpec wuHTepdenca «WAN»

nepeagpecoBbiBaroTcsA Ha IP-agpec MK «WebServer».

ARMA CTeHa WebServer

.
e W W T 1
WAN
503.0.113.67 mamm maam w102 16831
T T T T]
I —

192.168.2.100

PucyHok — NAT «O0uH-k-00HOMYy»

Ans HacTporikm ctatnyeckoro NAT HeO6XOANMO BbIMOAHUTL CeAytoLime AeACTBUS:

1.

57

MNepenTtn B nogpaszgen Hactpoek NAT oauH-k-oaHOMY («MexkceTeBOM 3KpaH» -
«NAT» - «OAUH-K-OAHOMY>») 1 HaXaTb KHOMKY «+/106aBUTb>.

B oTkpbiBweica dopme (cm. PucyHok — Cozganue npasuaa NAT «OanH-K-0AHOMY>»)
yKasaTtb cnefyroLine 3HaueHns:

«Untepdpenc» — «WAN»;
«Tun» — «BINAT»;

«BHewHaa noacetb» — «203.0.113.0»;

«IP-agpec ucTtouHmnkKa» — «EaMHCTBEHHBIN XOCT UK ceTb, 192.168.2.100/32».

OcranbHble napaMeTpbl OCTaBUTb 6e3 N3MeHeHMs N HaxaTb KHOMKY «COXpaHVITb»,
a 3aTeM KHOTMKY «anMeHVITb U3MEeHeHnA».
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MexceTeBoM 3kpaH: NAT: OgMH-K-0ogHOMY

Pepaktuposats NAT cnpaska ()
1:1 zanuce

OTHAIOYATE 3TO O

npaevno

WHTepcenc WAN -

Tun BINAT ~

BHewHas noaceTb

PucyHok — Co3daHue npasuna NAT «O0uH-K-0OHOMY»

2.3 CospgaHue npaBuna NAT «Ucxopawmn»
B ARMA FW npegcraB/ieHbl YeTbipe pexunMa paboTtbl ncxoasaiiero NAT:

® «aBTOMaTuyecKkoe co3gaHue npasun ucxoaawero NAT» - 3anper
MCNONb30BaHNA CO3[aHHbIX BPYYHYHO NpaBu;

® «pyuHoe co3paHue npaBun ucxogawero NAT» — npaBuia He ByayT co3gaHbl
aBTOMaTU4ecKy;

® «CMellaHHoe co3aaHue npaBun ucxoaauwero NAT» — aBTOMatTUyecku
CO3JaHHble NpaBmia NPUMEHAIOTCA MOC/IE CO34aHHbIX BPYYHYHO NpaBu;

® «OTKNWUUTb co3paHue npaBun ucxogswero NAT» - ucxogswwmin NAT
OTKJ/IFOYEH.

Mo ymonuanmto B ARMA FW wucnonb3yetca pexuvm «ABTomMaTuyeckoe co3paHue
npasun ucxoaauero NAT».

2.3.1 ABTOomartuueckoe co3gaHue npasun ncxoaawero NAT

B pexume aBTtomaTmyeckoro co3gaHua npasua  ucxogawero NAT  cucrtema
aBTOMaTnyeckn pobasnser npasuna NAT, koTopbie obecneunBatoT COeanHEHNE MeXAY
cetbto «WAN» 1 BHyTpeHHen ceTbto «LAN» (cM. PUCyHOK — ABTOMaTUYECKUA PEXUM

co3aaHusa npasua ncxoasawero NAT).
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MexceTeBon 3KpaH: NAT: Ucxopsawmia

Pexum:

@  ABTOMaTWUYECKOE COZAAHME NpaBuUn ucxoasawero NAT (O CMmewaHHoe cozaaHWe npasun nexoaawero NAT
(Henb3s MCNONB30BATE CO3AAHHBIE BPYYHYHO NpaBUna) (aBTOMaTUUECKU cO3AA npaevna np| C NOCNE CO3AAHHBIX BPYYHYK Npasun)
PyuHoe cosganue npasun ncxoaswero NAT (O OTenuUMTE co3gaHue npaesna cxogswero NAT
(npasuna He BYAYT cO3AaHLl ABTOMATHYECKH) (mcxopawmia NAT oTKAoueH)
ABTOMaTHYECKME Hacrpnﬁxvd
MNopt Mopt Appec NAT CraTudeckuil
Wutepdeiic  CeTb-MCTOUHMK UCTOUHUKA MonyuaTene  HasHa4YeHUR NAT nopt nopt OnucaHue
WAN CeTb LAN, CeTb * * 500 WAN > JA ABTOMaTWYECKK CO3[laHHOE
0OPT1, 127.0.0.0/8 npaswno Ans npoTokona
ISAKMP
WAN CeTb LAN, CeTb * * * WAN * HET ABTOMATUYECKKU CO3aHHOE

0OPT1, 127.0.0.0/8 npasuno

PucyHok — Aemomamudyeckuli pexxum co30aHus npasus ucxoosawe2o NAT

2.3.2 PyuHoe co3gaHue npaBun ucxoasauwero NAT

Pexxum pydHoro cosgaHua npasun ucxogawero NAT no3sondeT Bpy4dHyro cO3zaBatb
npasuna ucxopawero NAT. [paBuna koHTpoaupytotr, kak ARMA FW  6yagert
npeobpa3oBbiBaTb aZpec UCTOYHMKA W NOPTbl TpadmKa, UCXoaALero n3 nHtepdenca.

[na BO3MOXHOCTW CO34aHuA NpaBua HeEOHXOAMMO BbiIbpaTh PEXMM PYUYHOrO CO3jaHUS
npasun ucxogdawero NAT B nogpasgene Hactpoek ucxogsauwiero NAT («MexxceteBom
akpaH» - «NAT» - «Acxopaawmn») Haxatb KHOMKY «CoXpaHWUTb», a 3aTeM HaXaTb
KHOMKY «MpuMMeHUTb U3MeHeHua». [locne 3Toro NoABMTCA KHomnka «+/L06aBUTb» B
NpPaBOM BEPXHEM Yry CTPaHMLbI.

Ana npoBepkn paboTbl CO34aHHbIX BPY4YHYyro npaBua mcxogdawero NAT Heobxoanmmo
BbINOJHUTL CAeAyroLLne waru:

1. C nomouwpbto Beb-bpaysepa Ha MK «Admin» (cm. PucyHok — CTeHa ans NnpoBepPKU

co3faHHbix __npaBun _ucxogawero  NAT) npoBepuTb  AOCTYMHOCTb — CaiTa
«yandex.ru/internet».

2. Cosgatb npasmio NAT co cregyolmmMm OCHOBHLIMW NapamMeTpamMmu:
® «UHTepdeiic» — «WAN»>;
o «|P-agpec ncrounmka» — «LAN ceTb»;

® «TpaHcaupyemsbiit IP-agpec/ueneBoir IP-agpec» — «\WAN agpec».
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3. C nomowbto bpaysepa Ha K «Admin» (cMm. PucyHok — CreHa ans npoBepKwu

CO3ZlaHHbIX  MpaBwa NAT)

«yandex.ru/internet».

nexoaAaulero

npoBepuTb

AOCTYNMHOCTb

canTa

ARMA FW

192.168.1.100

LR
Admin

PucyHok — CmeHO 014 nposepku co30aHHbIx npasus ucxoosaujezo NAT

2.3.2.1 MpoBepka AOCTYNHOCTN calTa

B pexume pyuHoro cosgaHua npasun ucxopdawero NAT npasuna ucxogsawiero NAT

OTCYTCTBYHOT.

[lns npoBepKkM AOCTYNHOCTN caiTa HeobxoaMMO OTKpbITh Be6-6pay3ep Ha MK «Admin»,

BBECTM B ajpecHoM cTpoke «yandex.ru/internet» n HaxaTb knaBuwy <«ENTER». B
pe3ynbTaTe OTKPOETCA CTpaHMLa, yKasblBalollas Ha OTCYTCTBME AOCTyna K cauTy (cm.

PucyHok — HepgoctynHoOCTL canTa).

@ yandexru X +

< C @ yandexru/internet

He yaaeTca nonyuntb AOCTYN K CaUTy

MpeebiWeHOo BpeMs OXUAIHMA OTBETA OT CanTa yandex.ru.

Monpobyiite caenats caeayroulee:
¢ [lpoBepbTe noakaoueHue K VIHTepHery.
o [lpoBepbTe HaCTPOWMKK NPOKCU-CepBepa 1 bpaHaMay3pa.

Oetanu

PucyHok — HedocmynHocme catima

2.3.2.2 Co3panue npasuna NAT

[na co3zgaHma npaBuia HeOBXOAMMO BbINMONHUTL CleAytoLme 4eNCTBUS:
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1. TMepentn B nogpasaen Hactpoek ncxogaiwero NAT («MexxceTeBon akpaH» - «<NAT»
- «cxopawmines) N Haxkatb KHOMKY «+/106aBUTb>.

2. B otkpbiBwenica dpopme (cMm. PucyHok — Qopma pepaktmpoBaHua npasusa NAT)
yKa3aTb OCHOBHble MapamMeTpbl yKasaHHble B rnpumepe (cM. «PyyHoe cosgaHue
npaeua ncxoaauwero NAT»), HaxaTb KHOMKY «CoXpaHUTb» 1 3aTeM HaXkaTb KHOMKY
«MpNMeHUTbL N3MEeHeHUA».

MexceTeBoi akpaH: NAT: Mcxopsawumi

PegakTupoBaTh 3anuch pacliMpeHHoro ucxogawero NAT cnpaska D
OTKNOYUTL 3TO O
npasvno
He ucnonezoeate NAT (|
WHTepdeiic WAN -
Bepcuu TCP/IP |Pva4 -
MNpoTokon any .

PucyHok — @opma pedakmuposaHus npasua NAT

B pe3ynbTtate npasuno ncxogawero NAT 6yaeT co3gaHo 1 oTobpa3mnTcsa B CNMCKe NpaBu
(cMm. PucyHok — Cnuncok npasua ncxoasawero NAT).
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MexceTeBoil 3KpaH: NAT: Mcxopawumia

Pexum:

(O AsToMaTvueckoe co3paHue npasun ucxogswero NAT

o]
o

CmewaHHoe co3gakue npasun ucxogsauiero NAT
(Henb3s UCNonb30BaTh CO3AAHHBIE BPYUHYIO NPaBuna) (aBTOMaTUYECKN CO3AaHHBIE NPABWUNA NPUMEHAKITCA NOCNE CO3AAHHBIX BPYYHYK NpaBuA)

@®  PyuHoe cozgaHWe npaeumn ncxogawero NAT OTHKYKTE CcO3AaHKE NpaBua ucxopawere NAT

(npaeuna He ByayT co3AaHbLI AETOMaTUYECKM) (ucxopawmin NAT oTknodeH)

O
O

PyuHble HacTpoiiku

Mopt Mopt Appec NAT CraTuyeckuii
O WHTepdeiic OTnpaBuTens UCTOYHUKA MonyyaTene  HazHaJYeHWUA NAT nopt nopr OnucaHue
WAN LAN ceTb * * " WAN * HET €« &
anpec | W'}
€« o
= 0

Mpaemno BrNOYEHO

P Tpasuno oTKMK4eHO

PucyHok — Cnucok npasun ucxodswezo NAT

B npumepe paccmaTpurBaoTCA TOIbKO OCHOBHbIE HAaCTPOMKK ucxoasllero npasuna NAT.
OcTanbHble NapameTpbl HEOBXOANMbI AA 6onee TOHKOW HaCTPOVKM NpaBuI.

ﬂOpﬂAOK npaswui B CrNCKE NMeET 3HaYeEHNE N M MOXHO yNpaBaATb C NMOMOLBbHO KHOMKK

« ¢ » HANPOTUB Ka>kA0ro n3 Co3gaHHbIX rnpaBu. I'IpaBVlna O6pa6aTbIBaI-OTCF|, Ha4dnHada C

CaMOro BepXHero 1 gasee BHM3 NO CMUCKY.
2.3.2.3 MpoBepka AOCTYNHOCTN calTa

B Be6-6payzepe Ha MK «Admin» BBecTM B agpecHoM CTpoke «yandex.ru/internet» u
HaxkaTb knasuwy «ENTER». B pe3ynbTaTe oTKpoeTcsa cTpaHuua C 4aHHbBIMW O BHELUHEM
IP-agpece nHtepderica «\WAN» (cm. PucyHok — PaboTa ncxoasuiero NAT).
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@ AnpexcWnrepretomerp — npo: X

& C @ yandexru/internet

() WnrepHetometp

OAHHDIE O MOJNIb3OBATENE

1D

IPv4-appec

198.51.100.51

IPvb-appec

Bpayzep

Google Chrome 95.0.4638.54 (WebKit 537.36)

-
W -

=] Bontu

2.3.3 CmelwaHHoe co3aaHue npaBun ucxoasauwero NAT

PucyHok — Paboma ucxodsawezo NAT

Pexxnm cmewwaHHoro co3ganua npasun ncxoaawero NAT no3sonseT co3gasatb npasuna
nexogawero NAT, HO TakxKe NMPUCYTCTBYHOT aBToMaTtnueckme npasuia ncxogaswero NAT.

2.3.4 Otkmouutb co3paHue npasun ncxopawero NAT

Pexxum oTkntoueHusa co3gaHmsa npasun mucxoasawero NAT oTkarovaeT Bce npaswuia
nexoaswero NAT.
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3 HACTPOWMKW OFPAHUYEHUNA TPADUKA

®OyHKUMA orpaHuyeHns Tpadumka mno3BonseT rMbko HacTpamBaTb MPOMYCKHYHO
CNOCOBHOCTb KaHana, YMpaBaATb MNpUoOpuUTETOM Tpaduka AAA CceTer, XOCTOB W
MPUOXEHWI C LieNbto obecneyeHns HeNPepPbIBHOCTU KPUTUYHBIX CETEBbLIX CEPBMCOB, B
TOM YMcCae B MOMEHTbI MMKOBOW CETEBOW HarpysKu.

MpuMepbl NCNONb30BaHUA OrpaHMYeHUs Tpaduka:
® OrpaHMYeHne CKOPOCTU BXOAALLETO N UCXOAALLETrO COeANHEHW;
® OrpaHuM4YeHne MakCMMaabHOM MPOMYCKHOM CMOCOBHOCTN Ha MHTepdeNcCe;
® npuopuUTU3aLLMA OAHOTO BMAa Tpadurka nepes Apyrim.

B kauectBe npuMepa HacTpouku OyaeT WMCMONb30BaTbCA Cheayloliee OrpaHuyveHune
Tpadwuka:

® cermeHT «LAN» — 192.168.1.0/24, xocTt cermeHTa 192.168.1.100;
® cermeHT «WAN» — 192.168.2.0/24, xocT cermeHTa 192.168.2.100;

® CKOpPOCTb BXxogsauwero coeauHeHus — 10 Mo6ut/c, ns cermeHta «WAN» B
cermeHT «LAN»;

® CKOPOCTb McxoanAwero coeamHeHus — 1 Méut/c, ns cermerta «LAN» B cermeHT
«WAN>»;

® paBHOMepHOe pacnpeaeneHme CKOpPoCTN — MeX/y BCEMMU XOCTaMMU CerMeHTa
«LAN»>,

[na npoBepKM KOPPEKTHOCTU HACTPOWMKM OyAeT MCNO/b30BaTbCA YTUAMTA KOMaHAHOM
CTpokuM «iperf», He Bxogsauwas B coctaB ARMA FW.

[lo MOMeHTa HaCcTPOWKM OrpaHMYeHNI MPOMNyCcKHaa CNOCOHBHOCTb paBHa 431 MbuTt/c u
456 M6UT/C ana NCXOAALLETO 1N BXOAALLETO COEAMHEHUI COOTBETCTBEHHO (CM. PUCYyHOK —
Pe3yabTat paboTbl YTUAUTI «iperf»).

MaHAHAA CTROKA Ucxopsawee coeanHeHne - [} X Komararaa cTpoka Bxopsuiee coeguHeHune - ] X

A48 connecte 8.2.100 port 5201 ‘ @ port 4 0 c ected \,.- 68.2.100 port

B

iperf Done.

C:\iperf>

PucyHok — Pe3ynemam pabomel ymusaumel «iperf»
YTunuta «iperf» 3anyLuieHa co cheayromMm napameTpamu:

® B KauyeCcTBe CcepBepa Ha XOCTe, HaxoasallemMcs B ceTu nHTepderica «WAN»;
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® B peXVMe U3MePEHMA NPOMYyCKHOW CNOCOBHOCTN Ha XOCTe, HaXOAALLEMCS B CETH
nHTepdernca «LAN».
3.1 OrpaHnueHune Tpaduka

Moapasgen orpaHuvueHna Tpaduka («MexcereBo 3kpaH» - «OrpaHuueHue
TpadukKa») CoAepXUT TPU BKAAAKN (CM. PUCYHOK — PyHKLMA «OrpaHnyeHmne Tpaduka»):

® «KaHanbl» — HacTpamBatoTCA OrpaHNYEHNs MPOMNYCKHOW CNOCOBHOCTY;

® «Ouepean» — HacTpavBaeTcs MPOMyCKHas CNOCOBHOCTb BHYTPWM KaHana w
NPUOPUTET NPOMYCKHOW CMOCOBHOCTN OnpeAenEHHbIM NMPUNOXKEHNAM;

® «[lMpaBuna» — 3ajalOTCA NpaBwuia, COrNacHO KOTOPbIM OyayT MPUMEHEHBI
orpaHuyeHua Tpadpuka.

MexceTeBoM akpaH: OrpaHu4eHue Tpaduka

KaHanbl

Q  Mouck o 1 =~
D BKnwo4yeH lponyckHas cnoc... MeTpuka Macka OnucaHue KomaHpbl
HeT gaHHBIX
+ W
« ¢ 1 N 5 MokasaHel ¢ 0 no 0 us 0 3anucein

PucyHok — @yHkyus «OepaHuyeHue mpaguka»

3.1.1 Bknapgka «KaHanbi»
Bo Bknagke HacTpamBaroTCA OrpaHMYeHNsa NPOMNyCKHOM CMOCOBHOCTH.

B naHHOM Bknagke HEOHXOAMMO CO3AaTb ABa KaHafa Co CNeAyoWMMIM napamMmeTpamm (CMm.
Tabanua «3HayeHMa NapamMeTpoB KaHaJIoB»).

Tabuya «3HadvyeHus napamempos KaHasa08»

Mapamerp Ncxoaawmin kaHan Bxoaawmnin kaHan
MponyckHas cnocobHOCTb 1 10
EanvHnubl n3mepeHus Moéwurt/c Mbéwut/c

NPOMYCKHOW CMOCOHBHOCTU

OnucaHune 1Mbps_UP 10Mbps_Down

[Ana pobaBneHns kaHana HeOBXOAMMO BbINMONHUTL CAeAytoLMe AeNCTBUS:
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1. HaxaTb KHOMKY « Y- npaBow Yactn GOopMbl.

2. B otkpbiBwenca ¢opme (cM. PucyHok — PepaktvpoBaHue KaHana) YykasaTb
napameTpsbl (cM. Tabsvua «3HauyeHnsa NapaMeTpoB KaHal0B»).

PepakTupoBaTb KaHan

D pacumpenHblii pexxuM cnpaska O
BKnitoueH

MponycKkHasa cnocobHocTbL 10

© EauHuLbl u3MepeHns

MéuT/c -
NPONycKHOM cnocobHocTn

Macka He BrIGpaHo -

Brnwountk CoDel O
Bkntounts PIE (]

OnucaHue 10Mbps_Down

OTMeHUTBb

PucyHok — PedakmuposaHue KaHana

3. Haxartb KHonky «CoxXpaHUTb».

4. B pe3ynbTaTe kaHan byaet gobaBnieH B cnucok (cM. PucyHok — Cnrcok KaHanoB).

MexxceTeBoM 3KpaH: OrpaHuyeHue Tpacduka

KaHanbi

Q  nNowuck o T =
[J Bknwuen MponyckHas cnoc... MeTpuka Macka Onucanune Komanpsi
0= 10 M6uT/c He BriGpaHo 10Mbps_Down s DOm
0 & 1 M6éuT/c He BbiBpaHo 1Mbps_UP S Ol
+ W

« ¢ ) » MokasaHbl ¢ 1 No 2 U3 2 3anuncei

PucyHok — Cnucok kaHasios

MNpwn nepeBofe nepekntovaTens «paclUMPEHHbIN PEeXUM» B MOJOXEHNEe « 1 » (CM.
PrucyHok — PesakTvpoBaHve KaHaia) B BepXHeu NeBoi Yactn Gopmbl ByayT AOCTYMHbI
AOMONHUTENbHbIE NapaMeTpbl A5 Honee TOHKOW HAaCTPOMKN OrpaHnYeHnin Tpadumka:

® «Ouepepb»;
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® «Buckets»;
® «Tun NAaHUPOBLYUKA»;
® «(FQ-)CoDel target»;
® «(FQ-)CoDel nnrepBan»;
® «(FQ-)CoDel ECN»;
® «FQ-CoDel quantum»;
® «FQ-CoDel orpaHnueHue»;
® «FQ-CoDel notoku»;
® «3agepiKKa».
3.1.2 Bknagka «Ouepepn»

B paHHOM Bknajke HeOH6XOAMMO CO34aTb ABE OUepeau CO CAeAyrWwmMM napameTpamm
(cm. Tabamua «3HavYeHMUsa NapaMeTPOB OUEepean»).

Tabauya «3HadvyeHus napamempos o4epedu»

MapameTp Ncxopawmin kaHan Bxoaawmin kaHan
KaHan 1Mbps_UP 10Mbps_Down
BecoBon koadduumeHT 100 100
OnwucaHue Queue_UP Queue_Down

Ana pobaBneHns ouepean HEOHXOAMMO BbINMOAHUTL CAeAytoLLMe AeUCTBUS:

+

1. HaxaTb KHOMKy « * » B MpaBOu Yactn GpopMbil.

2. B otkpbiBwenca ¢dopme (cM. PucyHok — PepaktmpoBaHue ouepeaun) ykasaTb

napameTpsbl (cM. Tabavia «3HayeHNsa NapaMeTpoB OYepeamn»).
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Pep,a KTUpPOBaATb o4epeb

(D paciumpenHbiii pexum cnpaska (D

BkntoueH

Kanan 1Mbps_UP T
BecoBoii ko3 duuueHT 100

Macka He Bbi6paHo T
BrkntouuTtk CoDel a

Brknwounts PIE O

OnwucaHue Queue_UP

OTMEHUTL

PucyHok — PedakmuposaHue o4depedu
3. Haxatb kHonky «CoxXpaHnUTb».

4. B pe3ynbtaTte ouepesb 6yaet gobaBneHa B cnmcok (cMm. PucyHok — Cnincok ouepenen).

MexxceTeBoM 3KpaH: OrpaHnyYeHue Tpaduka

Ouepean

Q MNowck ) T =~

D BknrouyeH Kanan Becosoii kKoachpuumeHT OnucaHue KomaHpgbi

0O = 1Mbps_UP 100 Queue_UP S Om

O« 10Mbps_Down 100 Queue_Down S OF
+ W

MokasaHsl ¢ 1 no 2 13 2 3anuceid

PucyHok — Cnucok oyepedeti

MNpwn nepeBofe nepekntoyvaTens «paclUMPEHHbIN PEeXUM» B MOJOXEHNE « 1 » (CM.
PrucyHoK — PegaktnpoBaHune ovepean) B BEPXHEW NEeBON YacTh GpopMbl ByayT AOCTYMHbI
AOMONHUTEbHbIE MapamMeTpbl ouvepean AnA 6onee TOHKOW HACTPOMKM OrpaHUYeHUN

Tpaduka:
® «Buckets»;
® «(FQ-)CoDel target»;

® «(FQ-)CoDel nntepBan»;
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® «(FQ-)CoDel ECN».
3.1.3 Bknagka «[MpaBuna»

B paHHOM Bk/iaske HeOBXOAMMO CO3zaTb ABa MpaBuaa CO CAeAyHLWUMM NapaMeTpamMmm
(cm. Tabamua «3HavYeHUs NapamMeTPOB NPaBuIa»).

Tabiuya «3HadyeHUs napamempos npasuaa»

MapameTp Ncxopawmin kaHan Bxoaawmin kaHan
NHTtepdelic WAN WAN
[MpoTtokon IP P
OTtnpasutens 192.168.1.0/24 any
MopT NCTOYHMKaA any any
Monyuatens any 192.168.1.0/24
MNopT Ha3zHaueHuA any any
KaHan/ouepeab Queue_UP Queue_Down
OnwucaHwne Upload Download

Ana pobaBneHna npaBuaa HEOHXOANMO BbIMOAHUTL CAeAYHOLLME AEUCTBUS:

+

1. HaxaTb KHOMKY « ~ » B MpaBoWn Yactn Gopmbil.

2. B otkpbiBwenca ¢dopme (cm. PucyHok — PeaakTnmpoBaHve npaBuaa) ykasaTb
napameTpsbl (cM. Tabavia «3HayeHnsa NnapaMeTpoB NpaBuIa»).
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PepaxkTtu poBaTb NpaBuno

(D) paciumMperHsii pexmm cnpaexa (1)
© BrnioyeH

@ MocnegoBaTensHOCTL

O WuTtepdeic WAN -

O Mpotokon P

© OTnpasurens 192.168.1.0/24
@ OumecTuTs Bee f-f Copy i'_> Paste

© WueepTupoeats oTnpaentens [

© MopT UCTOYHKMKA any

MNMony4artens
© Nony any
€ OuncTuTs Bee f_f Copy Epaste

© WHeepTupoRaTe nonyyatena [

© NopT HAaZHAYEHUA

any
I
 Kanan/Ouepepge Queue_UP -
6 Onncaume Upload

PucyHok — PedakmuposaHue npasusaa

3. Haxartb kHornky «CoxpaHuTb» N KHOMNKY «lMpumMeHUTb». B pesynbtate ouepesb
byaet sobasneHa B cnmcok (cM. PucyHok — Cnvcok npasu).
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MexxceTeBOM 3KpaH: OrpaHuyeHue Tpaduka

MNpaeuna
Q | Mouck o 1+ =~
[J Brmouen # WHTep... Mpotok... OTtnpae... MNonyva... MNonyva... Onuca... Komakge!
0O & 1 WAN P 192.168.1.... any Queue_UP  Upload S O
0O & 2 WAN P any 192.168.1.... 10Mbps_D... Download S Om
+ @

MoKasaHbl € 1 N0 2 M3 2 3anucei

PucyHok — Cnucok npasun

4. Haxatb kHoNky «MpuMeHuTb BCe» AN NPUMEHEHNS OrpaHUYeHNNA.

MNpwn nepeBofe nepekntoyvaTens «paclUMPEHHbIN PEeXUM» B MOJOXEHUE « 1 » (CM.

PucyHok — PefakTnpoBaHue npasuaa) B BEPXHEN NeBOWM YacTu GopMbl ByayT AOCTYMHbI
AOMONHUTENbHbIE MapamMeTpbl NpaBuaa Ans H6onee TOHKOW HACTPOMKW OrpaHUYeHUM
Tpadwuka:

® «WHtepdenc 2»,
e «DSCP»:
® «HanpaBneHue».
3.1.4 lpoBepka orpaHnyeHna Tpadpuka

[Ans NpoBepKkN KOPPEKTHOCTU HACTPOMKW WMCMONb3YeTCH YTUAUTa KOMaHAHOW CTPOKM
«iperf», He Bxoasawwas B coctaB ARMA FW.

MNocne HaCcTpPOWKM M MPUMEHEHWUA OTrpaHUYEHUA MNPOMyCcKHas CNocObHOCTb paBHa 1
Moéwnut/c n 10 MbUT/C AN NCXOAALLLETO WU BXOAALLErO COEAMHEHNIA COOTBETCTBEHHO (CM.
PucyHok — Pe3ynbTat paboThbl yTUAUTbI «iperf»).
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KomaHaHan cTpoka Ucxopnuwee coeguHeHue

iperf Done.

10
.1.10@ port 494
T .

iperf Done.

C:\iperf>

100 port

KomanaHas cTpoka

iperf Done.

C:\iperf>

Bxopsiee coeguHeHue - a X

PucyHok — Pe3ynemam pabomel ymuaumei «iperf»

3.2 Crartyc

B noapa3zene otobpaxkaroTCA HAaCTPOEHHbIE OrPaHNUYEHMA 1 pe3yabTaTtbl X PaboTbl (CM.
PucyHok — Tekyuine orpaHuyeHus Tpaduka).

MexceTeBoM 3KpaH: OrpaHuyeHue Tpadumka: Cratyc

Terylwan aKTUBHOCTb

# OnucaHue
O 10000 10Mbps_Down
+ 10000.141072
+ 10000.10001 Queue_Down
0 10001 1Mbps_UP
+ 10001.141073
+ 10001.10000  Queue_UP
Nerenpa
O Kanan

Oyepeab

+
- Mpasuno

MponyckHaa cnocoBHOCTL
10.000 Mbit/s

0

1000

1.000 Mbit/s

(] i ]

1006

MNakeTsl

8.60k

8.60K [ 100,00 9]

2.18k

2.18K [ 100.00 24)

Mokazats npaeuna

Q

[MokasaTb aKTWBHbIE MOTOKK

BaiiTel

12.87TM

12.87M [ 100.00 %]

90.02k

90.02K [ 100.00 %]

PucyHok — Tekyujue ozpaHu4eHus mpaguka

AocTynHocTe

2021-10-12T12:39:29

2021-10-12T12:39:29

2021-10-12T12:39:29

2021-10-12T12:39:29

MNpu Heob6xoANMMOCT OTOOpPa3nTL NpPaBKaa UM aKTUBHbIE MOTOKK TpebyeTcsa yCTaHOBUTb
bnaxkok HaNPOTMB COOTBETCTBYHOLLErO 3HaUYEHWA B BEPXHEW MPaBon Yactu Gopmbl.
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4 HACTPOWMKA OTKA30YCTOMYUYMBOIO KJ/IACTEPA

Knactep — 310 normnyeckoe u ¢usnyeckoe obbeaVHEHME HECKONbKMX OOBEKTOB CO
CXOXMMU QYHKLUMAMU B OAHY rpynny C Liebio NoBbieHMsA 3GHEKTUBHOCTH.

B cnyuae obvegmHeHuns asyx ARMA FW B kaxXAbli MOMEHT BPEMEHW TO/NbKO OfHO
yctponctBo ARMA FW B knactepe obpabatbiBaeT Becb Tpadumk, Takoe yCTPOMCTBO
cumtaetca  BeaywuMm.  [MoAUYMHEHHbIE,  pe3epBHble  YCTPOWCTBA  MOCTOAHHO
CUHXPOHM3MPYHOT CBOE COCTOAHME C BeAyLIMM YCTPOUCTBOM. B cnyyae Bbixoga u3 ctpos
BEAYLLErO YCTPOMCTBA €ro MOAMEHSAET OAHO M3 Pe3epBHbIX YCTPOWCTB, KOTOpPOE Camo
CTAHOBMUTCA BeAYLLMM W HauyMHaeT obpabaTtbiBath Tpaduk. B cnyyae ecam nsHayanbHoe
BeAyLlee YCTPOWCTBO BHOBb MEpPexoAnT B pabouee COCTOsHME, TO TeKyllee Beayliee
YCTPOWCTBO BO3BPALLAETCsA B CTAaTyC MOAYMHEHHOIO Pe3epBHOrO YCTPONCTBA.

Mpumeuanne:

Ans KoppekTHON paboTbl OTKAa30yCTOMUYMBOrO KaacTepa, BEpCUn BeayLLero u
pe3epBHOro ARMA FW g0xHbl 6bITb MAEHTUUYHBIMW.

Ans  Hactpovikn pabotel ARMA FW B pexume OTKa3oyCTOMUMBOro Kjaactepa
MCNOJIb3yeTCA CxXema, npejcTaBaeHHas Ha pucyHke (cM. PucyHok — Cxema creHza Angd

HAaCTPOWKWN pexkkma oTkazoyctonumsoro knactepa). Oba ARMA FW noakntoueHbl K

OAHMM 1 TeM e KOoMMyTatopam Ana obecneyeHua paboTbl B pexume
OTKa30yCTOMYMBOrO Kaactepa, a Takke mexay cobon ARMA FW coefvHeHbl ceTeBbIM
kabenem ana obecneueHma nepesaunm COCTOAHNA YCTPOUCTB.

ARMA FW Begywmi

I ——

L AN —— /AN

T92.168.1.1 maa mn e B 192.168.2.1
T T T T

Server

192.168.1.200

PFSYNC

PFSYNC

10.0.0.1

10.0.0.2

Client

192.168.2.100

I
L ANy B AN
T92.165.12 m mem s i 192.168.2.2

ARMA FW pe3epBHbii

PucyHok — Cxema cmeHOa 0415 HaCmMpoUKu pexxumMa omkaszoycmoliyugozo kiacmepa

Mpumeuanune:

Ans koppekTHoM paboTtbl COB ¢ makeTamy NPOMbILLIEHHbIX MPOTOKONOB Ha
ARMA FW, HacCTpOeHHbIX B pexume OTKa3oyCTOMUMBOrO KjacTepa,
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HeobxoAMMO  nepevTM B nogpasgen  agmuHuctpuposaHua  COB
(«O6bHapy>xeHue BTOpPXXEHUN» - «AAMMHUCTPUPOBaHME»), Ha BKIaJKe
«HacTpoikn» BK/IOUNTL MepekntovaTesb «paclUMPEHHbIN PeXum»
YyCTaHOBUTb Gaaxok Ana napameTtpa «Pexxum midstream».

Ana xoppektHou pabotbl COB Ha ARMA FW, HacTpOeHHbIX B pexume
OTKa30yCTOMYMBOrO Kjactepa, HeobxoAMMO npeABapuUTENbHO 3arpy3uTb
npaBuia v BbINOAHUTL HacTporky COB Ha kaxaom ARMA FW, Bxogslwem B
COCTaB kJsacrepa.

Mpumeuanne:

Mpu Hactporike ARMA FW B pexume OTKa30yCTOMUYMBOroO Khaactepa W
MCMONb30BaHWUM arperaymm KaHaloB HeOobXOoAMMO nepelTtn B MoApasaen
napametrpoe ARMA FW («Cucrtema» - «Hactpouikm» - «[lapametpbi»).
Y6eantbcs, uto Ana napameTpoB «net.inet.carp.senderr_demotion_factor»
n «net.pfsync.carp_demotion_factor» ycraHoBaeHbl 3HaueHus «0».

Mpumeuanne:

B cnyuae HeobxoammocTn ncnonbzoanma VLAN Ha ARMA FW, HacTpOeHHbIx
B peX1Me 0TKa3oyCTOMUYMBOro knactepa, Tpebyetca npeaBapuTeibHO CO34aTh
W HacTpOWUTb WAEHTUYHO UKMeHOoBaHHble VLAN-uHTepdelncbl Ha Kaxzaom
ARMA FW, BxozsLiem B COCTaB KJacrepa.

Hactponka n nposepka pabotel ARMA FW B pexume OTKa3oyCTOMYMBOro Kiaactepa
COCTOWUT U3 CNeAYHOLLMX 3TaroB:

1. [JobaBuTb Ha BeayLLEeM YCTPOMCTBE BUPTYasbHble IP-agpeca ans cermMeHTOB ceTu.
2. HactpouTb pexmnm oTkazoyCcTOMUYMBOro KiacTepa Ha pe3epBHOM YCTPOUCTBE.

3. HactpounTb pexxumM 0TKa3oyCTOMUYMBOro Knactepa Ha BeAyLLeM YCTPOUCTBE.
4

Hactpoutb nepesanyck cnyxo6bl «Suricata» Ha BegyLieM ycTponctae (cM. «Hactpoiika
nepesanycka cayx6bl «Suricata» Ha BeaylleM YCTPOWCTBE OTKA30YCTOWYMBOrO
Knacrepa»).

5. BbINOAHWUTb NPOBepPKY KOPPEKTHOM PaboTbl yCTPOUCTB.

B npumepe y kaxgoro sk3emnaspa ARMA FW vcnonb3yrotcs Tpy ceTeBbiX MHTepdelca:
«LAN», «\WAN» 1 «PFSYNC». Kaxabln 13 nHtepdencoB nmeeT H6a3oBble HacTpounku. B
c/lyyae ncnosib3oBaHna BM HeobxoAnMO B HaCTpoMKax rmnepemnsopa BKAOUUTL PEXMM
«Promiscuous mode» Ha B1pTya/ibHbIX CETEBbIX MHTepdencax A1 KOPPEKTHON paboTbl
KaacTepa.

CeTeBbIM MHTepdericam HeobxoanMo Ha3HauuTb IP-agpeca, ykasaHHble B Tabaunue (cm.
Tabavua «IP-agpeca ansa vHtepdericoe M3»). HacTpowika IP-agpecoB npov3BoaunTcs B

pasgene «<UHTepgencol» (CM. «HacTporika ceTeBbiX MHTEPDENCOB).
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Tabauya «IP-adpeca 0ns uHmMepgpelicog M3»

NuTtepdeic Beaywuin ARMA FW Pe3sepBHbin ARMA FW
LAN 192.168.1.1/24 192.168.1.2/24
WAN 192.168.2.1/24 192.168.2.2/24
PFSYNC 10.0.0.1/24 10.0.0.2/24

4.1 Hactpoiika ycTpOUCTB Knactepa
4.1.1 Jo6aBneHue BupTyanbHbix IP-agpecoB Ha BeagyLiemM yCTPOUCTBE

Ana pobaBneHua |P-agpecoB Ha BeayllemM YCTPOWUCTBE HeEOOXOAMMO BbIMOJHUTb
cneayroLme fencTBus:

1. Mepentn B nogpasfen HacTpoek BUPTyanbHblX agpecoB («UHTepdencbr» -
«BuptyanbHble IP-agpeca» - «<HacTpoiikmn») 1 HaxkaTb KHOMKY «+/106aBUTb».

2. B oTkpbiBencs popme (cM. PucyHok — Dopma co3gaHma BupTyanbHoro IP-aapeca)
yKa3aTb 3HaueHusa napameTpoB ans LAN-uHTepdenca (cm. Tabauvua «[lapameTpsl
BMPTYasibHbIX |[P-aapecoB») 1 HaxaTb KHOMKY «COXpaHUTb>».
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WHTepdencor: BuptyanbHble IP-agpeca: HacTtpouku

PegakTupoEaTh cnpaska (20
EMPTYankHbIiA IP-agpec

Penmm:

IP nceegoHMm A
O VuTepdeiic LAN -
IP-appec (-a)
@ Tun OAMHOYHBEIA IP-agpec -
A.‘J,p-E-C a2 -
Wimka
MNaponk EMpTyaneHOMO
IP-agpeca
Fpynna VHID OTCYTCTE BribepuTe HeBbIgENeHHEIH VHID
HacTOTa CUHXPOHM3AUMN  Easppag: a COCOBUrOM BpEMEHW: -
OnpegenseT NpUopuTET)
OnKMcaHue
OTMEHUTE
PucyHok — @opma co3daHus supmyansHoz2o IP-adpeca
Tabauya «lNapamempel supmyansHeix IP-adpecos»
Napamerp 3HaueHue ansa IP-aAPeca AnA 3HaueHue gnsa IP-ap,Eeca Ansa
LAN-uHTepdenca WAN-uHTepdemnca
Pexxum CARP CARP
NuTepdenic LAN WAN
Appec 192.168.1.254/24 192.168.2.254/24
! Maponb 1234 1234
> Tpynna VHID 1 2
OnucaHue BuptyanbHbin IP-agpec Ha LAN BuptyanbHbin IP-agpec Ha WAN
CTOPOHe CTOPOHe

! 3HaueHve napametpa «Maponb» yka3aHo B KauecTBe npumMepa.

2 3HaueHve napametpa «Fpynna VHID» f0/1XXHO OTAMYaThCs 415 KaXKAOro nHTepdeiica.
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3. HaxaTb KHOMKY « =

— KonunpoBaHue BupTtyaabHoro IP-aapeca).

» B CTPOKe CO3ZaHHOro BupTyanbHoro IP-agpeca (cM. PucyHok

WHTepdencel: BuptyanbHele IP-agpeca: Hactpouku

HoHDUrypaLmMa EWpPTyaneHelx IP-apecor M3MEHEHE.

Bbl 4OMAHL MPUMEHMTE M3MEHEHWA, YTODLI OHKM BCTYNWAK B CHTTY.

[ BupTyansHeii IP-agpec WHTepdeic Tun OnucaHue

[} 192.168.1.254/24 (vhid 1, freq. 1 / 0} LAN CARP BupTyaneHe IP-agpec Ha LAN cTopoHe ¢« & m D

€ o

PucyHok — KonuposaHue supmyasnsHozo IP-adpeca

4. B oTkpbiBencs dopmMe ykasaTb 3HaveHua napameTpoB ana WAN-uHTepdeiica (cm.
Tabavua «[lapameTpbl BUPTYanbHbIX |IP-agpecoB»), HaxaTb KHOMKY «CoXpaHUTb>» 1

KHOMKY «I PUMEHUTb USMEHEHUNA».

Mpumeuanne:

B cnyuae, koraa ARMA FW vcnosb3yetca B ceTM B KayecTBe LWIKO3a Mo
YMOYaHWIO, HEOBXOAMMO N3MEHUTb ANA KNANEHTOB LWAO3 MO YMOAYAHUIO Ha
CO3JaHHbIA BUPTYanbHbIv IP-agpec.

3HaueHve, yka3biBaemoe B none «basoBaA», onpegenser 4acToOTy pPacCblaKK
ob6bABAeHMI 0 paboTocnocobHocTH y3na. [lonyckaeTca BbIGOp 3HaUeHW B AnanasoHe ot
«1» po «254». 3HaueHne «1» COOTBETCTBYET MakCMMabHOW YacTOTe PaCChINKMN.

3HaueHwue, yKa3blBaemMoe B nose «Co CABUTOM BpeMeHu», onpeaendaeTr 3ajep>XKy no
BpeEMEHN ANA BbIMNO/NHAEMOM PaCCblNIKM BbllLlEyKa3aHHbIX 0b6bABNAEHUN.

Yem Bbllle 3HayeHWs, ykasbiBaemble B nonsax «basosaa» n «Co cagBurom BpemMeHun»
napametpa «Yacrora cuHxpoHusauum (Onpepenser nNpUOPUTET)», TeM HUXKe
NPUOPUTET HaCTPanBaeMoro y3ja B Knacrepe.

4.1.2 TlMopAapoK HaCTPOUKMN pe3epBHOro YCTPOMCTBa

Ans HacTporikm pexnma pabotel ARMA FW B pexxrMe 0TKa3oyCTOMYMBOroO KnacTepa Ha
pe3epBHOM yCTPOUCTBE HEOBXOAMMO BbIMONHUTL CeAytoLme 4eNCTBUS:

1. MNepentn B nNoapassen HaCTPOeK CUHXPOHM3aUuKM cocTosHus («Cuctema» -
«BblCOKMW ypOBEHb A0CTYNMHOCTU» - «<HacTponKn») 1 BKIHOUUTL CUHXPOHM3ALLNIO
COCTOSAHWSA, YCTaHOBUB (akok B NapameTpe «CMHXPOHU3MPOBaTb COCTOAHUA»
(cM. PucyHok — HacTporika CUHXPOHMU3aLMK).
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Cucrema: Bbicokuil ypoBeHb A0CTynHOCTU: HacTpoiikn

cnpasa (D

CHHXPOHN3HPOBATE COCTORHNA

CUHXPOHMZHMPOEATE MHTepdeiic PESYNC .

3To B2Ayllee YCTPOACTRO O

IP-anpec ynaneHHoro ysna
VMR N0ME20B3TENA YAANEHHOM CUCTEMEI

Mapons yaaneHHORA CUCTEMbI

OTMEHHUTE

PucyHok — Hacmpolika cuHxpoHu3ayuu
2. YkaszaTtb UHTepdenc cmHxpoHmsaumm — <PFSYNC».
3. YKasaTb AaHHble YAaNEHHOIO YCTPOMNCTBA:
o «|P-agpec ypaneHHoro y3na» — «10.0.0.1»;

® «Mma nonb3oBaTena ypaneHHOU CUCTEMbI» — «root», 3HauyeHme no
YMOAYaHWIO;

® «[laponb yaaneHHOW cMCTEMbI» — «rOOt», 3HaUeHWe MO YMONYaHWIO.
4. HaxaTtb kHOMKy «CoXpaHUTb».
4.1.3 MopAapoK HaCTPOWKM BeAyLLLEero YCTPOUCTBa

Ana Hactporikn pexxuma pabotel ARMA FW B pexxMme 0TKa3oyCTOMYMBOrO KiacTepa Ha
BeAyLLEM YCTPOMCTBE HEOOXOAMMO BbINOAHUTL CAeAyHoL e AeNCTBUS:

1. MMepentn B noppassen HaCTPOEK CUHXPOHM3aLMKM COCTOAHUSA («Cuctema» -
«BblCOKMW ypOBeHb AO0CTYNHOCTU» - «<HaCTPOMKN») 1 BKAKOUUTE CUHXPOHM3ALLUIO
COCTOSIHMA, YCTaHOBMB diaxkok B napametrpe «CUMHXPOHM3MPOBATb COCTOAHUA»
(cM. PucyHok — HacTpounka CMHXPOHKU3aLuNn).

2. Ykazatb uHTepdenc cuHxpoHmsaumm — «PFSYNC» u yctaHOBUTb Gnaxok B
napameTpe «3TO BeAyLlee YCTPONCTBO».

3. YkaszaTb jaHHble yAanéHHOro pe3epBHOro yCTPOMUCTBa:
o «IP-agpec ypaneHHoro ysna» — «10.0.0.2»,

® «/ma nonb3oBaTensa yAa/sieHHOW CUCTEeMbI» — «roOt», 3HauyeHue Mo
YMOJYaHWIO;

® «[lMaponb yaaneHHOW CUCTEMbI» — «rOOt», 3Ha4eHKe MO YMOAYAHMIO.
4. HaxaTb KHOrMKy «CoXpaHuUTb».

MNocne nNpuvMeHeHUs M3MEHEeHWN B MoJpasfesne HacTpPoeK BMPTyalbHbIX aApecoB Ha
pe3epBHOM ycTpouctBe («MHTepdeiicbl» - «BuprtyanbHbie IP-appeca» -
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«HacTpoiikn») nosssaTca BupTyanbHble |P-agpeca, co3gaHHble Ha BeAyLLEM YCTPONCTBE
(cMm. PucyHok — CMHXPOHWU3MPOBAHHbIE BUPTYaabHble IP-aapeca).

WHTepdelicel: BupTyaneHsle IP-agpeca: HacTpoitku

O BHpTyanbHeld IP-agpec WHTepdeic Tun OnMcaHne
O 192.168.1.254/24 (vhid 1, freq. 1/ 0) LAM CARP BupTyaneHbli IP-agpec Ha LAN cTopoHe €« s 0 D

O 192.168.2.254/24 (vhid 2, freq. 1/ 0) WAN CARP BupTyanbHbliA IP-agpec Ha WAN cTopoHe € s U DO

PucyHok — CuHXpOoHU3UpoB8aHHble supmyaseHslie IP-adpeca

Mpumeuanne:

B cnyuae HEOHXOAMMOCTM NEpPEKNOUEHMA LWKO3a MO YMONYAHWUIO, CheayeT B
nogpasgene obuwux Hactpoek Beayuwero ARMA FW («Cucrema» -
«Hactpouikn» - «Ob6lwme HACTPOMKU») YCTaHOBUTb (GIAXOK HanNpoTuB
napametpa «lMepexkntoueHme WAKO30B».

Ans npocMoTpa >XXypHana HeobxoAMMO nepenTV B MNOAPa3Len >XypHaanmpoBaHWUSA
BbICOKOrO YPOBHA JOCTYNHOCTM («Cuctema» - «BblCOKMA ypoOBeHb AOCTYMHOCTU» -
«)XypHanupoBaHue»). B pesynbtate OyaeT BbIMOAHEHO NepeHanpaB/ieHne K XypHany
syslog ¢ npuMeHEéHHbIM GUABTPOM MO 3HaueHno «Carp» (cM. PucyHok — OuabTpauma no
3HayveHuo «Carp»).

4.2 TpoBepka paboTbl OTKa30yCTOMUMBOrO K1acTepa

CraTyc paboTbl knactepa oTobpaxkaeTcs B Nojpasjene crtaTyca BUpTyanbHbIx IP-agpecos
(«MHTepdencbl» - «BuprtyanbHbie IP-apgpeca» - «Craryc») (cm. PucyHok — Craryc
paboThbl KaacTepa Ha BeAyLIEM YCTPOUCTBe U PucyHok — Crtatyc paboTbl knacrepa Ha
PE3ePBHOM YCTPOUCTBE).

NHTepdeiicsl: BupTtyaneHbie IP-agpeca: CtaTyc

CARP-uHTepdeiic BupTyaneHeli IP-agpec Cratyc
LAN@1 192.168.1.254 BEAYLUEE YCTPOACTBO
WAN@2 192.168.2.254 BEVLIEE YCTPONCTEO

Tekywmit CARP cTaTyc ycTpoiicTBa 0

pfSync yanei
12822d96

lael58ed

PucyHok — Cmamyc pabomel knacmepa Ha eedyujem ycmpolicmee
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NHTepdeiickl: BupTyanbHele IP-agpeca: Ctatyc

CARP-uHTepdeiic BWpTyaneHklii IP-agpec Craryc
LAN@1 192.168.1.254 P PE3EPBHbLIN
WAN@2 192.168.2.254 P PEZEPBHLIN

Terywmit CARP cTaTyc ycTpoiicTBa 0

pfSync yznei
lael58e4

PucyHok — Cmamyc pabomel K1acmepa Ha pe3epsHoM ycmpoticmee

MNpoBepka pexrma OTKa3oyCTOMUMBOrO Kaactepa CUMTAETCs YCMewHO MNPOWAEHHOMN,
KOrga nocsie BbIK/JHOYEHUs BeayLLero YCTPOMCTBA, 3HaYeHne cTatyca paboTbl knactepa
pe3epBHOro ycrponctea namerHutca ¢ «<PESBEPBHbIN» Ha «BEAYLULEE YCTPOUCTBO».

MNpwn nepekntoYeHMM YCTPOMCTBA BO3MOXEH OBpPbIB COeANHEHNS NMPOAOIKNTENBHOCTbIO
NPYMEpPHO OAHa CeKyHAa.

NMpumeuanne:

B cnyuyae oTkatoueHua unHTepdelrica BeayLlero ycTponcTtBa MyTEM CHATUA
dnaxka ans napametpa «Bkarountb» B nogpassene HaCTponkmn nHTepdeinca
(«<HTepdencbl» - «[HazBaHue wuHTepdencal») (Hanpumep, «[WAN]»)
nepekrYeHne YCTPONCTB He MPOU30MAET.

4.3 CUHXpPOHM3ALMA COCTOAHUMN
ARMA FW noppep>xmBaeT BO3MOXHOCTb CUHXPOHM3aLMM COCTOAHUNA.

Hactpowka cnHxpoHu3aumnm coctosiHuii ARMA FW BbINOHAETCS aHaNOMMYHO HacTpomnke
ARMA FW B cocTaBe 0TKa30yCTOMYMBOrO K1acTepa, y4mTbIBas CiesyroLime 0COHeHHOCTH:

® He TpebyeTcs HacTpoWKa BUPTyanbHbIX IP-aapecos;

® B nojpaszene HacTPOek CUHXPOHM3aLNK COCTOAHUA («Cnctema» - «Bbicoknn
YPOBEeHb AOCTYNMHOCTU» - «<HacTponkmn») cnesyer octaBuTb MyCTbIMW NOASA ANSA
napametpos: «IP-agppec yaaneHHoro Yy3na», «Mma nonb3oBarens
yAaneHHOM cuctembl», «[laponb yaaneHHOW cUCTeMbI»;

® He TpebyeTca nepesanyck cayxbbl «Suricata» Ha BeAyLLeM YCTPOWCTBeE.
4.3.1 lNpoBepka CUHXPOHU3ALUN COCTOAHNM

[na npoBepkn Heobxoammo Ha pe3epsHOM ARMA FW nepenTu B nogpassen CHUMKa
coctofHMN («MedxkceTeBOW 3KpaH» - «[inarHoctuka» - «CHUMMOK COCTOAAHUW») U
ybeantbca B Haanumm cmHxpoHmsaumm ceccum MK «Server» ¢ segywinm ARMA FW (cwm.
PrncyHok — CHUMOK COCTOSIHUW).
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MexxceTeBoM 3KpaH: [lnarHoctuka: CHUMOK COCTOSHUM

06wWwee KONUYECTED COCTOAHWA B LAHHEIA MOMEHT BuipaxeHne dunsTpa:

28 OUNETp Tpadmka
WHTepdeic MpoTokon OTnpaevTens -= MapwpyTtuzatop -= [Nony4atent CocroAHne
all tep 152.168.1.1:443 <- 192.168.1.200:61807 ESTABLISHED:ESTABLISHED »
all tep 152.168.1.1:443 <- 192.168.1.200:61806 TIME_WAIT:TIME_WAIT »®

PucyHok — CHUMOK cocmosHul
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5 CUCTEMA OBHAPY)XEHUA U NPEAOTBPALLEHWNA BTOP)KEHUIA

®YHKLUMOHANBHOCTb CUCTEMbI OBHapy>XXeHWs 1 npegoTBpaleHna BTopxkeHnn B ARMA
FW peannsyetca nocpeactsom [10 C OTKPbITbIM MCXOAHBIM KOAOM «Suricata» wn
ncnosb3oBaHveM  MeToja  3axsata  naketoB  «Netmap»  Ana  nNoOBblWeEHWSA
NPOU3BOAUTENBHOCTU U MUHUMM3aL MU 3arpyskum LT.

Cuctema obHapyxeHusa 1 npegoTepalleHns sTop>keHni B ARMA FW no3ssonser peluatb
cieaytouime 3ajaun:

® oObHapyXeHne W  npejoTBpalleHMe  3KCryataumm  ya3BMMOCTEM B
noaAep>XKMBaeMbIX MPOTOKOAX;

L 06Hapy>KeH|/|e n npeaotepalieHne ncnosib3oBaHMA 3KCMNONTOB yFI3BI/IMOCTeI\/II
ceTeBbIX I'Ipl/lflO)KEHI/II7I;

® ob6HapyxeHune n npegoTepalyeHne DOS-aTak;
® obOHapyXeHune 1 NpegoTBpaLLeHne CEeTEBOrO CKaHNPOBaHMS;
® ob6HapyxeHune n duabTpauns Tpadprka OT CKOMNPOMETUPOBAHHbIX XOCTOB;

® ob6HapyxeHne n duabTpauns Tpaduka OT XOCTOB, 3apPaKEHHbIX TPOAHCKMUM 10
N CeTeBbIMU YepPBAMMW.

Mpumeuanne:

dunbTpauns Tpaduka BbIMONHAETCA TONbKO MpW BKAKOYEHHOM pexxume Cl1B.
Mpwn BbiIKNtOUEeHHOM pexume CIB Npou3BoOAATCA TONBKO YyBEAOMJIEHUA O
cpabatbiBaHnn npasmn COB.

MNpaBuna COB oTobpakaroTcs BO Bknagke  «[lMpaBuna» noapasgena
aagMuHucTpupoBaHusa COB («O6Hapy)KeHue BTOPXKeHUW» - «<AAMUHUCTPUPOBaHMNE>).

MNpaBuna obpabatbiBatoTCA B MOpAAKe, 3aBUCALLEM OT AeNCTBUA Haj NakeTom Tpaduka:
1. «Pass» — pa3pelumnTb JBUXKEHNE NaKeTa;
2. «Drop» — ot6pocnTb Naker;
3. «Reject» — oTKNOHUTL NakeT;
4.

«Alert» — yBegoMnTtb 0 nakere.

5.1 OcHoBHble HacTpoukun COB

MNepea ncnonb3oaHnem COB Heob6xo0ANMO yHeanTbCs, UTO OTKAOUEH pexxnm «Hardware
Offloading». [lna BbIKNHOUYEHMSA AAHHOTO pexXuMa HeobXoAMMO MeperT B Mogpasgen
HacTponkn wuHTepdencos («NHTeppencbl» - «HacTponkm»), ycTaHOBUTL GaaxKu
HanpoOTUB NapaMeTpPOB:

® «CRC annapatHoro obecneueHus»;
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® «TSO annapaTtHoro obecneueHus»;
® «LRO annapatHoro obecneueHus»;

M HaxaTb KHOMKY «COXpPaHUTb» BHWU3Y CTpaHuubl (CM. PucyHok — OTkatouyeHue
pexunma Hardware Offloading).

WuTepdeiicol: HacTpoliku

Ceteeble nHTepdencsl cnpaska D)

obecneyvenna VLAN

CRC annapatHoro obecneveHns OTKN4KTb cOPOC KOHTPOMBHOM CyMMbI annapaTHoro ofecneyeHnn
TS0 annapatHoro obecneuenus OTrn4nTh chpoc cermentayun TCP annapatHoro ofecneveHns
LRO annapatHoro obecneyerns Orinounte LRO annapatxoro obecneyenns

(DWJ'IBTDELIMH annapaTHoOro

OCTaBUTb ZHA4YEHKWE no yMON4aHWio h

0Q6paboTka ARP [J Bnokupoeats cooluyenus ARP

YHWKaNbHbIM naeHTd MKaTop

DHCP

HacTpoiiku BCTYNAT B cNy NOCNE Nepe3arpysku MALKMHBI MAKM NOETOPHON HACTPOMKM Kaxaoro MHTepdeiica.

PucyHok — OmkaroueHue pexuma Hardware Offloading

Ansa BkaroueHns COB Heobx0AMMO BbIMONHUTL CeAyroLimne 4eNCTBUS:

1.

83

Mepentn B nogpasaen agmuHuctpmpoBaHus COB («O6Hapy)keHne BTOpIXKeHUn» -
«AAMWHUCTPUpPOBaHME») N Ha Bkiagke «HacTponkm» yctaHOBUTL GAaXKOK Ans
napametpa «BknroueHn» (cMm. PucyHok — BkatoueHne COB).

BbibpaTb BCce MHTepdenchbl, KOTopble Heobxoamumo ByaeT 3awuwiate B NapamMeTtpe
«NHTepdencobl».

Bkatountb  nepekntouaTesb  «paclUMPEHHbIA  PeXUM», yKa3aTb 3HauyeHus
MCNONb3YEMbIX NOKa/NbHbIX ceTelr B nose «Jomawnue cetn (SHOME_NET)» u
HaX<xaTb KHOMKY «MpuMeHUTb».

Mpumeuanne:

Ana BkaroueHns pexuma CrNB Heobxoanmo ycTaHOBUTL Gaaxok Ans
napametpa «Pexxum IPS».
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O6HapyxeHue BTOpxeHnii: ADMUHUCTPUpPOBaHKWe

HacTpomku
(D) paciuMpeHHEIR pEsuM cnpasxa (L
BrniyeH
PexumM IPS O
AETO NpMMeHeHWe npaeun [
CMELIAHHEIA peXMM (]

CpaEHeHWe MapLIpPYToB sho-Corasick -

WHTepieics LAN, WAN -

COXPaHNTL MYPHank! 4

PasmMep coxpaHAeMBIX
HYPHaNoB

PucyHok — BkaroweHue COB

Mocne BkatoyeHns COB BO3MOXHO NPOCMOTPETb NakeTbl Tpaduka, npollegline yepes
ARMA FW (cM. «AHanuns gamna 1paduka»).

Paboty COB BO3MOXHO NPOBEPUTL, HACTPOMB NPaBUIO U3 pasgena «Co3zaHve npasua

COB» HacToALlero pykoBoAcCTBa.
5.1.1 AononHutenbHble HacTpoiiku COB

YacTb [ONONHUTENbHBIX MapaMeTpoB JOCTyMHa MNPW BKAKOYEHHOM MepektovaTene
«paClUINPEHHBbIV PEXUM>.

ﬂapalvleTp «ABTO npuMmeHeHune npasua» — BK/IKOYaeT aBTOMaTn4yeckoe npmMMeHeHune
npasuna nocne nx NISMEHEHUA.

MNapameTp «CmellaHHbIA PeXWM» BKIHOYaeT pexuM Hepa3bopuMBoro 3axeBata —
«Promiscuous Mode», Hanpumep, npu ncnonbzoaHmm COB Ha koHburypauum ¢ VLAN.

B napametpe «CpaBHeHue MaplIpyTOB» BbIOMPAETCA OAWH M3 aJroOpuUTMOB MOUCKa
NoACTPOKM Npun 0bpaboTke NakeTos:

® «Aho-Corasick» — anroputm COMOCTaBNEHUSA «CO CNOBAPEM», HAXOAALLNM
MNOACTPOKM M3 «CI0Baps» B NakeTax. Vicmonb3yeTcs No yMONYaHWIo;

® «Hyperscan» - BblCOKOMPOM3BOAUTENbHAs OMGAMOTEKa COMOCTaBAEHMS
perynspHbixX BblpaXeHW oT kopriopauun «Intel».
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MNapameTpbl «CoxpaHUTb YXypHabl», «Pasmep coxpaHAeMbIX XKXypPHaN0B» OTBeYaroT
3a BefeHue >XypHana pabotel COB. B none napametpa «CoxpaHWUTb >XypHa/bl»
yKa3bliBaeTcs 3HauveHue, He npesblwarouwee «1000». Mo ymonuaHuMio wncnosb3yerca
3HauveHuve «4». B none napametpa «Pa3mep coxpaHAeMbIX XXYPHanOB» YKa3blBaeTCH
3HaueHwue B AnanasoHe ot «8» o «512» Mbant. [1o ymonuaHuto UCNONb3yeTCA 3HaUeHme
«256» Mbaur.

MNapametpbl «ComepXxMmoe naketra ANA XKypHana» 1 «)KypHanuposatb naker»
OTBEYatOT 3a NONHOTY MHbOPMaLUK o Tpaduke, cogep kalencs B xxypHane pabotsl COB.

MapameTp «Pa3mep nakeTa Mo yMOJYaHUIO» — 33/jaéT pa3Mep CETEBbIX MaKeToB MO
YMOJIYaHWIO.

B napametpax «Jomawnue cetu ($HOME_NET)» v «BHewHue cetn
($EXTERNAL_NET)» 3azat0Tca AMana3oHbl aApecoB AOMAaLLHEN CETU N He OTHOCALLMXCA
K AOMaLLHeN CeTM COOTBETCTBEHHO.

B napametrpax «HTTP CepBepa ($HTTP_SERVERS)», «SMTP CepBepa
($SMTP_SERVERS)», «SQL CepBepa ($SQL_SERVERS)», «DNS Cepsepa
($DNS_SERVERS)», «Telnet CepBepa ($TELNET_SERVERS)», «DC CepBepa
($DC_SERVERS)», «DNP3 CepBepa ($DNP3_SERVER)», «DNP3 KnueHTbl
($DNP3_CLIENT)», «Modbus Knunentbl ($MODBUS_CLIENT)», «Modbus CepsBepbi
($MODBUS_SERVER)>», «<EnIP KnueHTt», <EnlP CepBepbl» 33/at0TCs agpeca YCTPOMICTB,
nepearoLmx nakeTbl MO COOTBETCTBYHOLLMM MPOTOKO/IaM.

B napameTtpe «Shell Code MopTbl ($SHELLCODE_PORTS)>» 3asatotca nopThl, TpPaduk ¢
KOTOPbIX HEOHXOAMMO NPOBEPUTL Ha HalMUME ABOUYHOIO UCMOIHAEMOrO Koza.

Mpumeuanune:

YKasaHuve LWMpoOKOro AuanasoHa noptoB B nosie napametpa «Shell Code
Moptbl ($SHELLCODE_PORTS)» MOXEeT CHUXaTb MPOU3BOANTENbHOCTD
CUCTEMBI.

B napametpax «HTTP Moptbl ($HTTP_PORTS)», «Oracle MopTtbl ($SORACLE_PORTS)>,
«SSH Moptbl ($SSH_PORTS)», «DNP3 Moptbl ($DNP3_PORTS)», «Modbus MopTbi
($MODBUS_PORTS)», «MopTbl ®annosbix AaHHbix ($FILE_ DATA_PORTS)», «FTP
Moptbl  ($FTP_PORTS)» 3agatotca  nopTbl, ob6pabatbiBatowme Tpaduk Mo
COOTBETCTBYHOLLMM NPOTOKONAM.

HectaHgapTHble 3HauyeHMA MOPTOB, Ha KOTOPbIX BbIMNOJHAETCA JAeTeKTUpOBaHWe
COOTBETCTBYHOLUMX MPOTOKOJ/IOB, YyKa3blBatoTcA B 6Os0ke HacTpoek «YpoBeHb
NPUNOXKEHNA» B NoAAx napameTpos: «ADS nopt(-b1)», <DNP3 nopt(-b1)», «<ENIP/CIP
nopt(-b1)», «Fanuc FOCAS nopt(-b1)», «IEC104 nopt(-b1)», «Modbus nopt(-bi)»,
«OPC UA noprt(-bi)», «TPKT nopt(-bi)».

Bnok «Hactpouikn pepparmeHtauum IP» cogepxuT cregyrome napameTpsi:
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® «O6bbem namaT™M (memcap)» - AUMUT nNamaTm B MO ana  ABUXKKA

AedparmeHTauum. 1o ymonuaHumio «64»;

«Monntnka memcap» — B pexxume IPS, BbINONHAEMOe felCTBME Haj NakeTamm
Npu npeBbilleHMM obbema namATM Ans  ABuXKa gedbparmeHTtauumwn. [lo
YMONUYaHNO WCNONb3YeTCA 3HayeHue «urHopuposaTtb (ignore)». [octyneH
BbIOOP CeAyroLLMX 3HAUEHWNI:

e «UrHopuposatb (ignore)»;
e «oT6bpacbiBaTtbh naket (drop-packet)»;
e «nepepasaTtb naket (pass-packet)»;
«Pa3smep xewa» — pasmep xelw-tabaunupi;
«TpekepbI» — KONMYECTBO OTC/IEXMNBAEMbIX JedparMeHTMPOBAHHbIX MOTOKOB;

«MakcumanbHoe KO/IM4ecTBO (pparMeHToOB» — KOJNNYECTBO COXPaHAEMbIX
dparmeHToB. [lo/MKHO ObITb 6O/bLUE, YEM 3HayeHVMe B Moje napameTpa
«Tpekepbl»,

«TaWM-ayT» — BPEMEHHOW WHTEpBa/s B CeKyHAaX, MO WCTEYEHMN KOTOPOro
Suricata otbpacbiBaeT pparmeHTbl. [10 ymonuaHmio «60».

Brok «HacTpolkm noToka» CoAepXuT CledytoLne napaMeTpsi:

86

® «0O6bem namaTn (memcap)» — AMMUT NamaTM B M6 ans aBmkka notoka. Mo

yMonyaHuio «512»,

«Monutnka memcap» — B pexume IPS, BbinonHseMoe gencrene Hag naketamm
Npu npeBblleHUN ObbemMa namsaTM ANA ABUXKKA noTtoka. [lo ymonuaHuio
MCNONb3YeTCA  3HauyeHne «urHopumposatb (ignore)». [JocTyneH BblIbOp
cneAyroLmnX 3HaYEHWN:

e «UrHopuposatb (ignore)»;

e «oT6bpacbiBaTtb naket (drop-packet)»;
e «nepepaBaTb nakert (pass-packet)»;

* «OTKJIOHATDb (reject)»;

«Pa3mep xelwa» — pa3mMep xeLla, UCMOAb3yeMOro AN NaeHTUduKaLmm NoToKoB
BHYTPU ABUXKQ;

«I'IpeABapVITeanoe pacnpepaeneHune» — KOJMNYECTBO TMOTOKOB, KOTOpPblE
Suricata Ao/kHa MOAAEPXMBATb B FOTOBHOCTM B Mamath. 1o ymMOAYaHMIO
«32768»,

«ABapuiHOe BOCCTaHOBJIEHUE» — KOJIMYECTBO MOTOKOB B NPOLLEHTaX, KOTOpble
HeobxoAMMO COKpaTUTb Nepes cOHPOCOM aBapUMNHOIO COCTOAHUSA. ABapUnHOE
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COCTOsIHME aKTMBUPYETCA NPU AOCTUXKEHWUM IMMUNTA NaMATN A/ ABUXKKA NMOTOKaA.
3TO NO3BOASET CO34aBaTbh HOBbIE MOTOKM, HO 3aMycKaTb X C YY4ETOM aBapUMHBIX
TarM-ayToB. o ymonyaHuto «30»;

«KonnuectBo  coKpauwaeMbiX MOTOKOB» —  KOJMYECTBO  MOTOKOB,
npeKkpaLlaemMbix B aBapuiiHoOM pexxume. Mo ymonyaHumio «5».

brok «Tam-ayTbl notoka: Mo ymonuaHuno» CoAep>XUT CaeaytoLine napamMeTpbi:

«HoBoe cocTosiHMe» — BpeMsA OXWAaHWSA B CeKyHAax Mnociae MNOoC/iefHEero
AENCTBMA B 3TOM NOTOKE B HOBOM COCTOAHUMN. [10 ymonuaHuto «30»;

«YCTaHOB/IEHHOE COCTOSIHMEe» — BpeMfA OXMAaHMA B CeKyHAax nocne
nocnegHero JAencTtBMs B 3TOM MOTOKE B YCTAHOBJIEHHOM cCOCTOsiHUWU. [lo
ymonyaHuio «300»;

«3aKpbITOe COCTOSIHME» — BpPeMA OXMAAHWA B CeKyHAax Moc/e 3akpbiTuA
notoka. o ymonuaHuto «0»;

«HoBoe aBapuWHOe cocCTOoAHME» — BpPEMA OXWAAHWA B CeKyHAax nocne
nocnegHero JAencrtBMs B 3TOM MOTOKE B HOBOM COCTOSIHUM BO BpeMms
aBapuiHoro pexuvma. lNo ymonyaHuto «10»;

«YcTaHOBJIEHHOE aBapUMHOE COCTOSIHME» — BPEMS OXWAAHWUSA B CEKyHAaX
nocie NocnesHero AevUCTBUSA B 3TOM MOTOKE B YCTAHOBJAEHHOM COCTOSIHUW B
aBapuHoM pexume. Mo ymonvaHuto «100»;

«ABapuiiHOe YyCTaHOBJIEHHOE 3aKpbITOe COCTOSHUEe» — BPeMS OXWAaHWUA B
CeKyHZax noc/ie 3aKpbITUS NOTOKA B aBapuMHOM pexmnme. Mo ymonuaHuto «0».

Bnok «Taum-aytbl notoka: TCP» cofep>XxuTt cnegyroLime napameTpsbil:
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«HoBoe cocTosiHue» — BpeMsa OXWAaHWS B CeKyHAax nociae MNOoC/iefHEero
AEeNCTBUA B 3TOM MOTOKE B HOBOM COCTOSIHUU. 10 ymonyaHumio «60»;

«YcTaHOBJIEHHOE COCTOAHME» — BpEeMA OXWAAaHWA B CeKyHAax mnocne
nocnegHero JenctBMA B 3TOM MOTOKE B YCTAHOBJIEHHOM cOCTOAHUW. [lo
ymoadaHuto «3600»,

«3aKpbITOe COCTOAAHME» — BpPeMA OXMWAAHUA B CeKyHAax Mnocje 3aKkpbiTuA
notoka. No ymonuaHuto «120»;

«HoBoe aBapuWiHOe cOCTOsiHUE» — BPEMS OXWAAHWA B CeKyHAax nocae
nocnefHero JAevucTBMs B 3TOM MOTOKE B HOBOM COCTOSIHUM BO BpeMms
aBapuMHOro pexwunma. No ymonyaHunio «10»;

«YCcTaHOBJ/IEHHOE aBapuUMHOE COCTOSIHME» — BPEMS OXWAAHWUSA B CeKyHAax
nocie NocnesHero AevUCTBMSA B 3TOM MOTOKE B YCTAHOBJAEHHOM COCTOSHUW B
aBapuHOM pexunme. Mo ymonuaHuto «300»;
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«ABapuiiHOe yCTaHOBJIEHHOE 3aKpbITOe COCTOSAHUEe» — BPeMSA OXWAaHWUA B
cekyHAax nocie 3akpbiTUA NOTOKa B aBapuMHOM pexunme. Mo ymonyaHuto «20».

brok «Tanm-ayTbl notoka: UDP» cogep>xuT cneayroime napameTpbl:

«HoBoe cocTofiHMe» — Bpems OXWAaHWA B CEKyHAaX Moc/ie MNOC/ieAHero
AENCTBMA B 3TOM NOTOKE B HOBOM COCTOAHUMN. [10 ymonuaHuto «30»;

«YCTaHOBJIEHHOE COCTOSIHMe» — BpPEMS OXMAAHWS B CeKyHAax Mnocae
nocneAHero AevcTBMA B 3TOM MOTOKE B YCTAHOBAEHHOM COCTOSHUW. [0
ymonyaHunio «300»;

«HoBoe aBapuWHOe cOCTOAHWE» — BPEMA OXWAAHWA B CeKyHAax nocsne
nocnegHero JAencrtBMs B 3TOM MOTOKE B HOBOM COCTOSIHUM BO BpeMms
aBapuiHoro pexuma. lNo ymonyaHuto «10»;

«YcTaHOBJIEHHOE aBapUMHOE COCTOSIHME» — BPEMS OXWAAHWUSA B CEKyHAaX
nocie NocnesHero AevUCTBMSA B 3TOM MOTOKE B YCTAHOBJAEHHOM COCTOSHUW B
aBapuiiHoM pexume. o ymonuanmto «100».

Bnok «Taum-aytbl noroka: ICMP» coaepxuT cnegyrowme napameTpbl:

«HoBoe cocTosiHMe» — Bpems O0XWAaHua B CeKyHAax Mocae MOCAefHero
AEeNCTBMA B 3TOM NOTOKE B HOBOM COCTOAHUMN. [10 ymonuaHuto «30»;

«YCTaHOBJIEHHOE COCTOSIHME» — BpeMA OXMWAAHWA B CeKyHAax nocne
nocnefHero AevWcTBMA B 3TOM MOTOKE B YCTAHOBAEHHOM COCTOAHMW. [1o
ymonyaHuio «300»;

«HoBoe aBapuWHOe cOCTOssHME» — BPEMS OXWAAHWA B CeKyHAax nocne
nocnefHero JAevucTBuMs B 3TOM MOTOKE B HOBOM COCTOSIHUM BO BpeMS
aBapunHOro pexwunma. No ymonyaHuio «10»;

«YcTaHOBJ/JIEHHOE aBapuiAHOe COCTOSIHUEe» — BPEMA OXMAAHWA B CeKyHAaX
nocne nociesfHero AevCTBUA B 3TOM MOTOKE B YCTAHOBNEHHOM COCTOAHWW B
aBapuiHoM pexwmme. 1o ymonuanmto «100».

Bnok «Hactpoikm notoka (TCP)» conep>xut cregyroime napameTpsbi:
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«06bem namaTn (memcap)» — MakCMMabHOE UCNOAb30BaHWe Namatn B M6
ana otcnexusaHua TCP-ceccun. Mo ymonuaHuto «1024»;

«Monntnka memcap» — Ae1CTBME, BbINOAHAEMOE Haj, NakeTaMmn UM NOTOKaMM
NpW NpeBbIEHUN MaMATU Ans oTcnexumBaHma TCP-ceccuw. o ymonudaHuto
MCMO/b3YeTCA  3HauyeHue «urHopuposaTb (ignore)». [ocTyneH BbibOp
CneAyroLmnX 3HaYEHWN:

e «UrHopuposartb (ignore)»;

e «otbpacbiBaTb nakert (drop-packet)»;
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e «nepepaBaTb nakeTt (pass-packet)»;
e «oT6bpacbiBaTb noTok (drop-flow)»;
e «nepepaBaTb NoTok (pass-flow)»;

e «06xoauTb (bypass)»;

* «OTK/JIOHATDb (reject)»;

® «Banupauma KOHTPOLHO CyMMbI» — MPOBEPKA KOHTPO/IbHOM CYMMbI MaKeTa,

OTK/IOHEHME MNaKeToB C HeAOMYyCTUMbIMU KOHTPOJAbHbIMM Cymmamu. [1o
YMOYaHWO GNaxKoK yCTaHOBJIEH;

«Pexxum midstream» — geTekTMpoBaHMe Ha yPOBHE NPUIOXEHMA B CepeanHe
TCP-notoka 6e3 npeaBapuTenbHOrO  ODHapYy>XeHUs  «TPEXCTOPOHHUX
pykonoxatuii». Mo ymonyaHunro Gaa>xkok He yCTaHOBANEH;

«Monntmka B cepeamHe nortoka (midstream policy)» - penctBue,
BbIMOJMHAEMOE Haj MakeTamu WA noTokamu, B cepeauvHe notoka. [lo
YMOZYaHUIO WCMO/b3YeTCA 3HauyeHne «urHopumposatb (ignore)». [octyneH
BbIOOP CeAyroLLMX 3HAUEHWNI:

e «UrHopuposatb (ignore)»;

e «oT6bpacbiBaTtb nakeTt (drop-packet)»;
e «nepegaBaTb nakeTt (pass-packet)»;

e «oT6bpacbiBaTb noTok (drop-flow)»;

e «nepepaBaTb NoTok (pass-flow)»;

o «06xoauTb (bypass)»;

* «OTK/JIOHATDb (reject)».

Baok «HacTpoliku noBTOpPHOM c60pPKM NOTOKA» COAEPXKUT CeAytoLe napaMeTpsbi:
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® «0O6bem namaTn (memcap)» — 06beM NamsaT B M6, 3ape3epBMPOBaHHbIN A5

BOCCTAHOBJIEHNA MOTOKOBbIX AaHHbIX. [10 ymonuaHuto «6144»,

«Monntnka memcap» — Ae1CTBME, BbINOAHAEMOE Haj, NakeTaMmn UM NOTOKaMM
NpW MpeBbIWEeHNM NnaMAaATU ANA BOCCTAHOBJIEHUA TMOTOKOBbLIX AaHHbIX. [1o
YMOZYaHUIO WCMO/b3YeTCA 3HauyeHne «urHopumposatb (ignore)». [ocTtyneH
BbIOOP CeAYrOLLNX 3HAUEHUI:

e «uUrHopuposBatb (ignore)»;
e «oT6bpacbiBaTtb nakeTt (drop-packet)»;
e «nepepaBaTb NakeT (pass-packet)»;

e «oT6bpacbiBaTb NnoTokK (drop-flow)»;
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e «nepepaBaTb NOTOK (pass-flow)»;
e «06xoautb (bypass)»;
* «OTKNOHATHb (reject)»;
«FnybuHa» — rnybrHa noBTopHou cbopkm B M6. Mo ymonyaHunto «1»;

«Pa3mep 6510ka AaHHbIX K cepBepy» — pa3buBatb NOTOK Ha pparMeHTbl Kak
MWHMMYM TaKoro pasmepa B 6autax. 1o ymonuaHuro «2560»;

«Pa3mep 6510ka AaHHbIX K K/IMEHTYy» — pa3buBaTb NOTOK Ha PpparMeHTbl Kak
MWHUMYM Takoro pasmepa B 6antax. o ymonuaHmo «2560»;

«PaHgomunsupoBaTtb pasmep 6s10ka AaHHbIX» — GAaXOK YCTaHOBUTb A/1A
n3bexxaHna mnpeacKkasyemocT rpaHuy. Pa3mepbl BO3MOXHO BapbupoOBaThb,
n06aBnAa cnyyanHblid KO3dduMLUMeHT. 1o ymMonyaHuto Gaaxkok yCTaHOBJEH.

5.2 3arpyska n BkitoueHue HabopoB npaBun

Bo Bknagke «CoxpaHeHue» nogpassena agMmuHuctpmposaHuns COB («O6bHapyykeHue
BTOP)XXEeHUN» - «kAAMUHUCTPUpPOBaHUE») (CM. PrucyHok — HacTpolka nmnopTta npaswm)

BO3MOXXHbI C/leytoLLne AENCTBMA Haj NOKaIbHbIMW HabopamMu npasua:
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«Bknrountb BblbpaHHbIe» — BKAOUeHMe Habopa npasu;

«Bknountb (punbTp orbpacbiBaHMA)» — BkIOUeHMe Habopa npasun C
npvMeHeHveM oTbpacbkiBaHWA MakeTa;

«Bknouutb (6e3 ¢PpunbrTpa AencTBUA)» — BKIOUYEHWE Habopa npasun
NPUMeHeHeM AeNCTBMIA MO YMOAYAHWIO;

«OTKNIOUUTb BblGpaHHbIe» — OTKIHOUEHMEe Habopa npaBui 6e3 U3MeHeHus
nopsaka o6paboTky NakeTos;

«Ypanutb BblbpaHHble» — yaaneHve Habopa 1 NpaBu €ro COCTaBAAIOLLNX;

«3arpysuTb HOBbI/A /IOKaNbHbIW Habop npaBun» — umnopt danna ¢
npaBuaamMm.
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O6HapyeHWe BTOpMEHUA: AGBMUHUCTPUPOBaHUe

CoxpaHeHue

@ Habopbi npasun

0O OO0

0O 0O 0O OD0OOOOo0OOQOo

)

Onuncanue
Local/userlocal.11_Arma_DNS.rules
Local/userlocal.16_Arma_HTTP.rules
Local/userlocal.16_Arma_HTTP_sn.rules
Local/userlocal.17_Arma_|CMP.rules
Local/userlocal.19_Arma_|P.rules
Local/userlocal.1_Arma_Auth.rules
Local/userlocal.29_Arma_OPCDA.rules
Local/userlocal.32_Arma_RDP.rules
Local/userlocal.34_Arma_SIP.rules
Local/userlocal.35_Arma_Samba.rules

Local/userlocal.35_Arma_Samba_sn.rules

MocneaHee o6HoBNEHUE
2023/05/03 11:37
2023/05/03 11:37
2023/05/02 11:37
2023/05/03 11:37
2023/05/02 11:37
2023/05/03 11:37
2023/05/03 11:37
2023/05/03 11:37
2023/05/03 11:37
2023/05/03 11:37

2023/05/03 11:37

YaanuTo enibpartsie Homex

BriroueH @uneTp Tpaduka
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PucyHok — Hacmpolika umnopma npasun

NMpumeuanne:

PepaxTuposaTth
£ 0
&
£ 0
£
£ @
&
£ 0
£
&
£

£ @

B cnyuae cbpoca ARMA FW Kk 3Ha4yeHWaM MO YMOJYAHWUIO, 3arpy>KeHHble
paHee npasuaa COXPaHATCA.

Mpumeuanne:

YpanéHHble Habopbl npasun COB BHOBb OyayT oTobpaxaTbCa B MepeuyHe
HabopoOB MOCNe YCMEeWHOro BbIMOAHEHUs 0bHoBAeHMA (cM. «OB6HoBAEHME
npasua COB ¢ BHewHero cepeepa») uam BocctaHosneHms npasua COB (cm.

«BoccraHoBsieHue npasua COB»). BocctaHaBanBaeMble Habopbl NnpaBwua 6yayT

,D,O6aB}'IeHbI BbIKJTFOUEHHbIMW.

[ns N3MeHeHns HaCTPOWKM Kakoro-nmbo Habopa npasun COB Heobx0AMMO BbIMOAHUTD

cneayroLme fencTBus:

1. YctaHoBWTb hNaxok cneBa OT onmncaHns Habopa npaBu, NOA/EXALLErO U3MEHEHWIO.

2. HaxaTb KHOMKY, COOTBETCTBYHOLLYIO HEOHOXOAVMOMY AENCTBUIO.

3. Haxartb kHonKy «MpuMeHNTbL U3MeHeHUs».

KHonka «an/IMeHI/ITb M3MeHeHUA» CTaHOBWUTCSA HEeaKTUBHOWM Ha nepmnog npnMeHeHund

M3MeHeHU HacTponkm Habopa npasua COB.

Bo3amoxkHa HacTpolka aBTOMaTuyeckoro obHoBieHus 1 nepesarpyskm npasua COB ¢
NOMOLLbIO NlaHMpoBLmMKa 3aga4d Cron (cm. «Cron»). Mpun co3gaHnm 3aga4m HeobxoanMMo
BbibpaTb «O6HOBUTL U Mnepe3arpysutb NpaBwia Ob6Hapy)KeHUs BTOPXXEHUW» B

napametpe «Komanpa».
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Mpumeuanne:

B cnyuae pabotel COB B pexume Cl1B, npw BbINOJHEHWWM pacnmncaHua
aBTOMaTU4ecKoro OOHOB/MEHWA W nepe3arpy3kn npasua  ObBHapy>XeHWs
BTOP>KEHWI, BO3MOXEH BPEMEHHbBIN Pa3pbiB COEAMHEHUN.

5.2.1 O6HoBneHne npasun COB c BHelwwHero cepBepa
ARMA FW nozaep>unBaeT BO3MOXHOCTb 06HOBeHWs npasua COB ¢ BHelLHero cepeepa.

Ans obHoeneHuns npaeun COB ¢ BHelWwHero cepBepa HeOHXOAMMO BbIMNOAHUTbL
cneayroLme fencTBus:

1. Mepentn BO BKkAagky «HacrpoMku» nogpaszena HacTpoek OOHOBAEHMS
(«Cuctema» - «[lpowmBkKka» - «O6HOB/EHUA»), BBECTM 3HAYEHWA B MONAX
napamerpos «WUma nonb3oBarena» un «lMaponb», 3ateM HaxaTb KHOMKY
«COXpaHUTb».

NMpumeuanne:

Ans nonyyeHus yYETHbIX AAHHBIX, UCMO/b3yeMblX AN OBHOBNEHWS MpaBw
COB, HeobxoanMo obpatutbcs B Texnoasep>xky 000 «MHpoBotu APMA>.

B chydae ycnewHoro coxpaHeHua HacTpoek 6y,u,eT BbIBEAEHO COOTBETCTBYHOLLEE
yBegoMJIeHNE.

2. MNepevtn BO BKkNagky «COB» 1 HaxaTb kHoONkKy «lpoBepuTb Hananume
obHoBAeHUU» (cM. PucyHok — NpoBepka Haanumsa obHoBaeHn npasun COB).

Cuctema: Npowuneka: ObHoBNEHMSA

| BribepuTe Maiin | ©aiin He ewbpar

COoB

Eth‘F W [aTa NocnegHers yonewHoro 0OHOENEHWA Het npenbigyux 0OHOBNEHWUA

PucyHok — lNposepka Hanu4yus obHosaeHul npasun COB

B cnyuvae BbINONHEHMA NMPOBEpPKM Haanums obHOBAeHWs 6e3 npeaBapUTENbHOIO
yKa3aHuA YYETHbIX AaHHbIX OyaeT BbiBe4EHO COOTBETCTBYHOLLEE yBeAOoMaeHME 06
owmndke (cM. PucyHok — Oinbka npoBepkn 06HOBAEHWI).
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focTynHble obHoBNAEHUSA

Owwnbka npoeepkn obHoBNeHUA. OBHAPYKeHEl oWwWMBKK: MMA nonszoeatens COB He 3aaaHo, Mapons COB He 3apaH

Bpema 1 gata NocnegHero ycnewHoro 0OHOBNEHWA HeT npegsigyuyx 0OHOBNEHWUIA

3aKpoiT

PucyHok — Owubka nposepku obHoseeHul

3. HaxaTb kHoOmnky «OG6HOBUTb» B Clyyae [MOSB/JEHUS OKHa C COOBLLEHMEM O
HaMAEHHbIX AOCTYMHbIX O6HOBAEHMAX (CM. PucyHok — HalgeHbl AOCTynHble
obHoBIeHUS).

[JocTynHbie 06HOBNEHMA

HalaeHel 4oCTyNHEIE OBHOENEHUA
BpeMA W 0aTa NOCNEegHErD YCMNEWHOro 0BHOBNEHUA HeT npeabigywmx oBHOBNEHMA

BHuManwe! OBHOBNEHME NpaBWUA NPUBEAET K Nepesarpyske cnywbel suricata

3aKpeITh

PucyHok — HatideHbl docmynHble 0b6Ho8/1eHUs

B cnyuae Hannuma B ARMA FW aktyanbHow 6a3bl npasun COB, Bo BcnabiBatowem
okHe byaeT oTobpaxaTbcsa KHOMka «BocctaHOBUTL» (CM. PucyHoK — /[1OCTYMHbIX

OBHOBEHUW He HanAeHOo).

4, ,ﬂlO)K,D,aTbCﬂ OKOHYaHuA rnpouecca O6HOBﬂeHI/IF|, nocje KoToporo 6yp,eT 0To6pa>|<eHa
I/IHq)OpMaLI,I/IFI O AaTe U BpeMEHU 3arpy3ku npasui.

3arpy>eHHble npaBuna 6yayT oTobpaxkeHbl B cnucke BO Bkaagke «lMpaBuna»
nogpasgena  agmuHuctpupoBanma COB  («O6Hapy)XeHMe  BTOpXKE€HU» -
«ABMUHNCTPUPOBaHME>).

Bo3mo>xHa HacTpoika aBTOMAaTUUYECKOW MPOBEPKM Haanums OOHOBAEHMA C MOMOLLbHO
nnaHuposLmka 3agad Cron (cM. «Cron»). Mpwu co3gaHum 3agaun HeobxoaMMo BbibpaThb
«MpoBeputb 06HOBNEHMA npaBun suricata» B napametrpe «KomaHga». [ocne
pe3yNbTaTMBHOIO BbIMNOJHEHMA 334ayu MNAAHUPOBLUMKOM, MPU HaANUYUK AOCTYMHOrO
0bHOBNEHMA ByseT BbIBEAEHO COOTBETCTBYHOLLEE YBELOMIIEHME.

5.2.1.1 BoccraHoBneHue npasun COB

B cnyuae yaaneHuns kakmx-ambo Habopos npasun COB Ha ARMA FW nogaepxunsaetcs
BO3MOXHOCTb MX BOCCTaHOBJIEHUA.
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Ans BocctaHoBneHus npaBun COB ¢ BHelwHero cepeBepa HEOHBXOAMMO BbIMOAHUTbL
cneayrolme fencTBus:

1. Mepentn BO BkNaaky «COB» nogpasgena Hactpoek obHoBaeHus («Cuctema» -
«MpowmBka» - «O6HOBNAEHMA») W HaxaTb KHOMKy «lpoBepuTb Hanuuwme
obHoBAeHUU» (cM. PrcyHok — [poBepka Hainumsa o6HOBAEHUI).

Cucrema: Npowmneka: ObHoBNeHNSA

BriGepuTe ain | ©ain He exiBpan
coB

Mpaenna oGHOENEHE YCMEWH.

Bpema ¥ 0aTa NoCNefHero yonelwHoro obHOBNEHWA 2025-02-13 15:23:25

PucyHok — Mposepka Haau4us 06Ho8eHuULl

2. Haxatb kHonky «BoccraHoBUTb» (CM. PucyHok — [loCTynHbiX OBHOBAEHUIA He
HaNAEHO).

[docTynHele 06HOBNEHUS

JocTynHex o6HOBNEHWI He HaligeHo
BpeMA ¥ gata nocnegHero yonewHore obHoeneHnA 2025-02-13 15:23:25

BHuMaHWe! OGHOBNEHME NPAEWN NPUEBELET K NEPE3Arpy3He cywbk suricata

3aKpbLITE

PucyHok — ZlocmynHeix 06Hog/1eHuUl He HaudeHo

3. [oxpaaTbCA OKOHYaHWMA npoLlecca BOCCTAaHOB/AEHWsA, MoOcCie KoToporo 6yaer
oTobpaxkeHa MHPoOpMaLMa O faTe N BPeMEHM 3arpy3ku npasui.

5.2.2 Mpumep mnopTa Nosb30oBaTe/IbCKUX peLlalromnX npaBua

O6HoBeHWe 6a3bl NPaBMA MOXET OCYLLECTBAATLCA MYTEM MMNopTa danna c npasmaamm
B dopmarte «Suricata» c nomoLLbto BEG-UHTEpdeinca.

B «kauectBe npumepa 6yaer wucnonb3oBaH dann Habopa npaBua  «scan.rules»,
cogep>alumm B cebe npaBuIo, pacCuMTaHHOE Ha OBHapy>XeHe CeTeBOro CKaHNMPOBaHUA.
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,ﬂ,]’lﬂ MMNOpPTa MNOJIb30BATE/NIbCKUX pPeWaroWmnx npasui HeO6XOAI/lMO BbIMOJIHNTb

cneayrolme fencTBus:

1.

95

Bo Bknagke  «CoxpaHeHume»  nogpasgena  agmuHuctpuposaHms  COB
(«O6bHapy>xeHue BTOpPXXE€HMW» - «AAMMHUCTPUPOBaHME») HaxaTb KHOMKY
«3arpysuTb HOBbI JIOKa/IbHbIW Habop NnpaBua», B OTKpbIBLUENCA PopMe BbIOpaThb
dann «scan.rules» n HaxaTb KHOMKY «OTKPbITb».

MNMocne ycnewHoOW 3arpy3ku npaBua (CM. PuUcyHOK — YcnewHblii UMAOPT MNpaBul)
HeobX0AMMO HaXaTb KHOMKY «3aKpbITb».

Wma daitna Craryc

scan.rules

3aKpEITE

PucyHok — YcnewHelti umnopm npasun

B cnyuae nossneHua npeaynpexzaeHuna (cMm. PucyHok — [peaynpexzaeHvie npwu
3arpyske npaBwu)

Mma c
TaTyc
thaina g4

SCan.rules

3aKpLITL

PucyHok — MpedynpexdeHue npu 3azpy3ske npasus

HeobXx0AMMO HaXkaTb KHOMKY «3aKpbITb», HAaWTU B CNUCKE 3arpy>KeHHbI Habop
NpaBwu/, YCTaHOBUTb GNAXOK C/ieBa OT Hero, HaxaTb KHOMKy «Bkawountb
BblGpaHHble», a 3aTeM HaxaTb KHOMKY «[puMeHUTb N3MEHeHUa» (CM. PrucyHok —
BksitoueHve Habopa npaswn).
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O6GHapyeHWe BTOpXXeHUIA: ALMUHUCTPUPOBaHUe z =

HacTpoiiku CoxpaHeHue

Ousbops  pEEEENT CEETT———

npasun

Npaenna MypHanuposanme Pacnucauue

O Local/userlocal.RYUK.rules 2024/12/12 20:04 v & W
O Local/userlocal.scada.rules 2024/12/12 20:04 v P
O Local/userlocal.scada_mms.rules 2024/12/12 20:04 v P
Local/userlocal.scan.rules 2024/12/12 20:04 x F AT
[J Lecal/userlocal.scm_tools_ree.rules 2024/12/12 20:04 v Pl
[0 Local/userlocal.SDBBOT.rules 2024/12/12 20:04 v r it}
O Local/userlocal.SEKHMET_IP.rules 2024/12/12 20:04 v £ W
O Lecal/userlocal. SILENCE_IP.rules 2024/12/12 20:04 v Pl
] Local/userlocal.silenttrinity.rules 2024/12/12 20:04 v £ W
O Local/userlocal.smtp.rules 2024/12/12 20:04 v £ T
O Local/userlocal.snmp.rules 2024/12/12 20:04 v & W
[l tacaliusarincal SPALAY 1P riles DA /12 I0-nd o e

3arpy3uTh HOBLINA NOKaNLHLIA Habop npasnn

PucyHok — BknroueHue Habopa npasun

3. MNepentn BO Bknaaky «lMpaBuna», BBect B cTpoky noucka «NMAP -sS»,

&

YCTaHOBUTb GIa>kOK CripaBa OT KHOMKK « ¥ » Ana BKAKOYEHMA nNpaBua (CM. PrcyHok

— BkatoyeHvie npasui) n HaxaTtb KHOMNKY «MpUMeHnTb».

06Hapy>|<eHMe BTOp)KeHVII?I: AAMHHMCTPHPOB&HMG s | |
~
Hactpoiku CoxpaHeHune Mpaeuna HypHanupoBaHue PacnucaHue
AKTHEHBIE Npaenna/lpaBnna C ownbkamu: 60957/30 & Tun Knacca Bee ~  [ledicTEMe  Bee -
Q | NMAP-sS o e B
O sid NeiticTene OTnpaenTens Tun knacca CoobueHne WHdopMaLmna | BKIOYEH
O 2000537 MpepynpepmTe (Alert) userlocal.scan.rules attempted-recon ET SCAN NMAP -sSwindow ... & OF
O 2000582 MpeaynpeanTs (Alert) userlocal.scan.rules attempted-recon ETSCAN NMAP -sSwindow ... &
O 2000583 MNpegynpeauTs (Alert) userlocal.scan.rules attempted-recon ET SCAN NMAP -sSwindow ... # O
[ 2009584 MpenynpeamTs (Alert) userlocal.scan.rules attempted-recon ET SCAN NMAP -sSwindow ... & O

O ™ npegynpexgenne (alert)  otdpocwTe (drop)

® i , » Mokazadsl ¢ 1 nod 13 4 3anucei

PucyHok — BkstoueHue npasus
5.2.3 TpoBepka 3arpy>keHHOro Habopa npasun

Ana nposepkun cpabatbiBaHma npasua COB ncnonb3yerca cxema CTeHAa, NpescTaBaeHHas
Ha pucyHke (cM. PucyHok — Cxema cTeHa Ana npoBepku cpabatbiBanua npasma COB). Ha
MK «Server» ycraHosseHo 10 «Zenmap».
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Server ARMA FW Client

L0 N N

192.168.1.200 192.168.2.100

PucyHok — Cxema cmeHda 021 nposepku cpabamelisaHus npasua COB

Mopssok NpoBepkn cpabaTbiBaHWA 3arpy>KeHHOro Habopa Npasu:

1.

B MO «Zenmap» B none «Komanga» BeeCTn CTPoKy «nmap -sS 192.168.2.100» un
HaxaTb KHOMKy «CkaHMpoBaHue» (CM. PucyHok — 3anyck CKaHVMpPOBaHWS C

MOMOLLBI NporpamMmmbl Zenmap).

© Zenmap — a x
CkanupoeaHne  VHctpymenter  Mpodune  Momowe

OTmerz

Uens | 192.168.2.100 ~ | MNpoguas w

Komanga | nmap -s5 192.168.2.100

Cepencel Buieog Mmap Moprter/ ¥ane Tononorua [erannyzna CkanuposaHue

0C 4 Yaen - nmap -55 192.168.2.100 W Detanu
& 192.168.2.100 Starting Nmap 7.88 ( https://nmap.org ) at 2028-06-10 16:58 Naoaianeia araiy
{ceia)

Nmap scan report for 192.168.2.100

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is
dizabled. Try using --system-dns or specify valid servers with --dns-servers
Host is up (@.8838s latency).

Mot shown: 998 closed ports

PORT STATE SERVICE

135/tcp open  msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

5357 /tcp open wsdapi

49152/tcp open unknown

49153/tcp open  unknown

49154/tcp open unknown

49155/tcp open unknown

49158/tcp open  unknown

49159/tcp open unknown

Mmap dome: 1 IP address (1 host up) scanned in 1.81 seconds

PuneTp y3noe

PUCyHOK - 3anyc1< CKaHuposdaHusd ¢ NOMOoWbHO NpoepdMmMel Zenmap
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2. Pe3ynbratom ycnewHoro cpabatbiBaHuA npaBuna byaeT nosBiaeHne cobbiTMin B
nogpasgene npeaynpexzgeHnn COB  («O6Hapy)eHuMe  BTOpPXXEHU» -
«Mpeaynpexaenuns (Alerts)»), B setanbHON MHGOPMaLMK KOTOPbIX MPUCYTCTBYET
3HayeHwue, ykasaHHoe B NapameTpe «3aro0BOK»:

® «ET SCAN NMAP» (cM. PucyHOK — Pe3yibTatbl CKaHUPOBaHKSA).

BpeMeHHan MeTKa 2021-06-22T13:00:25.274078+0000

MpepynpeauTs (Alert) I ET SCAN NMAP -sS window 1024 I

WpenTuduratop 2009582
npepynpexasHua (alert)

MpoTokon TCP

IP-agpec UCTOYHMKE 192.168.1.200
IP-appec HazHa4YeHuA 192.168.2.100
MopT MCTOYHUKA 44157

MopT HazHa4YeHna 443
WHTepdeiic WAN
HacTpoeHHoe feiicTene BKNIOYEH

Mpepynpeauts (Alert)

3akpeiTe

PucyHok — Pe3ysiemamel CKaHUpO8aHUs
5.2.4 YnpasneHue rpynnoi npasun COB

ARMA FW nopazsepXunBaeT BbIMOAHEHWE ONPEeAENEHHbIX JAENCTBUMA Haz rpynmnown
Bbl6paHHbIx NpaBua COB HaxaTvem Ha ciegytome KHOMKK (CM. PucyHok — YnpasaeHve
rpynnow npasua COB):

® « - » — OTKJIKDYEHUE MNpaBnn,

w
o « ¥ _BratoueHue Npasus;

o « "eeAvmperasHne Eetl _ aspauenme geiicTBua «[Mpeaynpeants (Alert)»;

o « TEReeTE(dron]  _ aspaueHme aeiicTBus «OTBPOCKTL (Drop)».
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O6Hapy*eHne BTOpXKeHWIA: ADMUHUCTPUPOBaHNE

AKTUBHBIE NPaEMNa/TIPABEUNa C OWHBKAMK:

8 0O O

8B 8 O

Mpaeuna

TMN KNacca  Bee +  [leficTeMe  Bee -
Q | Mowmex 2 - =~
sid NeicTene OTNPaEuTENE Tun Knacca CoobuweHue WHdopMauma |/ BKNYeH

1 NpepynpeguTe (Alert) userlocal.buildin-files.rules  ##none## FILEEXT JPG file claimed s O
3 NpepynpenuTe (Alert) userlocal.buildin-files.rules FILEEXT BMP file claimed s O
O s NpepynpeguTe (Alert) userlocal.buildin-files.rules FILESTORE jpg s O
8 MpenuTe (Alert) userlocal.buildin-files.rules FILESTORE pdf s O
g ynpeamTs (Alert) userlocal.buildin-files.rules FILEMAGIC pdf s O
10 nynpegmTe (Alert) userlocal.buildin-files.rules FILEMAGIC jpg(1) s O
O n NpepynpeguTe (Alert) userlocal.buildin-files.rules  ##none## FILEMAGIC jpg(2) s O
O 12 MpepynpenuTe (Alert) userlocal.buildin-files.rules  #&none## FILEMAGIC short s O
0 15 NpepynpeguTe (Alert) userlocal.buildin-files.rules  ##none## FILE store all s O
O 16 MpepynpenuTs (Alert) userlocal.buildin-files.rules  #&none## FILE magic & 0O

0O ™ npegynpexgenue (alert) otBpocute (drop)

Mokasadsl ¢ 1 no 10 v3 86329 sanmcei

PucyHok — ¥YnpaesneHue epynnot npasusn COB

Ana ynpaBneHus rpynnon BblbpaHHbix npaBun COB HeobxoAMMO  BbIMOSHUTB
cneayrowime fencTBUS:

1.

3.
4.
06

Mepentn BO Bknaaky «[lMpaBuna» nogpasgena agmuHuctpmposaHua COB
(«O6bHapy>xeHne BTOpPXXeHU» - <kAAMUHNCTPUPOBaHUE>).

YcraHoBUTL dnaxkkn B cToibLie cneBa, HaNpPOTUB MHTEPECYHOLLMX MPaBuL.
Ha>xaTb KHOMKY, COOTBETCTBYHOLLYIO HEO6XOANMOMY AENCTBUIO.
Haxatb kHoNKy «MpuMeHnTb>».

yCNewHOM MPUMEHEHUN W3MeHeHun byaeT MHGOpPMMPOBaTb COOTBETCTBYHOLLEE

yBegomneHne «MpaBuna ycnewHo npMmMeHeHbI».

5.2.

Bo

5 Cuértuuk npasun COB

Bknagke «lMpaBuna» nopgpasgena agmumHuctpupoBaHna COB («O6Hapy)xeHue

BTOPXXEHUN» - «AgMMHUCTpUpOBaHue») (cM. PucyHok — Cuétumk npasun COB)
pPacrnofoXeH CYETUMK, OTODpaxatoLWwm KoamvecTBo cieayrowmx npasua COB:

99

® «AKTUBHbIE npasuiaa» — BKNHOUEHHbIe npasunia,

® «[lpaBuna c owmbKkamMu» — HeKOPPEKTHbIE NpaBuUa.
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Ob6Hapy#eHNe BTOPXEHNI: ALMUHUCTPUPOBaHNe 2 =

Mpaeuna

I AKTHEHBIE Npaeuna/TIpaeuna ¢ ownbramu: 60262/30 2 I

Tun Knacca Bece - NeicTene Bce -
Q | Nouck o 1. B
O sid Neicrene OTnpaenTent Tun Knacca CoobuieHue WHdopmauna | BkYeH
O Mpegynpegute [Alert) userlocal.buildin-files.rules ##none## FILEEXT JPG file claimed s &
L3 Mpeaynpeauts (Alert) userlocal.buildin-files.rules g#none#d FILEEXT BMP file claimed s &
0 s MpegynpeguTs (Alert) userlocal.buildin-files.rules gEnone#E FILESTORE jpg s &
L s MpepynpeauTs (Alert) userlocal.buildin-files.rules gEnone#H FILESTORE pdf $ &
L) s Mpenynpeputs (Alert) userlocal.buildin-files.rules ##none## FILEMAGIC pdf s &
O 1w Mpeaynpeauts (Alert) userlocal.buildin-files.rules g#none#d FILEMAGIC jpg(1) s &
On Mpeaynpenuts (Alert) userlocal.buildin-files.rules gEnone## FILEMAGIC jpg(2) & &
L) 12 Npenynpeputs (Alert) userlocal.buildin-files.rules gEnone#H FILEMAGIC short s &
O 15 Mpegynpegute [Alert) userlocal.buildin-files.rules ##none## FILE store all s &
O 15 Mpeaynpeguts (Alert) userlocal.buildin-files.rules g#none#E FILE magic s &
0O & npegynpexgedne (alert)  oTBpocuTs (drop)

MokazaHel ¢ 1 no 10 1z B6297 3anucel

PucyHok — Cuémyuk npasusi COB
Mpwn oTkntouéHHom COB cUéTumk npaBma He OTOHBpaxkaeT KOMYECTBO.

Cuétumk npasun COB aBTOMaTMueckm OOHOBAAET JAaHHble MOCAE BK/AKOYEHUA WU
OTKAtOUEHMA NpaBua nan Habopos npasun COB.

Ana npvHyauTenbHoro obHoBneHua cuyétumka npasmn COB HeobxoanMMO HaxaTb Ha
KHOMKY « = », PACMOJIOXEHHYH B MPaBOM YacTy CUETUMKA.

5.3 Hacrpowka nmnopta npaBun

Vimnopt npaeun COB Bo3MoXeH ¢ yaanénHbix FTP/SFTP/SMB-cepsepos.

ARMA FW nogpaep>xmBaet nepegavy AaHHbIX No npotokoay SMB 3.1.1.

Mpu MMNopTe MCNoAb3yeTcs apxvB «tar.gz», copep>kalmin dannbl HabopoB npaBu.
Ha3BaHWe apxuBa fOMKHO COOTBETCTBOBATH C/leaytolemMy dopmarty:

® «rulesets_[Bepcua ARMA FW]_[Bepcna npaBunl.tar.gz», Hanpumep
«rulesets_3.7.1_1.0.6.tar.gz»,
dannbl HabopoB nNpaBuA AOMKHbI MMeETb paclmpeHne «rules», Hanpumep,

«scan.rules».

B npouecce nmnopTa BbibrpaeTcs apxme ¢ Havbonee HOBOW Bepcuen npaBu.
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ApxvB, copepxalmii dannbl HabopoB MNpaBW/, AOMXKEH HAXOAUTbCA B KaTtajore C
Ha3BaHWeM, COOTBETCTBYOLLMM CeaytoLiemy popmarty:

® «armaif_[Bepcua ARMA FW]», Hanpumep «armaif_3.7.1».
[Ans HaCTPOMKM MMMoPTa NpaBua HEOHXOAMMO BbINOAHUTL CeaytoLme AeCTBUS:

1. Tepentn B nogpassen HacTpoek nMmnopTa npasus («O6Hapy)KeHne BTOPXKeHNN» -
«HacTpouikn nmnopta npaBun»).

2. YctaHOBUTb Gaxok B napameTpe «BkiroueH» v ykasaTb HaCTPOMKM MMMoOpTa AAs
TpebyemMoro npoTokona:

® 3HaueHue ana FTP|SFTP:
o «Mporokon» — «FTP» nan «SFTP»;
o «Appec» — asapec cepsepa: IP-agpec, XocCT, LOMeHHOe NMS;
e «Mma nonb3oBaTtensa» — yyéTHble AaHHbIE;
o «lMaponb» — yyéTHble JaHHbIE;

e «[yTb K KOpHEBOW Nanke» — MNyTb K KaTajaory ¢ apxmBom npasui. [yt
[OKEH HauMHAaTbCA C CUMBOAA «/». Ecnn apxuB HaxoAUTCS B KOPHEBOWM
ANPEKTOPUM, HEOBXOAMMO YKa3aTb TOIbKO CUMBOA «/»;

o «WHTepBan» — WHTEpPBas OXWAAHMA B C/Ayyae HeyAauyHOW MOMbITKY,
3a/a6TCA B CEeKyHAax.

Mpn akTMBaUMN «pacCWIMPEHHOro peXxuma» (cM. PucyHok — Hactpouku

VMMMOpTa MNpaBwi) CTAHOBUTCA AOCTyrnHbiM napametp «FTP|SFTP nopr»,
KOTOPbI NO3BOASIET U3MEHUTb NOPT AN NoakntoueHus K FTP|SFTP-cepsepy. Mo

ymonyaHuto ana FTP-cepepa yctaHoBaeH nopt «21», a ana SFTP-cepsepa —
«22»,
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O6HapyeHuWe BTopxeHui: HacTpoliku MuMnopTa npasun

HacTpoiku

PECLUMPEHHEIR pERIM cnpaska (L)
BrnkdeH O

MpoTokon
Appec
SFTP nopt -
Wmsa none3oeatena

MNapone

MyTb K KOPHEBOH Nanke

WuTepean

PucyHok — Hacmpotiku umnopma npasusn

® 3HauyeHue ana SMB:

«MpoTokon» — «SMB»;
«Appec» — agpec cepsepa: IP-agpec, xocT, somMeHHoe nms;

«ObwepocTynHbI pecypc Samba» — nma obwesocTynHoro pecypca
Samba;

«Mma nonb3oBartensa» — yUETHbIE JaHHble;
«Maponb» — yYéTHble AaHHbIE;

«[MyTb K KOPHEBOW Nanke» — MNyTb K KaTanory ¢ apxveom npasua. MNytb
AO/DKEH HauMHATBLCA C CUMBOAA «/». Ecnnm apxuB HaxoAUTCA B KOPHEBOW
ANPEKTOPUM, HEOBXOAMMO yKa3aTb TONbKO CUMBOA «/>;

«MHTepBan» — WHTepBan OXWAAHWA B CAyyae HeyAayHOW MOMbITKY,
3af,aéTCa B CeKyHzax.

3. [nAa coxpaHeHMs HaCTpoek HeobXOoAMMO HaxaTb KHOMKYy «CoXpaHuTb», a A/

COXpaHeHNA HAaCTPOEK U MMMOPTa Ha>XXaTb KHOMKY «COXpaHVITb n MMNOPTUPOBATb».

PesynbtaTtom ycnewHoro umnopta npaBun COB 6yaer 3anucb B >XypHane syslog

(«Cncrema» - «XKypHanbi» - «XKypHan Syslog») (cm. PucyHok — Coobuenua o6

yCrneuwHom

nvmnopte npasua  COB) n nossnaeHne WMNOPTUPOBAHHbLIX MNpaBua B

nogpasaene

COB («O6Hapy>xeHue BTOpPXXE€HWN» - «AAMWHUCTPUPOBaHUE» -

«CoxpaHeHue») (CM. PucyHok — HacTpoika nmnopTa npasun).
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Cuctema: XXypHanel: XXypHan Syslog

Q | now o 0+ Ev
Data CoobueHne
24 wioHa 2021, 16:15:31 armaif: MonezoBatent "root” nony4mn goctyn Kxyprany "/ui/diagnostics/log/core/system (System: Log Files: Syslog journal)”
24 wioHA 2021, 16:15:28 [rule-updater.py: Error during filtering rule file by filter . Probably incorrect filter type.
24 wioHa 2021, 16:15:28 [rule-updater.py: Error during filtering rule file by filter . Probably incorrect filter type.
24 vioHa 2021, 16:15:28 [rule-updater.py: Error during filtering rule file by filter . Probably incorrect filter type.
24 vioHA 2021, 16:15:28 idsimport[13707]: IDS rulesets updated 1.0 -&gt; 2.0
24 vioHa 2021, 16:15:28 idsimport[13707]: Trying to import rulesets_3.6-rc4_2.0.tar.gz
24 vioHn 2021, 16:15:28 idsimport[13707]: Checking available IDS rulesets to import

PucyHok — CoobujeHusa 06 ycnewHom umnopme npasua COB

[nsa HacCTPOEHHOro MMMNopTa BO3MOXHO 334aTb pacnucaHue BbIMOJHEHNA C MOMOLLbIO
nnaHuposLwmka 3agad Cron (cM. «Cron»). Mpwu co3gaHum 3agaun HeobxoaMMo BbIbpaThb
«mnopt npasun COB» B napameTtpe «KomaHaa».

5.4 Jkcnopt Habopos npasun COB

CyLectByeT BO3MOXHOCTb 3KCNopTUpoBaTb Habopbl Nnpasun COB, 3arpy>keHHbIX paHee.

[Ans 3TOoro Heo6xo0AMMO NepenTh B NOAPa3Aen pe3epBHOro konmpoBaHus («Cucrema» -
«KoHpurypauma» - «PesepBHble konumu») 1 B 610ke «Ckauatb Habopbl npaBun
COB» (cM. PucyHok — 3kcnopt Habopos npasun COB) HaxaTb KHOMKY «JKCAOPT».

Habopbl npasun COB 6yayT ckauyaHbl apxvBoM ¢opmaTta «tar.gz», Ha3BaHWe apxuBa
byaeT nmetb creayrownin bopmar:

® «localrulesets-[nonHoe pomeHHoe ums ARMA FW]-[Jata 3kcnopta][Bpems
akcnopral.tar.gz».
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Cuctema: KoHdurypauus: PesepBHble konuu

CoxpaHeHue
He nenate pe3epBHyro KONMK Ba3y AaHHLEX RRD.
MNaponk

MNogTeepHasHMe

HamMUTe, 4ToGkl COXPAHWTE KOHBMIYpaUMio cucTeMel & opMaTte XML.

CHa4aTe Habopsl npasun COB

Haxmute O3HHYH KHOMKY ANA CKa4YMEAHWA 3ar Dy eHHBIX NoNs30BaTENEM HEBOpDB npagun COB

PucyHok — kcnopm Habopos npasun COB

5.5 Moacncrema «KoHTPO/b NPOMBILLIEHHbIX MPOTOKO/I0B>»

MoacncTemMa KOHTPOAS NPOMbILIEHHbIX NpoTokonoB moayns COB peannsoBaHa Ha 6a3e
TEXHOIOTMM TNYyHOKOM MHCMEKLMM MakeTOB MNPOTOKO/IOB NPUKAAAHOIO YPOBHS, BKIKOYas
NPOMBbILUNEHHbIE MPOTOKObI.

(DyHKLI,I/IOHaIIbHOCTb nogCcnCTeMbl KOHTPOAA MPOMbILWNEHHBIX MPOTOKOJIOB obecneunBaet
MHTENIJIEKTYa/lbHOE pacno3HaBaHWe TMPOTOKOJIOB NPUKIagHOTO YpPOBHA 3a CYUET
CUTHATYPHOTro aHann3a.

LLlabnoHbI NMPOMBIWNEHHDBIX TMPOTOKOJIOB MO3BOJIAKOT CO34aBaTb MOJib3OBaTe/IbCKNe
npasujia ANA obecneyeHus AOI'IOIIHI/ITefIbHOI7| q)I/IJ'IpraLl,VII/I nnn yseaoMneHnaA 06
Oﬂpeﬂ,eﬂéHHbIX CeTeBbIX COObITUSX.

[anee npuBeaEH NepeyeHb NoAAEPKMBAEMbIX MPOTOKONOB, A/1 KOTOPbIX NPeACTaB/eHbl
wabnoHbl opM NpasBuA, 1 cTeneHb nx pasbopa:

1. ADS.
CraHgapt — Automation Device Specification.
CoobueHunsa no npotokony ADS pasgenaroTca no Tuny TpaHcnopTa:
e TCP;
e UDP.
Ana coobweHnin no npotokony ADS BO3MOXHO 3azaTb NpaBmMaO OHBHapY>KeHWs No

Npv3HaKaMm:
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® AMS Netld — naeHTndumkaTop yCcTpomncTBa, ANS KOTOPOro npesHasHauyeH
naker;

® AMS nopT — NOPT YCTPOWCTBA, AN KOTOPOro NpeAHa3HayvyeH naker;
® komaHabl ADS;
® TUN coobLleHma — 3anpocC UM OTBET.

Mpwn obHapyxeHnn no komaHgam «ADS Read», «<ADS Write», «<ADS Add Device
Notification», «<ADS Read Write» BO3MOXHO 3ajaTb NapameTpbl 415 CAeAYOLLMX
3anpocos:

® ADS nHaekc rpynnebl;
® ADS nHaeKc cMmelleHms.

Mpn obHapyxeHnn no komaHae «ADS Write Control» Bo3MOXHO 3ajaTtb
napameTpbl 411 C1eAyHLLMX 3anpOoCoB:

® cocrosHue ADS;
® COCTOfIHME YCTPOWCTBaA.

Mpu o6Hapy>xxeHun no komaHzae «ADS Add Device Notification» Bo3moxHo 3azaTb
napameTpbl 4/ 3anpoca:

® pexvM nepegaun.
2. Alpha Link.
Moaaep>xunBaeTtca paboTa Ha NPUKAALHOM UAN CETEBOM YPOBHE.

Ana coobweHnin no npotokony Alpha Link Bo3mMOXHO 3agaTb npasBuao
obHapy>eHusa no:

® KOMaHJe;
® TUMNY KOMaHAbI.
3. DNP3.
CoobueHunsa no npotokony DNP3 pasgensarorcs no:
® OdyHKUMYK;
® 006beKTy, C yKazaHWeM rpynnbl U Bapuauumy;
® BHYTPEHHEWN UHANKALNK;
® KOHTEHTY, C YKa3aHMeM LUeCcTHajLLaTepuyHoro noToka.
4. ENIP/CIP.
CoobueHusa no npotokony ENIP obHapy>xumBatoTcs No KomaHze.

CoobueHusa no npotokony CIP obHapy>xumBaroTca no:
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cepBucy;
CepBuCy U Knaccy;

CepBUCY, Knaccy n atpnbyry.

CoobuweHna no npotokony CIP obHapyxuBatoTca MO Knaccy v atpubyty ans
CepBl/ICOBj «3», «4», «14», «16»,

5. EtherCAT.

Crangapt — IEC/PAS 62407(2005).

CoobueHunsa no npotokony EtherCAT obHapy>xuBatoTca no:

kKomaHae — CMD;

nornyeckomy agpecy — ADDR;
coctaBHOMYy agpecy — SLAVE, OFFSET;
3HAYEHMIO NOAA AaHHble — DATA;

pernctpam — 120, 130, 200, 300, 502, 504-50E.

6. Fanuc FOCAS.

CoobuweHunsa no npotokony EtherCAT obHapy>xunBaroTca no:

7. GOOSE.

3anpocy;
oTBETY;
KOMaHZAeE;

aprymeHTam.

CraHgapt — IEC 61850-8-1.

CoobueHusa no npotokony GOOSE pa3zenatorca no:

naeHTNOUKaToOPy NPUNOXKEHNS;

3HauveHuto nonsa «Dataset»;

3HauyeHuto nona «GoCBRef»;

3HaueHuto noaa «GolD»;

3HayeHuo Nona «lenbTa CeKyHA»;

3HayeHuo Nona «/lenbTa HAHOCEKYHA»,

3HauveHuto nona «MpepycTaHoOB/eHHan AaTta U Bpems»,

3Ha4YEeHWMIO NOoaA «npeAyCTaHOBIIEHHbIe HAHOCEKYHAbI».

8. IEC 60870-5-104.
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Crangapt — FTOCT P M3K 60870-5-104-2004.

CoobuweHna no npotokoay IEC 60870-5-104 moryt 6biTb OnpegeneHbl No Tvny

nakeTta:

noaHbin APDU;

ANa uenen ynpaeneHus — Tonbko nons APCI.

Mpwn knaccndumkaymm no tuny naketa APCl Bo3amoxeH Bbibop popmata nakerta:

nobomn;

«U-format (unnumbered control functions)» — ¢yHkUMM ynpaBneHus
6e3 Hymepauuy;

«S-format (numbered supervisory functions)» — byHKUMM KOHTpOAA C
HymepaLmen.

Mpwn knaccnpukaymm no tmny naketa ASDU Bo3MOXHO 3asaHue:

Anana3soHa pa3speLlénHHbiX BxoaAawmx naketos (RX);

AnanasoHa paspeLléHHbIX ncxoaawmx naketos (TX);
TMna gaHHbix ASDU;

COT (Cause of Transmission) — NpUUnHbLI Nepegauu;

AD - ASDU agpeca (ycnhosue).

Bo3mMo>xHO 3asaTb NpaBusia ana none 06beKToB MHPOpMaLUK:

9. KRUG.
107

IOA - agpec (gmnana3oH);

I0A_V - 3HaueHwne (uenble yncna) (ychosue);

VALUE - 3HaueHue (uenble n ApobHble uncia) (yCaoBme 1 AnanasoH);
QDS, SP_QDS, DP_QDS - onucatenn KayecTtBa;

SINGLE_CMD, DOUBLE_CMD - oavHO4YHas KOMaHAa, ABOWHaa KOMaHAQ;
QLF, QLF_COUNTER, QLF_MEASURED - kBanundukartop;

CP16TIME, CP24TIME, CP56TIME, CP56TIME_BEGIN, CP56TIME_END -
MEeTKM BPEMEHM;

FILE — sn1a $aninoBbix TUMOB AaHHbIX;
COIl - npuumHa nHMyManmlaymm;

VTI - 3HauyeHne C MHAMKaLMEN NepexofHOro COCTOAHUA (C NOAAEP>KKOM
oTpuuaTenbHbIX Yncen);

SEP_SINGLE - os1HO4YHOE CObbITME peneriHoM 3aLmThl.
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Kpyr MNK-koHTpoAnep.
Coobuwenunsa no npotokony KRUG pasagenstorca no:
® 3HayeHuo nona «<COMMAND»;
® 3HayeHuto nonsa «CMD»;
® 3HauyeHuo nons «<PORT»;
® 3HauyeHunto nona «<ACCESS»;
® 3HauyeHuto nona «MODE»;

® 3HayeHuo nosia «<ERRCODE».

10. MMS.

11.

Crangapt — IEC 61850-8-1.
CoobuweHunsa no npotokony MMS pa3sgensatotca no tmny coobLieHuns.
Ans Tvna coobueHns «CONFIRMED_REQUEST>» Bo3mo>eH Bbibop Tvna cay>b.

Ans cnyxbbl «<READ» BO3MOXEH BBOJ, MIMEHW NepeMeHHOWN 1 agpeca nepemMeHHOw
ANA PYHKLUNN YTEHUA.

Ans cnyx6bl <WRITE» BO3MOXEH BBOJ, UMEHM NepeMeHHON AN GYHKLMM 3anmncu.
Modbus TCP.
CraHpapt — MODBUS Application Protocol Specification V1.1b3.

Ansa coobwerHnin no npotokony Modbus TCP MOXHO 3asaTb NpaBua0 0H6HapYy>KeH WS
Ha OCHOBE MpU3HaKa COBMaAeHWs:

® (CBOMWCTBO GYHKLMM — KOA MK Kateropus dyHKumY;
® TUN AOCTyNa K AaHHbIM — TUN AOCTYNa 1 OCHOBHAaA MOJE/b JaHHbIX;

® amanasoH OyHKUMM — BBOA Koga OyHKUWMW, agpeca W 3Ha4veHus
NepemMeHHOWN BPYUHYHO.

MNpu obHapy>XeHuUn Mo CBOUCTBY OYHKLMM BO3MOXHO 33aAaTb AOMOJHUTENbHbIE
onuuu:

® CNONb3YeMYHO QYHKLNIO, MOAPYHKLMIO;
® KaTeropuo KoAoB GyHKLMN.
KaTteropuu kofoB GyHKLNM:

® Ha3HauveHHas — koAbl GyHKUMK, KoTopble onpeaeneHbl B Modbus
cneyudukaymm;

® HeHa3HauyeHHas — oblwesoCTynHas, CTaHZapTHble U OpraHW3auMOHHble
KOAbI;
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nonb3oBaTenbckas — JBa JAuana3oHa KOAOB, A/A KOTOPbIX BO3MOXHO
Ha3HaYWTb MPOWN3BOJIbHYIO PYHKLMIO;

3ape3epBMpPOBaHHasn — KOAbl GYHKLWIN, HE ABAAIOLLMXCA CTaHAAPTHBIMUY;

BCE KaTEropuu.

Mpun knaccvdmkaumm no AOCTyny K JAaHHbIM BO3MOXHO 33jaTb C/efytolume
AOMONHUTENbHbIE ONUUMN:

T™"MN A40CTyNa K AaHHbIM — 3anncatb WU CHUTATD,

Mogenb AaHHbIX:

12. OPC DA.

«Perncrpbl ¢pnaros (Coils)» — 61TOBbIE AaHHbIE, JOCTYN YTEHME/3anNCh;

«Peructpbl xpaHenusa (Holding Registers)» — 16 6utoBble aaHHbIe,
AOCTYN YTeHne/3anmuce;

«[AnckpetHble Bxoabl (Discrete Inputs)» — 6uTOBblE AaHHblE, AOCTYN
UTeHMe,

«Pernctpol BBoga (Input Registers)» — 16 6utoBble AaHHble, AOCTYM
yTeHue.

CraHpapt — OLE for Process Control Data Access Automation Interface Standard v.2.0.

CoobueHusa no npotokony OPC DA pa3genstotcs No TMny coobLLeHms:
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REQUEST;
PING;
RESPONSE;
FAULT;
WORKING;
NOCALL;
REJECT;
ACK;
CI_CANCEL;
FACK;
CANCEL_ACK;
BIND;
BIND_ACK;
BIND_NACK;
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® ALTER_CONTEXT;

® ALTER_CONTEXT_RESP;
e SHUTDOWN;

® AUTHS;

® CO_CANCEL

e ORPHANED.

Mpn Bbibope «REQUEST» B nose noABATCA Noas BBOAa UWAeHTUPMKaTOpa
BbI3bIBaEMOro 06bekTa 1 BBOZAa HOMepa Bbi3biBaeMOW GyHKLMN 0bbeKTa.

13.O0PC UA.
Crangapt — IEC 62541.
Coobuwenunsa no npotokony OPC UA pa3genarotca no tuny coobLieHuns:

® «HELLO» - mapkep Hayasa nepejadm JaHHbIX MeXAy KJINEHTOM W
cepsBepowm;

® «ACKNOWLEDGE>» — otBeT Ha coobueHune tTvna HELLO;

® «OPEN» — OTKpbITME KaHana nepesayn JaHHbIX C NPeaNo>KeHHbIM METOAOM
WndpoBaHNA AaHHBIX;

® «MESSAGE» — nepesaBaemoe cOObLLEHNE;

® «CLOSE» — KoHeL, ceccum.
Mpwn Bbibope «OPEN» nossuTCca none Boibopa noamtnkm 6e3onacHoCcTu.
Mpwn Bbibope «MESSAGE» nosBuTCca none Bbibopa Tvna 3anpoca.

Mpwn Bbibope «<BROWSE» B none «Tun 3anpoca» nosaBaTcA none Bbibopa Tvna
naeHtTnpumKaTopa yssa 1 rnosie BBoAa 3HayeHWUA, N Noje BBOJA WAeHTMdMKaTopa
NPOCTPaHCTBa UMEH.

Mpn Bbibope «READ» B none «Tun 3anpoca» nosBaTcA nose Bblbopa Tuna
naeHTMduKaTopa y3na W Mnose BBOZA 3HAYEHWUs, Moje BBOAA WAeHTUdUKATOpa
NPOCTPaHCTBA UMEH.

MNpu Bbibope «WRITE» B none «Tun 3anpoca» MOABATCA MOJe BBOAA
naeHTMdunKaTopa NPOCTPaHCTBa MMEH, MOJe BBOAA 3HayeHus, nose Bbibopa Tuna
naeHTMduKaTopa y3na n nose Bolbopa TMNa 3Ha4YEHUN.

Mpun Bbibope «CALL» B none «Tun 3anpoca» MNoABATCA noje Bblbopa Tuna
naeHTMdUKaTopa y3na, Bbi3biIBaeMoro obbekta, W none Bblbopa TMMa
naeHTMduKaTopa y3aa, Bbi3biIBaEMOro MeToza.

14. RDP.
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Crangapt —T.120.

CoobueHnsa no npotokony RDP ¢duabTpytoTcs No 3HaveHuto nons «3HadeHme RDP
Cookie».

15.S7comm.

CraHAapT NpOTOKOAa CBA3N KOMMYHUKaLMOHHbIX Moaynen cepui Siemens SIMATIC
S7-300/400.

CoobueHunsa no npotokoay S7comm pasaenatotcs No GyHKUMK:
® CPUSERVICE;
e SETUPCOMM;
e READVAR,;
e WRITEVAR,;
® REQUESTDOWNLOAD;
e DOWNLOADBLOCK;
e DOWNLOADENDED;
® STARTUPLOAD;
e UPLOAD;
e ENDUPLOAD;
® PLCCONTROL;
® PLCSTOP.

Mpu BbIbOpe B None «®yHkuma» GyHkumm «READVAR» HeobxoanMo BbibpaTh TMN
obnacT YTeHUs 1 NosiA BBOAA MMeHMN 061acTh, TMNa AaHHbIX, KOANYeCTBa JaHHbIX U
CMeLLEeHVA AaHHbIX.

Mpw BbIGOpe B none «®yHkuua» eyHkunn «<WRITEVAR» HeobxoanmMo BbibpaTh TMM
061aCTV UTEHUA 1 NOAA BBOAA MMEHWN 06nacTu, TUNa JaHHbIX, KOAMYECTBA AaHHbIX U
CMELLEeHNA JaHHbIX, TUMa MnepejaBaeMoro 3HayeHus, KOANYeCTBO nepesaBaeMblxX
AAaHHbIX, CMTMCOK 3HaUYEHUIN JaHHbIX.

Mpwn BbibOpe B none «®yHkuma» ¢yHkunn «REQUESTDOWNLOAD>» nosasAatcA
nossa Bbibopa Tnna 610ka, HoMepa 610ka 1 LeneBon GanoBOU CUCTEMDI.

Mpw BbIbOpe B Nnone «®yHkuma» ¢yHkunn «<DOWNLOADBLOCK» nossatca nons
BbibOpa T1na 610kKka, HoMepa 610Ka 1 LLeneBon GpansoBOU CUCTEMDI.

Mpwn Bblibope B none «®yHkuma» o¢yHkuun «STARTUPLOAD» nosBatca noss
BbibOpa Tnna 610ka, Homepa 610ka u Lenesor GansoBOM CUCTEMBI.
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Mpu BbIbOpe B none «®yHkuua» PyHkun «PLCCONTROL» noseutcs none
Bbibopa dyHkUMK ynpasaeHuns MNJK:

«INSE (AkTMBauusa ckayaHHoOro 6s0ka, NapaMeTpoM BbICTyMaeT wnMA
6n10Ka)»;

«DELE (YpaneHvne 610ka, napameTpoM BbICTynaeT nms 6aoka)»;

«PPROGRAM  (3anyck nporpammbl, napamMeTpoM  BbICTyNaeT UMS
Nporpammbl)»;

«GARB (Cxatve namatn)»;

«MODU (KonunposaHne RAM B ROM, napameTp cogep>XuT ngeHtudukaTop
darinosou cuctemol A/E/P)»;

«OFF (BbikntoueHwne MJIK)»;
«ON (BknroueHwue MNMJIK)».

16. S7comm Plus.

CTaHZapT NPOTOKO/a CBA3WM KOMMYHUKaLNOHHbIX Moaynen cepuii Siemens SIMATIC
S7-1200 n S7-1500.

CoobueHuna no npotokoay S7comm Plus pasaenatorca no tmny coobuieHns:

REQUEST;
RESPONSE;
NOTIFY;
RESPONSE?2.

Mo T™mny BBaMMOAeIZCTBMﬂZ

CONNECT;
DATA;
DATAFW1_5;
KEEPALIVE;
EXT_KEEPALIVE.

Mo ¢yHKunM:

112

EXPLORE;
CREATEOBJECT;
DELETEOBJECT;
SETVARIABLE;
GETLINK;
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e SETMULTIVAR;

® GETMULTIVAR;

® BEGINSEQUENCE;
e ENDSEQUENCE;
® |INVOKE;

® GETVARSUBSTR.

Mpn Bbibope B none «®yHkuma» o¢yHkunm <«EXPLORE» BO3MOXHO BbibpaTtb
AvanasoHbl ans napametpoB «<EXPLORE_AREA» n «<EXPLORE_ATTR_ID».

Mpw BbIGOpe B None «PyHkumna» dyHkumm «CREATEOBJECT» BO3MO>XHO BblibpaTh
AvanasoH ana napametpa «CREATEOBJECT_ATTR_ID».

Mpu BbIbOpe B None «PyHkuma» dyHkumm «DELETEOBJECT>» BO3MOXHO BbibpaTthb
AnanasoHbl ana napametpos «DELETEOBJECT_OBJ_ID» n «DELETEOBJECT_ATTR_ID».

MNpwn Bbibope B none «®yHkuua» oyHkumn «GETLINK» BO3MOXHO BbibpaTh
AvanasoH ana napamerpa «GETLINK_ATTR_ID».

Mpu Bbibope B nosne «PyHkuna» GyHkummn «SETMULTIVAR» BO3MOXHO BblbpaThb
AvanasoH ana napametpa «SETMULTIVAR_ATTR_ID».

Mpw BbIbOpE B Nosie «®yHKUMA» PyHKLMM «GETMULTIVAR» BO3MOXHO BblibpaTh
AvanasoH ana napamerpa «GETMULTIVAR_ATTR_ID».

Mpu BbIbOpe B Nosie «PyHKunA» GyHkLumn «GETVARSUBSTR» BO3MO>XHO BbibpaThb
AvanasoH ana napametpa «GETVARSUBSTR_ATTR_ID».

17. Telnet.
CraHpgapt — RFC 854.

CoobuweHna no npotokony Telnet uabTpyroTca Mo 3HaYeHUO nNons «3HadeHue
Telnet login».

18. UMAS.

OcHoBaH Ha npoTokone Xway Unite. lMpoTtokon Umas ncnonb3yetca Ans HaCTPOMKM
n moHuTopuHra MNJ1K Schneider-Electric.

CoobuweHunsa no npotokony UMAS pazgenatotca no GyHKUMAM:
® uHuymanmsauma UMAS ceccum;
® yTeHWe NHPOPMaLUKN O MPOEKTE;
® uTeHwue BHyTpeHHen nHdopmaumm MIK;
® Ha3HaudeHwue [1JIK Bragenbua;
® VHVLUManu3auma 3arpyskun — konmposaHua ¢ nHxeHepHoro K Ha MNJIK;
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® 3aBepLlUeHMe 3arpy3kn — konnposaHusa ¢ nHxeHepHoro MK Ha MJ1K;
® VHWMUMaNM3aumns ckaumBaHma — konuposaHusa ¢ MJIK Ha nHxeHepHbin MK;
® KOHeL, ckaumBaHus — konuposaHus ¢ MNJIK Ha nHxeHepHbIn MK;
® BitoyeHwue MJ1K;
® BbikatoyeHwue MK
MNopaep>kka NpaBua MO NPOTOKONAM:

e ADS;

e |EC104;

o MMS;

® Modbus;

e OPC DA,

e OPC UA;

® S7comm;

® S7comm Plus;

peanv3oBaHa Ha ypOBHE NPUAOXEHWNI. [laHHble NPOTOKObI ByAyT aHaM3MPOBaTLCA
n obHapyxmsatecs ARMA FW Ttonbko B ciyvae, ecam nogcuctema COB 6bina
3anyueHa 0 MOMEeHTa YCTaHOBJIEHUA CECCUN MO AaHHbIM NMPOTOKOaM.

B cnyyae, ecan yctaHoBAeHMe ceccum Npomn3oLwwno Ao 3anycka nogcmuctemsl COB, naketsl
AAHHbIX CECCUI NPU aHan3e NCNO/b30BaHbl He ByayT.

Mpv MCNONb30BaHMM HECTaHAAPTHBIX MOPTOB AN MPOTOKOOB:
e ADS;
e DNP3;
e ENIP/CIP;
® Fanuc FOCAS;
e |EC104;
® MMS, TPKT;
® Modbus;
e OPC UA;
® S7comm, TPKT;
® S7comm Plus, TPKT;
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cnepyet ykasaTb 3HauYeHUs NOPTOB B B10Ke HacTpoek «YpoBeHb NPUJIOXKEHUA>» B
NONAX COOTBETCTBYHOWMX napameTpos: «ADS nopt(-b1)», «DNP3 nopt(-bi)»,
«<ENIP/CIP nopt(-b1)», «Fanuc FOCAS nopt(-bi)», «IEC104 nopt(-b1)», «Modbus
nopt(-b1)», «OPC UA nopt(-b1)», «TPKT nopt(-b1)» (cM. «[lononHuvtensHble
HacTporkmn COB»).

5.5.1 Co3paHwne npasmna COB

[na co3paHns nNonb3oBaTeNIbCKUX NPABUA HEOHXOANMMO MEPEenTU B NOApPasaen HacTpoek

npasua («O6Hapy)KeHne BTOPXKeHUI» - «KOHTPO/Ib MPOMbILLIEHHBIX MPOTOKOJ/10B>)

M HaXaTb KHOMKY « T », B OTKpbIBLUEHCH GpopMe (cM. PrucyHoK — Dopma pesakTMpoBaHis

npasuaa COB) yka3aTb napamMeTpbl NpaBuaa 1 Haxatb KHOMKY «CoxXpaHuUTb», a 3aTeMm

Ha>XaTb KHOTKY «an/IMEHI/ITb N3MeHeHuna».

115 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

PEJJ,ﬁKTI-'IFIOBaTb npasxno

BKNH4YUTE

3aronoBoK

pynna

Mcnonez0BaTh WabnoH

[eAcTEME

CoobweHne

IP-agpec oTNpaBuTENA

MopT MCTOYHWKA

BribepuTe HanpaeneHue

IP-agpec nony4atena

I'IopT HazHa4YeHWA

DUNLTPOBATE HA OCHOEBE

npoToHoNna

cnpaska (D

ADS -
Npegynpeguts (Alert) -
any

any

MNpamoe -
any

48898

Mobkle NaKETE NPOTOKONE -

OTMEHWTE

PucyHok — @opma pedakmuposaHus npasusaa COB

I'Ipm CO34aHNMN NOJIb30BATENbCKUX MPaBn JOCTYMNHbI Ce4yoWnMe BapnaHTbI AGVICTBI/IVIZ

116

o «[Mpepynpeantb (Alert)» — onoseweHne npu cpabaTbiBaHNM NPaBUAg;

«OTKNoHNTb (Reject)» — 6GnokmpoBka nakeTa nNpwu cpabaTtbiBaHUN NpaBuaa u

onoeeweHme o 6.I'IOKI/|pOBKe oTnpaBUTENd;

«OT6pocuTb (Drop)» — 610kMpoBKa Naketa npu cpabaTbiBaHWM NpaBuna 6e3
yBeLOM/IeHNs O 610KMPOBKe OTNPaBUTENS;

«Pa3pewwmTb (Pass)» — paspeLLeHne NpoxXoxXaeHns naketa npu cpabaTtbiBaHUN

npaBua.
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Co3gaBaemble npasuna COB pomxHbl obnagate Tpems wanm 6Honee yHMKaNbHO
HaCTPOEHHbIMW MapamMeTpamu, ABa W3 KOTOPbIX SABAAKOTCA 06sA3aTeNbHbIMU - A/is
3ano/HeHns — «3arosnoBok» 1 «CoobleHne».

NMpumeuanne:

Mpu npoBepke cpabaTbiBaHUS MOJAb30BATENLCKMX MpPABUA  HEobXxoaMMOo
ybeantbcs, uto COB BikatoueHa (cM. «OcHOBHble HacTponkn COB»).

Ans pefakTMpOBaHWsA CyLLECTBYHOLMX MPaBU HEOBXOAMMO Mepentn B nospaszen
HacTpoek npasun («O6Hapy)XeHue BTOpPXKeHUN» - «KOHTPO/Ab NPOMbBILWIEHHbIX

&

I'IpOTOKOIIOB») M HaXaTb KHOMKY « » HanpotuB CcCywecTByrowiero rnpasuaa, B

oTKpbiBLenca dpopme (cMm. PrcyHok — Dopma pesaktmpoBanus npasuia COB) nameHnTb
napameTpbl rMpasuia M HaxaTb KHOMKy «CoXpaHWTb», a 3aTeM HaXaTb KHOIMKY
«MpMeHUTb N3MeHeHUnsa».

O

Bo3moxxkHo konupoBaHune npasua COB ¢ NOMOLLBIO KHOMKK « = »,
5.5.2 Co3aaHue nosib3oBaTe/IbCKNX NpaBU/l Ha OCHOBe cO6cTBeHHOro WwabsioHa

B kauectBe npumepa pabotbl npaBuna COB 6yaeT paccmoTpeHa nmutauma DOS-atakm.
Cxema cTeHAa npegcraBieHa Ha pucyHke (cM. PucyHok — Cxema cTreHAa Ana NpOBepKM

cpabaTbiBaHMA MNOJb30Batesbckoro npasuna Ha DOS-ataky). Ha MK «Kali Linux»
yctaHoBsieHa OC Kali Linux.

PC: Kali Linux ARMA FW Client

[ [ 1 |
Eeammmm .
LAN A I I

192.168.1.7 pum s 192.168 2.1
| [ [ [ ]|

LR o

192.168.1.200 192.168.2.100

PucyHok — Cxema cmeHOa 014 npogepku cpabamel8aHusa N0J16308ames1bCK020 Npasuia
Ha DOS-amaky

5.5.2.1 Mpumep co3paHua npasuna COB

Heobxoanmo co3paTte noab3oBaTesnbckoe npasuao (cM. «CoszaHuve npasuna COB») co
cneayrowmMMm napamMmeTpamu:

® «Bknrountb» — Gaaxok yctaHoBNEH;

® «3aronoBok» — «DOS-attack»;

«Mcnonb3oBaTtb Wa6A0OH» — «HaCTpoeHHoe NMONb30OBaTENEM»,;

«[encrBue» — «peaynpeants (Alert)»;
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o «CoobweHue» — «DOS-attack»;
o «[lportokon» — «TCP»;

® «CneunduuHasa yactb npaBuaa» — «flow: stateless; threshold: type both, track
by_dst, count 200, seconds 1;».

OcTtanbHble MapameTpbl HEOOXOAMMO OCTaBUTb MO YMOJYAHUKO W HaxaTb KHOMKY
«CoXpaHUTb», a 3aTeM KHOMKY «[MPUMEeHUTb U3MeHeHUA».

MNapameTp «CneuudpunuHasa 4yactb npaBuaa» CKOHPUIyprMpoBaH B COOTBETCTBUM C
dopmatom  HanucaHma npasun 10 «Suricata», AONOAHUTENbHbIE  CBeAeHUA
npeacTaBaeHbI Ha odnumanbHOM cauvTe no «Suricata» (cm.
https://docs.suricata.io/en/suricata-6.0.20/rules/intro.html).

5.5.2.2 lMposepka co3gaHHoro npasuna COB
Ana npoepkun npasuna COB He06Xx0AMMO BbINOAHUTL CAeAytoLLme AeNCTBUS:

1. Ha MK «Kali Linux» 3anycTutb TepMUHan 1 BbINOAHUTb KOMaHAY:

hping3 -S --flood 192.168.2.100

2. Yepe3s 10 cekyHs OCTaHOBUTb KOMaHAy KOMbuHauven knaBuwl «Ctrl» + «C».

3. PesynbtaTtom ycnewHoro cpabatbiBaHus npasBuna byzsetr nossaeHwe cobbiTMA B
nogpasgene npeaynpexzeHnn COB  («O6Hapy)XeHue  BTOpXEHWUin» -
«Mpepynpexaenunsa (Alerts)»), B getanbHoOM MHGOPMaLUM KOTOPbIX NPUCYTCTBYET
3HaueHVe, yKka3aHHoe B NapamMeTpe «3aro/oBoK»:

® «DOS-attack» (cm. PucyHok — [letanbHasa nHbopmauma. DOS-aTaka).
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Bpemennan meTka

2024-11-21T12:15:21,119502+0300

MpegynpeguTe (Alert) DOS-attack

WMpeHTudKukaTop 429496728

npegynpexgeqma (alert)

MpoToron TCP

IP-appec McTouHKMKE 192.168.1.68

IP-appec HasHaueHWA 192.168.2.100

MopT ncTounmka 35055

MopT HasHaYEHKHA 0

WHTepdeitc lan

HacTpoenHoe gecTEmMe BrnroweH
Mpegynpeguts (Alert) d

3aKpBITh

PucyHok — [lemansHasa uHgpopmayusa. DOS-amaka

5.5.3 Co3paHue wabnoHos

MPOMbILWIEHHbIX MPOTOKOJ/1I0B

nosb3oBatenbcknx npasun COB Ha ocHoBe

Ana npoBepkn cpabaTtbiBaHMA Mosb3oBaTenbcknx npasun COB Ha ocHoBe wabsoHOB
NPOMbILUNEHHbIX MPOTOKOJIOB UCMOAb3yeTCA CTaHAAPTHasA cxeMa cTteHza (cM. PucyHok —
Cxema cTeHaa anqa cpabartbiBaHWA Noab3oBaTenbckmx npasua COB Ha ocHoBe WwabaoHoB

NPOMbILLJIEHHbIX NPOTOKO/I0B).

Server ARMA FW Client
I I ——
L AN 1 /AN
T92.165.1.1 maa mam e s 192.168.2.1
] T T T 1] ]
TEES0 I I — LS
192.168.1.200 192.168.2.100

PucyHok — Cxema cmeHda 014 cpabameigaHus nosbzosamensckux npasusn COB Ha
ocHoge wab10H08 NPOMbIL/IEHHbLIX NPOMOK0/108

Ana HeKOTOPbIX MPOMbIWAEHHbIX NMPOTOKONIOB AOCTYNMHO 3HauyeHue «Jltobble kKpome
nakeTa NpoToko/a» B NapameTpe «®PuabTpoBaTb Ha OCHOBe NpoTokoa». [pu Bbibope
AAHHOW onuuu NpWU Co3ZaHuM NpaBuia ANA yKa3aHHOrO MPOTOKOJA BCE MakeTbl, He
onpeAenéHHble Kak nakeTbl yka3aHHOro NPOTOKOAA, BbI3OBYT cpabaTbiBaHWA NpaBua.
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Mpumeuanne:

Mpn np

oBepkKe Cpa6aTbIBaHI/IFI NoJib30BaTENbCKNX MNpaBka Ha OCHOBE

WabsOHOB MNPOMbIWAEHHbBIX MPOTOKONAOB Heobxoanmo ybeauTtbCs, 4TO

CO34aHO

COOTBETCTBYHOLLee paspewatrowee npasnao M3 (cm. «CosgaHue

NnpaBua MEXCETEBOro 3kpaHupoBaHua») U BkatoueHa COB (cm. «OCHOBHbIE

Hactponkn COB»). OcHOBHble MapameTpbl MpaBua And MPOTOKOJ/IOB

npmeeaeHbl B Crincke (cm. «OCHOBHbIE MapaMeTpbl NpaBua Ans NPOTOKONOBY).

OcHOBHble NapaMeTpbl NpaBua 418 NPOTOKO/IOB:

® «[llenictBMe» — «Pa3pelwwmntb (Pass)»;

o «MHTepdeiic» — <\WAN>;

o «[lpoTtokon» — «TCP»;

o «IP-appec Ha3HaueHua» —  «EAVMHCTBEHHbI  XOCT WU CeTb»,

«192.

168.1.200/32»;

L «AVIaI'Ia30H MOPTOB Ha3Ha4YeHuA» — YyKa3blBaeTCd B 3aBUCMMOCTU OT

npotokosna (cMm. Tabavua «3HayeHVA MOPTOB MO YMOJAYaHWUKO  ANS
NPOMbILLNEHHbIX MPOTOKOJ/IOB»).

Tabauya «3Ha4vyeHUs NOPMOB NO YMOAYAHUI 019 NPOMbIUW/IEHHbLIX NPOMOKO/108»

ADS
DNP3
ENIP/CIP
Fanuc FOCAS
GOOSE
IEC 104
KRUG
MMS
Modbus
OPC DA
OPC UA
RDP
S7comm

S7comm Plus

120

Mpotokon MopT no ymonuauuro
48898
20000
2222,44818
8193
He ncnonb3yerca
2404
2100/UDP
102
502
135
4840, 48020
3389
102
102
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MpoTtokon MopTt no ymonuaHuio
Telnet 23
UMAS 502
Mpumeuanne:

Ana npotokona GOOSE pekomeHAyeTCs MCNONb30BaTb Hesible CNUCKN NS
nHTepdenca (cM. «baok «KoHTpOAb AOCTyNa YCTPOUCTB»»).

5.5.3.1 WWa6naoH npotokona ADS

Mpv co3zaHMM MOAb30BATENbCKOrO MpPaBWia Ha OCHOBE LWA6/JOHA MPOMbILWAEHHOrO
npoTtokona ADS HeobxoAMMO 3asaTb NapaMeTpbl MPOTOKO1a, BbibpaB B NoJie napameTpa
«®unbTpoBaTb Ha OCHOBE TMPOTOKONA» 3HAuyeHVe «YKasaTb JOMOJHUTE/NbHbIE
napameTpbli».

Mpw BbIBOpeE onunn «YkasaTb AOMONHUTENbHbIE NapaMeTpbl» NOSBUTCA NapameTp «Tun
coobeHnsa».

B none napametpa «Tun coobueHna» BO3MOXHO BbibpaTb CaeayroLLme 3HaYeHus:
o «Jlrobon»;
® «3anpoc»;
o «OTtBeT».

Mpu BbIGOpe 3HaueHMs «3anpoc» B MNoje napametpa «Tun coobuweHna»
AOMNONHUTENBHO NOABATCA CeAyroLLne napamMmeTpsl:

® «Twun ycnosua AMS Target Net Id» — 3HaueHne nan grnanasow;

«3HaueHue AMS Target Net Id» — ueneBou ngeHTndrkKaTop;

«3HaueHue AMS Target port» — ueneBou nopr;

«Tun ycnosua AMS Source Net Id» — 3HaueHne nan gananason;

«3HaueHue AMS Source Net Id» — naeHTMdMKaTOpP NCTOUHUKS;

«3HaueHune AMS Source port» — NOPT NCTOYHMKA;
® «Cmdld» — ngeHTMdMKaTOP KOMaHABI.

B nonax napametpoB «Tun ycnosua AMS Target Net Id» n «Tun ychoBua AMS Source
Net Id» Bo3MOXHO BbIGpaTh:

® «3HauyeHue»;

® «/lmanasoH».
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Mpu BbIbOpe 3HaueHns «/Anana3oH» B Nosie napameTpa «Tun ycnoua AMS Target Net
Id» gononHuTenbHO NOABATCA CaeayroLmne napameTpbl:

® «Hauano gunanasoHa 3HaueHusa AMS Target Net Id»;
® «KoHeu ananasoHa 3HaueHusa AMS Target Net Id».

Mpu BbIbOpe 3HauYeHus «[Jnana3oH» B none napametpa «Tun ycnoBus AMS Source Net
Id» gononHWTeNBHO NOABATCA Ceyrolime NnapaMeTpbi:

® «Hauano auanasoHa 3HaueHua AMS Source Net Id»;
® «KoHeu gunanasoHa 3HaueHusa AMS Source Net Id».

B nonax napametpos «3HaueHne AMS Target Net Id», «3HaueHne AMS Source Net
Id», «Hauano pawanasoHa 3HaueHma AMS Target Net Id», «KoHeuy ananasoHa
3HaueHna AMS Target Net Id», «<Hauano ananasoHa sHaueHna AMS Source Net Id»
n «KoHen, gnanasoHa 3HaueHus AMS Source Net Id» Heob6xoaMMO yKa3aTb 3HaUEHWME,
cocTosalee n3 wectn Yncen ot «0» go «255», pasgenéHHbix 3HaKOM «TOYKa», Hanpumep
«10.0.8.2.1.1».

B nonax napametrpoB «3HaueHue Target port» n «3HaueHne AMS Source port»
BO3MOXHO YyKa3aTb uncno ot «0» go «65535» nam ananasoH umcen ot «0» go «65535»
npu ycTaHOBKe daaxkka HanpoTMB napameTpa.

B none napametpa «Cmdld» BO3MOXHO BbibpaTh CeaytoLLMe 3HaUEHWS:
o «Jlrobon»;
® «1: ADS Read Device Info»;
® «2: ADS Read»;
® «3: ADS Write»;
® «4: ADS Read State»;
® «5: ADS Write Control»;
® «6: ADS Add Device Notification»;
® «7: ADS Delete Device Notification»;
® «8: ADS Device Notification»;
® «9: ADS Read Write»;
® «HacTpoeHHOe nonb3oBaTenem».

B none napametpa «Cmdld» npu Bbibope 3HaueHus «HacTpoeHHOe nosib3oBaTeNeM»
AOMONHUTENBHO MOABUTCA NapameTp:

® «3HaueHne Cmdld» — BO3MOXHO yKka3aTb Uncio OT «1» Ao «10» nan gnanasoH
yncen ot «1» po «10» npu yctaHoBKe diaxkka HanpoTMB NapameTpa.
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B nosne napametpa «Cmdld» npu Bbibope 3HaueHnn «2: ADS Read», «3: ADS Write», «6:
ADS Add Device Notification» n «9: ADS Read Write» A0ONOAHUTENBHO MOSABATCSA
cnegyrowme napameTpsbl:

® «3HaueHue IndexGroup»;
® «3HaueHue IndexOffset».

B nonsx napametpoB «3HaueHue IndexGroup» 1 «3HaueHune IndexOffset» Bo3MOXHO
ykasaTb uncno ot «0» go «4294967295» nan ananasoH uncen ot «0» po «4294967295»
npu ycTaHOBKe daxkka HanpoTMB napameTpa.

B none napametpa «Cmdld» npwn Bbibope 3HaueHua «5: ADS Write Control»
AOMONHUTENBHO MOABATCA CAeAytoLLe napaMeTpsbi:

® «AdsState»;
® «DeviceState».

B nonax napametpos «AdsState» 1 «DeviceState» Bo3MOXHO BbibpaTb cnegyrowme
3HaYeHus:

e «Jlroboii»;

® «1: INVALID»;

® «2:IDLE»;

® «3: RESET»;

® «4: INIT»;

® «5: RUN»;

® «6: STOP»;

® «7:SAVECFG»;

® «8: LOADCFG»;

® «9: POWERFAILURE>;
® «10: POWERGOOD»;
® «11: ERROR>;

® «12: SHUTDOWN>;
® «13: SUSPEND»;

® «14: RESUME>;

® «15: CONFIG»;

® «16: RECONFIG»;

® «HacrpoeHHoe noJib3oBaTeJiemM».
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B nonsx napametpoB «AdsState» 1 «DeviceState» npu BbIbOpe 3HaueHus
«HacTpoeHHOe nosb3oBaTenem» AONONHUTENbHO NOABATCA CAeAytoLLme napamMeTpbl:

® «3HaueHue AdsState»;
® «3HaueHue DeviceState».

B nonax napameTtpoB «3HaueHue AdsState» 1 «3HaueHue DeviceState» BO3MOXHO
ykaszaTb uncno ot «0» o «65535» nan agnanasoH umcen ot «0» o «65535» npu yctaHoske
dnaxkka HaNnpoTMB NapameTpa.

5.5.3.2 WWa6noH npotokona Alpha Link

Mpu co3paHMM NONb30BATENbCKOrO MpaBWaa Ha OCHOBe LWab/soHa MPOMBbILLIEHHOTO
npotokona Alpha Link Heobxoanmo 3agatb napameTpbl NPOTOKOAa, BbibpaB B nose
napametpa «®uabTpoBaTb Ha OCHOBe TMPOTOKO/Ma» 3HauyeHWe  «YkasaTb
AOMONHUTENbHbIE NAaPaMEeTPbI».

Mpu BbIGOpe onuuu «YKaszaTb AOMONHUTE/bHbIE MapaMeTpbl» MOABATCA MapameTpbl
«KomaHpga», «Tun KoMaHAbI».

MNMone napameTtpa «CueTunkm» 065A3aTENbHO ANSA 3aNONHEHUA WU NPUHUMAET 3HaYeHus
Lenbix ymcen B amanasoHe ot «0» po «9223372036854775807», ncnosnb3lyemble Ans
AEeKOAMPOBaHMA NaKETOB.

B none napametpa «KomaHga» Bo3MOXeH BbI6OP CeAyHOLLNX 3HAUEHWIA:
® «CMD_LIST_NODES»>;
® «RES_LIST_NODES»;
o «CMD_GET_PROPS»;
o «RES_GET_PROPS»,
e «CMD_SET_PROP>;
® «RES_SET_PROP»;
® «CMD_GET_PROP»;
® «RES_GET_PROP>;
o «CMD_CREATE_NODE>,
® «RES_CREATE_NODE>;
e «CMD DELETE_NODE»:
® «RES DELETE_NODE>;
e «CMD RENAME_NODE>;
® «RES_RENAME_NODE>;
® «CMD_DELETE_PROP>,
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«RES_DELETE_PROP>;
«CMD_SET_PROPS>»;
«RES_SET_PROPS»;
«CMD_CREATE_NODE_EX»;
«RES_CREATE_NODE_EX»;
«CMD_COPY_NODE>;
«RES_COPY_NODE>;
«CMD_LOCK_NODE>;
«RES_LOCK_NODE>;
«CMD_UNLOCK_NODE»;
«RES_UNLOCK_NODE>;
«CMD_LOCK_BRANCH>;
«RES_LOCK_BRANCH>»;
«CMD_UNLOCK_BRANCH»;
«RES_UNLOCK_BRANCH>;
«CMD_GET_PROP_DESCRIPTIONS>;
«RES_GET_PROP_DESCRIPTIONS»;
«CMD_ON_CHANGE_CONFIG»;
«CMD_ON_LOCK»;
«CMD_SET_USER_INFO>;
«CMD_GET_LOCKINGS>»;
«RES_GET_LOCKINGS»;
«CMD_BACKUP>;
«RES_BACKUP>;
«CMD_FIND_NODE»;
«RES_FIND_NODE»;
«CMD_GET_CONFIG_TREE»;
«RES_GET_CONFIG_TREE»;
«CMD_GET_SERVER_PARAM»;
«RES_GET_SERVER_PARAM>;
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«CMD_CREATE_NODES»>;
«RES_CREATE_NODES»>;
«CMD_CREATE_NODES_BY_ID»;
«RES_CREATE_NODES_BY_ID»;
«CMD_GET_FREE_ID»;
«RES_GET_FREE_ID»;
«CMD_GET_ID_BY_NAME»;
«RES_GET_ID_BY_NAME>;
«CMD_CREATE_NODE_BY_ID»;
«RES_CREATE_NODE_BY_ID»;
«CMD_GET_CONFIG_ID»;
«RES_GET_CONFIG_ID»;
«CMD_SET_CONFIG_ID»;
«RES_SET_CONFIG_ID»;
«CMD_GET_CONFIG_NODE_STREAM>»;
«RES_GET_CONFIG_NODE_STREAM>»;
«CMD_SEND_DATA_STREAM»,;
«RES_SEND_DATA_STREAM»;
«CMD_DATA_STREAM_CONTROL»;
«RES_DATA_STREAM_CONTROL>;
«CMD_AUTHORIZE_WITH_PASSWORD>;
«RES_AUTHORIZE_WITH_PASSWORD>;
«CMD_SET_MASTER_PASSWORD>»;
«RES_SET_MASTER_PASSWORD>;
«CMD_KICKED_FROM_SERVER»;
«CMD_CREATE_OR_UPDATE_NODES>;
«RES_CREATE_OR_UPDATE_NODES»;
«CMD_GET_BACKUP»;
«RES_GET_BACKUP»;
«CMD_SET_BACKUP>;
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® «RES_SET_BACKUP»;

® «CMD_GET_EXTOBJECTS»;

® «RES_GET_EXTOBJECTS»;

® «CMD_SET_EXTOBJECTS»;

® «RES_SET_EXTOBJECTS»;

® «CMD_GET_SNAPSHOT»;

® «RES_GET_SNAPSHOT>;

® «CMD_UPLOAD_SNAPSHOT»;
® «RES_UPLOAD_SNAPSHOT>;

L «HacrpoeHHoe noJjib3oBaTeJsieM»,;

npy BblbOpe KOTOPbIX, 3a WCKAtOYeHWeM «HacTpoeHHOe nosab3oBaTesemM»,
AOMONHUTENBHO NOABUTCA NapameTp «TUN KOMaHAbI».

MepeyeHb JOCTYNHbIX K BbIOGOPY 3HaueHM B nonax napametrpos «KomaHga» v «Tun

KOMaHAbI» NpuBeaéEH B Tabamue (cm. Tabamua «/JoCTynHble TUMbl KOMaHA»).
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KomaHpa
CMD_BACKUP
CMD_GET_FREE_ID
CMD_GET_ID_BY_NAME
CMD_GET_LOCKINGS
CMD_GET_PROP_DESCRIPTIONS
CMD_COPY_NODE
CMD_CREATE_NODE
CMD_CREATE_NODE_BY_ID
CMD_CREATE_NODE_EX
CMD_CREATE_NODES
CMD_CREATE_NODES_BY_ID
CMD_CREATE_OR_UPDATE_NODES
CMD_DATA_STREAM_CONTROL
CMD_DELETE_NODE

Tabauya «JocmynHele munel KOMaHO»
Tuvn komaHAbI

vt_uint32

vt_CFG_COPY_NODE
vt_CFG_CREATE_NODE
vt_CFG_CREATE_NODE_BY_ID
vt_CFG_CREATE_NODE_EX
vt_CFG_CREATE_NODES
vt_CFG_CREATE_NODES_BY_ID
vt_CFG_CREATE_OR_UPDATE_NODES
vt_DATA_STREAM_CONTROL_ID
vt_CFG_DELETE_NODE
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KomaHnpa Tun komaHAbI
® CMD_DELETE_PROP ® vt CFG_DELETE_PROP
e CMD_FIND_NODE ® vt _wstring

o CMD_GET_CONFIG_TREE

e CMD_GET_PROPS

e CMD_LIST_NODES

e CMD_LOCK_BRANCH

e CMD_LOCK_NODE

® CMD_GET_CONFIG_NODE_STREAM e vt CFG_GET_NODE_STREAM

e CMD_GET_PROP ® vt CFG_GET_PROP

e CMD_GET_SERVER_PARAM e vt CFG_SERVER_PARAM

o CMD_ON_CHANGE_CONFIG ® vt CFG_ON_CHANGE_CONFIG

e CMD_ON_LOCK ® vt CFG_ON_LOCK

e CMD_RENAME_NODE e vt CFG_RENAME_NODE

® CMD_SEND_DATA_STREAM e vt DATA_STREAM_CONTAINER_ID

e vt CFG_NODE_ID
® vt CFG_NODE_ID_LIST

e CMD_SET_CONFIG_ID o vt CFG_CONFIG_ID

e CMD_SET_MASTER_PASSWORD ® vt_MASTER_PASSWORD_CHANGE_ID
e CMD_SET_PROP ® vt CFG_SET_PROP

e CMD_SET_PROPS ® vt CFG_SET_PROPS

e CMD_SET_USER_INFO ® vt CFG_USER_INFO

o vt CFG_USER_INFOZ2

e CMD_UNLOCK_BRANCH ® vt CFG_UNLOCK_NODE
e CMD_UNLOCK_NODE o vt CFG_UNLOCK_NODE
e CMD_UPLOAD_SNAPSHOT e vt UPLOAD_SNAPSHOT_ID
e RES_BACKUP ® vt _uint32

e RES_COPY_NODE ® vt wstring

e RES_CREATE_NODE
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KomaHnpa Tun komaHAbI
e RES_CREATE_NODE_BY_ID
® RES_CREATE_NODE_EX
® RES_CREATE_NODES
® RES_CREATE_NODES_BY_ID
® RES_DATA_STREAM_CONTROL
e RES_DELETE_NODE
® RES_DELETE_PROP
e RES_FIND_NODE
® RES_GET_FREE_ID
e RES_GET_ID_BY_NAME
® RES_LOCK_BRANCH
® RES_LOCK_NODE
e RES_RENAME_NODE
® RES_SEND_DATA_STREAM
® RES_SET_CONFIG_ID
® RES_SET_MASTER_PASSWORD
® RES_SET_PROP
® RES_SET_PROPS
e RES_UNLOCK_BRANCH
® RES_UNLOCK_NODE
® RES_GET_CONFIG_ID ® vt CFG_CONFIG_ID
® RES_GET_CONFIG_NODE_STREAM e vt CFG_RES_NODE_STREAM

® vt wstring

® RES_GET_CONFIG_TREE ® vt CFG_TREE_ITEM
® RES_GET_LOCKINGS ® vt CFG_GET_LOCKINGS
® RES_GET_PROP ® vt CFG_RES_GET_PROP

® vt _wstring
® RES_GET_PROP_DESCRIPTIONS ® vt CFG_GET_PROP_DESC
® vt _wstring
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KomaHnpa Tun komaHAbI

RES_GET_PROPS ® vt _CFG_PROP_LIST

® vt _wstring

RES_GET_SERVER_PARAM ® vt CFG_SERVER_PARAM

® vt_wstring

RES_LIST_NODES ® vt CFG_NODE_LIST

® vt _wstring

B 3aBucumoctn ot Bbl6paHHOFO TMna KOMaHAbl MOTYT NOABAATECA dCeayrone

AONONHUTENbHbIE NMapaMeTpPbl:
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«COMPUTER_NAME», «DST FULL_ NAME», «ERROR», «FULL NAME»,
«LOCAL_IP», «NAME>», «NODE_FULL_NAME>, «NODE_NAME>,
«NEW_NAME», «PARAM», «PATH», «REMOTE_IP», «USER NAME>,
«VERSION>» — nona napameTpoB NpMHUMAIOT AaHHble B LUeCTHajLaTepUyYHOM
dopmare, rae cumBOA 3aHMMaeT ABa 6arTa, Hanpumep, «4400 6500 6D00 6F00
2E00 5300 6500 7400»;

«CONFIG_ID» — nosie napametpa npuHumaeTt 3HaveHne GUID;

«CUR_PASS_CIPHER», «NEW _PASS CIPHER» - noas napameTpos
NPUHUMAKOT YMCNa B LUECTHAALLATEPUYHOW CUCTEME CUUCNEHWUSA, TAe CMMBOJ
3aHMMaeT oAnH 6anT, Hanpumep, «44 65 6D 6F 2E 53 65 74»;

«DAY» — none napameTtpa npuHUMaeT umcio ot «0» go «31» mam ananasoH
yncen Npu yctaHoBKe dpaaxka HanNnpoTUB NapameTpa;

«DOW>» — HOMep AHA B Hejene, Noe napameTpa NPUHUMAaET YNCIO OT «1» Ao
«7» NN AnanasoH ymcen Npu yctaHoske daxkka HanpoTMB NapameTpa;

«DST» — none napameTtpa NPUHUMAET YNCAO OT «-1» A0 «1» nMam AmanasoH
ymncen Npu yctaHoBke daaxkka HaNPOTUB NapameTpa;

«HOUR» - yvac, none napameTtpa npuHUMaeT umcao oT «0» fo «23» uau
AManasoH uYncen npu yctaHoske daaxkka HaNpoTUB NapameTpa;

«ACTION», «ID», «LOCK ID», «NODE ID» «NUM», «OPERATION>,
«PARENT_ID», «PROP_ID», «QUALITY» «STREAM_ID», «TYPE», «VER»,
«HBepTnpoBaHHoe 3HaueHue ACTION», «MNHBepTUpoBaHHOe 3HauyeHue
DAY», «WHBepTtupoBaHHOe 3HaueHne DOW», «WUNHBepTMpOBaHHOe
3HaueHune DST», «HBepTUpOBaHHOE 3HaueHue HOUR»>,
«HBepTMpoBaHHOe 3HaueHue I[ID», «/HBepTUpoBaHHOe 3HauyeHue
LOCK_ID», «WHBeptupoBaHHoe 3HaueHne MIN», «UNHBepTMpOBaHHOEe
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3HaueHme MONTH», «WHBepTMpoBaHHOe 3HaueHne NODE_ID»,
«MHBepTUpoBaHHoe 3HaueHue NUM», «WMHBepTMpoBaHHOe 3HauyeHue
OPERATION», «MHBepTUpOBaHHOE 3HaueHue PARENT_ID»,
«NHBepTpoBaHHoe 3HaueHne PROP_ID», «MHBepTMpOBaHHOE 3HaueHue
QUALITY», «WHBepTMpoBaHHOe 3HaueHue SEC» «MHBepTMpOBaHHOE
3HaueHne STREAM_ID»,  «WMuHBepTpoBaHHOe  3HaueHue  TYPE»,
«MHBepTUpoBaHHoOe 3HaueHne VER», «MHBepTUpoBaHHoe 3HaueHne YEAR»
— BO3MOXHO  yKasaTb umcno  oT  «-9223372036854775808»  po
«9223372036854775807» wanm pmana3oH uyucen nNpu  yctaHoBke daaxkka
HanpoTMB napameTpa;

«IS_LAST_PART»>;
«IS_MY_CHANGE>;

«MIN» — muHyTa, none napametpa npuHUMaet umcno ot «0» po «59» nam
ANanasoH Yncen npu ycraHoske daaxka HanpoTUB NapameTpa;

«MONTH» — mecqu, none napameTpa NPUHUMAET YMCAO OT «1» A0 «12» man
AnanasoH uncen nNpw yctaHoske daaxka HaNnpPOTUB NapameTpa;

«PROP_VALUE>» — B 3aBMCMMOCTW OT BbIGPaHHOIO 3HaueHWsA napameTtpa «Tun
PROP_VALUE», none napameTtpa MpuvHMMAaET uYncna B AeCATUUYHON cCUCTEMeE
CUNCNEHNA B pPa3/UYHbIX AManasoHax WAM 4Yucna B LIeCTHajLaTepUYHOM
CUCTEME CUNCNEHUSA, TAE CUMBOA 3aHMMAaET O4MH banT, Hanpumep, «44 65 6D 6F
2E 53 65 74» nnbo aBa b6auvta, Hanpumep, «4400 6500 6D00 6F00 2E00 5300
6500 7400», a Takxe npuHMMaeT 3HaveHunsa GUID;

«SEC» — cekyHAa, none napametpa npuvHuMaet ymcno ot «0» fo «59» wmam
AManasoH umncen nNpu yctaHoBke daaxka HaNnpPOTUB NapameTpa;

«TERMINATE>;

«VALUE» - B 3aBMCMMOCTM OT BbIOpPAHHOrO 3HauyeHWs napametpa «Twun
VALUE», none napameTtpa NpUHUMAET YMcia B 4ECATUUHOM CUCTEME CUNCIEHMA
B Pa3/IMUHbIX AManas3oHax WAM 4ucna B LIECTHajLaTePUUYHOU CUcTeMe
CUNCNEHNS, TAE CUMBOA 3aHUMAET OANH H6auT, Hanpumep, «44 65 6D 6F 2E 53 65
74», nvbo pBa 6anTa, Hanpumep, «4400 6500 6D00 6FO0 2E00 5300 6500 7400,
a Takxe npuHuUmaet 3HaveHus GUID;

«YEAR» - rog, none napametpa npuHUMaetr umcao ot «0» po
«9223372036854775807» wnv pguanasoH u4ucen npu  yctaHoBke daaxka
HanpoTVB NapamMeTpa;

«UuBeptupoBatb ACTION», «WUHBepTtupoBatb DAY», «WHBepTuMpoBaTb
DOW>, «WHBepTUpOBaTh DST», «WHBepTUpOBaThH HOUR»>,
«UHBepTuposartb ID», <MuBepTnpoBatb LOCK_ID», «MuBepTpoBate MIN>,
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«NHuBepTUpOBaThH MONTH»>, «HuBepTHMpoBaTh NODE_ID»,
«HuBepTUpOBaThH NUM>», «WHBepTUpOBaTH OPERATION»,
«HBepTUpOBaThH PARENT_ID», «MHBepTUpOBaThb PROP_ID»,
«UnBeptnposate QUALITY», «WUHBepTMpoBatb SEC», «UNHBepTMpoBaTb
STREAM _ID», «WHBepTUpOBaTH TYPE», «WHBepTUpOBaThH VER»,
«NuBeptupoBatb YEAR»;

«Tun PROP_VALUE», «Tun VALUE» — focTyneH BbIOOp Cnefytomx 3HaYEHNIA:
«OtcytctByeT», «BOOL», «UINT8», «INT8», «UINT16», «INT16», «UINT32»,
«INT32», «<UINT64», «INT64», «<FLOAT32», «STRING», « WSTRING», «GUID».

B none napametpa «KomaHpga» npu Bbibope 3HaueHUs «HacTpoeHHOe noab3oBaTesiem»

AONMONHNTENBHO NMNOABATCA NMapaMeETpPbL.

«[Monb3oBaTenbckas KomaHAa» — BO3MOXHO ykKa3aTb umcao oT «0» go
«4294967295» wnanm ananasoH uucen nNpu ycTaHoBKe @aaxkka HanpoTus
napameTpa;

«[Monb3oBaTeNbCKMA TUN KOMaHAbI» — BO3MOXHO yKa3aTb umcao ot «0» ao
«4294967295» wnn AranasoH u4ucen Mnpu ycTaHoBKe @axka HanpoTms
napameTtpa.

5.5.3.3 Wa6noH npotokona DNP3

Mpn co3paHMM MOb30BATENIbCKOrO MpaBMia Ha OcCHoBe wabsnoHa npoTtokona DNP3

HeobXxoAMMO 3ajaTh Caeayrolme napameTpsbi:

«®@yHkumna DNP3»,
«pynna o6bekTtoB DNP3»;
«Bapunauuna o6bexkra DNP3»;

«BHYTpeHHAA nHankaumna DNP3»;

«KoHTeHT DNP3».

B none napametpa «®@yHkuma DNP3» Bo3MOXHO BbibpaTb CreaytoLLme 3HaUeHus:
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«OTcyTCcTBYeT>;

«0: confirm»;

«1: read»;

«2: write»;

«3: select»;

«4: operate»,

«5: direct_operate»;
«6: direct_operate_nr»;
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«7: immed_freeze»;

«8: immed_freeze nr»;

«9: freeze clear»;

«10:
«11:
«12:
«13:
«14:
«15:
«16:
«17:
«18:
«19:
«20:
«21:
«22:
«23:
«24:
«25:
«26:
«2T7:
«28:
«29:
«30:
«31:
«32:
«33:

freeze_clear_nr»;
freeze_at_time»;
freeze_at_time_nr»;
cold_restart»;
warm_restart»;
initialize_data»;
initialize_appl»;
start_appl»;
stop_appl»;
save_config»;
enable_unsolicited»;
disable_unsolicited»;
assign_class»;
delay_measure»;
record_current_time»;
open_file»;
close_file»;

delete file»;
get_file_info»;
authenticate_file»;
abort_file»;
activate_config»;
authenticate_req»;

authenticate_err»;

«129: response»;

«130: unsolicited_response»;

«131: authenticate_resp»;
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L «HacrpoeHHoe noJsibdoBaTtesiemM».

B none napametpa «®yHkuma DNP3» npu Bblbope 3HauveHna «HacTpoeHHoe

noJsib3oBaTenem» AONoJHUTENbHO noasutca napametp «lMonb3oBarenbckana PpyHKUMA
DNP3».

B nonsx napametrpoB «lMonb3oBatenbckaa ¢yHkuma DNP3», «pynna ob6mbekra
DNP3», «<Bapuauyus ob6bekta DNP3» Bo3MOXHO yka3aTb 4ncno oT «0» o «255».

B Bbinagarowem cnncke napametrpa «BHyTpeHHas wHaukauma DNP3» BO3MOXHO
YCTaHOBUTb GNAXKKN ANS CAeAYHOLNX 3HAUEHWN:

® «device_trouble»;

® «local control»;

® «need_time»;

® «class_3 events»;

® «class 2 _events»;

® «class_1 events»;

® «all_stations»;

® «reserved_1»;

® «reserved 2»;

® «config_corrupt»;

® «already_executing»;

o «event_buffer overflow»;
® «parameter_error»;

® «object_unknown»;

® «no_func_code_support».

B none napametpa «KoHTeHT DNP3» BO3MOXHO yKa3aTb LIeCTHaALaTEPUUHbIA MOTOK,
Hanpumep «3c 02 06».

5.5.3.4 WWa6noH npotokona ENIP/CIP

Mpwn co3gaHMM NOAb30BATENbCKOTO NpaBuaa Ha OCHoBe WabnoHa npotokosna ENIP/CIP
HeobxoaMMOo 3a4aTb NapaMeTpbl NPOTOKOA, BbiIbpaB B nose napametpa «®uabTpoBaTb
Ha OCHOBe NPOTOKO/a» 3HaueHne «YKasaTb AOMOJHUTE/IbHbIE NapaMeTpPbI».

Mpu BbIGOpE onuuM «YKasaTb AOMOJHUTENbHbIE MapaMeTpbl» MOSBATCA MapameTpbl
«CoBnaaeHue no» n «<Komanga».

B none napametpa «CoBnageHune no» BO3MOXHO BbIOpaTb Cnefytoline 3Ha4YeHNA:
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o «ENIP komaHga»;
o «Cepsuc CIP»,
o «ENIP komanpa CIP cepBuc».
B none napametpa «KomaHpa» BO3MOXHO yKasatb 4ncao oT «0» o «65535».

B none napamerpa «CoBnageHue no» npu Bbibope 3HauyeHma «Cepsuc CIP»
AONONHUTENbHO NOABATCA CAeAyoLLMe NapaMeTpbl:

® «Cnyx6a»;
® «Mcnonb3oBaTb Kaacc».
B none napametpa «Cayx6a» BO3IMOXHO yKa3aTb YMCa0 OT «0» Ao «127».

Mpwn yctaHoBke Gnaxka Ana napametpa «Ucnonb3oBaTb Kiacc» AOMOJHUTENBHO
NOABATCA CAeAytoLine NapameTpbl:

o «Knacc»;
® «Wcnonb3zoBatb aTpnbyT>.

Mpwn yctaHoBKke dnaxka ans napametpa «Ucnonb3oBaTb aTpubyT» A0OMNONHUTENBHO
NoABUTCA NapameTp «ATprubyT».

B nonax napametpoB «Knacc» 1 «ATpmbyT» BO3MOXHO YyKaszaTb umcno ot «0» po
«65535».

5.5.3.5 WWa6noH npotokona EtherCAT

Mpwn co3gaHMM MOAb30BaATENIbCKOrO MpaBuMaa Ha OCHOBe LWab/soHa MPOMBbIWAEHHOTO
npotokona EtherCAT HeobxogmMmo 3asaTb napamMeTpbl MPOTOKOAA, BblbpaB B mnose
napametpa «®uabTpoBaTb Ha OCHOBe TMPOTOKO/Ma» 3HauyeHWe  «YkasaTb
AOMONHUTENbHbIE NAapPaMeTPbI».

Mpwn BbiGOpe onuuu «YKasaTb AOMOAHUTENbHblE MapaMeTpbl» MOABATCA CiaeaytoLine
napameTpbil:

® «Cmd»;

® «Twun aapecauun»;

® «3HaueHue JIOFTUYeCcKoro agpeca»;
® «[llonsa perncrpa 0x120»,

® «[llonsa perncrpa 0x130»,

® «[llonsa perncrpa 0x200>,

® «[llonsa perncrpa 0x300»,

® «[llonsa perncrpa 0x502»,
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«Mona perucrpos 0x504-0x50E»;
«CTpoKa AaHHbIX B WWeCTHagUuaTepnuHom popmare»;

«KoMMyHNKaLMOHHbBbIV Npodnab».

B none napametpa «Cmd>» BO3MOXHO BblbpaTh CieaytoLLme 3HaUeHus:
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«Jlro6bon»;
«0: No operation» — BeOMO€ YCTPONCTBO UTHOPUPYET KOMaHAY;

«1: Auto Increment Physical Read» — Begomoe ycTponcTBO yBennMumBaeT
3HaueHWe agpeca «Slave», 3anncbiBaeT AaHHble B faTarpaMMy, ec/iv 3HayeHne
aapeca «Slave» paBHO «0»;

«2: Auto Increment Physical Write» — Begomoe ycTpoWcTBO yBenanumBaet
3HauveHve agpeca «Slave», 3anucbiBaeT AaHHble cebe, ecnn 3HayeHWe ajpeca
«Slave» paBHO «0»;

«3: Auto Increment Physical ReadWrite» — BejoMoe yCcTpoMCTBO yBENMYMBAET
3HaueHWe agpeca «Slave», 3anucbiBaeT AaHHble B AaTarpaMMmy u cebe, ecnu
3HaueHue agpeca «Slave» paBHO «0»;

«4: Configured address Physical Read» — BegomMoe ycTponcTBO 3anucbiBaeT
JaHHble B Jatarpammy, eciuM 3HayeHue agpeca «Slave» patarpamMmbl
COOTBETCTBYET aApecy/nceBAOHNMY 3TOrO YCTPONCTBA;

«5: Configured address Physical Write» — Begomoe ycTpolncTBO 3anucbiBaeTt
AaHHble cebe, ecnn 3HauyeHwe agpeca «Slave» paTtarpaMmbl COOTBETCTBYET
aApecy/nceBAOHNMY 3TOrO YCTPOMNCTBA;

«6: Configured address Physical ReadWrite» - Besgomoe ycTpouncTBO
3anucbiBaeT JaHHble B jaTtarpammy n cebe, ecivm 3HaueHuwe agpeca «Slave»
AaTarpaMmMbl COOTBETCTBYET aZpecy/NCeEBAOHMMY 3TOrO YCTPOMCTBA;

«7: Broadcast Read» — Bce BegoMble yCTPONCTBA 3anuCbIBarOT B AaTarpaMmy
«JIOTMYEeCKOe WAM» JaHHbIX CBOMX W JaTarpammbl, YBE/JMUYMBAKOT 3HaUeHune
agpeca «Slave»,

«8: Broadcast Write» — Bce BegoMble yCTPOMCTBA 3aNM1CbIBAtOT JaHHble cebe,
yBEJIMYMBALOT 3HaUeHue agpeca «Slave»;

«9: Broadcast ReadWrite» — Bce BefOMble YCTPOMCTBa 3anucCbiBatOT B
AatarpaMmy «JOrMYeckoe WAM» fAaHHbIX CBOWX W JaTarpamMMbl, 3amnucbiBatoT
AaHHble cebe, yBenn4ymBatoT 3HaueHne agpeca «Slave»,

«10: Logical Read» — BegoMoe yCTpOMCTBO 3anumcbiBaeT AaHHble B AaTarpammy,
eC/Iv 3HaueHue agpeca gatarpaMMbl COOTBETCTBYET JIOTMUYECKOMY aZpecy 3TOro
YyCTPOWCTBa;
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® «11: Logical Write» — BegoMoe yCTpOMCTBO 3anuncbiBaeT AaHHble cebe, ecnu
3HaueHne ajpeca JaTarpaMMbl COOTBETCTBYET JIOTMYECKOMY ajpecy 3TOro
YCTPOWCTBa;

® «12: Logical ReadWrite» — Begomoe yCTpOWCTBO 3anucbiBaeT JaHHble B
Aatarpammy un cebe, ecinm 3HayeHuWe agpeca Aatarpammbl COOTBETCTBYET
NIOrMYeCcKOMY aZpecy 3TOro YCTPOMNCTBa;

® «13: Auto Increment Physical Read Multiple Write» — Begomoe yctponctso
yBeNMUMBaEeT 3HauveHne agpeca «Slave», 3anucbiBaeT faHHble B AaTarpammy,
ecnn 3HaveHune agpeca «Slave» paBHO «0» 1 3anucbiBaeT AaHHble cebe, ecnu
3HauveHue agpeca «Slave» He paBHO «0»;

® «14: Configured address Physical Read Multiple Write»,
® «255: EXT»;
® «HacTtpoeHHOe nonb3oBaTesnem».

B none napametpa «Cmd» npu Bbibope 3HaueHUs «HacTpoeHHoe Mosb3oBaTeNEM»
AOMONHUTENBHO MOSBUTCA NapamMeTp:

® «3HaueHne Cmd» — BO3MOXHO yka3aTb uncio ot «0» go «255» nam ananasoH
yncen ot «0» o «255» Npu yctaHOBKe dpaaxkka HaNnpoTUB NapamMeTpa.

B none napametpa «Tun agpecauumn» BO3MOXHO BblbpaTh CieayroLime 3HaUYeHNs:
o «Jlornueckmnim»;
® «CoctaBHOW».

B none napametpa «Tun agpecauumn» npu Bbibope 3HaueHUs «COCTaBHOM» MOSABATCS
cnegyrole napameTpsbl:

® «3HaueHune aapeca Slave»;
® «3HaueHue agpeca Offset»;

B MoOJie KaXAoro M3 KOTOPbIX, BO3MOXHO yKa3aTb 4ncio oT «0» fo «65535» nan
AmanasoH yncen ot «0» o «65535» npw yctaHoBKe dnaxkka HaNpPoOTMB NapameTpa.

B none napameTtpa «3HaueHMe 10rM4YecKoro agpeca» BO3MOXHO yKa3aTb Uncio oT «0»
A0 «4294967295» nnn ananasoH uncen ot «0» o «4294967295» npu yctaHoBke diaxka
HanpoTMB NapameTpa.

B nonax napametpoe «lona peruncrpa 0x120», «[MMonsa perncrpa 0x130», «Monsa
pernctpa 0x200», «Mona perncrpa 0x300», «lMona perucrpa 0x502» n «lMonsa
perncrpoB 0x504-0x50E» BO3MO>XHO BbIbpaTh Crefytolime 3HaUeHNs:

o «Jlrobon»,

L «HaCTpOEHHOE noJsibdoBaTtesiemM».

137 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wi®&) INFOWATCH ARMA

B none napametpa «Mona perncrpa 0x120» npu BbibOpe 3HaueHUsA «HacTpoeHHoe
nosib30BaTenemM» AOMNOJHUTENbHO MOABATCA CAeAytolme napamMmeTpbl:

® «Peruncrp 0x120 sHaueHmne Ctrl»,
® «Peructp 0x120 Error ACK»;
® «Peruncrp 0x120 Id».

B none napametpa «Pernctp 0x120 3HaueHune Ctrl» BO3MOXHO ykazatb umcno ot «0»
A0 «65535» nam grnanasoH umcen ot «0» fo «65535» npun yctaHoBKe diaxka HaNpoOTUB
napameTtpa.

B nonax napametpoB «Perucrp 0x120 Error ACK» n «Peructp 0x120 Id» BO3MOXHO
BbIOpaTh ciegyrowme 3HaueHms:

o «Jlrobon»;
[ «True»;
o «False».

B none napametpa «Monsa perucrpa 0x130» npu BbibOpe 3HaueHUA «HacTpoeHHoe
noJsib30BaTenemM» AOMNOJHUTENbHO MOABATCA CAeAytoLlme napamMeTpbl:

® «Perucrp 0x130 3HaueHue Status»;
® «Peruncrp 0x130 Error»;
® «Perucrp 0x130 Id».

B none napametpa «Perucrp 0x130 3HaueHune Status» BO3MOXHO yKasaTb Uncno oT «0»
A0 «65535» nnn ananasoH uncen ot «0» o «65535» nNpun yctaHoBke dnaxkka HaNpPoTUB
napametpa.

B nonax napametpoB «Peructp 0x130 Error» u «Peructp 0x130 Id» BO3MOXHO
BbIOpaTh ciefyrolme 3HaueHus:

o «Jlrobon»;
[ J «True»;
o «False».

B none napametpa «Mona perncrpa 0x200» npu BbibOpe 3HaueHMA «HacTpoeHHoe
nosb3oBaTenemM» JOMNOJHUTENbHO NOABATCA CAeAytolne napamMeTpsbl:

® «Peructp 0x200 Latch»;

® «Peructp 0x200 Esk Status»;
® «Perncrp 0x200 Sm 0 IRQ»;
® «Perucrp 0x200 Sm 1 IRQ»;
® «Perucrp 0x200 Sm 2 IRQ»;
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«Perncrp 0x200 Sm 3 IRQ»;
«Perncrp 0x200 Sm 4 IRQ»;
«Permncrp 0x200 Sm 5 IRQ»;
«Perucrp 0x200 Sm 6 IRQ»;
«Perncrp 0x200 Sm 7 IRQ»;

B NMNoJie KaXXa0ro n3 KotopbiX, BO3SMO>XXHO Bbl6paTb caejgyruime sHadyeHunA:

o «Jlrobon»;
[ ] «True»;

o «False».

B none napametpa «Monsa perucrpa 0x300» npu BbibOpe 3HaueHUA «HacTpoeHHoe

noab3oBatenemM» AOMNONHUTENIbHO MOABATCA Caiejyrolwne napamMmeTpbl:

«Pernctp 0x300 3HaueHne CRC 0 Inv Frame»;
«Perucrp 0x300 3HaueHne CRC 1 Inv Frame»;
«Peructp 0x300 3HaueHue CRC 2 Inv Frame»;
«Peructp 0x300 3HaueHue CRC 3 Inv Frame»;
«Peructp 0x300 3HaueHue CRC 0 RX Error»,
«Perncrp 0x300 3HaueHune CRC 1 RX Error»;
«Peructp 0x300 3HaueHue CRC 2 RX Error»,
«Peructp 0x300 3HaueHue CRC 3 RX Error»,

B MOJIe KaXAOro W3 KOTOpPbIX, BO3MOXHO YyKa3aTb umcao oT «0» po «255» wmam
AmanasoH uncen ot «0» o «255» npu yctaHoBKe d1axkka HanpoT1B NnapameTpa.

B none napametpa «Mona perncrpa 0x502» npu BbibOpe 3HaueHUA «HacTpoeHHoe

noJib3oBatenemM» JOMNONHUTENBHO NOABATCA Caedyrowmne napamMeTpbl:
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«Perncrp 0x502 Write Access 1»;
«Perucrp 0x502 EEPROM Emul>;
«Perucrp 0x502 8 B Access»;
«Perncrp 0x502 2 B Access»;
«Perucrp 0x502 Read Access»;
«Perncrp 0x502 Write Access 2»,
«Perncrp 0x502 Reload Access»;

«Peructp 0x502 CRC Error»;

arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wi®&) INFOWATCH ARMA

® «Peructp 0x502 Load Error»;

® «Perncrp 0x502 Cmd Eror»;

® «Perncrp 0x502 Write Error»;

® «Perncrp 0x502 Busy»;

B MOJIe KaXZ0ro 13 KOTOpbIX, BO3MOXHO BblbpaTh cneayroLime 3HaYeHns:

o «Jlio6on»;
® «True»;
® «False».

B none napametrpa «[Monsa perucrpoB 0x502-0x50E» npu BbibOpe 3HaueHus
«HacTpoeHHOe noab3oBaTenem» AONONHUTENbHO NOABATCA CAeAytoLLMe napamMeTpbl:

® «3HaueHue perucrpa 0x504»,
® «3HaueHune perncrpa 0x506»,
® «3HaueHune perncrpa 0x508»,
® «3HaueHune perucrpa 0x50A»;
® «3HaueHue perucrpa 0x50C»;
® «3HauyeHune perucrpa 0x50E»;

B MoOJie KaXAoro M3 KOTOPbIX, BO3MOXHO yKa3aTb 4ncio oT «0» fo «65535» nan
AmanasoH yncen ot «0» fo «65535» npw yctaHoBKe dnaxkka HaNnpoTUB NapameTpa.

B none napametpa «Crpoka AaHHbIX B WeCTHaALaTepuyHoM ¢popmate» BO3MOXHO
yKa3aTb aHHble B WecTHaguatepuyHom ¢opmate, Hanpumep, «0A 94 FF C7».

B nose napameTpa «KomMmMyHMKaLMOHHBIV Npo¢ub» BO3MOXHO BblibpaTh cregytoLme
napameTpbl:

o «Jlrobon»;
o «ADS over EtherCAT».

B none napametpa «KoMmmyHMKauMOHHbIN Npoduab» Npu Bbibope 3HaueHusa «ADS
over EtherCAT» pononHutenbHO nosBUTCA nNapameTp «®PuabTpoBaTb Ha OCHOBe
NpoOTOKONa».

B none napametrpa «®unbTpoBaTb Ha OCHOBE MPOTOKOJIa» BO3MOXHO BblbpaTb
cnesyroLine napameTpbi:

® «Jlrob6ble nakeTbl NpPoOTOKO/1a»,

® «YKasaTb AONOJIHNUTEeIbHbI€ NapaMeTpbl».
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[Nna O3HaKOMJIEHMS C OMNUCaHMEM JOMOJHUTENbHO MOSBAAIOLLMXCA MapaMeTPoOB CM.
«llabnoH npotokosia ADS».

5.5.3.6 LWa6noH npotokona Fanuc FOCAS

Mpu co3zaHWMM NOAb30BaTENLCKOrO MpaBuia Ha OCHOBe wWabnoHa npoTtokosna Fanuc
FOCAS HeobxoanMMo 3ajaTb napamMeTpbl MPOTOKO/Aa, BblbpaB B MoJsie MnapameTpa
«®unbTpoBaTb Ha OCHOBE MPOTOKOJIa» 3HauyeHWe «YKaszaTb JAOMNOJHUTENbHbIE
napameTpbl».

Mpw BbIBOpe onunn «YkasaTb AOMONHUTENbHbIE NapaMeTpbl» NOSBUTCA NapameTp «Tun
coobueHna».

B none napametpa «Tun coobweHuns» BO3IMOXHO BblbpaTb CleAytoLine 3HaUeHUS:
® «OtcyrcTBYeT>;
® «3anpoc»;
o «OTBeT»;
o «KomaHpa».

B none napamerpa «Tun coobweHus» npu BblbOpe 3HayeHusa «3anpoc»
AOMNONHUTENBHO NOABATCA CeAytoLLne napamMeTpsl:

® «Twun 3anpoca»;

® «Jlo6aBUTb KOMaHAY>;
® «3HaueHne ARG1»;

® «3HaueHne ARG2»;

® «3HaueHne ARG3»;

® «3HaueHne ARG4»;

® «3HaueHne ARG5».

B nonax napametpoB «3HaueHue ARG1», «3HaueHue ARG2», «3HaueHue ARG3»,
«3HaueHne ARG4», «3HaueHue ARGS5» BO3MOXHO ykazatb umcno ot «0» go
«4294967295» B pecatTnuHom cucteme mam ot «0» po «FFFFFFFF» B WwecTtHagLaTepnyHom
cucteme AnbO ykasaTb AMana3oH Yncen npu yctaHoBke daaxkka HanpoTUB NapameTpa.

B none napametpa «Tun 3anpoca» BO3MOXHO Bbl6paTh CleAytoLme 3HaueHns:
o «Jliobon»;
® «3arpy3uTb NporpaMmmy»;
® «HaCTpOEHHoe noJjib3oBaTteJsieM».

B nosne napametpa «Tun 3anpoca» npu Bbibope 3HaueHus «3arpysvTb MporpaMmmy»
AOMONHUTENBHO MOABATCA CAeAytoLe napaMeTpsbi:
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® «Twun 3arpy>kaeMoil NporpaMmmMbl»;
o «[lyTb K Nporpamme».

B nonax napametpoB «Tun 3arpy>xaemMoi nporpammbil», «3HayeHMe 3anpoca»,
«3HaueHue KOMaHAbl», «Tun ckauMBaemMon MNpoOrpamMmbl», «3HaueHUe OTBeTa»,
«HauvanbHoe 3HauyeHMe ANArHOCTMYECKUX pAaHHbIX», «KoHeyHoe 3HaueHue
ANArHoCTUYECKNX pAaHHbIX», «0OceBoe 3HaueHMe [AUarHOCTUYECKUX [AaHHbIX»,
«Havano ureHua perucrtpa», «KoHen, uteHua perucrpa», «Tun NamMATU YTEHUA
perucrtpa», «TUn AaHHbIX UTEHUA Perucrpa» BO3MOXHO ykasaTb unmcno ot «0» go
«4294967295» B pecatnuHon cucteme maum ot «0» po «FFFFFFFF» B WwecTtHagLaTepnyHom
cncteme nbO ykasaTb AMana3oH Yncen npuw yctaHoske dnaxka HanpoTUB nNapameTpa.

Mpumeuanne:
PekomeHayeTCcA WCMoab30BaTb 3HayeHWs, COOTBETCTBYHOLIME YKa3aHHbIM B

6ubanotekax Fanuc FOCAS.

B none napametrpa «Tun 3anpoca» npu Bbibope 3HaueHus «HacTpoeHHoe
no/sb3oBaTeNEM» JOMONHUTEIbLHO MOSBUTCSA NapameTp «3HaueHune 3anpoca».

Mpwn yctaHoBKe dnaxka Ana napametpa «fiobaBUTb KOmMaHAy» AOMOJHUTENBHO
NOABATCA CNeAytoLMe napameTpbl:

® «Tun KOMaHAbI»;
e «[ytb go yaanaembix ¢pannos».
B none napameTpa «Tun KoMaHAbI» BO3MOXHO BblibpaTh CreaytoLine 3HaUeHNs:
® «OTtcyTcTBYyeT>,
® «JlnarHocTmyeckue AaHHblie»;
® «Cnucok nporpamm wam ¢pannos»;
® «Ypanutb ¢pann, nanky Nam nporpaMmmy>»;
® «YrteHme perucrpa»,
® «HacTtpoeHHOe nosb3oBaTesniem».

B none napaMeTpa «Tun KOMaHAbI» [pun Bbl60pe 3Ha4veHnA <<,ﬂ|I/IaFHOCTI/Il-IeCKI/Ie
AdHHbIE» AOMOJIHUTENIbHO NOABATCA CAeAyroLine napamMeTpbl:

® «HauanbHoOe 3HaueHMe ANarHoCTUUECKUX AaHHbIX>»;
® «KoHeuHoe 3HaueHue ANAarHOCTUUECKUX AAHHbIX»;
® «OceBoe 3HaueHUE ANArHOCTUUECKUX AAHHbIX».

B none napaMeTpa «Tuvn KOMaHAbI» Mpu BbI60pe 3HaueHuns «Cnucok nporpamMmMm miaun
c|)a|7u103» AONONHUTENBHO MOABUTCA NMapaMeTp «nyTb AO UNTAEMOro KaTaJziora».
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B none napametpa «Tun KomaHAbI» Npun BbIOOpe 3HaueHns «Yganutb dain, nanky nam
nporpaMmy» AOMNOJHUTENBHO NOsABUTCA NapameTp «MyTb Ao yaansembix ¢pannos».

B none napametpa «Tun KomaHAbl» MNpu Bbibope 3HauveHna «4YTeHue perncrpa»
AOMNONHUTENBHO MOABATCA CNefyroline napamMeTpsbl:

® «Hauvano uteHusa perucrpa»;

o «KoHel uTeHnsa perncrpa»;

® «Tun NamMATU YTEHUA pernucrTpa»;
® «Twun paHHbIX YTEHUA perncrpa».

B none napametpa «Tun KomMaHAbl» Mpu BblbOpe 3HayeHna «HacTpoeHHoe
noJib3oBaTenemM» AOMNOJHUTENbHO NOABUTCA NapaMeTp «3HaYeHMe KOMaHAbI».

B none napametpa «Tun coobuweHnsa» npu Bbibope 3HaveHns «OTBET» AOMNONHUTENBHO
nosBuUTCA NapameTp «Tun oTBeTa».

B none napameTtpa «Tun oTBeTa» BO3IMOXHO BblbpaTh CeAytoLLe 3HaUEHMS:
® «Jlrobon»,
® «CkauyaTb nporpammy»;
® «HacTtpoeHHOe nosb3oBaTenem».

B none napametrpa «Tun otBeTa» npu Bbibope 3HauyeHusa «CkayaTb Mporpammy»
AOMNONHUTENbHO MOABATCA CAeAytoLLMe NnapaMeTpbi:

® «Tun ckaumBaemMou NporpamMmmbi»,
® «[lyTb K nporpamme>.

B none napametrpa «Tun oTtBeTa» npu BblbOpe 3HauyeHuMsa «HacTpoeHHoe
No/ib30BaTeNeM» AOMNOJHUTENBHO NOSBUTCA NapaMeTp «3HaueHue oTBeTa».

B none napamerpa «Tun coobweHus» npu Bblbope 3HaueHns «KomaHpa»
AOMNONHUTENBHO NOABATCA CeAyroLLne napamMeTpsl:

® «Tun KOMaHAbI»;
® «3HauyeHne KOMaHAbI».
5.5.3.7 WWa6noH npotokona GOOSE

MNpu co3gaHMyM MNO/Nb30BATENbCKOrO MpaBWaa Ha OCHOBe LWab/soHa MPOMBbILWIEHHOro
npotokona GOOSE HeobxoanMMo 3ajaTb MNapameTpbl MPOTOKOAa, BbibpaB B none
napametpa «®uabTpoBaTb Ha OCHOBE MPOTOKONA» 3HauyeHwe «YKasaTb
AOMNONAHUTENbHbIE MAapaMeTpbl».

Mpu BbIGOpPEe onuumn «YKasaTb AOMONHUTE/bHbIE MapamMeTpbl» MOABATCA Caejyroline
napamMeTpbl, 3HaYEHNA KOTOPbIX AOJXKHbI cogep>kaTtb He 6bonee 150 cMmMBONOB:
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«APPID»;

«Dataset»;

«GoCBRef»;

«GolD»;

«flenbTa CeKyHA»;

«flenbTa HaHOCEKYHA»;
«[pepycraHoB/eHHaA AaTa N Bpemsa»;

«MpeaycTaHOB/IEHHbIE HAHOCEKYHAbI.

ARMA FW nponyckaeT nakeTbl npombiwaeHHoro npotokosa GOOSE Tonbko B

peXxvMe CETEBOIO MOCTA, KOTOPbI HEOBXOAMMO HACTPOUTL Nepes MPOBEPKON (CM.

«[1pnMep HACTPOMKM CETEBOrO MOCTa»).

5.5.3.7.1 Mpumep co3pgaHua npasmna COB

Heobxoanmo co3patb nonb3oBaTesnbckoe npaBuao (cM. «CoszaHuve npasuna COB») co
cnefyroLWMMM napaMmeTpamu:

«BkAounTb» — G1aXOK YCTaHOBAEH;
«3aronoBok» — «DREADED CANADIAN GOOSE»;
«Acnonb3oBatb wabaoH» — «GOOSE»;
«[lenictBue» — «[peaynpeants (Alert)»;
«CoobweHue» — «<DREADED CANADIAN GOOSE»;

«®unbTpoBaTb Ha OCHOBE MNpoToKona» — «YKasaTb [JOMOJHUTENbHbIE
napameTpbl»;

«Dataset» — «[5]».

OcTtanbHble napamMeTpbl HeO6XOAI/IMO OCTaBUTb MO YMOAYAHWIO W HaXaTb KHOTIKY

«COXpaHUTb», a 3aTeM KHOMKY «[MMPUMEHUTb U3MeHeHUsA».

5.5.3.7.2 NpoBepka cozpaHHoro npasuaa COB

Ans npoBepkn cpabaTbiBaHUA MNO/Nb30BATENbCKOrO MpPaBWia Ha OCHOBe LWabaoHa
npotokona GOOSE Ha lK «Server» n «Client» gosxHO 6biTb yctaHoBaeHo 1O «IED
Explorer».

ﬂOpﬂAOK npoBepKn Cpa6aTbIBaHI/IFI NONb30BaTE/IbCKUNX MpaBun:

1. Ha MK «Client» 3anyctute MO «IED Explorer» n BbinoaHuts noakntoveHune k MK

«Server».
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2. Haxartb kHonky «GooseExplorer», t BblNaatoLLLeM CrncKe BbibpaTb UCMOb3YEMYHO

CeTeBYHO KapTy M HaXaTb KHOMKY «  » (cM. PucyHok — Hactpowka MO «IED Explorer»
Ha K «Client»).

[E] 1ED Explorer 0.79m Exp SCL Server & GOOSE - O X
P 192.168.1.200 + [/] Auto Restart Read Values With Spec 5 | SCLFiles [ ~ = GooseSender Logging level: Information - & -
ledTreeView = Bt a " ledDataView ReportsView Poll View CaptureView -
IED View (MMS)  |EC View (51850) P @ [01: Intel(R) 82574L Gigabit Network Connectis ~| Found IEDs: 0 | | GoosesRevd: 0
Name Type Al
< >
Select data in TreeView

LogView =
Info

[21.11.2024 14:40:45 865] Information: Starting main program ...
[21.11.2024 14:40:45.534] Information: Verbosity selected: Information

PucyHok — Hacmpodika O «IED Explorer» Ha 1K «Client»

3. Ha lMK «Server» 3anyctutb NO «IED Explorer» n HaxaTb kHOMNKy «GooseSender», B

BbiMadarowem Cnmcke Bbl6paTb NCNoNb3yeMyHro CETEBYHO KapTy U HaXXaTb KHOMKY « 4

»,

4. HaxaTb KHOMKY « ‘%'», B nosie «AppID» nocraBuTb 3HaueHne «5» 1 HaXaTb KHOMKY
«Send 1x» (cM. PucyHok — Hactpovika MO «IED Explorer» Ha 1K «Server»).
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[E] 1ED Explorer 0.79m Exp SCL Server & GOOSE - O *
2 192.168.1.200 ~ [4] Auto Restart [/] Read Values [/] With Spec 5 | SCLFiles [ = = GooseSender Logging level: -6 -
ledTreeView - 3 ledDataView ReportsWiew Poll View CaptureView m—v
IED View (MM3) |EC View (51850) b @ |01:Intel(R) 82574L Gigabit Network Connecti v| Gooses Managment | a5 | (& (@ (% | &
Goose :
Parameters: Ethemet:
ApplD: 5 z sthum: [1 2|0 ScMac:
TTL: 2M8 |5 Sqhum |0 =[] DstMac:
GolD:  [LLNOSDataSet1 | cfgRev [0 +] [ VLAN Tag Enabled
DatSet: [LLNOSDataSet] | Tt [Fame ] oy | :
GoCBRef: [LLNDSDataSet 1 | NosCom: [Fage —| PO
Time:  [2024-11-2114:50:29.82082 | Data: Edt_ viD: 0 :
SEIEE | Close Run
LogView : a

Info

[21.11.2024 14:40:55.169] Information: Starting main program ...

[21.11.2024 14:40:55.261] Information: Verbosity selected: Information

PucyHok — Hacmpotika 10O «IED Explorer» Ha 1K «Server»

5. Pe3ynbtaTtoM ycnewHoro cpabatbiBaHMs npaBuna 6yseT nosBieHWe cobbITUA B
nogpasgene npeaynpexaeHmn COB  («O6Hapy)keHue  BTOpPXXEHUA» -

«Mpeaynpexaenunsa (Alerts)»), B getanbHON MHGOPMaLMK KOTOPbIX NPUCYTCTBYET
3HaueHune, yKka3aHHoe B NapamMeTpe «3aro/IoBOK»:

® «DREADED CANADIAN GOOSE» (cm. PucyHok — [leTanbHaa WHGOpMaLMA.

GOQOSE).
.
BpeMeHHan MeTKa 2024-11-21T15:51:11.242151+0300
NpegynpeanTs (Alert) DREADED CANADIAN GOOSE
WpeHTudukaTop 429496728

npegynpexaeHun (alert)

Afjpec UCTOMHUKA 02:12:34:56:71:02
Afnpec HazHa4YeHuA 01:0c:cd:01:00:32
WHTepdeic WAN
HacTpoeHHoe geicTene BrntoyeH
MNpeaynpeanTs (Alert) -

33KpbITh

PucyHok — lemaneHas uHgpopmayus. GOOSE
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5.5.3.8 LWa6noH npotokona IEC 104

Mpu co3gaHMyM MNONb30BATENbCKOrO MpaBWaa Ha OCHOBe LWab/soHa MPOMBbILIEHHOro
npotokona IEC 104 Heobxoammo 3ajaTb MNapamMeTpbl MPOTOKOAA, BbibpaB B nose
napamerpa «®uabTpoBaTb Ha OCHOBE MNPOTOKO/NAa» 3HayeHWe  «YkasaTb
AOMNONHUTENbHbIE MapaMeTpbl».

Mpwn BblIbOpe onuun «YKasaTb AOMNOJHWUTENbHbIE MapaMeTpbl» MOABUTCA MapamMeTp
«®YHKLNA NPUNOXKEHUA», B KOTOPOM JOCTYNMHO ABa TMMNa nakerta:

® «ASDU» — 610K faHHbIX MPUKALHOTO YPOBHS;

® «APCI» — ynpasnatowas nHGopMaLumna NPUKIaZHOrO YPOBHSA, BKAHOYAOLWMIA B
Kaxabi 3aronoBok APCl Takve MapKMpOBOYUHbIE 3/IEMEHTbI, Kak CTAapTOBbIM
CUMBOA 1 YKa3zaHune aanHbl ASDU BmecTe ¢ nonem yrnpasieHus.

MNpwn Bbibope onuun «ASDU (610K AaHHbIX NPUKAaZHOTO YPOBHA)» MOABATCA
ciegyroLine napameTpbi:

® «RX»;

0 «TX»;

® «Tun ASDU»;

® «ASDU COT (npunuuHa nepegaumn)>»,

® «AD ycnosue»,

® «AD (ASDU appec)»;

® «lOA (appec o6bekTa HpopmaLun)»;
® «Twun obbekTa»;

® «WNuBeptuposatb |IOA 3HaueHune»;

® «|OA 3HaueHue»;

«Trn npoBepKu».

[lnana3oH pa3peLléHHbIX BXOAALLMX N UCXOAALLMX MaKeTOB HeOH6X0AMMO yKa3aTb B MOAAX
napameTpoB «RX» 1 «TX» cOOTBETCTBEHHO.

B none napametpa «Tun ASDU» agocTynHbl cneaytowme Tmnel ASDU:
o «Jlrobon»;

® «1: M_SP_NA_1 (Single-point information)» - ogHO3nemeHTHas
NHPopMaLms;

® «2:M_SP_TA_1 (Single-point information with time tag)» — ogHo31emeHTHas
MHPOpPMaLMA C METKON BPEMEHU;
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«3: M_DP_NA_1 (Double-point information)» - aByxanemeHTHas
nHdopmaums;

«4: M_DP_TA_1 (Double-point information with time tag)» -
ABYX3/1E€MEHTHasA MHPOpPMaLMa C METKON BPEMEH;

«5: M_ST_NA_1 (Step position information)» — nHdopmauma o nonoxeHun
oTnaek;

«6: M_ST_TA_1 (Step position information with time tag)» — nndopmauyus o
MOJIOXKEHNM OTNaeK C METKOW BPEMEHY;

«7: M_BO_NA_1 (Bitstring of 32 bit)» — ctpoka 13 32 6uTOB;

«8: M_BO_TA_1 (Bitstring of 32 bit with time tag)» — ctpoka 13 32 6utos ¢
METKOM BpPEMEHM;

«9: M_ME_NA_1 (Measured value, normalised value)» - 3HaueHune
N3MepPSAEMON BENNUNHBI, HOPMaIM30BAHHOE 3HAUEHWE;

«10: M_ME_TA_1 (Measured value, normalised value with time tag)» —
3HaUeHne W3MepPsEeMON BeANUNHbI, HOPMANM30BaHHOE 3HA4YeHWe C MEeTKOW
BPEeMeHU;

«11: M_ME_NB_1 (Measured value, scaled value)» — 3HaueHne nsmepsemon
BEJIMUMHBI, MacLUTabMPOBaHHOE 3HaUYEHME;

«12: M_ME_TB_1 (Measured value, scaled value with time tag)» — 3HaueHune
N3MEePSEMON BEANYMHBI, MacLUTabUPOBAHHOE 3HaYEHME C METKOWN BPEMEHN;

«13: M_ME_NC_1 (Measured value, short floating point number)» -
3HaueHne M3MepPseMOol BeJINYMHbBI, KOPOTKMUIA GOopMaT C NaaBatoLent 3anaToum;

«14: M_ME_TC_1 (Measured value, short floating point number with time
tag)» — 3HaueHVe n3MepAeMon BeNnUMHbI, KOPOTKMM dopmaT C naaBatoLLen
3anATON, C METKOW BPEMEHY;

«15: M_IT_NA_1 (Integrated totals)» — nHterpanbHbie cymmbi;

«16: M_IT_TA_1 (Integrated totals with time tag)» — nHTerpasbHbie cymmsl ¢
MeTKOW BPEMEHM;

«17: M_EP_TA_1 (Event of protection equipment with time tag)» -
MHPOpMaLma 0 paboTe pesleMHOM 3anTbl C METKOW BPEMEHW;

«18: M_EP_TB_1 (Packed start events of protection equipment with time
tag)» — ynakoBaHHas WHPoOpMauus O cpabaTbiBaHUWU MYCKOBbIX OPraHoOB
3aLUNTbI C METKOW BPeMeHU;
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«19: M_EP_TC_1 (Packed output circuit information of protection
equipment with time tag)» — ynakoBaHHasa nHdopmauns o cpabatbiBaHUMU
BbIXOAHbIX Lienen 3aLinTbl C METKON BPEMEH;

«20: M_PS_NA_1 (Packed single point information with status change
detection)» — ynakoBaHHas OoAHO3/eMeHTHasA MHGOPMaLMA C ONpeseseHNEM
M3MEHEHWS COCTOSIHNS;

«21: M_ME_ND_1 (Measured value, normalized value without quality
descriptor)» - 3HaueHVe W3MepPAEMOWN BENMUYMHBI, HOPMaJN30BaHHOE
3HaueHwue 6e3 onucatens KayecTBa;

«30: M_SP_TB_1 (Single-point information with time tag CP56Time2a)» —
OAHO31eMeHTHasa nHGopmaLma ¢ MeTkon BpeMeHn «CP56time2ax;

«31: M_DP_TB_1 (Double-point information with time tag CP56Time2a)» —
ABYX3neMeHTHas MHopMauus ¢ meTkon BpemeHun «CP56time2a»;

«32: M_ST_TB_1 (Step position information with time tag CP56Time2a)» —
MHGOPMaLMA O MONOXKEHNN OTNaek C MeTkon BpeMeHn «CP56time2ax;

«33: M_BO_TB_1 (Bitstring of 32 bit with time tag CP56Time2a)» — cTpoka
n3 32 6utoB c MeTkou BpeMeHn «CP56time2a»;

«34: M_ME_TD_1 (Measured value, normalized value with tag
CP56Time2a)» — 3HauyeHVe W3MEPSAEMOWN BENUNYUYUHbI, HOPMaAN30BaHHOE
3HayeHue c meTkon BpemeHn «CP56time2a»;

«35: M_ME_TE_1 (Measured value, scaled value with tag CP56Time2a)» —
3HaueHne M3MepPsSeEMON BesIMUYMHbI, MaclTabMpoBaHHOE 3HauyeHWe C MeTKOW
BpeMeHu «CP56time2a»;

«36: M_ME_TF_1 (Measured value, short floating point number with time
tag CP56Time2a)» — 3HaueHVe M3MepPAEMOWN BENNUNHBI, KOPOTKUI dopmar C
nnaBaroLLLer 3anaTon ¢ meTkou BpemeHn «CP56time2a;

«37: M_IT_.TB 1 (Integrated totals with time tag CP56Time2a)» -
WHTEerpasbHaa cymMMa ¢ MeTkon BpeMeHun «CP56time2a»;

«38: M_EP_TD_1 (Event of protection equipment with time tag
CP56Time2a)» — nHdopmaums o paboTe penenHour 3aLmTbl C METKOW BPEMEHMU
«CP56time2a»;

«39: M_EP_TE_1 (Packed start events of protection equipment with time tag
CP56Time2a)» - ynakoBaHHas WHbOpMauus O cpabaTbiBaHUN MYCKOBbIX
OpraHoB 3aLuTbl C MeTkou BpemeHu «CP56time2a»;
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«40: M_EP_TF_1 (Packed output circuit information of protection
equipment with time tag CP56Time2a)» — ynakoBaHHas nHpopmauunsa o
cpabaTbiBaHUN BbIXOAHbIX Lienen 3alnTbl ¢ MeTkon BpeMeHu «CP56time2ax»;

«45: C_SC_NA_1 (Single command)» — ogHO3/1eMeHTHaa KOMaHZAa;
«46: C_DC_NA_1 (Double command)» — aByx3aneMeHTHas KOMaHAa;

«47: C_RC_NA_1 (Regulating step command)» - komaHga nowaroBoro
peryanpoBaHus;

«48: C_SE_NA_1 (Set-point Command, normalized value)» - komaHaa
YCTaHOBKM, HOPMa/In30BaHHOE 3HaYEHME;

«49: C_SE_NB_1 (Set-point Command, scaled value)» — komaHga ycTaHOBKMY,
MacLITabMpoBaHHOE 3HAYEHWE;

«50: C_SE_NC_1 (Set-point Command, short floating point number)»
KOMaHAa YCTaHOBKW, KOPOTKOE YUNCNO C MaaBatoLLer 3ansaTou;

«51: C_BO_NA_1 (Bitstring 32 bit command)» — ctpoka n3 32 6uTOB;

«58: CSCTA_1 (Single command with tag CP56Time2a)»
OAHO3/IEMEHTHas KOMaHAa C MeTKoM BpemeHn «CP56time2ax;

«59: C_DCTA 1 (Double command with tag CP56Time2a)»
ABYX3/IEMEHTHasA KOMaHza C MeTkon BpeMeHu «CP56time2a»;

«60: C_RC_TA_1 (Regulating step command with tag CP56Time2a)»
KOMaHZa noLuaroBOro peryampoBaHuns ¢ metkou BpemeHn «CP56time2a»;

«61: C_SE_TA_1 (Measured value, normalized value command with tag
CP56Time2a)» — KOMaHAa YCTaHOBKW, HOPMasM30BaHHOE 3HaUYEHNE C METKOW
BpeMeHun «CP56time2a»;

«62: C_SE_TB_1 (Measured value, scaled value command with tag
CP56Time2a)» — KOMaHa YCTaHOBKW, MaclITabupoBaHHOE 3HaueHMe C METKOWN
BpeMeHun «CP56time2a»;

«63: C_SE_TC_1 (Measured value, short floating point number command
with time tag CP56Time2a)» — kOMaHAa yCTaHOBKM, KOPOTKOE 4MCIO C
NaBaroLLLer 3anaTon ¢ MeTkon BpemeHn «CP56time2a;

«64: C_BO_TA_1 (Bitstring 32 bit command with time tag CP56Time2a)» —
cTpoka 13 32 6uToB € MeTkoM BpemeHn «CP56time2ax;

«70: M_EI_NA_1 (End of initialisation)» — koHeL, MHUUMann3auny;
«100: C_IC_NA_1 (Interrogation command)» — komaHga onpoca;

«101: C_CI_NA_1 (Counter interrogation command)» - komaHza onpoca
CUETUMKS;
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«102: C_RD_NA_1 (Read command)» — koMaHJa CUMTbIBAHUS;

«103: C_CS_NA 1 (Clock synchronisation command)» - komaHga
CUHXPOHM3ALNN BPEMEHN;

«104: C_TS_NA_1 (Test command)» — KOMaHJa TECTUPOBAHUS;

«105: C_RP_NA_1 (Reset process command)» — KkOMaH/a yCTaHOBKM NpoLiecca
B MICXO4HOE COCTOSHME;

«106: C_CD_NA_1 (C_CD_NA_1 Delay acquisition command)» — komaHga
3a4EeP>XKKN NONYyYEHUS;

«107: C_TS_TA_1 (Test command with time tag CP56Time2a)» — komaHAa
TeCTUPOBaHNA C MeTKOW BpemMeHn «CP56time2a»;

«110: P_ME_NA_1 (Parameter of measured values, normalized value)» —
napameTp U3MepPSAeMON BENUYNHbI, HOPMaNM30BaHHOE 3HAUEHME;

«111: P_ME_NB_1 (Parameter of measured values, scaled value» — napametp
N3MepPSAEMON BENNUMNHBI, MaclUTabMpPOBaHHOE 3HAUYEHME,

«112: P_ME_NC_1 (Parameter of measured value, short floating point
number)» - napameTp wn3MepseMON BENNUUHBI, KOPOTKUN dopmaT C
naaBatoLler 3anaTou;

«113: P_AC_NA_1 (Parameter activation)» — napameTp aktnsayuy;
«120: F_FR_NA_1 (File ready)» — davin rotos;
«121: F_SR_NA_1 (Section ready)» — cekuyus rotosa;

«122: F_SC_NA_1 (Call directory, select file, call file, call section)» — Bbiz0B
ANpeKTopuK, BoIbop dalina, BbI3oB dalina, BbI3OB CeKLmY;

«123: F_LS_NA_1 (Last section, last segment)» — nocneaHas cekuus,
NOCNeAHUN CETMEHT;

«124: F_AF_NA_1 (ACK file, ACK section)» — noateepxaeHune danna,
NOATBEPXAEHME CEKLINY;

«125: F_SG_NA_1 (Segment)» — cermeHr;
«126: F_DR_TA_1 (Directory)» — anpekropus;
«127: F_SC_NB_1 (QueryLog, request archive file)» — apx1s 3anpocos.

B none napametpa «<ASDU COT (npunumnHa nepepaum)» JOCTYMHbI CAefyrolme NpUYmHbI

nepejadu:
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«2:COT_BACKGROUND (Background scan:)»;
«3:COT_SPONTAN (Spontaneous data)»;

«4:COT_INIT (End of initialization)»;

«5:COT_REQ (Read request)»;

«6:COT_ACT (Command activation)»;

«7:COT_ACT_CON (Confirmation of command activation)»;
«8:COT_DEACT (Command abortion)»;
«9:COT_DEACT_CON (Confirmation of command abortion)»;
«10:COT_ACT_TERM (Termination of command activation)»;
«11:COT_RETREM (Response due to remote command)»;
«12:COT_RETLOC (Response due to local command)»;
«13:COT _FILE (File access)»;

«14:COT_14»;

«15:COT_15»;

«16:COT_16»;

«17:COT_17>;

«18:COT_18»;

«19:COT_19»;

«20:COT_INROGEN (Station query (general))»;
«21:COT_INRO1 (Station query for group 1)»;
«22:COT_INRO2 (Station query for group 2)»;
«23:COT_INRO3 (Station query for group 3)»;
«24:COT_INRO4 (Station query for group 4)»;
«25:COT_INROS5 (Station query for group 5)»;
«26:COT_INROG6 (Station query for group 6)»;
«27:COT_INRO7 (Station query for group 7)»;
«28:COT_INROS (Station query for group 8)»;
«29:COT_INRO9 (Station query for group 9)»;
«30:COT_INRO10 (Station query for group 10)»;
«31:COT_INRO11 (Station query for group 11)»;
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® «32:COT_INRO12 (Station query for group 12)»;
® «33:COT_INRO13 (Station query for group 13)»;
® «34:COT_INRO14 (Station query for group 14)»;
® «35:COT_INRO15 (Station query for group 15)»;
® «36:COT_INRO16 (Station query for group 16)»;
® «37:COT_REQCOGEN (Counter query (general))»;
® «38:COT_REQCO1 (Counter query for group 1)»;
® «39:COT_REQCO2 (Counter query for group 2)»;
® «40:COT_REQCO3 (Counter query for group 3)»;
® «41:COT_REQCO4 (Counter query for group 4)»;
® «42:COT_42»,

® «43:COT_43»;

® «44:COT_UNKNOWN_TYPE (Unknown type)»;

® «45:COT_UNKNOWN_CAUSE (Unknown cause of transfer)»;

o «46:COT_ UNKNOWN_ASDU ADDRESS (Unknown common ASDU
address)»;

® «47:COT_UNKNOWN_OBJECT_ADDRESS (Unknown object address)»;
® «48:COT _48»;
® «49:COT_49»;
® «50:COT 50»;
® «51:COT 51»;
® «52:COT_52»;
® «53:COT 53»;
® «54:COT_54»;
® «55:COT_55»;
® «56:COT_56»;
® «57:COT 57»;
® «58:COT_58»;
® «59:COT_59»;
® «60:COT_60»;
® «61:COT_61»;

153 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wi®&) INFOWATCH ARMA

® «62:COT 62»;
® «63:COT 63».
B none napametpa «AD ycnoBue» f0OCTyMHbI Caesyrolme yCaoBuUS:
® «PaBHO»;
® «bosnblie yem»;
® «MeHblue yem»;
® «OtpuuaHune»;
® «[Mo6butoBoe N».

B none napametpa «AD (ASDU aapec)» BO3MOXHO yKa3aHWe 3Ha4yeHus B AnanasoHe oT
«0» po «65535».

B none napametrpa «lOA (appec ob6bekta MHPOpMauLUM)» BO3MOXHO YyKasaHWe
OTPULATENBHbIX MW NMONOXNTENbHbIX 3HAUEHWN.

B none napametpa «Tun obbekTa» AOCTYMNHbI CleAytoLMe 3HaYEHUSA:
® «HeTMnNM3npoBaHHbLIN»;
® «TUNU3NPOBaHHbIN».

MNpn yctaHoBke @naaxka pna napametrpa «WMuBeptuposatb IOA 3HaueHue»
AononHutenbHo nossutca napameTp «MuBepTupyemoe I0A 3HaueHue».

B none napametrpa «WHBepTMpyemoe IOA 3HaueHMe» BO3MOXHO YKa3aHue
OTPULLATENBHOIO WM MOAOXUTENBHOIO 3HaYEHMA.

Mpwn BbiGOpe B nose napameTrpa «Tun ASDU» 3HaueHun «9: M_ME_NA_1 (Measured
value, normalised value)», «10: M_ME_TA_1 (Measured value, normalised value with time
tag)», «13: M_ME_NC_1 (Measured value, short floating point number)», «14: M_ME_TC_1
(Measured value, short floating point number with time tag)», «34: M_ME_TD_1
(Measured value, normalized value with tag CP56Time2a)», «36: M_ME_TF_1 (Measured
value, short floating point number with time tag CP56Time2a)», «48: C_SE_NA_1 (Set-
point Command, normalized value)», «50: C_SE_NC_1 (Set-point Command, short floating
point number)», «61: C_SE_TA_1 (Measured value, normalized value command with tag
CP56Time2a)», «63: C_SE_TC_1 (Measured value, short floating point number command
with time tag CP56Time2a)», «110: P_ME_NA_1 (Parameter of measured values,
normalized value)», «112: P_ME_NC_1 (Parameter of measured value, short floating point
number)» 1 BbibOpe B nose napameTpa «Tun o6bekTra»  3HaueHus
«HeTMNnanpoBaHHbIN» AONONAHUTENBHO MNOABUTCA MapameTp «BewecrBeHHoe [0A
3HauyeHue», a B C/lyyae yCTaHOBAEHHOro dnaxka ana napameTtpa «MiHBepTtuposatb I0A
3HaueHme» NoaBuTCcA napameTp «BewecreeHHoe uHBepTpyemoe IOA 3HaueHune».

B none napaMmeTpa «Tun npoBepKu» AOCTYMHbI ciedyroune 3Ha4YeHNA:
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«OTCcyTCTBYET>;

«CHECK_ANY (no kpaiiHei mepe oaumH u3 naketoB |EC coorBeTcTBYyeT

curHartype)»;

«CHECK_ONLY (Bce naketbl IEC cooTBeTCTBYIOT CUTHaType)».

Mpwn BbibOpe B nosne napametpa «Tun ob6bekra» 3HauYeHVA «TUMU3MPOBAHHbBIV»

AONMONHUTENBHO NMNOABUTCA MapaMeTp «Tun».

B none napametpa «Tun» AOCTYMHbI CheaytoLlme 3HaYeHus:

® «SIQ - OpgHo3N1emMeHTHaa nHPoOpMaLUA C onucaTesieM KayecTBa»;
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«QDS - Onucarenb KauecTBa (OTAe/IbHbIA 6alT)»;
«SP_QDS - ®unbtpyet SIQ»;
«DP_QDS - ®unbtpyet DIQ»;

«QDP - Onucatenb KauvectBa Ansa coobuieHuns o paborte peneitHom

3aLMUTbI»;
«SEP - OguHOUYHOe cobbiTue peseHOM 3aLlUTbl»;
«OCl - Unpopmaumsa 0 BbIXOAHBIX LLeNAX>»;
«SINGLE_CMD - ®unbrpyer SCO»;
«DOUBLE_CMD - ®unbtpyetr DCO, RCO»;

«QLF - ®unbtpyetr QOS»;

«QLF_COUNTER - ®dunbtpyer QCC»;
«QLF_MEASURED - ®unbtpyet QPB»;

«CP16TIME - ®unbtpyert time_elapsed, delay»;
«CP24TIME - ®unbrpyert time»;

«CP56TIME - ®unbTtpyert time»;
«CP56TIME_BEGIN - ®unbtpyet time_begin»;
«CP56TIME_END - ®unbtpyert time_end>»;

«VTI - ®unbrpyer VTI»,

«COI - Dunbrpyet COI»;

«FILE - ®unbrpyer NOF, section_name, SOF, CHS, FRQ, SRQ, SCQ, LSQ,

AFQ»;
«SEP_SINGLE - ®unbtpyet SEP>.
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Mpu BbIbOpe B Nosie NapameTpa «Tun» 3HaueHus «SIQ - OgHoanemeHTHas nHGopmMaums

C onucatenem Kayectsa» AOMNOJAHUTENIbHO NOABATCA NapameTpbl «SIQ ycnoBue» n «SIQ

3HaAYeHune».

B nonsx napameTtpoB «SIQ ycnoBue», «QDP ycnosue», «SEP ycnoBue», «OCI
ycnoBue» JOCTYMHbI CIefytoLLMe 3HaYeHWA:

«PaBHO»;
«bonblue yem»;
«MeHblLUe yem»;
«OTpnLaHmne»,

«Mo6butoBoe N».

B none napametpa «SIQ 3HaueHue» JOCTYyMHbl CeAyoLMe 3HaUYEeHUS:

«SPI»;
«BL»;
«SB»;
«NT»;
«IV>».

MNpwn BbibOpe B none napameTpa «Tun» 3HauveHua «QDS - Onwucatenb kayecTBa
(OTAEeNbHbIN 6aWT)» AOMONHUTENBHO NOABUTCA NapameTp «QDS 3HaueHune».

B none napametpa «QDS 3HaueHue» AOCTYMHbI CleaytoLine 3HaYeHUs:

«OV>»;
«BL»;
«SB»;
«NT»;
«IV>».

MNpwn BbIGOpe B nose napametpa «Tun» 3HauveHuna «SP_QDS - ®unbtpyer SIQ»
AONONHUTENBHO NosaBuTCcA NapamMeTp «SP_QDS 3HaueHue».

B none napametpa «SP_QDS 3HaueHue» JOCTYMNHbI CeAytoLlme 3HauYeHums:
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«SP>»;
«BL»;
«SB»;
«NT»;
«|V».
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Mpu Bbibope B none napametpa «Tum» 3HauveHus «DP_QDS - Ouabtpyer DIQ»
AononHUTenbHo nosasAtca napameTpol «DP_QDS 3HaueHue» n «<DP_QDS DP 3HaueHue».

B none napametpa «DP_QDS 3HaueHue» AOCTYMNHbI CaefytoLline 3Ha4YeHus:
[ ] «BI_»;
[ ] «SB»;
® «NT»;
o «|V».

B none napametpa «DP_QDS DP 3HaueHue» BO3MOXHO yKa3aTb Yncno oT «0» fo «3»
WAn AnanasoH yncen ot «0» Ao «3» npwu yctaHoBKe daxkka HanpoTMB NapameTpa.

Mpwn BbibOpe B nosne napametpa «Tun» 3HauyeHuns «QDP - Onucatenb kayectBa AnA
coobuieHns o paboTte penenHon 3aLnTbl» AOMNOAHUTENBHO NOABATCA NapaMeTpbl «QDP
ycnosue» 11 «QDP 3HaueHme».

B nonax napametpoB «QDP 3HaueHue» 1 «SEP 3HaueHue» JOCTYnNHbl caegyrouime
3HaYeHuA:

o «El»;
® «BL»;
® «S B»,'
[ ) «NT»;
o «|V».

Mpwn BbIGOPE B Nosie napameTpa «Tun» 3HaveHnsa «SEP - OgnHouHoe cobbiTne penenHomn
3alnTbl» JOMOJIHUTENbHO rnoaBaTca napameTpbl «SEP ycnoBue», «SEP ES» u «SEP
3HaueHue».

B none napametpa «SEP ES» foCTynHbI ciegytolime 3HaueHns:
® «0 - not used»;
® «1 - disabled»;
® «2 - enabled»;
® «3 - not used».

Mpu BbibOpe B none napametpa «Tum» 3HaveHns «OCI - VIHbopmauma O BbIXOAHbIX
Lenax» JONOAHUTENbHO nosasAaTca napameTpbl «OCl yenosue» 1 «OCI 3HaueHune».

B none napametpa «OCI 3HaueHune» JOCTYMHbI Ciefyrowme 3HaueHus:
[ ) «CL3»;
® «CL2»;
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o «CL‘I»;
o «GC».

Mpwn BbibOpe B nosie napametpa «Tun» 3HaveHUA «SINGLE_CMD - ®uabtpyer SCO»
pononHutensHo noseatca napameTpbl «SINGLE_CMD ST 3HaueHue», «SINGLE_CMD
QL 3HaueHue» n «SINGLE_CMD 3HaueHue».

B none napametpa «SINGLE_CMD ST 3HaueHMe» BO3MOXHO YyKa3aTb Unciao ot «0» ao
«3» nan gmanasoH uncen ot «0» a0 «3» Npu ycTaHoBKe daxKka HaNnpoTuB napameTpa.

B none napametpa «SINGLE_CMD QL 3HaueHue» BO3MOXHO yKasaTb 4ncio ot «0» fo
«31» nnm grnanasoH umcen ot «0» fo «31» Npun ycTtaHOBKe daaxkka HaNnpPoTUB NapameTpa.

B nonax napametpoB «SINGLE_CMD 3HaueHune», «DOUBLE_CMD 3HaueHue», «QLF
3HaueHue» JOCTYMHbl CleAytoLLMe 3HaYeHs:

® «OTcyTcTBYyeT>,
® «SE».

Mpu BbibOpe B Mosie napameTtpa «Tun» 3HaueHna «DOUBLE_CMD - ®uabtpyet DCO,
RCO» pononHutenbHo nosagatca napametpbl «DOUBLE_CMD ST 3HaueHue»,
«DOUBLE_CMD QL 3HaueHue» n «<DOUBLE_CMD 3HaueHue».

B nosne napametpa «DOUBLE_CMD ST 3HaueHmne» BO3MOXHO yKa3aTb uncio ot «0» go
«3» nnn gmanasoH uncen ot «0» g0 «3» Npu ycTaHOBKe diaxkka HanpoTuB napameTpa.

B none napametrpa «DOUBLE_CMD QL 3HaueHue» BO3MOXHO yKa3aTb uncno ot «0» fo
«31» nnm grnanasoH umcen ot «0» fo «31» Npun ycTaHOBKE daaxkka HaNPOTUB NapameTpa.

MNpwn BbIGOpe B nose napametrpa «Tum» 3HaveHna «QLF - ®uabtpyer QOS»
AonNoNHUTeNbHO noasATca napameTpbl «QLF QL 3HaueHne» 1 «QLF 3HaueHue».

B none napametpa «QLF QL 3HaueHue» BO3MOXHO yKa3aTb Uncno ot «0» o «127» nan
AvanasoH uncen ot «0» fo «127» npwn yctaHoBKe daaxkka HaNnpoTUB NapameTpa.

Mpw BbibOpe B nosne napametrpa «Tun» 3HaueHns «QLF_COUNTER - ®uabtpyetr QCC»
aononHutenbHo  noasarca  napametpbl  «QLF_COUNTER QL 3HaueHue» n
«QLF_COUNTER FR 3HaueHue».

B none napametpa «QLF_COUNTER QL 3HaueHMe» BO3MOXHO yKa3aTb Uncao ot «0» Ao
«63» nan gnanasoH ymcen ot «0» fo «63» Npu ycTaHOBKe Gaaxkka HaNnpoTUB NapameTpa.

B none napametpa «QLF_COUNTER FR 3HaueHue» BO3MOXHO yka3aTb uncno ot «0» fo
«3» Uan amanasoH umncen ot «0» fo «3» Npu yctaHoBKe ¢1axka HanpoTMB napameTpa.

Mpu BbibOpe B nose napameTpa «Tun» 3HaueHna «QLF_MEASURED - ®uabtpyetr QPB»
AOMONHUTENIBHO  MOABATCA napameTrpbl  «QLF_MEASURED  3HaueHune» 1
«QLF_MEASURED KIND 3HaueHune».

B none napametpa «QLF_MEASURED 3HaueHue» AOCTyMHbl Chedyrolne 3HaYeHNs:
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® « LPC»;
® «POP».

B none napametpa «QLF_MEASURED KIND 3HaueHue» BO3MOXHO yKasaTb YUCAO OT
«0» po «63» nan ananasoH ymcen ot «0» Ao «63» Mpu ycTaHOBKE ¢paxkKa HanpoTuB
napameTtpa.

Mpwn BbIGOpe B nose napameTpa «Tun» 3HaveHnsa «CP16TIME - ®unbTpyeT time_elapsed,
delay» gononHutenbHo nossutca napameTp «CP16TIME MS 3HaueHune».

B nonax napametrpoB «CP16TIME MS 3HaueHue», «CP24TIME MS 3HaueHue»,
«CP56TIME MS 3HaueHue» BO3MOXHO yKa3aTb 4ncno oT «0» o «59999» nam gnanasoH
yncen ot «0» po «59999» npwm yctaHoBKe paaxkka HaNPOTUB NapamMeTpa.

MNpu BbibOpe B none napametpa «Tun» 3HauyeHua «CP24TIME - ®unbtpyer time»
AononHuTenbHo noasatca napametpbl «CP24TIME MS 3HaueHune» 1 «CP24TIME MIN
3HaueHue».

B nonsax napametrpos «CP24TIME MIN 3HaueHne», «CP56TIME MIN 3HaueHue»
BO3MOXHO YyKa3aTtb uncio ot «0» go «59» mnm amanasoH uucen ot «0» ao «59» npwm
ycTaHOBKe dia>kka HanpoTMB NapameTpa.

Mpwn Bbibope B none napametrpa «Tun» 3HauyeHna «CP56TIME - ®uabtpyer time»
aononHutenbHo noaatca napametpol «CP56TIME MS 3HaueHue», «CP56TIME MIN
3HaueHue», «CP56TIME HOUR 3HaueHune», «<CP56TIME 3HaueHune», «<CP56TIME DAY
3HaueHune», «CP56TIME DOW 3HaueHue», «CP56TIME MONTH 3HaueHue»
«CP56TIME YEAR 3HaueHune».

B nonax napametrpoe «CP56TIME HOUR 3HaueHue», «CP56TIME MIN 3HaueHue»
BO3MOXHO YyKa3aTb uncino ot «0» fo «23» mam agmanasoH uucen ot «0» ao «23» npu
ycTaHoOBKe dJiaxkka HanpoTMB napameTpa.

B nonax napamerpoB «CP56TIME 3HaueHue», «CP56TIME_BEGIN 3HaueHue»
AOCTYMHbI CeAytoLLne 3HaYeHns:

® «OTtcyTcTBYeT>,
® «SUw».

B nonax napametrpoB «CP56TIME DAY 3HaueHue», «CP56TIME_BEGIN DAY
3HaueHne», «CP56TIME_END DAY 3HaueHme» BO3MOXHO yKasaTb uMmcio oT «0» po
«31» nnm grnanasoH umcen ot «0» fo «31» Npun ycTaHOBKE paaxkka HaNpPoOTUB NapameTpa.

B nonax napametrpos «CP56TIME DOW 3HaueHue», «CP56TIME_BEGIN DOW
3HaueHune», «CP56TIME_END DOW 3HauyeHue» BO3MOXHO yKa3aTb uncio ot «0» go
«I» nnn amnanasoH umncen ot «0» fo «7» Npu yctaHoBKe ¢axkKa HaNnpoTUB NnapameTpa.
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B nonsax napamerpoB «CP56TIME MONTH 3HaueHue», «CP56TIME_BEGIN MONTH
3HaueHune», «CP56TIME_END MONTH 3HaueHune» BO3MOXHO yKa3aTb uncno ot «0» ao
«12» nan gnanasoH umcen ot «0» fo «12» npun yctaHoBKe dnaxkka HanpoOTMB NapamMeTpa.

B nonax napametrpos «CP56TIME YEAR 3HaueHue», «CP56TIME_BEGIN YEAR
3HaueHne», «CP56TIME_END YEAR 3HaueHume» BO3MOXHO ykas3aTb uncao ot «0» go
«99» nnan gnanasoH ymcen ot «0» o «99» npm yctaHoBKe Paaxkka HaNnpPoOTUB NapameTpa.

Mpn BblbOpe B none napametpa «Tun» 3HauyeHus «CPS56TIME_BEGIN - ®unbTpyer
time_begin» gononHutensHo nosasatcsa napametpbl «CP56TIME_BEGIN MS 3HaueHue»,
«CP56TIME_BEGIN MIN 3HaueHue», «CP56TIME_BEGIN HOUR 3HaueHue»,
«CP56TIME_BEGIN 3HayeHue», «CP56TIME_BEGIN DAY 3HauyeHue»,
«CP56TIME_BEGIN DOW 3HaueHue», «CP56TIME_BEGIN MONTH 3HaueHue» u
«CP56TIME_BEGIN YEAR 3HaueHue».

B nonax napametpos «CP56TIME_BEGIN MS 3HaueHue», «CP56TIME_END MS
3HauyeHume» BO3MOXHO YyKa3aTb uncno ot «0» o «59999» nan gnanasoH umncen ot «0» go
«59999» npwu ycraHoBKe dnaxkka HanpoTMB napameTpa.

B nonax napametpos «CP56TIME_BEGIN MIN 3HaueHue», «CP56TIME_END MIN
3HaueHme» BO3MOXHO yKa3aTtb uncino ot «0» po «59» nan gmnanasoH vmcen ot «0» o
«59» npwn ycTtaHOBKe paaxkka HanpoTWB NnapamMeTpa.

B nonax napametpos «CP56TIME_BEGIN HOUR 3HaueHue», «CP56TIME_END HOUR
3HauyeHme» BO3MOXHO yKa3aTb uncio oT «0» fo «23» nan ananasoH uucen ot «0» Ao
«23» rpw ycTaHOBKe paaxkka HanpoTUB napamMeTpa.

MNpwn BbibOpe B none napameTrpa «Tun» 3HaueHus «CP56TIME_END - ®unbtpyet
time_end» pgonosHutenbHo nosatca napameTpbl «CPS6TIME_END MS 3HaueHue»,
«CP56TIME_END HOUR 3HaueHue», «CP56TIME_END 3HaueHue», «CP56TIME_END
DAY 3HaueHue», «CP56TIME_END DOW 3HaueHue», «CP56TIME_END MONTH
3HaueHue» n «CP56TIME_END YEAR 3HaueHue».

Mpu BbiIbOpe B none napametpa «Tun» 3HaueHns «VTI - Ouabtpyet VTI» gonoaHNTENBHO
noasAtca napametpbl «VTI 3HaueHue» 1 «VTI VAL 3HaueHue».

B none napametpa «VTI 3HaueHune» fOCTyNHbI Caeaytolme 3HaYeHums:
® «OTtcyTcTBYyeT>,
o «T».

B none napametrpa «VTI VAL 3HaueHMe» BO3MOXHO YyKa3aTb OTpuLATE/IbHOE WU
NONOXUTENBHOE UYMCNO OT «-64» A0 «63» UAM AManNa30H uncen oT «-64» A0 «63» npu
ycTaHOBKe dJ1axkka HanpoT1B napameTpa.

MNpu BbIbOpe B none napametrpa «Tun» 3HaveHna «COl - @uabtpyer COI»
AONONAHUTENbHO NoaBATcAa napameTpbl «COl 3HaueHue» 1 «COl CAUSE 3HaueHue».
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B none napametpa «COIl 3HaueHue» JOCTYMHbI Ciefyrowme 3HaueHua:
® «OtcyrcTBYeT>;

o «CHANGED».

B nosne napametpa «COl CAUSE 3HaueHune» BO3MOXHO yKa3aTb Uncio oT «0» fo «127»
Wan AnanasoH yncen ot «0» go «127» npu yctaHoBKe dpaaxka HanpoTMB napametpa.

Mpwn BbIGOpe B nose NnapameTpa «Tun» 3HaveHuna «FILE - ®uabTpyet NOF, section_name,
SOF, CHS, FRQ, SRQ, SCQ, LSQ, AFQ» A0NOAHUTENBHO MNOABATCA CAeAyrolne napameTpbi:

® «FILE NAME 3HaueHue»,

® «FILE SECTION_NAME 3HaueHue»;
® «FILE STATE 3HaueHune»,

® «FILE CHECKSUM 3HaueHue»;

® «FILE QL 3HaueHune».

B none napametrpa «FILE NAME 3HaueHue» BO3MOXHO Yykasatb uucno ot «0» go
«65535» nan gmanasoH umcen ot «0» go «65535» npwu yctaHoBke daxka HanpoTuB
napameTtpa.

B nonax napametpoB «FILE SECTION_NAME 3HaueHune», «FILE STATE 3HaueHue»,
«FILE CHECKSUM 3HaueHune», «FILE QL 3HaueHmne» BO3MOXHO yKasaTb 4Mcao ot «0»
80 «255» man ananasoH udmcen ot «0» po «255» npu yctaHoBke ¢aaxkka HanpoTuB
napametpa.

Mpu BbIGOpe B nNosne napametrpa «Tun» 3HauveHns «SEP_SINGLE - ®unbTtpyer SEP»
pononHutensHo noaatca napametpbl «SEP_SINGLE 3HaueHue» 1 «SEP_SINGLE ES
3HauYeHue»,

B none napametpa «SEP_SINGLE 3HaueHue» JOCTyrMHbI C1eAytoLne 3HaYeHns:
® «EL»;
® «BL»;
® «SB»;
® «NT»
o «lV»,

B none napametpa «SEP_SINGLE ES 3HaueHMne» BO3MOXHO yKa3aTb Yncio oT «0» fo «3»
MAn amnanasoH umcen ot «0» A0 «3» nNpu ycTaHoBKe daaxka HanpoTuB napameTpa.

Mpw BbIGOpe onuunn «APCl (ynpaBnsiowas MHpopmMauma NPUKIAAHOTO YPOBHA)»
nosasutca napameTp «@opmar», B KOTOPOM AOCTYMHbI CIeAytoLime 3HauYeHns:

® «Jlrobon»;
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® «U-format (HeHymepoBaHHble ¢YHKUNM ynpaBaeHus)» — OQYHKLMU
ynpasaeHuns 6e3 Hymepauuy;

® «S-format (npoHymepoBaHHble Hag30pHble QYHKUUN)» —  OYHKLMM
KOHTPOJIA C HyMepauuen.

Mpw BbIGOPE B nose napameTrpa «®opmart» 3HauveHusa «U-format (HeHymepoBaHHble
GYHKUMW ynpaBieHna)» JOMNONHUTENbHO NOABATCA NapamMeTpbl «@yHKumua U-popmarta»
n «Craryc ¢pyHkummn U-popmara».

B none napametpa «®@yHkuua U-popmarta» AOCTyNHbI ClefytoLme 3HaYeH:

«Jlrobasa U-popmaTt pyHKLMNA»;

«TESTFR (TectOoBbIN 6/10K)>;

«CTapT nepegayuv AaHHbIX»;

«STOPDT (npexpawjeHne nepegaum AaHHbIX)>».

B none napametpa «Cratyc pyHkuum U-popmata» JOCTYyMHbI Ciedytolime 3HauYeHns:
® «act (akTusauua)»;
® «con (noarBepXXAaeHMne)».

MNpwn BbIGOpE B None napametpa «®opmart» 3HaueHus «S-format (NMpoHymepoBaHHble
HaA30pHble QYHKLNM)» 4OMNONHUTENIbHO NOABUTCA NapameTp «RX».

B none napametpa «RX» BO3MOXHO yka3zatb uncno ot «0» o «65534» nan grnanasoH
yncen ot «0» fo «65534» npu yctaHoBKe paaxkka HanpoTUB NapameTpa.

5.5.3.8.1 Mpumep co3pgaHua npasmna COB

Heobxoanmo co3paTte nonb3oBaTesbckoe npaBuao (cM. «Co3zaHuve npasuna COB») co

cnefyroLnMY NapaMeTpamu:
® «Bknrountb» — GAaxoK ycTaHOBNEH;
® «3aronoBok» — «|EC 104»;
® «Wcnonab3oBatb WabnoH» — «|EC 104»;
® «[leiictBue» — «[peaynpeantb (Alert)»;
® «CoobuweHune» — «|EC 104»;

® «®unbTpoBaTb Ha OCHOBE TMNpPOTOKONa» — «YKa3aTb JOMONHUTENbHbIE
napameTpbl»;

® «®DyHKUMA NpunoXkeHna» — «ASDU (610K faHHbIX MPUKAALHOTO YPOBHSA)»;
® «Tun ASDU» — «45:C_SC_NA_1 (Single command)»;

® «|OA (appec o6bekTa MHpOpMaLMN)» — YCTaHOBUTbL GIAXKOK, OT «1» A0 «1».
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OcTanbHble NapamMeTpbl HEOb6XOAMMO OCTaBUTb MO YMOAYAHWIO M HaXaTb KHOMKY
«CoXpaHUTb», a 3aTeM KHOMKY «[MPUMEeHUTb U3MeHeHnA».

5.5.3.8.2 NpoBepka cozpaHHoro npasuaa COB

Ansa nposepkn cpabaTbiBaHMA MNO/NL30BATENLCKOrO MpPaBWAa Ha OCHOBe LWabaoHa
npotokona IEC 104 Ha MK «Server» gomkeH 6biTb ycTaHOBAEH amynaTop npotokona |IEC
104 — MO «IECServer», a Ha K «Client» — 10 «QTester104». [lna npoBepkn npasuia
COB Heo6x0AMMO BbIMONHUTL CeAytoLMe feNCTBUS:

1. 3anyctutb MO «IECServer».

2. B Bbinagatowem cnvcke Bbibpate «C_SC_NA» n aBaxabl HaxaTb kHOMKy «Add», a
3aTeM HaxxaTb KHOMKy «StartServer» (cM. PucyHok — 3anyck IECServer).

% |EC-TestServer - m} X
|C_SC_NA |V|| Add || Clear | Sim | StopServer ‘ | Save || Load |
Type MName ASDU coT 10B Value Qu TIME Sim SimProp.
C_SC_NA ItemD 1 3 1 0/(0x00)  |24.11.22 13:30:58,580 ] SIMParam.
C_SC_NA ltern1 1 3 2 0](0x00) 2411.22 13:30.59,456 [ SIMParam.

Trace rclienls f Options rAbout |
22.11.2024 13:31:01 [INFO ] IECServer listen on port 2404

V1.0.3-35 by jkI

PucyHok — 3anyck IECServer

3. 3anyctutb MO «QTester104», yka3atb B none «Remote IP Address» 3HaueHue
«192.168.1.200» 1 HaxaTb kHOMKy «Connect» ana nogkaroyeHuns K MO «|ECServer»
(cm. PucyHok — lMoakntoueHme K cepeepy B QTester104).
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%] QTesterl04 IEC60870-5-104 BN s

v1.25 - Capyright © 2010-2019 Ricardp Lastra Ofsen Remote IP Address Port Remote Link Address (CA) Local Link Address (0A) Primary
[ piscommect | | al | [192.168.1.200 | [2404 1 1 TCP CONNECTED!
Command Address Command Value ASDU Addr, Command Type Command Duration
45: Single - C_SC_NA_1 - I [l] = no additional definition '] 7] sBo
|:| Log Messages |:| AutoScrol Copy Log Copy Map |:| Point Mapping
o Address CA Value ASDU Cause
4 [ ] [ 3

PucyHok — lNodkaroveHue k cepsepy 8 QTester104

4. 3apatb cneayrolime 3HaveHWs B noasx (CM. PucyHok — Hactpoiika 3HayeHuin B

QTester104):

® «Command Address» — 1;

® «Command Value» - 2;
® «ASDU Addr.» - 1.

5. Haxatb kHonky «Send Command» a4 oTnpaBky KOMaHZAbl Ha cepBep.

7| QTester104 [EC60870-5-104 [E=R ™

v1.25 - Copyright & 2010-2019 Ricardp Lastra Olsen Remote IP Address Port Remote Link Address (CA) Local Link Address (OA) Primary
[ Dscomnect | [ al | [192.168.1.200 | [2404 1 1 TCP CONNECTED!
Command Address Command Value ASDU Addr. Command Type Command Duration

Send Command | 1 2 1 45: Single - C_SC_MA_1 - I [0 = no additional definition '] 7] seO

13:57:29 R--> B@6: 68 84 43 @0 B0 B8 - Address CA Value ASDU Cause
TESTFRACT
T<-- 8@6: 68 @4 83 60 00 68
TESTFRCON
13:57:49 R--> B@6: 68 04 43 60 00 68 &
TESTFRACT
T<-- 8@6: 68 @4 83 6@ 00 68
TESTFRCON

m

13:58:@89 T<-- 816: 68 Be 84 82 84 60 2d @1 @c @1 81 @0 @l o0 00 08
SINGLE COMMAND ADDRESS 1 SCS 8 CA 1 QU @ SE @
R--> 816: 68 Be 84 8@ 86 @@ 2d @1 45 @0 21 @@ @1 o0 00 o0
CA 1 TYPE 45 CAUSE 5 SQ 8 NUM 1
NEGATIVE SINGLE COMMAND ADDRESS 1 5CS @ QU @ SE @
13:58:13 T«<-- @@6: 63 84 81 a2 a6 62
SUPERVISORY &
13:58:19 T<-- ©@6: 68 64 43 00 00 68
TESTFRACT
R--> 8@6: 68 @4 83 6@ 00 68 -

PucyHok — Hacmpolika 3Ha4yeHul e QTester104

6. Pe3ynbtatom ycnewHoro cpabatbiBaHusa npasBuna OyaeTr nosBaeHwe cobbiTMA B
nogpaszene npegynpexaeHmin COB  («O6Hapy)keHue  BTOpPXXeHUA» -
«Mpeaynpexaenunsa (Alerts)»), B setanbHON MHGOPMaLMK KOTOPbIX MPUCYTCTBYET
3HayeHwue, ykasaHHOe B NapameTpe «3aro10BOK»:
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® «|EC 104» (cm. PucyHok — letanbHas nHdopmauma, npotokon IEC 104).

BpemerHaa MeTKa 2024-11-21T13:58:08.202867+0300
MNpeaynpeauTs (Alert) IEC 104
WperTnduxaTop 420496723

npeaynpexgenus (alert

MpoTokon TCP
IP-agpec ncTourmka 192.168.2.100
IP-appec HasHaveHUA 192.168.1.200
MNopt ucTouHuka 49275
MNopt HazHaueHua 2404
WnTtepdeiic lan
HacTpoeHHoe nelcTene Brnwouen
Npeaynpeaurs (Alert v

3aKpeiTe

PucyHok — lemanvHas uHgpopmayus, npomokoa IEC 104
5.5.3.9 Wa6noH npotokona KRUG

Mpu co3gaHMyM MNONb30BATENbCKOrO MpaBWaa Ha OCHOBe LWab/soHa MPOMBbILWIEHHOro
npotokosa KRUG Heobxoaumo 3azaTb NapamMeTpbl MPOTOKOAa, BbibpaB B none
napamerpa «®uabTpoBaTb Ha OCHOBE TMPOTOKO/Na» 3HayeHWe  «YkasaTb
AOMNONHUTENbHbIE MapaMeTpbI».

Mpwn BbiGOpe onuuu «YKasaTb AOMOAHUTENbHblE MapaMeTpbl» MOABATCA CiaeaytoLine
napameTpbil:

o «COMMAND>» — ncriosib3yeTtca And nepegayv HoMepa KOMaHZAbl 3anpoca ot
CTaHLUMW orepatopa, BO3MOXHO yKasaTb YMCA0 UAK AManasoH umcen ot «0» fo
«255»;

® «CMD» — ncnonb3yetca gna nepegadnm HoMepa KOMaHZbl 3arnpoca OT CTaHLuuu
NHXWUHWUPUWHTA, 33 UCKJIFOYEHMEM 3HaYeHNA «23» — HoOMepa KOMaHZAbl OT CTaHL K
onepaTopa Ha 3anpoc NPOTOKOaa COObITUI, BO3MOXHO YyKa3aTb YMCAO WM
AvanasoH uncen ot «0» fo «255»;

® «PORT» — ucnonb3yetca Ans nepefaum HOMepa YCTPOWCTBA, ANA KOTOPOro
nocnaH nakeT, BO3MOXHO YyKa3aTb 4YMCNO WAW Amanas3oH umcen ot «0» go
«65535»;
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® «ACCESS» — vcnosb3yetcs aAns nepegaun atpmbyta danna B 3anpocax CTaHLnm
NHXWUHUPUHIa Npu paboTte ¢ GannoBOM CUCTEMOM, BO3MOXHO YKasaTb UMC/IO
nnn ananasoH ymcen ot «0» ao «65535»;

® «MODE» - wucnosb3yetca Ana nepejavv Koja «TUM MNEpPemMeHHOW» B
3anpocax/oTBeTax OT CTaHUMW oOrepaTtopa, BO3MOXHO YyKasaTb UMCAO WU
Anana3oH umcen ot «0» Ao «65535»;

® «ERRCODE» — ncnonb3yetcsa Ana nepesaym koja owmnbkn B 3anpocax/oTBeTax
OT CTaHLUMM onepaTopa, BO3MOXHO yKa3aTb YMCAO AW Anana3oH ymncen ot «0»
A0 «65535».

5.5.3.10 Wa6noH npotokona MMS

Mpn co3zaHuMM MOJIb30BATE/IbLCKOTO MpaBWia Ha OCHOBE LWab/sioHa MPOMbILAEHHOTO
npotokona MMS Heobxoaumo 3ajaTb MapaMeTpbl MPOTOKOMa, BbibpaB B noje
napametpa «®uAbTpoBaTb Ha OCHOBe MPOTOKONA» 3HaueHve «YKasaTb
AOMONHUTE/IbHBIE MapPaMeTPbI».

MNpw BbIBOpE onuun «YkasaTb JOMONHUTENbHbIE MapaMeTpbl» NOSBUTCA NapameTp «Tun
coobueHnA», B KOTOPOM AOCTYMHbI CAeAyHoLLINE TUMbl COOBLLLEHWNI:

® «CANCEL_REQUEST>;

® «CANCEL_RESPONSE»;

® «CANCEL_ERROR»>;

o «CONFIRMED_REQUEST>;
o «CONFIRMED_RESPONSE>;
® «CONFIRMED_ERROR»>;

® «UNCONFIRMED>;

® «REJECT»;

o «INITIATE_REQUEST>;

® «INITIATE_RESPONSE>;

® «INITIATE_ERROR>;

o «CONCLUDE_REQUEST>;
® «CONCLUDE_RESPONSE»>;
o «CONCLUDE_ERROR».

Mpn Bblbope TMna coobuernna «CONFIRMED_REQUEST» nossutca napametp «Tun
Cny>XK6b1», B KOTOPOM AOCTYMHbI CeAYHOLLME TUMbI UCMONb3YEMbIX CYXO:

® «STATUS»;
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«GETNAMELIST>;

«IDENTIFY>;

«RENAME>;

«READ>;

«WRITE>;
«GETVARIABLEACCESSATTRIBUTES>;
«DEFINENAMEDVARIABLE>;
«DEFINESCATTEREDACCESS>;
«GETSCATTEREDACCESSATTRIBUTES»;
«DELETEVARIABLEACCESS»;
«DEFINENAMEDVARIABLELIST>;

«GETNAMEDVARIABLELISTATTRIBUTES»,

«DELETENAMEDVARIABLELIST»;
«DEFINENAMEDTYPE»;
«GETNAMEDTYPEATTRIBUTES»;
«DELETENAMEDTYPE>;

«INPUT>»;

«OUTPUT>;

«TAKECONTROL>;
«RELINQUISHCONTROL>;
«DEFINESEMAPHORE»;
«DELETESEMAPHORE»;
«REPORTSEMAPHORESTATUS»;
«REPORTPOOLSEMAPHORESTATUS»;
«REPORTSEMAPHOREENTRYSTATUS»,
«INITIATEDOWNLOADSEQUENCE>;
«DOWNLOADSEGMENT>,
«TERMINATEDOWNLOADSEQUENCE>;
«INITIATEUPLOADSEQUENCE>;
«UPLOADSEGMENT>;
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«TERMINATEUPLOADSEQUENCE>;
«REQUESTDOMAINDOWNLOAD>;
«REQUESTDOMAINUPLOAD>;
«LOADDOMAINCONTENT>;
«STOREDOMAINCONTENT>;
«DELETEDOMAIN»;
«GETDOMAINATTRIBUTES»;
«CREATEPROGRAMINVOCATION>;
«DELETEPROGRAMINVOCATION>;
«START»;

«STOP>»;

«RESUME»;

«RESET>;

«KILL>;
«GETPROGRAMINVOCATIONATTRIBUTES»;
«OBTAINFILE»;
«DEFINEEVENTCONDITION>»;
«DELETEEVENTCONDITION>»;
«GETEVENTCONDITIONATTRIBUTES»;
«REPORTEVENTCONDITIONSTATUS»;
«ALTEREVENTCONDITIONMONITORING»;
«TRIGGEREVENT»;
«DEFINEEVENTACTION>;
«DELETEEVENTACTION>;
«GETEVENTACTIONATTRIBUTES»;
«REPORTEVENTACTIONSTATUS»;
«DEFINEEVENTENROLLMENT>;
«DELETEEVENTENROLLMENT>;
«ALTEREVENTENROLLMENT>»;
«REPORTEVENTENROLLMENTSTATUS»;
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Mpwn

«GETEVENTENROLLMENTATTRIBUTES»;
«ACKNOWLEDGEEVENTNOTIFICATION»,
«GETALARMSUMMARY»;
«GETALARMENROLLMENTSUMMARY »,
«READJOURNAL>;

«WRITEJOURNAL»>,
«INITIALIZEJOURNAL>;
«REPORTJOURNALSTATUS>,
«CREATEJOURNAL >,
«DELETEJOURNAL>;
«GETCAPABILITYLIST>;

«FILEOPEN»;

«FILEREAD>;

«FILECLOSE>,

«FILERENAME>;,

«FILEDELETE>,

«FILEDIRECTORY»;
«ADDITIONALSERVICE»;
«GETDATAEXCHANGEATTRIBUTES»,
«EXCHANGEDATA»,
«DEFINEACCESSCONTROLLIST»;
«GETACCESSCONTROLLISTATTRIBUTES»;
«REPORTACCESSCONTROLLEDOBJECTS»,
«DELETEACCESSCONTROLLIST>,
«CHANGEACCESSCONTROL >,

«RECONFIGUREPROGRAMINVOCATION>.

Boibope Tmna  cayxbel  «ADDITIONALSERVICE»
«[LloNONHUTENbHBIA TN CepBuca»,

AONONHNTENBHOIO CepBuUCa:

169

«VMDSTOP>;
«VMDRESET»;

NOABUTCA  MnapameTp

B KOTOpPOM AOCTyMNHbl caejyrouimne TUunbl
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® «SELECT»;

® «ALTERPI»;

o «INITIATEUCLOAD>;

o «UCLOAD»;

o «UCUPLOAD>;

® «STARTUC»;

® «STOPUC»;

® «CREATEUC»;

® «ADDTOUC»;

® «REMOVEFROMUC>;

® «GETUCATTRIBUTES»;

® «LOADUCFROMFILE>;

® «STOREUCTOFILE>;

® «DELETEUC»;

® «DEFINEECL»;

® «DELETEECL»;

® «ADDECLREFERENCE>;

® «REMOVEECLREFERENCE>;

® «GETECLATTRIBUTES»;

® «REPORTECLSTATUS»;

® «ALTERECLMONITORING».
Mpw BbIGOpe THna cny>kbbl «READ» noaBaTCA NapameTpbl:

® «ltem ID 3anpoca uteHus»;

® «Domain ID 3anpoca ureHna»;

® «Appec 3anpoca uUTeHus».

Mpw BbIbOpe THna cnyxbbl «WRITE» nossatca napameTpbl «ltem ID 3anpoca ureHusa»
n «Domain ID 3anpoca ureHunsA».

5.5.3.10.1 Mpumep co3paHusa npasmuna COB

Heobxoanmo co3paTte noab3oBaTesbckoe npaBuao (cM. «Co3zaHve npasuna COB») co

CeZyoLyMmM NapameTpamu:

® «Bknrountb» — Gnaxok ycraHOBEH;
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® «3aronoBok» — «<MMS»;
® «Wcnonb3oBaTtb WabnaoH» — «MMS»;
® «[llenctBme» — «peaynpeauntsb (Alert)»;

o «CoobueHne» — «<MMS»;

L «‘DVIIIprOBaTb Ha OCHOBE€ MNpoToKoOJsa» — «YKaszaTb AOMNONHWNTE/IbHbIE

napameTpbi»;
® «Tun coobweHna» — «CONFIRMED_REQUEST»;
® «Twun cnyx6bi» — «WRITE».

OcTtanbHble napaMeTpbl HeO6XOAVIMO OCTaBUTb MO YMONYaAHNKO W Ha>XaTb KHOTKY

«CoXpaHUTb», a 3aTeM KHOMKY «[MPUMEeHUTb U3MeHeHUsA».

5.5.3.10.2 MpoBepka co3paHHoro npasuaa COB

Ans npoBepku cpabaTbiBaHUA MOAb30BATENLCKOrO MNpaBuaa Ha OCHOBe LWwabioHa

npotokona MMS Ha MK «Server» goxeH bbITb yCTaHOBAEH 3MyAaTOp npoTokosa MMS,

a Ha MK «Client» — NO «IEDExplorer».

Mopsaok NpoBepkn cpabaTbiBaHWA NONb30BaTENbCKUX MPaBUA:

1. 3anyctutb «IEDExplorer» n BbinoaHntb nogkntoveHune Kk MK «Server» (cMm. PucyHok —

MNoaknroueHue k MK «Server» B 10 «|IEDExplorer»).

[E] 1ED Explorer 0.79) Exp SCL Server & GOOSE o e
§ 1921681.200 - & SCLFiles [ | ~ = GooseSender Logging level: Information -0 -
ledDataView X ReportsView Poll View CaptureView -
IED View (MMS) | |EC View * | 1000 ~ AutoUpdate [ms] B E& Find
lified = 132.168.1.200. Vend Name Type Value -
ied |EDExplorer.Mod ... —l
CHILD NODES
[ED1LD1AGGION Anln 1 mag f floating_paint 09379983
[EDILDAGGIO . Anlnl g bit_string 0000000000
[EDILDAAGGION Anint t utc_time 22112024
I[ED1LD1AGGION Beh stVal integer 0
I[ED1LD1AGGION . Behg bit_string 0000000000
[ED1LDAAGGION Beht utc_time 01.01.1570.
IED1LD1/GGEIO Ind 1 stWVal boolean False
1 I . [EDILD1AGGION Ind1.q bit_string 0000000000 ™
4| 1 3
LogView q
Infa &
[22.11.2024 59:49:31.291] Information: Reading variable names: IEC&1850_READ_NAMELIST_WAR] i
[22.11.2024 9:49:31.307] Information: Reading varable specfications: [[ECE1850_READ_ACCESSAT_VAR] -

PucyHok — lNodknroyeHue k K «Server» g 10O «IEDExplorer»

2. Bbibpatb davn no nymm «lED1LD1/MMDC1/FC SV/Watt/SubMag/DA f», HaxaTb
npaBoii KHONKOW Mbiwm, Bbibpath «Write data», B none «New Value» BBectn
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3HaueHVe «1» K HaxaTb KHOMKy «OK» (cMm. PucyHok — 3anucb 3HauyeHusa) Ans

COXpaHeHNA HOBOTO 3Ha4veHUA.

=N

m IED Explorer 0.79j Exp SCL Server & GOOSE

@ 192168.1.200 A -] SCLFiles [ | ~ = GooseSender @ GooseExplorer Logging level:  Information v 6
Ted TreeView it n ledDataView X ReportsView Poll View CaptureView -
IED View (MMS) | |EC View (61850) - AutoUpdate [ms]  [&] &8 Find
Igﬂ iel_ﬂ =1592.168.1.200, Vendor = libiecf18 Mame Type Value Communication Address

== IEDILD1

ng_point 0 Dom = IED1LDA Var = MMDC155]
[ Editvalue [E=SRIER
New Value:
1
l QK l l Cancel l
(-0 Vol
(- = Unbuffered Reports
..... - Files
4 | i | 3 " = 5

LogView q

Info -

[22.11.2024 5:49:31.291] Information: Reading varable names: [IEC61850_READ_NAMELIST_VAR]

[22.11.2024 5:45:31.301] Information: Reading variable specifications: [IECE1850_READ_ACCESSAT_VAR]

[22.11.2024 5:45:31 361] Information: Reading variable values: [IECE1850_READ_MODEL_DATA] N

[22.11.2024 5:45:31 573] Information: Reading named variable lists: IEC61850_READ_NAMELIST_NAMED_VARIABLE_LIST] [

[22.11.2024 9:49:31.593] Information: Reading vanable lists attrbutes: [IEC61850_READ _ACCESSAT _NAMED _VARIABLE _LIST]
\.

PucyHok — 3anuce 3Ha4yeHus

nogpasgene  npeaynpexaeHmn  COB

Pe3ynbTaToM ycnewHoro cpabatbiBaHuA npaBuna byaer nossiaeHne cobbiTuin B
(«O6Hapy>keHue

BTOP)X€HUW» -

«Mpepaynpexaenunsa (Alerts)»), B getanbHON MHGOPMaLMM KOTOPbIX MPUCYTCTBYET

3HaueHwe, yKazaHHOe B NapameTpe «3aro0BOK»:

«MMS» (cMm. Pucynok — [letanbHaa nHdopmaumsa, npotokon MMS).
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BpeMeHHanA MeTKa

MpegynpeguTe (Alert)

2024-11-22T10:10:58.592397+0300

MMS

MaeHTudguKaTop 420406725
npegynpexaeHuna (alert)
MpoToKon TCP
P-agpec MCTOYHWKE 192.168.2.100
P-appec HaZHa4YeHWA 192.168.1.200
MopT MCTOYHMKE 49177
MopT HazHavYeHUs 102
MuTepdeic WAN
HacTpoeHuoe geficTene Brniouyen
MpegynpeguTe (Alert) -

33HpLITE

PucyHok — [lemansvHasa uHgpopmayus, npomokoa MMS

5.5.3.11 Wa6noH npotokona Modbus

Mpwn co3saHMM MOAb30BaTENIbCKOrO MpaBuaa Ha OCHOBe WabsoHa MPOMBbILWAEHHOTO
npoTtokosa Modbus HeobxoanmMo 3agaTb MapamMeTpbl NPOTOKOAa, BbibpaB B noae
napametpa «®uabTpoBaTb Ha
AOMONHUTENbHbIE NAaPaMEeTPbI».

OCHOBe NpPOTOKOJ1a» 3Ha4yeHune «YKazaTb

Mpu BbibOpe «YKasaTb JAOMOJHUTENbHbIE MapaMeTpbl» MOABATCA MapaMmeTpbl
«CoBnageHune no» 1 «Kopg pyHKLUN».

B none napameTpa «CoBnageHue no» AOCTYyMNHO /Ba Npu3Haka COBMafeHNs npaBuna:
® «DYHKUUM» — KO UIW KaTeropusa GyHKLUNY;
® «[laHHble» — TN JOCTyNna 1 OCHOBHaa Tabauua.

Mpwn Bbibope onuun «PyHKUUM» noasuTca napametp «Kog ¢yHKUMM», B KOTOPOM
HeobxoAnMO BbIbpaTh KOA NAN KaTeroputo GyHKLMUN.

Mpu BbIbOpe onuumn «/haHHbIe» NoABATCA NapameTpbl «peHTUdUKaTOP yCTpOMCTBa»,
«Kop pyHKUUN», «OTCUET appeca», <Aapec» 1 «3HaueHne», J0CTYrMHble A1 YKa3aHWA
3HaUeHWs UK AnanasoHa 3HaYeHWN:

o «UNpeHtndukarop ycrpomcrea» — ot «0» g0 «255»;

) «KQA (I)YHKU‘MM» — oT «0» AO «255»:
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® «Otcuér agpeca» — «C eguHULbI» Uan «C Hyns»;
® «Appec» — o1 «0» g0 «65535»;
® «3HaueHue» — oT «0» a0 «65535».

5.5.3.11.1 Mpumep co3pgaHusa npasuaa COB

Heobxoanmo co3path nonb3oBaTesnbckoe npaBuao (cM. «Co3zaHuve npasuna COB») co
cnefyrowmMMmn napamMeTpamm:

® «Bknrountb» — Gnaxok yctaHOBEH;

® «3aronoBok» — «Modbus»;

® «Wcnonb3oBartb WabaoH» — «Modbus»;
® «[lenctBue» — «[lpeaynpeantsb (Alert)»;
® «CoobweHue» — «<Modbus»;

® «®unbTpoBaTb Ha OCHOBEe TMpOTOKOJa» — «YKa3aTb [JOMOJHUTENbHbIE
napameTpbl»;

o «CoBnaaeHue No» — «PyHKUNU»;
o «Kop pyHkuumn» — «06:Write Single Register».

OcTtanbHble napaMeTpbl HEO6XOAI/IMO OCTaBUTb MO YMOJYaHMKO WM HaXaTb KHOTMKY
«Coxpanrb», a 3aTeM KHOTKY «anIMEHI/ITb N3MmeHeHuna».

5.5.3.11.2 MpoBepka co3zpanHoro npasuaa COB

Ana npoBepkn cpabaTbiBaHMA MOJ/b30BATENbCKOTO MpaBuia Ha OcHOBe LWwabnoHa
npotokosa Modbus Ha MK «Server» oaxHO bbITb ycTaHoBAeHO 10 «ModbusPal», a Ha
MK «Client» — NO «gModMaster».

[Ansa npoepku npasuna COB HeOBX0AMMO BbINOAHUTL CAeAytoLLMe AeNCTBUS:

1. B MO «ModbusPal» 3anyctute cepBuc, HaxaB KHOMKy «Run», 3atem B 6n0ke
«Modbus slaves» Haxatb kHonky «Add», BbibpaTb «1» 1 cHOBa HaXaTb KHOMKY
«Add».

& ..
2. Haxarb KHOMKY « » N NYTEM HaxxaTns kHonku «Add» o6aBuTb cTpokm oT «1» go
«10» (cMm. PucyHok — Hactpounka MO «ModbusPal») ans aobaBneHus pecsatu
PerucTpoB CO 3Ha4YeHNAMN «0».
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viodbusPal 1.6b - O X
Link settings Project

Load Clear

0 Save Save as

Learn
TCP Port: (502 o

Record Master Scripts

Asdii Help Console

Modbus slaves
Add Enable all Disable all

1 unknown slave @ $ x

Q T:unknown slave

Impart Export Modbus ~ | []Stay on top

Holding registers  Coils Functions Tuning

Add Remove Bind Unbind

Al on
add ] Address Value Mame Binding

- s
o =EEE

S| wfoo|~|m|wn
FEEEEE

=

Adding registers completed.

PucyHok — Hacmpodika MO «ModbusPal»

3. BTO «gModMaster» BbinonHuTb coeanHeHume ¢ MO «ModbusPal», ans atoro HaxaTb

L) +
KHOMKY « = », BBeCTM «192.168.1.100» 1 HaxaTb KHOMKY « #& » («Connect») ans
noakntoveHns k MK «Server».

4. BblbpaTb cneayrolime 3Ha4YeHNS B NOAAX:
® «Modbus Mode» — «TCP»;
® «Function code» — «Write Single Register»;

® «Start Address» — «7».

L .
5. BbINOAHUTb GYHKLMIO UTEHWUS/3aMNCK, HaXaB KHOMKY « “** » — «Read/Write».
Mpumeuanne:

BHecéHHble JaHHble B CTPOKY, YKa3zaHHyto B nose «Start Address»,
dakTnueckn 6yayT oTobpaxaTbCs CO CMELLEHMEM Ha OAHY CTPOKY — TO eCTb
Npwv BHECEHWUW U3MEHEHWS B 7 CTPOKY JaHHble NosABATCA B 8.

6. B MO «ModbusPal» ybeantbcs, uto BHECEHHbIE AaHHble OTOOPA3MANCE (CM. PUCYHOK
— 3anncb AaHHbIX).
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[ 4] 1:unknown slave =
Import Export Modbus ~+ | [] Stay on top

Holding registers  Coils  Functions  Tuning

Add Remave Bind Unbind

Address Value Mame Binding

S [ N | G|
FEIEEEEE

T ——

10 | | |

Adding registers completed.

PucyHok — 3anuce 0aHHbIx

7. Pe3ynbraTtom ycnewHoro cpabaTbiBaHuA nNpaBuna byaeT nosBiaeHve cobbITM B
nogpasgene npeaynpexzeHnn COB  («O6Hapy)XeHue  BTOpXEHWUi» -
«Mpeaynpexaenunsa (Alerts)»), B getanbHON MHGOPMaLMM KOTOPbIX NPUCYTCTBYET
3HaueHVe, yka3aHHoe B NapamMeTpe «3aro/oBoK»:

® «Modbus» (cM. PucyHok — [letanbHas nHdopmaums, npotokoa Modbus).

BpemerHan MeTra 2024-11-21T16:21:03.798228+0300
Mpegynpeaute (Alert) Modbus
WpesTduraTop 420496727

npenynpexasHmus (alert)

MpoTowon TCP
IP-agpec ncTouHMKa 192.168.2.100
IP-agpec HasHaueHMA 192.168.1.200
MopT wcTouHKEa 1346
MopT HasHaueHwA 502
WuTepdieic lan
HacTpoeHHoe gelicTeme Brnrouen
Mpegynpeguts (Alert) -

JaKpLITE
PucyHok — [lemaneHas uHgopmayus, npomokosn Modbus
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5.5.3.12 Wa6noH npotokona OPC DA

Mpu co3gaHMyM MNONb30BATENbCKOrO MpaBWaa Ha OCHOBe LWab/soHa MPOMBbILIEHHOro
npotokona OPC DA Heobxoanmo 3agaTb napamMeTpbl NPOTOKOAa, BblbpaB B nose
napamerpa «®uabTpoBaTb Ha OCHOBE MNPOTOKO/NAa» 3HayeHWe  «YkasaTb
AOMNONHUTENbHbIE MapaMeTpbI».

Mpu BbIGOPE oNuMK «YKaszaTb AONOJAHUTENbHbIE MapPaMETPbI» NOABUTCA NapaMeTp «Tun
coobLeHnna», B KOTOPOM JOCTYMHbl TUMbl COOBLLEHMM, YyKa3aHHbIX B Tabauue (cMm.
Tabavua «Tunbl coobuteHnint OPC DA»).

Tabauya «Tunsl coobweHuti OPC DA»

Tun coobweHns

OnucaHue

REQUEST CoobueHmre 3anpoca Ha onepauuto

PING CoobLeHure 3anpoca 06paTHOro BbI3OBa

RESPONSE CoobuleHure oTeeTa

FAULT CoobuieHne cbos

WORKING CoobLieHre noaTBEPXKAAIOLLEE, UTO BCE UCXOAALLME NAKEThI
MoNyYeHbl

NOCALL OtBeT Ha komaHay PING

REJECT CoobLieHre OTKIOHEHUS NakeTa

ACK MNoaTBep>XAeHMe nosyyeHnsa oTeeTta

CI_CANCEL OTmeHa onepaumn

FACK Ecnu coctosHume BbizoBa He STATE_SEND_FRAGS, otbpocutb
naket

CANCEL_ACK MNoaTBEepXXAeHWe OTMeHbI ornepaLumn

BIND YcTaHoBKa ceccum

BIND_ACK MNoaTBepXAeHne YyCTaHOBKM ceccum

BIND_NACK OTKa3 B yCTaHOBKE CeCccum € BbIbpaHHbIMW NapameTpamm

ALTER_CONTEXT
ALTER_CONTEXT_RESP

N3meHeHVe napaMeTpoB ceccum

MoaTBEPXAEHVE N3MEHEHMSA NMAaPAMETPOB CECCUM

SHUTDOWN Cbpoc coegnHeHua

AUTH3 O6HOBNEHME aBTOPM3aLLMN NO/Ib30BATENS
CO_CANCEL MNepesaya KOMaHAbl OTMEHbI

ORPHANED ®nar HEBO3MOXHOCTM OTMEHbI OnepaLun
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Mpu BbiGOpe TMnNa coobuweHns «REQUEST» nosesaTtca napametpbl «UpeHTUdUKaTop
Bbi3biBaeMoro uHrepgeiica» n «<Homep BbizbiBaemMoii pyHKLUN 06beKTa».

MNMonb3oBaTenbckne npasuaa aas npotokosa OPC DA BO3MOXHO co3aaTb A1s AeNCTBUIA
Haj TeramMun v And 3apaHee onpegenénHHoro UUID.

Habop 3apaHee onpeaenénHbix UUID koHeueH n sobasneH B8 ARMA FW B cooTBeTCTBUM
co cneundurkaymen npotokona OPC DA.

MNpw BIbOpE B NapameTpe «®unbTpoBaTb Ha OCHOBE MpoToKosa» onuun «Onepaums
HaZ Terom» NMoABATCA C/eAytoLime napameTpsbl:

® «Onepauusa Hag Terom»;
® «[MonHbIY NYyTb K Tery(-am)».
MapameTp «Onepauus Hag Terom» COAEPXNUT BbiNaZatoLLMA CMUCOK CO 3HAUYEHUAMM:
o «Cyuntatb»;
® «3anucatb».
5.5.3.12.1 Mpumep co3pgaHua npasmna COB

B kauecTtBe npumepa byseT pacCMOTPeEHO feTekTMpoBaHWe yTeHua Tera «Integer_1» un
BbINONHEHWe PyHKumm Homep «3» UUID «|OPCltemMgt».

Heobxoanmo co3zatb nonb3oBatenbckme npasuna (cm. «CosgaHve npasuia COB») ans

AETEKTUPOBAHUA AENCTBUS Haj TEroM W AETEKTUPOBAHWUS BbIMOAHEHMA QYHKLUMKU C
3agaHHbIM UUID.

Ans peTekTMpOoBaHWA AENCTBUA HaZ TErOM Npu CO34aHnKM npaBuaa HeobxoaMMo yKasaTb
cnegyroume napameTpbl npasua:

® «BKAOUNTL» — PNaXOK YCTaHOBAEH,;

® «3aronoBok» — «Test.Folder.Integer_1 Read»;

® «Wcnonb3oBartb WabnoH» — «OPC DA»;

® «[leiictBue» — «[peaynpeantb (Alert)»;

® «CoobuweHune» — «Test.Folder.Integer_1 Read»;

® «®unbTpoBaTb Ha OCHOBE NMpPOTOKOAa» — «Onepauyunsa Hag Terom»;
® «Onepauunsa Hag Terom» — «CunTtaTtb»;

® «MonHbi nyTb Kk Tery(-am)» — «Test.Folder.Integer_1». [laHHbIN napameTp
cosepXut B cebe MMA Tera v BCe KaTanorn no nyTv K HeMy, pa3fenéHHble
TOYKaMMU.

OcTtanbHble MapameTpbl HEOOXOAMMO OCTaBUTb MO YMOJYAHUKO W HaxaTb KHOMKY
«CoXpaHUTb».
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Ana petektnpoBaHua BbinoaHeHua dyHkumm UUID npu co3gaHmm npasmaa Heobxoammo
yKasaTb cnefytolime napamMeTpbl npasuia:

® «BkauNTb» — GNaAXOK YCTaHOBAEH;

® «3aronoBok» — «OPC DA |OPCltemMgt»;

® «Wcnonab3oBatb WabnoH» — «OPC DA»;

® «[llenctBme» — «peaynpeauntsb (Alert)»;

® «CoobuweHune» — «OPC DA IOPCltemMgt»;

® «®PunbTpoBaTbh Ha OCHOBE NPOTOKOAa» — «[JONONHUTENbHBIE MAPaMETPbI»;

® «Tun coobuweHna» — «<REQUEST»;

o «MNpeHTndpunkarop Bbi3biBaemoro nHrepgenca» — «[OPC DA] IOPCltemMgt»;

® «Homep Bbi3biBaemMoW PyHKLUM 06beKTa» — «3». B ciyyae, ecin AaHHbIN
napameTp OCTaBUTb NyCTbIM nNpeaynpexaeHve 6yaeTr chOpMMPOBaHO Ans
ntobou BbisbiBaemor dyHkummn UUID.

OcTanbHble MapamMeTpbl HEOb6XOAMMO OCTaBUTb MO YMOAYAHWIO M HaXaTb KHOMKY
«CoXpaHUTb», a 3aTeM KHOMKY «[MMPUMEHUTb U3MeHeHUsA».

5.5.3.12.2 MpoBepka co3paHHoro npasuna COB

Ans npoBepkn cpabaTbiBaHMA MNO/Ab30BATENbCKMX MpaBMaa Ha OCHOBe LWabnaoHa
npotokona OPC DA Ha K «Server» pomkeH 6biTb YCTaHOB/IEH W 3anyLueH 3MynaTop
npotokosa OPC DA — «OPC DA Server», Ha K «Client» — «<OPCtools».

Mopsaaok npoBepkun cpabaTbiBaHWA NOb30BaTENbCKUX MPaBUAL:
1. 3anyctutb MO «OPCtools» n BeinonHuTb nogkatoueHmne Kk cepepy «OPC DA».

2. BbinonHuTb uTeHue Tera «Integer_1» (cM. PucyHok — YteHue Tera «Integer 1» B 1O
«OPCtools»).
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By IneCn Tectossii OPC wanent - O *
dain  Cepeepel  CwrHanel CepunT  ypHan Cnpaeka
Cepeepnl hﬁ MoaknouTESA... | ﬁ | | Curnans EJ No6auTE cHrHan | -':J YaanTe curHan | ﬁ W3MeHUTE SHaveHHE... | g YCTaHOBMTE KadecTED.. ¥
=- J AP.OPCDAServer va 192168.0.10 Tun | OnucaHue | MonHoe WA | SHauEHHE | KauecTen | BperaA usteHeHuA | Tun
B2 SAU_0 F1)
(-] Service ===
Ea Test
El+Z3 Folder
"9
Q) Intpger_2
QO Intgerj <
- Long_string_1
) Shing_1 Crpunr P Zangerure v ﬂ | JEosna'rb | [ ¥ Jarpyzire... | lJ,] |HEOHD6HHTb Kak ...
program
begin
end.
£ >
XypHan patorw MNokasate | | [ 3arpysums .. | =] |
Mognucan Ha 1 curnanos. Line: 1 | Pos: 1 Insert

PucyHok — UmeHue meza «Integer_1» 8 10 «OPCtools»

3. Pe3synbtaTtom ycnewHoro cpabatbiBaHMsA MpaBuaa 6yaeT nosBieHWe cobbiTuin B
nogpasgene npeaynpexzeHnn COB  («O6Hapy)XeHue  BTOpXEHWUi» -
«Mpepaynpexaenus (Alerts)»), B setanbHON MHGOPMALIMM KOTOPbIX MPUCYTCTBYET
3HayeHune, ykasaHHoe B NapameTpe «3aro0BOK»:

® «Test.Folder.Integer_ 1 Read» - pana penictBua ¢ Terom (cM. PucyHOk —
JeTtanbHasa nHoopmaums, npotokoa OPC DA — yteHue Tera);

® «OPC DA IOPCltemMgt» — ansa BbizoBa ¢yHkumm UUID. (cM. PucyHok —
JetanbHaa nHoopmaumsg, npotokoa OPC DA — Bbi3oB dyHKLNN).
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Uudopmauns o npegynpexpesnu (alert)

BpemeHHan MeTKa 2024-11-20715:15:04.424291+0000
MNpeaynpeauTs (Alert) Test.Folder.Integer_1 Read
UgeHTuduxatop 429496728
npepynpexaexus (alert)
Npotokon TCP
IP-agpec UCTOYHMKA 192.168.2.100
IP-agpec HazHavyeHus 192.168.1.200
MopT UCTO4HUKA 50475
MNopT HasHa4yeHus 58510
WHTepdeic WAN
HacTpoeHHoe geicTene BKANIOYEH
MNpeaynpeanTs (Alert) -

PucyHok — lemanvHas uHgopmayus, npomokos OPC DA — umeHue meza

Undopmaumn o npegynpexaequnu (alert)

BpemeHHas MeTKa 2024-11-20716:11:25.697992+0000
MNpeaynpeanTs (Alert) OPC DA IOPCitemMgt
geHTnduxaTop 429496722
npegynpexaexus (alert)
Mpotokon TCP
IP-agpec UCTOYHMKA 192.168.2.100
IP-appec HasHaYeHus 192.168.1.200
MopT UCTO4HMKA 60497
MopT HasHa4YeHus 58510
WHTepdeiic WAN
HacTpoeHHoe peiicTemne BKAOYEH
MNpeaynpeanTs (Alert) -

PucyHok — lemaneHas uHgopmayus, npomokos OPC DA — gei308 pyHKyuu
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5.5.3.13 Wa6aoH npotokona OPC UA

Mpu co3gaHMyM MNONb30BATENbCKOrO MpaBWaa Ha OCHOBe LWab/soHa MPOMBbILIEHHOro
npotokona OPC UA Heobxoanmo 3asaTb napamMeTpbl NPOTOKOAa, BblbpaB B mnoJe
napamerpa «®uabTpoBaTb Ha OCHOBE MNPOTOKOJIAa» 3HayeHWe  «YkasaTb
AOMNONHUTENbHbIE MapaMeTpbI».

Mpw BbIBOpe onunn «YkasaTb J4OMONHUTENbHbIE MapaMeTpbl» NOSBUTCA NapaMeTp «Tun
coobeHna».

B none napametpa «Tun coobuweHna» AOCTYMHbI CleAYyHOLLINE TUMbl COOBLLEHNIA:
® «HELLO» — mapkep Hayana nepegaun AaHHbIX MeXAy KINEHTOM W CepBepoM;
® «ACKNOWLEDGE>» — otBeT Ha coobueHme tvna HELLO;

® «OPEN» — OTKpbITMe KaHafna nepegayvn AaHHbIX C NPEeAJOXEHHbIM MEeTOA4O0M
WMPpPOBaHNA JaHHbIX;

® «MESSAGE» — nepesaBaemoe cOObLLEHNE;
® «CLOSE» — koHeL, ceccum.

Mpn BbibOope TunNa coobweHns «OPEN» nosasutca napametp «lMoautuka
6e3o0nacHOCTU», B KOTOPOM AOCTYMHbI CeAytoLe NoANTUKM 6e30nacHOCTM:

® «NONE» — nonntmka 6e30nacHOCTV AN KOHOUrypaumi € CaMbiMU HU3KUMMU
TpeboBaHMAMYM 6€30MacHOCTY, HET aArOPUTMOB LWNHPOBAHUS;

® «BASIC128RSA15» - noautuka 6e3onmacHOCTM Aaa  KOHUrypauum co
CpeaHVMN TpeboBaHNAMM 6e30MacHOCTH, TaKUMW Kak:

e npoBepka cepTudmkata 6e3onacHoCTy;

e HeobxoaMMO WNdpoBaHUe;

e Heobxoamma 6e3onacHas NoAMuCH;

e 1CMOJIb30BaHMe anroputma wnpposaHma SHA 1;

e 1CMoJsib30BaHMe anroputma wndposaHma AES 128 CBC;

® vcnonb3oBaHue aaroputma wudposaHua RSA-PKCS15-SHAT;

e ncnosb3oBaHue anroputma wnpposaHuna RSA-PKCS15;

® 1CMNOJIb30BaHWe anroputMa nosyyveHus katova P-SHAT;

e 1CNosb30BaHWe aaroputMa noanucu ceptudukata RSA-PKCS15-SHAT;
® 1/ICNOJIb30BaHWE OrPaHUYEHHOro aaropuTMa noaydeHma knroda RSA15;

® «BASIC256» — nonutvka 6e3onacHOCTM Ana KOHOUrypauum co CpesHVMU
TpeboBaHNAMM 6€30MacHOCTY, TaKMMK Kak:

e npoBepka cepTudrkaTa be3onacHoCTY;
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HeobxoaMMo WndpoBaHUE;

Heobxoanma 6e3onacHasa NoAMUCS;

MCNob30BaHWe anroputMa wnoposaHma SHA 1;

ncnoJsib3oBaHWe anroputma wndpposaHuna AES 128 CBC;
ncnosib3oBaHme anroputma wnpposaHma RSA-PKCS15-SHAT;
ncnosib3oBaHune anroputMa wndposaHua RSA-OAEP-SHAT;
MCNOJIb30BaHWe anroputMa nosydeHuns karoua P-SHAT;
ncnosib3oBaHme anroputma nognucn ceptuumkata RSA-PKCS15-SHAT;

MCNONb30BaHWE OrPaHNYEHHOrO aaropuTtMa noayyeHuns katoya RSA15;

® «BASIC256SHA256» - noautuka 6e3onacHOCTM Anf  KOHdUrypaumm co
CpeaHMN TpeboBaHMAMM 6e30MacHOCTH, TaKUMW Kak:

npoBepka cepTndurkaTa 6e3onacHoCTy;

HeobxoanMO WndpoBaHue;

Heobxoanma 6e3onacHasa NOAMUCH;

Mcnonb3oBaHWe anroputma wudposaHna SHA 2;

ncnonb3oBaHwe anroputma wudposanua AES 256 CBC;
Mcnonb3oBaHue anroputma wudposaHna RSA-PKCS15-SHA2-256;
ncnosib3oBaHve anroputma wndpposaHma RSA-OAEP-SHAT;
MCNOAb30BaHWe anroputMa noayyeHns knoya P-SHA2-256;

ncnonb3oBaHwe anroputma nognucn ceptuémkara RSA-PKCS15-SHA2-
256;

MCNOJIb30BaHWe OrpaHNYeHHOro aaropmnTMa rnoayyenus karova SHA2-256;

® «AES128 SHA256_RSAOAEP» — nonntuka 6e30nacHOCTU Ana KOHPUrypaymm
CO cpeaHVMK TpeboBaHMAMM 6e30MacHOCTH, TakKMMK Kak:

npoBepka cepTndurkaTa 6€30MacHOCTY;
HeobXoANMO WNHPOBAHUE;
HeobxoanMa 6e3onacHas NoANuncCh;

Mcnonb3oBaHWe anroputma wudposaHnsa AES 128 SHA-256;

® «PUBSUB_AES128 CTR» — noautuka 6e3onacHocTM ana KOHurypaumm co

cpegHnMn Tpe6OBaHI/IFIMI/I 6e3OI'IaCHOCTI/I, TaKNMU KakK:
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e Heobxoamma 6e3zonacHasa NoAnuCh;
® VCnonb3oBaHWe aaroputma wudposaHua AES 128 CTR;

«PUBSUB_AES256_CTR» — noautika 6e30MmacHOCTV Ans KOHpUrypaumi co
cpesHMn TpeboBaHMAMKM He30MacHOCTY, TaKUMK Kak:

e HeobxoaMMO WndpoBaHue;
e Heobxoamma 6e3onacHas NoAMuCH;

e VCnonb3oBaHWe aaroputma wudposaHua AES 128 CTR.

Mpu BbIGOpe TnNa coobueHns «MESSAGE» nossutca napametp «Tun 3anpoca», B

KOTOPOM AOCTYMNHbI TUMbl 3anpOCOB:

184

«FINDSERVERS» — 3anpoc 13BeCTHbIX CEpBEpOB;
«FINDSERVERSONNETWORK> — 3anpoc n3BecTHbIx paboTatoLmx cepBepos;

«GETENDPOINTS» — 3anpoc Ha nojagepXwuBaemble CEepBEPOM KOHeUHble
TOUKMY;

«REGISTERSERVER>» — 3anpoc Ha perncrpauyuio cepeepa;

«REGISTERSERVER2» — 3anpocC Ha perucrpaumto cepepa C A4ONOJHUTENbHOM
nHdopmaumen ans FINDSERVERSONNETWORK;

«CREATESESSION» — 3anpoc Ha co3gaHue ceccuu;

«ACTIVATESESSION» - 3anpoc Ha co3gaHue ceccuu (nepepava
NAEHTUOUKALNOHHBIX AAaHHbIX KIVEHTA);
«CLOSESESSION>» — 3anpoc Ha 3aBepLueHne ceccuu;

«CANCEL» — 3anpoc oTMeHbl HEBBINMOJHEHHbIX 3aNPOCOB Ha 0OCNY>XXMBAHWE;

«ADDNODES» — 3anpoc Ha gobaBneHue y3na Kak AOYEpPHUN B agpecHoe
NPOCTPaHCTBO;

«ADDREFERENCES>» — 3anpoc Ha gobaBneHue CCblIKM Ha y3en;
«DELETENODES» — 3anpoc Ha yganeHue y3na n3 ajpecHoro npocTpaHcTBa;
«DELETEREFERENCES>» — 3anpoc Ha yaaneHue CCblIkU y31a;

«BROWSE» — 3anpoc Ha NpOCMOTp y3/10B;

«BROWSENEXT>» — 3anpoc Ha NpoAo/IKeHe NpoCMoTpa pesysibTata 3anpoca
BROWSE, ecnan pe3ynbTtat 3TOro 3anpoca npesbillaeT MakCMMaibHOE 3HaYeHueE;

«TRANSLATEBROWSEPATHSTONODEIDS» - 3anpoc Ha npeobpa3oBaHue
nyTW y3aa B aeHTndmnKaTop y3na;

«REGISTERNODES» - 3anpoc Ha peructpauuto y3nia, Hanpumep, Yy3na,
MHbOpMaLMa O KOTOPOM MOJIb30BATENHO U3BECTHa;
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«UNREGISTERNODES>» — 3anpoc Ha OTMeHy perncrpauum y3na;
«QUERYFIRST» — 3anpoc NnpoCcMOTpP AaHHbIX U3 ONpeAeséHHOro 3K3eMnaapa;

«QUERYNEXT>» — 3anpoc Ha NpoAo/XeHne npocMoTpa pesysbTaTa 3anpoca
QUERYFIRST, ecnn pesynbtat 3TOro 3anpoca npeBbiaeT MakCMMalbHOe
3HayeHwue;

«READ>» — 3anpoc Ha YTeHue AaHHbIX;

«HISTORYREAD>» — 3anpoc Ha NPOCMOTP 3HAYEHWI UAN COOBITUIN Y3/10B;
«WRITE» - 3anpoc Ha nameHeHwue y3na;

«HISTORYUPDATE> — 3anpoc Ha 06HOBNEHWEe 3Ha4YeHW nan cobbITuI y3N10B;

«CALLMETHOD» — 3anpoc Ha nonydeHwe pe3ynbTaTOB Bbl30OBa YAaNEHHOW
npoueaypebl;

«CALL>» — 3anpoc Ha BbI30B yAas€HHOW Npoueaypsbl;
«MONITOREDITEMCREATE> — 3anpoc Ha Hayano NoAnuCckK Ha CobbITHeE;
«CREATEMONITOREDITEMS>» — 3anpoc Ha nognncky Ha cobbiTue;

«MONITOREDITEMMODIFY» — 3anpoc Ha M3MeHeHWe napamMeTpoB NOAMUCKM
Ha cobbITus;

«MODIFYMONITOREDITEMS» — 3anpoc Ha n3MeHeHne NoAnmucky;
«SETMONITORINGMODE> - 3anpoc Ha yCTaHOBKY peXuma noAnucku;
«SETTRIGGERING» — 3anpoc Ha co3gaHue CBA3M MeXAy cObbITUEM 1 y310M;
«DELETEMONITOREDITEMS>» — 3anpoc Ha 3aBepLueHne NoANnNCKu;
«CREATESUBSCRIPTION» — 3anpoc Ha co3aaHue NoAnnUcku Ha cobbITUE;
«MODIFYSUBSCRIPTION>» — 3anpoc Ha n3mMeHeHve NoANMUCKM Ha COBbITHE;

«SETPUBLISHINGMODE>» — 3anpoc Ha BKItOYeHWe OTNpaBKN yBeAOMAEHUI NO
NoAnMcKam Ha cobbITue;

«PUBLISH» - 3anpoc Ha noATBepXAeHWe MOoJyYeHUs YBEeAOMJEHWA Mo
nognuckam Ha cobbiTus;

«REPUBLISH» — 3anpoc Ha NOBTOPHYO OTMPaBKy YBEAOMJ/IEHNI NO NOANNCKAM
Ha cobbITns;

«TRANSFERSUBSCRIPTIONS» — 3anpoc Ha nepesayy noAnncky Ha cobbiTne
N3 O HOW CEeCccun B APYryHo;

«DELETESUBSCRIPTIONS>» — 3anpoc Ha yaaneHue noanucky Ha cobbiTme.

Mpu BbIGOpE TMNa 3anpocoB «<BROWSE» n «READ» noaatcs napameTpbl:
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o «MpeHTUPUKaTop NPOCTPaHCTBA UMEH»;
® «Tun naeHtudukatopa ysna».
Mpwn Bbibope TMNa 3anpocoB «WRITE» noABATCA napameTpbl:
o «MpeHTndpukaTop NpocTpaHCTBa UMEH»;
® «Tun naeHTndukatopa ysna»;
® «Twun 3HaUYeHnn».
Mpw BbiIbOpe TMNa 3anpoca «CALL» nossaTca napameTpsbl:
® «Tun uaeHTudukatopa yssa Bbi3biIBaeéMoro obbekra»;
® «Tun naeHTndunkaTopa ysna Bbi3biIBa€MOro MeToaa».
ARMA FW noggaep>xnBaeTr oTciexmnBaHne cnefyrowmx TMNos naeHtndunkatopa ysna:
® UKCNOBOW;
® CTPOKOBbIW;
e GUID.
ARMA FW noazep>XvBaeT oTCAeXMBaAHME CeAYHOLLNX TUMOB 3HAUEHWN:
® UKCNOBOW;
® CTPOKOBBbIN.
5.5.3.13.1 Mpumep co3paHua npasmna COB

Heobxoanmo co3paTte nonb3oBaTesbckoe npaBuao (cM. «Co3zaHuve npasuna COB») co
cnefyroLWnMM napaMeTpamu:

® «Bkaountb» — Gaxok yCcTaHOBAEH;

® «3aronoBok» — «<OPC UA»;

o «Wcnonab3oBatb WabnoH» — «OPC UA»;
® «JlencTBue» — «OTKNOHUTL (Reject)»;

® «CoobuweHue» — «OPC UA»;

® «®unbTpoBaTb Ha OCHOBE MpoOTOKONa» — «YKasaTb [JOMOJHUTENbHbIE
napameTpbl»;

® «Tun coobweHna» — «MESSAGE»;
® «DyHkuma» — «WRITE»,
® «Twun naeHtTndpukatopa ysna» — «4mncroson Tmn»;

® «3HaueHue» — GAaXKOoK YCTaHOBAEH, OT «6257» A0 «6257».
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OcTanbHble NapamMeTpbl HEOb6XOAMMO OCTaBUTb MO YMOAYAHWIO M HaXaTb KHOMKY
«CoXpaHUTb», a 3aTeM KHOMKY «[MPpUMEeHUTb U3MeHeHUA».

5.5.3.13.2 MpoBepka co3paHHoro npasuaa COB

Ana npoBepkn cpabaTbiBaHMA MONb30BATE/IbCKOrO MpaBuaa Ha OCHOBe LWabioHa
npotokona OPC UA Ha MK «Server» gomxeH 6bITb yCTaHOBAEH 3MynAaTOp NnpoTokona OPC
UA — «OPC UA Server», Ha MK «Client» — MO «UaExpert».

Mopsgok NpoBepkn cpabaTbiBaHWA NOb30BaTENbCKUX MPaBWAL:

1. 3anyctmtb 1O «OPC UA Server» (cM. PucyHok — 3anyck OPC UA Server).

! OPC UA Server - O x

urityPolicy#No

f B A A A A A

* # Server started! Press x to stop; r to restart the server!

T EEEEEEEEEERE R R R R R R R R R R E R R R R R R E R R A R R R R E R E R E A R R R
L &: SERVE 8

PucyHok — 3anyck OPC UA Server

2. 3anyctutb MO «UaExpert». MNpu nepBom 3anycke Heobxogmmo 6Oyaer co3zaTtb

ceptudukat, ykasaB CTaHAapTHyrO uHPopmauumto SSL-knoya (cM. PucyHOk —
CospaHue ceptndukarta B UaExpert).
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. MNew Application Instance Certificate ﬁ

Subject:

Commaon Name: UaExpert@WIN-1BHGESRCVM] w
Organization: w w
Organization Unit:  Tw/ w
Locality: ru v
State: Moscow w
Country: RU U

(Two letter code, e.qg. DE, US, ...)

OPC UA Information

Application URL: | urn:WIN-1BHGESRCYMI:UnifiedAutomnation:UaExpert W
Domain Names: WIN-1BHGESRCYM
L~
=
IP Addresses:
8
—]

Certificate Settings

RSA Key Strength: [2048 bits + | Signature Algorithm: [Sha256 + | Certificate Validity:

[7] Password protect private key
Password: b4

Faseword (repeat): b4

[ OK ] [ Cancel

PucyHok — Co30aHue cepmugbukama 8 UaExpert

3. Haxatb KHOMKY « P » N pobaBuTb nogkntoueHve k cepepy «OPC UA Server» (cm.
PucyHok — [lobaeneHue cepsepa B UaExpert).
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F ™
Bl Add Server 8 [

Configuration Name  Server
pdvanced

Server Information

Endpaoint Url opc, top: /192, 168, 1, 200:43020

Reverse Connect |:|

Security Settings

Security Policy [None - ]

Message Security Mode [None - ]

Authentication Settings

@ Anonymous
_ Username Store
~ Password
_ Certificate
" Private Key

Session Settings

Session Mame

Connect Automatically

[ OK J[ Cancel ]

A

PucyHok — [lobasneHue cepsepa e UaExpert

4. NMepentn B Katanor «Root/Server/Machine» n nepeTawmTb MbIWbIO CTPOKY
«HeaterSwitch» B okHO «Data Access View». 3aTeM ieBOM KHOMNKOW MbILIW ABa>/bl
HaxkaTb MO 3HauyeHuto nona «Value» ana nepexoja B pexuMm peaakTUpPOBaHWA
3HaYeHMa NepemMeHHomn (CM. PUCyHOK — PefakTnpoBaHue 3HaYeHns nepemMeHHown).
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. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document

Settings  Help

DeBBO + =

§<'~\-_>:, EE

X || Data Access View € Attributes g X

(b Server

> [1 Documents

Project (=}
4 [ Project 2 Server Mede Id Display Mame Value Datatyp
« _SEWE“ 1 Server MNS4|Mumericl6... HeaterSwitch false Boolean

%@ o
Attribute Value m
AccessRestrictions BadAttribute

4 Value
SourceTimestamp 2111.2024 1.
SourcePicoseconds 0 —

ServerTimestamp 2111202410

StatusCode
Value

Mamespacelndex 0 8
TdentifierTiume Klisimari
4 M | +
Address Space g X References -4
£ [No Highlight - £ - |Fnrward - (+]
4 oy Server = Reference Target DisplayMName
# Auditing HasTypeDefiniti.. BaseDataVariableType
> % GetMonitoredltems
4 g% Machine F
> @@ HeaterSwitch
* e TemperatureSensor 3
¥ NamespaceArray
* 4w Mamespaces |
> a SampleEventMotifier
W ServerArray
e ServerCapabilities ] m +
Log [
#8 P
Timestamp Source Server Message o
21.11.2024 12:10... TypeCache Server Reading type info of Nodeld N50|Numeric|2020 succeeded
21.11.2024 12:10... TypeCache Server Reading type info of Modeld N50|Mumeric[12581 succeeded
21.11.2024 12:10... Typelache Server Reading type info of Modeld MN50|Mumeric|2013 succeeded
21.11.2024 12:10... Typelache Server Reading type info of Modeld N50|Mumeric[11645 succeeded
21.11.2024 12:10... Typelache Server Reading type info of Modeld MN54|Mumeric[1004 succeeded
21.11.2024 12:10... AddressSpaceM... Server Browse on node 'ns=4:i=5066" succeeded.
21.11.2024 12:10... TypeCache Server Reading type info of Modeld MN54|MNumeric[l001 succeeded
21.11.2024 12:10... Attribute Plugin  Server Read attributes of node 'N54|Numeric|5257" succeeded [ret = Good].
21.11.2024 12:10... Reference Plugin  Server Browse succeeded. |:|
21.11.2024 12:10... TypelCache Server Reading type info of Modeld N50|Mumeric[l succeeded -

PucyHok — PedakmuposaHue 3Ha4yeHus nepemeHHoU

5. B 6noke «Log» nossutca vHdopmaLma O HeycrnewHOW 3anucu (cM. PucyHok —

CoobleHre 0 HeycrneLwHOM 3anmcu).

Log f X
#B

Timestamp Source Server Message o
21.11.2024 12:21... Attribute Plugin  Server Write failed [ret = BadDisconnect].

21.11.202412:21... General Errar: Publish failed [status=0x80ad0000]

21.11.202412:21... General Error: Publish failed [status=0x30ad0000]

21.11.2024 12:21... General Error: Publish failed [status=0x80ad0000] i
2111.202412:22... Server Node Server Connection status of server 'Server' changed to 'ConnectionErrorApiReconnect’. [
21.11.202412:22... Server Node Server Connection status of server 'Server' changed to 'Connected'. 57

PucyHok — CoobujeHue o HeycnewHouU 3anucu

6. Pe3synbtatoM ycnewHoro cpabatbiBaHWs npaBuia OyaeT nosiBaeHne cobbiTin B

nogpasaene

n

peapynpexaeHun COB  («O6bHapy)keHue BTOpPXXeHWU»

«Mpepynpexaenunsa (Alerts)»), B getanbHOM MHGOPMaLUKM KOTOPbIX NPUCYTCTBYET

3HaueHwe, yKazaHHOe B NapameTpe «3aro0BOK»:

® «OPC UA» (cM. PucyHok — [leTanbHas nHpopmaumsa, npotokon OPC UA).
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BpeMeHHan MmeTHa 2024-11-21T12:04:16.328148+0300
MNpegynpenuTe (Alert) OPC UA
MaeHTuduraTop 420406724

npenynpexneHua (alert)

MpoTowon TCP

IP-agpec MCTOYHWMKA 192.168.2.100
IP-apnpec HazHa4YeHWA 192.168.1.200
MopT MCTOYHMEKA 49249

MopT HazHa4YeHWA 48020

MHTepdeiic WAN

HacTpoeHHoe JeACTENE BrntoyeH

OTKNOHUTE (Reject) -

JaKpEITE

PucyHok — [lemanvHasa uHgpopmayus, npomokon OPC UA
5.5.3.14 Wa6noH npotokona RDP

Mpn co3paHMM MOb30BATENbCKOrO MNpaBuia Ha OCHOBe wWwabsnoHa npotokona RDP
HeobxoAMMO 3ajaTb NapamMeTpbl MPOTOKOAA, BbibpaB B nNose napametrpa «®uabTpoBaTb
Ha OCHOBe NPOTOKOJ1a» 3HaueHVe «YKa3aTb JOMOJHUTE/IbHbIE MapamMeTpbl».

Mpu BbIBOPE ONUUKN «YKaszaTb AOMONHUTE/bHbIE MapaMeTPbl» MOABATCA Caeayrouime
napameTpbl:

® «WHBepTUpOBaTb NPaBNIO».

o «Her» - wcnonb3yerca gna GuaAbTpaLUUKM MO  yKa3aHHOMY WMEHMU
nonb3oBaTtens;

e «[fla» — ncrnonbsyetca aAns GUAbTPaLMKN NO MMEHaM BCeX MoJb30BaTenen,
KPOMe YKa3aHHOrO MMeHMW.

® «3HaueHme RDP Cookie» - wcnosnb3yerca aAna nepejauv  VIMeHM
NOAKNHOUYEHHOTO MOb30BaTeNs.
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Mpumeuanne:

®dunbTpaums cornacHo co3zaHHOMY NpaBuy Ha OCHOBe LabsoHa NPOTOKOoAa
RDP He OyaeT BbIMOAHATBCA B Caydae gobaBneHns umerHn MK Kk vmeHwn
nosab3oBartens (cM. PucyHok — lobasaeHve nmenu MK K MMeH noab3oBaTens),
B HekoTopblx cayyasx OC Windows moxeT go6aenatb nms NK aBTomatnyecku.

Ana koppekTHON GuabTpaLUn cneayeT B UCNOAb3yEMOM MpPaBuIe yKa3aHHOe
paHee WMA No/ab30BaTens, Hanpumep «test_user», B nose napameTpa
«3HaueHune RDP Cookie» 3ameHUTb 9-10 HauanbHbIMWN CUMBOAAMKN UMeHn TTK
(cm. PucyHok — PegaktnpoBaHue npaBuaa).

CE Mogxntouerne k YAZNEHHOMY paBoyemy C..

:' [Noaknto4YeHue K YaoaneHHoOMy
2Y pabouemy crony

DBwme  3kpan  MowaneHeie pecypesl  Bsawmonefictewe  Dononmw |

[lapameTpkl EX0OA

. L BeeovTe MMA yOANEHHOMD KOMMBOTERA.
==

Komnsiorep: | 192.168.1.100 v

MonezoBaTtent: | DESKTOP-XRST448 test_user |

[Py NogxnoyYeHr Heobxko oMo By 0eT YKaZaTe YYETHEIE
OAHHBIE.

] PaspewmTs MHE coXpaHATE Y4STHBIE AAHHGIE

PucyHok — [lobasneHue umeHu MK k umeHuU noss3oeamens

3Ha4eHune RDP Cookie DESKTOP-X

OTMEHUTE

PucyHok — PeGakmuposaHue npasusia
5.5.3.15 Wa6a0H npoTtokosa S7comm

Mpun co3zaHuMM MOJIb30BATE/IbLCKOTO MpPaBWia Ha OCHOBE LWabsioHa MPOMbILAEHHOTO
npoTtokosna S7comm HeobxoAMMO 3azaTb MapameTpbl MPOTOKO/A, BbIGpaB B Moje
napametpa «®uAbTpoBaTb Ha OCHOBe MPOTOKONA» 3HaueHve «YKasaTb
AOMONHUTENbHbIE MAapPaMETPbI».

Mpwn BbIGOPE ONuUMN «YKa3aTb AONOJAHUTENbHbIE NAapPaMeTpbl» MNOABUTCA NapamMeTp «Tun
coobueHna», B KOTOPOM AOCTYMHO YeTblipe TUMNa COOBLLEHNIA:

® «JOBREQUEST>» — nakeT ¢ 3anpocoM Ha BbIMOJHEHNE QYHKLINN;
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® «ACK» — naket ¢ pe3ynbTaTOM BbINOJHEHUA Oonepauuu;

® «ACKDATA» — nakeT C OTBETOM Ha 3anpog;

«USERDATA» — nakeT ¢ 4aHHbIMUW NO/b30BaTeNA.

Mpwn Bbibope TMnNa coobuweHna «JOBREQUEST» nossutca napametrp «®yHKuma», B
KOTOPOM AOCTYMHbI ciegyroLine QyHKLMK:

«CPUSERVICE» — cepsuchbl L[;

«SETUPCOMM>» — 3anpoc Ha nogkatodenme K MJK;

«READVAR>» — 3anpoc Ha uTeHue;
«WRITEVAR» - 3anpoc Ha 3anuchb;

«REQUESTDOWNLOAD> — 3anpoc Ha 3arpy3ky npoLUnBKH;

«DOWNLOADBLOCK>» — 3arpy3ka npowmnsku Ha [M/1K;

«DOWNLOADEND> - 3anpoc Ha 3aBepLueHue 3arpy3ku npowmsku Ha [1/1K;

«STARTUPLOAD> — 3anpoc Ha BbIrpy3Ky NpOLLVBKY;

«UPLOAD> — Bbirpyska npouwwmsku ¢ M/1K;

«ENDUPLOAD> — okoH4YaHWe BbIrpy3ku npowwmsku ¢ MNJK;

«PLCCONTROL» — ynpasneHwue MNJK;

«PLCSTOP» — octaHoBka [MJ1K.

Mpwn Bbibope o¢yHkuun «READVAR» uanm «WRITEVAR» noseutca napametp «Tun

oGnacm», B KOTOPOM AOCTYMHbI TWUMbI obnactu UTE€HWUA, yKa3aHHbl€ B Ta6n|/|u,e (CM.

Tabavnua «Tunbl obaactu»).

Jlrobon

Tun obnactu

SI (System info)

SF (System flags)

Al (AHanoroBble BXOAbl)

AO (AHanoroBsble BbIBOAbI)

C (Counters)

T (Timers)
IC (IEC Counters)
IT (IEC Timers)
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Tabauya «Tunel obaacmu»
OnucaHune
Ntobas obnactb uTeHns
CucreMHas nHpopmaums
CucremHble ¢paaru
AHanoroBble BBOAbl
AHanoroeble BbIBOAbI
CuéTtumkn
Tanmepbl
Cuétumkn IEC

Tanmepsl IEC
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Twun obnactn OnucaHwue
P (Directp peripheral access) Mpsmon goctyn K nepudepunm
| (Inputs) Beopg
Q (Outputs) BbiBOA,
M (Flags) ®narn
DB (Data blocks) Baoku paHHbIX
DI (Instance data blocks) Baokn paHHbIX 3K3eMnApa
LV (Local data) JlokanbHble AaHHble

Mpwn BbIGOpPE B nosie napametpa «Tun obnactn» ntobOro 3HavyeHns, KPoOMe 3HayeHums
«JTroboi», NOABATCA NONSA:

® «WNmsa obnactun»;

® «Twun AaHHbIX»;

® «KonnuecrBo gaHHbIX»;

o «CmeLweHue AaHHbIX».
Mone napametpa «<Uma obnactn» npuHMmaeT 3HaveHns ot «0» g0 «65535».
B none napametpa «Tun gaHHbIX» AOCTYMHbI CAeAytoL e TUMbl JaHHbIX:

® «BIT»;

® «BYTE»;

® «CHAR»;

® «WORD»;

® «INT»;

® «DWORD»>;

® «DINT»;

® «REAL»;

o «DATE»;

® «TOD»;

o «TIME»;

® «SS5TIME»;

o «DATETIME»>;

® «COUNTER»;
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® «TIMER»;

o «|ECTIMER»>;

® «lECCOUNTER»;
® «HSCOUNTER».

MNone napameTrpa «CmelieHUEe AaHHbIX» MPUHMMAET LENOYUCNEHHOe 3HayeHue B
LeCTHaALATEPUYHON cncTeMe cuncaeHmns B popmate «0x000000».

Mpwn Bbibope dyHkumMn «WRITEVAR» 1 noboro 3HauveHma B none napametrpa «Tun
obnactu», kpome 3HaueHus «J1toboKr», NOABATCA 4OMONHUTENbHbIE NAapPaMeTpbl:

® «Tun nepegaBaeMoro 3HauYeHUs»;
® «KonnuectBo nepeaaBaemMbiX AAHHbIX»;
® «Cnncok 3HaUeHUW JaHHbIX».

B none napametpa «Tun nepepaBaemMoro 3HauyeHMUA» AOCTYMHbl CAeAytolne TUMbI
3HaYEeHWUN:

® «NULL» — He BbI6paHO;

® «BIT» — 3HaueHue B buTax;

® «BYTE» - 3HaueHve B banTax;

® «INT» — uenouncneHHoe 3HaveHwue;
® «REAL» — BelecTBEHHOE;

® «STR» — cTpOKOBOE 3HayeHwue.

MNMone napameTpa «CNNCOK 3HAUEHWUIN AAHHbIX» MPUHVUMAET LEeNOYMNCAEHHOE 3HaYeHne
B LUeCTHajLLaTepuyHou cucteme cumcneHms B popmate «0x000000».

Mpwn BblbOpe byHKLMM «REQUESTDOWNLOAD», «DOWNLOADBLOCK>,
«STARTUPLOAD» nossutca napameTtp «Tun 610ka», B KOTOPOM AOCTYMHbI CaegyroLme
TMNbl 610Ka CKauMBaHUA:

® «OB» — opraHn3aunoHHbIV 610K, XPaHWUT r1aBHble NMPOrpPaMMbl;
® «DB» — 610K AaHHbIX, XpaHUT Heobxoaumble ans MJIK nporpamMm faHHbIE;

® «SDB» — 6710k AaHHbIX CUCTEMBI, XpaHUT Heobxoanmble ana MJIK nporpamm
JaHHbIE;

® «FC» — dyHKkuus, GyHKUMN 6e3 COCTOAHMA — He MMerOT COBCTBEHHOW MamsATw,
MOryT 6bITb 3anyLLUeHbl U3 APYrMX NPOrpamm;

® «SFC» - cuctemHasa oyHKUMA, OyHKUMKM 6e3 COoCTOAHMA — He UWMeoT
COHCTBEHHOW NaMATK, MOTYT ObITb Bbi3BaHbl U3 APYrMX NPOrpamMm;
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«FB» — 650Kk OyHKUMKW, YHKUMM C  COCTOAHMEM, OObIYHO MMeET
accoummnpoBaHHbIn SDB;

«SFB» — 610K CUCTEMHOWN OYHKLUNKN, GYHKLMN C COCTOSHUEM, OObIYHO MMEHT
accoummnpoBaHHbIn SDB.

Mpwn BbibOpe B Nosie napametrpa «Tun 6a0ka» t060ro 3Ha4YeHUs, KPOMe 3HaYeHUS

«JTrobor», nosssaTcAa NnapameTpbl «Homep 6n10ka» 1 «LieneBas ¢paitnoBas cucrema».

B none napametpa «LheneBas ¢ainoBas cucrema» A0CTyMHbl ABE OMNLUN:

«P» — naccmBHas, 610k TpebyeT akTMBaLMK NOCAe CKaunBaHWS;

«A» — akTuBHasa, 610k ByaeT aKTMBU3MpPOBAH NOC/E CKaunBaHUA.

Mpu Bbibope dyHKunn «PLCCONTROL» nossutca napametp «®yHKUMA», B KOTOPOM

AOCTYMHbI cnegytowme yHKumm ynpasnerns MNJK:

® «INSE» — akTmBaymsa ckayaHHoro 6,10ka, mapaMeTpomMm BbICTynaeT ums 610ka;

® «DELE» - yaaneHne 610ka, napameTpom BbICTynaeT nmsa 610ka;

® «PPROGRAM» - 3anyck nporpammbl, napamMeTpoM BbICTyrnaeT UMS
nporpamMmmbl;

® «GARB» — cxxaTtme namaty;

® «MODU» — konnposaHne RAM B ROM, napameTtp coaep>XuT naeHtudunkatopsl
dannoson cucrtemol A/E/P;

® «OFF» — BbikntoyeHune MNJIK;

® «ON» — BkaroueHue IMJIK.

5.5.3.15.1 Mpumep co3paHua npasmna COB

Heobxoanmo co3paTtb noab3oBaTesbckoe npaBuao (cM. «Co3zaHuve npasuna COB») co

cnefyowmMMm napameTpamm:
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«BknrounTb» — GNaxKoK yCTaHOBJEH;
«3arosIoBoK» — «S7commy;,
«Mcnonb3oBatb WabaoH» — «S7commpy;
«[lencrBue» — «OTKNIOHUTL (Reject)»;
«CoobweHue» — «<S7commy;

«@®unbTpoBaTb Ha OCHOBE MpoOTOKoNa» — «YKasaTb [JOMOJHUTENbHbIE
napameTpbl»;

«Tun coobweHuna» — «KJOBREQUEST»;
«@yHKUMA» — «PLCSTOP».
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OcTanbHble NapamMeTpbl HEOb6XOAMMO OCTaBUTb MO YMOAYAHWIO M HaXaTb KHOMKY
«CoXpaHUTb», a 3aTeM KHOMKY «[MPpUMEeHUTb U3MeHeHUA».

5.5.3.15.2 MpoBepka co3paHHoro npasuaa COB

Ana npoBepkn cpabaTbiBaHMA MONbL30BATENbCKOrO MpaBuia Ha OCHOBe LWabaoHa
npotokona S7comm Ha K «Server» fonxHO 6biTb ycTaHoBneHO 1O «Snap7 Server
Demo», a Ha MK «Client» — N0 «Snap7 Client Demo».

[Ana nposepku npasuna COB He0BX0AMMO BbINOAHUTL CAeAytoLme AeNCTBUS:

1. B MO «Snap7 Server Demo», B none «Local Address» Beectn «192.168.1.200» u
HaXaTb KHOMKy «Start» (cm. PucyHok — 3anyck MO «Snap7 Server Demo») ans

JIOKaNbHOTO 3anyCKa cepBuca.

[ Snap7 Server Demo - Windows platform [64 bit] [Lazarus] — O *
Local Address logMask DE1 DEZ2 DB3
192.168.1.200
evcServerStarted - $00000001 evcPITincoming o S00010000
- evcServerStopped o 00000002 evcDataRead - 00020000
evelistenerCannotStart :© 00000004 evecDataWrite o 00040000
eveClienthdded : $00000008 evellegotiatePDU : $00080000
Stop eveClientRejected : $00000010 evcReadszL : $00100000
eveClientNoRoom : F00o0ooozo evellock T $00200000
eveClientException : 00000040 evelpload : 500400000
eveClientDisconnected @ 500000080 eveDirectory : 500800000
evcClientTerminated : 00000100 evcSecurity : $01000000
evcClientsDropped : 00000200 evcControl : 502000000
evcReserved 0400 o 00000400 evcReserved 04000000 o 504000000
eveReserved 0200 o 00000800 eveReserved 02000000 - 02000000
evecReserved 1000 : $00001000 eveReserved 10000000 : $10000000
evcReserved_ 2000 T F0o0oozooo evcReserved 20000000 T F20000000
evcReserwved_ 4000 1 F00004000 evcReserved 40000000 1 $40000000
evcReserved 2000 : 00008000 evocReserved 20000000 1 $80000000

Mask SFFFFFFEFF

2024-11-21 17:05:57 Server started

Running Clients : 0
PucyHok — 3anyck 1O «Snap7 Server Demo»

2. 3anyctutb MO «Snap7 Client Demo», B none «IP» Beectn «192.168.1.200» 1 HaxaTb
KHOMKy «Connect» ana nogkntoueHma K «Snap7 Server Demo».

3. Y6eauTbcs, uto BO Bkiaske «System info» oTobpaxaetca uHbopmaums o
KOHTposnepe (cM. PucyHok — 3anyck 10O «Snap7 Client Demo»).
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Async Mode FOU Size (byte)
192.168.1.200 | | Rack/Slot | T5AP @ Poling 480

B Wihat's the “smart connect” feature 2
= () Callback

whi ion?
Disconnect Which parameters should T use for the connection?

Connect

SystemInfo | Data readiwrite | Multi read/write | Directory | Block - Up/Download | Block - DB Get/Fill | Read SZL | Date/Time | Control | Security |

Catalog

Order code 6EST7 315-2EH14-0RBO Wersion V3299

Unit Info

Module Type Hame CFU 315-2 EN/DF

Serial number C-C2UR28522012

‘Vendor copyright Original Siemens Egquipment
AS Name SNLET-SERVER

Module Name CFU 315-2 EN/DP

Communication Info

Max PDU size (byte)

WMax active connections

Max MPI rate (bps) 12000000

Max comm. bus rare (bps) 157500

Refresh Info

If TSAP Tab is used for the connection, The system Info is not called automatically (you should press the button "Refresh Info™).
This because some PLC (ST200/LOGO) don't offer these informations.

Get System Info & ms oK

PucyHok — 3anyck 10O «Snap7 Client Demo»

4. Tlpomn3BecTn 3aNnCb B PErncTp, ANA 3TOro nepentn Bo Bknagky «Data read/write»,

BBeCTM B pernctp «0000/00» 3HaueHme «1» n HaxaTb kHoNKy «Write» (cM. PucyHok
— 3anucek B permnctp «0000/00»).

198 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

Async Mode FOU Size (byte)
192,168.1.200 @ Poliing Gl

() Event
() Callback

whi ion?
Disconnect Which parameters should T use for the connection?

Connect What's the "smart connect” feature ?

Async Read

Write

Async Write

150 : An error occurred during send TCP @ Connection reset by peer

PucyHok — 3anuce e pecucmp «0000/00»

5. MNepenTtn BO BKNagky «Control», HaxaTb KHOMKy «Stop» Ans OocTaHOBKM paboTbl
KOHTpo/nepa n ybeantbC B uU3MeHeHun mHamkaumm ¢ «RUN» Ha «Unknown» u
HeLOCTYNHOCTU KHOMKK «Get status» (cM. PucyHok — OTk/IFoUeHme KOHTPOJ/Iepa).
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192.168.1.200

Async Mode

PDU Size (byte)
480

Rack/Slot | TsAP

(@ Polling
() Event
() Callback

PG - -
Disconnect Which parameters should T use for the connection?

| System info | Data readiwrite | Multi readiwrite | Directory | Block - Up/Download | Block - DB GetFill | Read SZL | Date/Time | Control | Security |

Connect What's the "smart connect” feature ?

Unit status

Unknown Stop

Get Status Hot Restart

Cyclic refresh Cold Restart

[ Copy Ram to Rom l

=<—These functions work only if the CPU is in STOP

Timeout (ms) [ Aszync Copy Ram to Rom ]

15000

Compress.

Async Compress

150 : An error occurred during send TCP @ Connection reset by peer

PucyHok — OmksrouyeHuUe KoHmMpoJsiepa

PesynbtaTtom ycnewHoro cpabatbiBaHuWa npasBuna byaer nossaeHwe cobbiTviA B
nogpasgene npeaynpexzgeHnn COB  («O6Hapy)XeHue  BTOpPXEHWUin» -
«Mpepaynpexaenunsa (Alerts)»), B getanbHON MHGOPMaLMM KOTOPbIX NPUCYTCTBYET

3Ha4YeHNE, YKa3aHHOE B NapamMeTpe «3aro/IoBOK»:;

® «S7Comm» (cM. PucyHok — [letasbHaa nHdopmaums, npotokoa S7comm).
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BpemeHHan meTra 2024-11-21T17:16:54.983134+0300
Mpenynpeants (Alert) STComm
WpesTudurarop 429496726

npegynpexaeHua (alert)

MNpoToron TCP
IP-anpec wcTouHKKa 192.168.2.100
IP-appec HasHaYEHMA 192.168.1.200
MopT ncTouHKka 1981
MopT HasHadeHwuA 102
WrTepdeiic WARN
HacTposeHHoe nefcTemne Brnrouen
OrknonuTs (Reject) -

JaKpeITE

PucyHok — [lemanvHasa uHgopmayus, npomokosn S7comm

5.5.3.16 WWa6noH npotokona S7comm Plus

Mpwn co3saHMM MONb30BaTENIbCKOrO MpaBuMaa Ha OCHOBe WabsoHa MPOMBbILWAEHHOTO
npoTtokosa S7comm Plus HeobxoanMO 3agaTb NapameTpbl NPOTOKOAA, BbibpaB B noJse
napametpa «®uabTpoBaTb Ha OCHOBe MPOTOKO/Ma» 3HauyeHWe  «YkasaTb
AOMNONHUTE NbHbIE MapaMeTPbI».

Mpu BbIGOpPE onNuMM «YKasaTb AOMONHUTE/bHbIE MapamMeTpbl» MOABATCA Caejyoline
napameTpsbl:

® «Tun coobweHna»,
o «Tun»;
o «DyHKUNA».
MapameTp «Tun coobuweHna» CoAep>XMT BbiNaZatoLLMi CIMCOK CO 3HAUEHUAMMU:
o «REQUEST»;
o «RESPONSE»;
® «NOTIFY»;
® «RESPONSE2».
MapameTp «Tun» — COAEP>KMT BbiMaAatoLLnNIA CMUCOK CO 3HAYEHUAMM:

® «CONNECT»;
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o «DATA»;

o «DATAW1 5»;

o «KEEPALIVE>;

® «EXT_KEEPALIVE»>.
MapameTp «®@YHKUMNA» — COAEPKUT BbINaAatoLwmi CMCOK CO 3HAYEHMAMMU:

® «OTtcyTcTBYyeT>,

o «EXPLORE»>;

® «CREATEOBJECT»;

® «DELETEOBJECT»;

® «SETVARIABLE>;

® «GETLINK>;

® «SETMULTIVAR»;

® «GETMULTIVAR»;

® «BEGINSEQUENCE»>;

o «ENDSEQUENCE>;

o «INVOKE»;

® «GETVARSUBSTR».

Mpu BbiGope onumi «EXPLORE», «CREATEOBJECT», «DELETEOBJECT», «GETLINK»,
«SETMULTIVAR», «GETMULTIVAR», n «GETVARSUBSTR» nosBAtca napameTpbl A4S
yKasaHus 3HaYeHNn QYHKLUW.

5.5.3.17 Wa6noH npotokona Telnet

Mpu co3saHUK MO/b30BATENbCKOrO MpaBuia Ha OCHOBe WwabnoHa npotokona Telnet
HeobX0AMMO 3ajaTh 3HAUYEHNA CNeayHoLWNX NapaMeTpoB:

® «YHukanbHbiu Telnet Login notok»;
® «3HaueHue Telnet login» — vcnonb3yertca ana nepesaun MMeHN NOAb30OBaTENS.
Mpumeuanne:

B cnyuae co3gaHma MHOXeCTBa MpaBu A4 PasHbIX JOTMHOB Ha OAVH U TOT
xe Habop IP-agpecoB nonyyatenen n oTnpaButenen n NOpToB, HeOHXOAMMO
BbIOMpaTh B none napameTpa «YHukanbHbiv Telnet Login noTok»:

L4 «Aa» — TOJIbKO Ha NnepBOM nMpasujie U3 3TOro0 MHOXecTBa WIN
€ANHCTBEHHOM MNpaBue;

® «Her» — Ha oCTanbHbIX npasunaax N3 3TOro MHO>XecCTBa.
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5.5.3.18 Wa6naoH npotokona UMAS

Mpu co3gaHMyM MNONb30BATENbCKOrO MpaBWaa Ha OCHOBe LWab/soHa MPOMBbILIEHHOro
npotokona UMAS Heobxoanmo 3agatb napamMeTpbl MNPOTOKO/a, BbibpaB B none
napamerpa «®uabTpoBaTb Ha OCHOBE MNPOTOKO/NAa» 3HayeHWe  «YkasaTb
AOMNONHUTENbHbIE MapaMeTpbI».

Mpu BbIbOpe onumu «YKaszaTb AOMONAHUTE/NbHbIE MNapamMeTpbl» MOABUTCA NapamMeTp
«@YHKLMA», B NOJIe KOTOPOro AOCTYMHbI GYHKLNN:

® 0x01 - «INIT_COMM>» — nnnymanmsauyma UMAS ceccum;

® 0x02 — «<READ_ID» —3anpoc NJIK ID;

® 0x03 — «READ_PROJECT_INFO» — uteHne nipopmaumm o npoexTe;
® 0x04 — «<READ_PLC_INFO» — uyteHue BHyTpeHHeln nHbopmaumm MK;

® (0x06 — «<READ_CARD_INFO» — uteHne nHdopmaLmm o BHyTpeHHen SD kapTbl
MNAK;

® 0x0A — «REPEAT» — otnpasutb nHbopmaunto obpatHo MNMJIK. Micnonblyetca ans
CUHXPOHM3aLNWK;

® 0x10 — «TAKE_PLC_RESERVATION>» — Ha3HaunTb /1K Bragenbua;
® 0Ox11 - «RELEASE_PLC_RESERVATION>» — cHaTb Bnagenbua MNJkK;
® 0x12 — «KEEP_ALIVE» — nogaep>ka akTUBHOIro COeANHEHUS;

® 0x20 — «<READ _MEMORY_BLOCK» — yteHune 610ka namaTtm ¢ MAK;

® 0x22 — «<READ _VARIABLES» — uTeHVe CUCTEMHbIX BUTOB, CUCTEMHbIX C/10B W
nepemMeHHbIX;

® 0x23 — «WRITE_VARIABLES» — 3an1cb CUCTEMHbIX BUTOB, CUCTEMHbIX C/JIOB Y
nepemMeHHbIX;

® (0x24 — «<READ_COILS_REGISTERS» — uteHue coils n peructpos c MJK;
® (0x25 - «WRITE_COILS_REGISTERS» — 3anuck katywek v perncrpos B lN/1K;

® 0x30 — «INITIALIZE_UPLOAD>» — nHuumanmsauunsa 3arpysku (KonmposaHusa ¢
nHxxeHepHoro K Ha /1K),

® 0x31 — «<UPLOAD_BLOCK» — 3arpy3ka 6a0ka gaHHbIX C nHxeHepHoro MK Ha
MNaK;

® 0x32 — <END_STRATEGY_UPLOAD>» — 3aBepLueHue 3arpysku (KonmposaHus ¢
nHxeHepHoro MK Ha MJIK);

® 0x33 - «INITIALIZE. DOWNLOAD» - wuHuumanm3auma CKauymBaHUA
(konnposaHus ¢ MNJIK Ha nHxeHepHbIn MK);
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® 0x34 - «DOWNLOAD_BLOCK» - ckaumBaHue 6n0ka pgaHHbix ¢ [1JIK Ha
NHXXeHepHbIn MK;

® (0x35 - «END_STRATEGY_DOWNLOAD>» — KoHeL, ckaunBaHunsa (KoNnMpoBaHus €
MK Ha nHxeHepHbin TK);

® 0x39 — «READ_ETH_MASTER DATA» — yteHue Ethernet Master Data;
® 0x40 — «START _PLC» - Bkntouenue MNJK;
® 0x41 - «STOP_PLC» — Bbikatouenue MJIK;

® 0x50 — «MONITOR_PLC» — MOHUTOPUWHI CUCTEMHbIX OUTOB, CUCTEMHbIX C/IOB U
nepemMeHHbIX;

® 0x58 — «CHECK_PLC» — npoBepka craTtyca nogkaroyenuns MNJK;
® 0x70 — «READ 10 _OBJECT» — yteHue |0 0b6beKTa;

® 0x71-«WRITE_IO_OBJECT» — 3anucbk IO 0bbekTa;

® 0x73 - «GET_STATUS_MODULE>» — nosny4yeHwne ctatyca Moayns.

Mpwn Bbibope «INIT_COMM», «READ_ID», «READ_PROJECT_INFO», «READ_PLC_INFO»,
«READ_CARD_INFO», «REPEAT», «TAKE_PLC_RESERVATION»,
«RELEASE_PLC_RESERVATION», «<KEEP_ALIVE», «INITIALIZE_UPLOAD>», «UPLOAD_BLOCK>»,
«END_STRATEGY_UPLOAD», «INITIALIZE_DOWNLOAD», «DOWNLOAD_BLOCK»,
«END_STRATEGY_DOWNLOAD», «READ_ETH_MASTER_DATA», «START_PLC»,
«STOP_PLC», «MONITOR_PLC», «CHECK_PLC», «<READ_|0O_OBJECT», «WRITE_IO_OBJECT>,
«GET_STATUS_MODULE» nosasatca napametpbl «MHpopmaumua o npoekre» 1 «Tun
coobeHna».

B none napametpa «Tun coobuweHns» AOCTYMHbI ABa TUNa COOOLLEHNN:
® «REQ» - 3anpoc;
® «RES» - oTBeT.
Mpw Bbibope dyHKUMM «READ_MEMORY_BLOCK» nosBsaTcA napameTpsbi:
® «Homep 6n0ka»;
o «KonnuecTtBo AaHHbIX»;
o «CmelweHne».
Mpu BbibOpe dyHkumm «READ_VARIABLES» nosassaTtca napameTpsi:
® «ba3soBoe cmeleHneE>,
® «OTHOCUTEeNIbHOE CMelleHne»;
® «Howmep 6510ka»;

o «KonunuectBo 3HaueHN»;
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® «Tun 3HauUeHUn».
B nose napametpa «Tun 3HaUE€HWI» JOCTYMHbI TPU TUNA 3HAYEHWUI:
o «BIT»;
[ ] «WORD»;
o «DWORD»>.

Mpwn Bbibope dyHKUnn «WRITE_VARIABLES» noaBATcA napameTpbl:

«Homep 6n10ka»;

«CmelyeHne»;

«TuUn 3HauYeHNn»;

«3HaueHune».

Mpn Bbibope ¢yHkum «READ_COILS_REGISTERS» un  «WRITE_COILS_REGISTERS»
NOABATCA NapameTpbl:

® «YcnoBue (3HaueHue)» — 1onbko ana «WRITE_COILS_REGISTERS»;

«Homep peructpoB ¢pnaros (Coils)»;
o «CmeweHue»;
® «Twun 3HaUYeHNn».
B none napametpa «YcnoBue (3HaueHue)» AOCTYMHbI CleAyOLLME YCIOBUS:
® «OTCYTCTBYyeT»;
® «b6osblue uem»,
® «MeHblle YyemM»,
® «paBHO»;
® «OoTpuLaHue».
B none napameTpa «Tun 3HaUY€HUA» JOCTYMHbI TPW TUMNA 3HAYEHWIA:
® «perncrp»,
® «peructp ¢nara (Coil)»;

® «OTCYTCTBYeT».

5.6 KoHTponb npuaoxxeHun

OyHKkUMA «KOHTPOAb NPUAOXKEHUA»  nAeHTUGULUMPYeT Tpaduk OT  Pas3IUYHbIX
NPUIOXEHUI B CETU U NO3BOASET BNOKMPOBATb UX UCMONb30BaHMe.

,ﬂ‘flﬂ BKAHOYEHNA KOHTPOAA I'IpI/I.I'IO)KeHI/II\/’I HeO6XOAI/IMO BbIMOJIHNTb CAeQyrOoLLMe AeIZCTBMﬂI

1. Bxkaroumtb COB u CIB (cM. «OcHoBHble HacTponkn COB»).
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2. lMepentn B noapassen ynpaBAeHUs MOAUTUKAMWU  KOHTPOAS  MPUIOXEHWUN
(«O6Hapy>XeHue BTOpXKeHUN» - «KOHTPONb NPUNOIKEHUIA») N HaxaTb KHOMKY «
+

» (CM. PucyHok — [lobaBaeHne MOAUTUK KOHTPOJIA MPUIOXKEHWNI).

OOHapyxeHue BTOpXXeHUI: KOHTPO/Ib NPUIOXKEeHUN

HacTpolika nonutmk

Q | Mouck oI =
D BrnwveH Wmn Onucanue PenakTh...
HeT ganHbix
+8
<.; . 1 . . Mokazanbi ¢ 0 no 0 w3 0 2anucen
PucyHok — [lobasneHue nosnumuk KOHMpPOAS NpuaoXKeHUU
3. B otkpbiBwencs ¢dopme (cMm. PucyHok — HacTtpovika MOAUTUKM _KOHTPOJA

NPUIOXKEHUIM) OTMETUTb B CNUCKE MpaBuaa AAA MNPUNOXKEHUN, MNOANEXKALLNX

6/10kNMpoBKe, yKaszaTb 3HaueHWs napameTpoB «Uma» n «OnucaHme», HaxaTb
KHOMKY «COXpaHUTb>» 1 HaXaTb KHOMKY «[MPUMeHUTb U3MeHeHUA».

206 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

PepaxkTtu poBaTh NONUTUKY

cnpasxa (L
BKNIKYHTE
MmMa

Files_deny

OnwucaHue - -
3anpeT (ainoBbIX XOCTMHIOE

Application category

CKpEITE PackpbITe BoibpaTth BCE YOpaTs BCe

Filehosting (3)
BitTorrent
Gnutella
eDonkey
Games (3)
Messenger (5]
Protocols (4)

Social (6]

(I
([
(I
[J Remote Control (2)
(I
O

Video (3)

OTMEHWTB

PucyHok — Hacmpolika nonumuku KOHMpOos npuioxeHul
5.6.1 MmnopTt Habopa npaBu/1 KOHTPOAA NPUJIOIKEHUN

Ana wnmnopTta Habopa npaBuMA KOHTPOAA MPUNOXKEHUA HEOBXOAMMO BbINMOJAHUTb
cneayrolme fencTBus:
1. Tepentn B Nnogpaszgen ykasaHus NOAUTUK KOHTPOAS MPUNOXeHN («OBHapyXeHue

BTOPXXeHUN» - «<KOHTPO/Ib NPMNOXKEHUI») N HaXaTb KHOMKY «3arpy3nTb HOBbIN
NoKanbHbIA Habop npaBun» (cM. PucyHok — [lobaBieHne MNOJUTUK KOHTPOAS

NPUIOXEHUN).

2. B otkpbiBwenca popme BbibpaTh apxvB B dopmaTe «tar.gz», cogepxxalumin Habop
NpaBWA KOHTPOAA NMPUNOXEHWM, N HaXaTb KHOMKY «OTKPbITb».
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3. lMocne ycnewHow 3arpy3ku npasun (cm. PucyHok — Cratyc vmnopTta npasui)
HeobXoAMMO HaxaTb KHOMKY «3aKpbiTb», a 3ateM KHOMNky «lMpumeHuTb
M3MeHeHUA» YTOObl N3MEHEeHNA BCTYNWAN B CUAY.

3arpyz3ka

Wmna panna Cratyc

appcontrol-v2.16 tar.gz: BitTorrent.rules
appcontrol-v2.16.tar.gz: Gnutella.rules
appcontrol-v2.16. tar.gz: eDonkey.rules
appcontrol-v2.16 tar.gz: Battle_net.rules
appcontrol-v2.16.tar.gz: VK.rules

JaKpbITh

PucyHok — Cmamyc umnopma npasun
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6 OBHAPY)XEHMUE YCTPOMUCTB

O6HapyxeHue yctponicte B ARMA FW BbinosiHAeTcA ¢ nomMoLbio cepBmca «ARPwatch»,
OTCNEXMBAIOLLLETO MOSABAEHME B CETM HOBbIX YCTPOUCTB, noameHy IP/MAC-aapecoB w
obHapy>XnBaroLLEro atakn Ha ceTeBoM ypoBHe — «ARP-spoofing».

6.1 O6ume HaCTPOUKM

[na HacTporkn cepBmnca HEOHXOANMO BbIMONHUTL CAeAyHOLLNe AEUCTBUA:

1. Mepentn B noppasgen Hactpoek oObHapyxeHua yctponcts («Cerb» -
«O6Hapy)XeHne YCTPOUCTB» - «ObLme HaCTPONKU»).

2. YctaHOBUTb GNaxKok B yek-Hokce «BKAOUMTB», yKa3aTb 3HaUEHMA U3 CIMUCKa B MOJie
napametpa «lMpocaywmBaemblie MHTEPPENCbI» 1 HaxaTb KHOMKY «CoXpaHUTb»
(cM. PucyHok — HacTpotika cepBuca «ARPwatch»).

3. Mepevtn B nogpasgen obHapyXeHHbIX xocToB («CeTb» - «O6Hapy>xeHue

YCTPOMCTB» - «XOCTbI») N HaXaTb KHOMKY « ».

CeTb: OBHapyxeHue ycTpouncTs: ObLme HacTPONKK

cnpassa (L)
BHAKYHTE

MpocnywweaeMmele MHTEpdeRck LAN, OPTL, WAN -

PucyHok — Hacmpolika cepsuca «ARPwatch»

NHdopmauma o 3anycke cepsuca byaeT otobpaxeHa B XypHane syslog («Cucrema» -
«)KypHanbi» - «Syslog») (cMm. PucyHok — CoobuieHns ot cepBuca «ARPwatch» B XxypHane

syslog).

6.2 Cnncok yCTpoucTB

NHdopmauma 06 oOHapyXeHHbIXx YCTpOWCTBax oOTobpaxkaeTca B nojgpasgene
obHapy>XeHHbIX XOCTOB («CeTb» - «O6Hapy)eHMe YCTPOUCTB» - «XOCTbI») (CM.
PucyHok — CAncok 0GHapy>KeHHbIX YCTPOUWCTB).
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CeTb: O6Hapy»KeHUWe YCTPOMCTB: XOCTbI

3anMew He MOTYT BLITk YAANEHSI, NI0KA CepaIC paboTaeT

Q | nomcxk o 1 IEe
U]
WnTepdeiic whTepdeiica MAC-agpec 1p-agpec fata 3aperncTpuposato Tun MpovseouTens KommenTapuii Yocr Dleiicreun
vmxl LAN 00:50:56:BD:49:F7 192.166.130.199 19 heepans 2025r., 18:05 0 He onpepeneHo VMware, Inc. s xp
vmixl LAN 00:50:56:BD:41:A8 192.168.130.89 19 despans 2025 ., 18:05 0 He onpegenero arma £ xp
vmx3 OPT1 00:50:56:BD:63:30 10.0.43.99 19 despans 2025 ., 18:07 (] He onpepgenexo s xXp
vmx3 OPT1 00:50:56:BD:F6:9A 10.0.43.1 19 theepans 2025, 18:07 0 He onpegeneHo S xp

Noka3aHel ¢ 1 no 4 u3 43anucei

PucyHok — Cnucok obHapy>eHHbIx ycmpoucme

Mocne BbikntoveHua cepsuca «ARPwatch» pononHutensHo 6yayt oTobpaxkaTbcs
cnegyroLine KHOMKK:

. E’

« » '

® «[lomeTnTb BCE KaK 3aperucTpupoBaHHbIe»;
® «OuucTuTb BCe 3anNncu».

[lononHnTenbHO 3anncy o6 obHapy>KeHUN YCTPOUCTB oTobpaxkatoTcs B XypHane syslog
(«Cncrema» - «XKypHanbl» - «Syslog») n B >XypHane cobbiTnii 6e3onacHoCTH
(«Cncrema» - «XKypHanbl» - «)XKypHan cobbitnii 6esonacHocTn») (cM. PYcyHOK —
CoobueHmnsa ot cepsuca «ARPwatch» B XypHane syslog n PucyHok — CoobuieHna ot
cepsuca «ARPwatch» B XypHase cobbituin 6e3onacHocTH).

Cuctema: XypHansl: XXypHan Syslog

Q

Q, | arpwatch 20~

1]
q

Hata CoobueHue

19 cheepans 2025, 18:05:52 arpwatch: new station 10.0.43.1 00:50:56:bd:f6:9a

19 cheepans 2025, 18:05:52 arpwatch: new station 10.0.43.95 00:50:56:bd:63:30

15 cheepana 2025, 18:05:22 arpwatch: new station 192.168.130.89 00:50:56:bd:41:a8
1% deppana 2025, 18:05:22 arpwatch: new station 192.168.130.155 00:50:56:bd:45:17
15 cheepana 2025, 17:50:30 arpwatch: listening on vmx3

19 cheepans 2025, 17:50:30 arpwatch: listening on vmx1

19 cheepana 2025, 17:50:30 config[14663]: Service arpwatch started

PucyHok — CoobujeHus om cepsuca «ARPwatch» & xypHane syslog
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Cuctema: XypHanel: XXypHan cobbiTuil besonacHocTH

fata Mexawnzm  OTnpaeutens Monyuatens

19 hempann 2025, 18:05:52  Arpwatch 10.0.43.1
19 hespans 2025, 18:05:52  Arpwatch 10.0.43.99
19 empann 2025, 18:05:22  Arpwatch 192.168.130.89

19 geepann 2025, 18:05:22 Arpwatch 192.168.130.139

Reficreme

Onucanne

BbI10 BLIABNEHO HECAHKLMOHVPOBAHHOE NOKNIDHE
Bbl/10 BLIAB/NEHG HECAHKUMOHNPOBAHHOE NOAKNIOYE!
BbI10 BLIABNEHO HECAHKLMOHVPOBAHHOE NOKNIDHE

BLI0 BLIRBNIEHO HECaHKLUOHNPOBAHHOR MOAKNIOE

Hue yeTpoitcTsa IP: 10.0.43.1, MAC: 00:50:56:bd:f6:9a

Hue yCTpoitcTea IP: 10.0.43.99, MAC: 00:50:56:bd:63:30

Hie yCTpofcTEa IP: 192

130.89, MAC: 00:50:56:bd:41:a8

HWe ycTpoficTea IP: 102.168.130.109, MAC: 00:50:56:bd:4%:f7

WA nonssoeatens

3kenopt

Info

L]

o
L]
L]

PucyHok — CoobujeHus om cepsuca «ARPwatch» 8 xypHane cobeimuti be3onacHocmu

6.3 bnokupoBaHue ycrtpoucrea no MAC-aapecy

ARMA FW no3BosisieT BbINONHATL BJOKMPOBaHWE YCTPOUCTB gobaBneHnem mx MAC-
aAipecoB B YEPHbIM CNUCOK MO0 UCKAOYeHMeM 13 6enoro cnmcka.

NMpumeuanne:

HacTpoliku BbllLeyka3aHHbIX CMMCKOB 06/1aat0T NOBbILEHHbBIM MPUOPUTETOM

Hag npasunamu L2 («Co3gaHune npasua L2»).

Ana obecneveHnsa paboTbl HAaCTPOEHHbIX CMUCKOB Heobxoanmo ybeanTbcs,
YTO BKIHOUEH MOaynb «ipfw» BO Bkiagke «MpaBuna L2» nogpasgena npasun

M3 («Me>kceTeBoi 3KkpaH» - «[paBuna» - «[06wme]»).

MaHnunynauun ¢ MAC-agpecamun yCTPOWCTB BO3MOXHbI C MOMOLLBH CAeAYHOLUMX

KHONOK:

® «¥»»—no06aButb B 6eNbI CNNCOK;

® «P»—ypanutb 13 6en10ro CNncka;

® « ¥»— nobaBnTb B YEPHbIN CANCOK;

® «X»—ynaanTb U3 YEPHOTO CnuncKa.

Ana BHeceHus/ypaneHns MAC-agpeca yCTpOWCTBA B YEPHbIA MAM Henbid CNnCcok
HeobXxoAMMO NepenTn B Nogpasgen obHapy>KeHHbIX XOCToB («CeTb» - «O6HapyxeHue
ycTpomncTB» - «XocCTbl») (CM. PucyHok — Crnvcok obHapy>KeHHbIX YCTPOWUCTB), HaXaTb
COOTBETCTBYIOLLYHO KHOMKY, 3aTeM HaxaTb KHOMKy «[pumeHUTb u3MeHeHus» (CM.
PucyHok — baokunpoaHue ycrporncts no MAC-aapecy).

211

arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

CeTb: O6HapyxeHue ycTpoilcTB: XocThbl

KoHUrypauns uHTepheiicos namesena
Bil (LO/IHbI NTPHMEHNTS M3MEHEHNS, STOGBI OHM BCTYNWN B Ciy.
He 3a6yfbTe HACTPOMTE AMaNA30H 3APECOR, PACTPEAe/Aembix DHCP-CepBEpoM, i HEOBGXOAMMO NOCTE NPUMEHEHNS.

Q | nNou o 1. B

_ Hms

) Wurepgeiic vHTepdeiica MAC-appec IP-agpec Data 3aperncTpupoBaHo Tun NponseoauTent KommeHTapui Xocr OeiicTenA
O vmxa LAN 00:50:56:BD:49:F7  192,168.130.199 19 dhespana 2025r.,18:05 O He onpepenedo  VMware, Inc. s ahp
O vma LAN 00: 1:A8 (m] He onpenene arma s P
O vmx3z OPTL 5 D He onpenenenc S R
O vz OPT1 ] Heonpefeneno  VMware, Inc. Fal-at 3

]

MoxazaHsl ¢ 1 no 4 3 4 3anucei

OYHCTUTE BCe 3aNUCH

PucyHok — bnokuposaHue ycmpoticme no MAC-adpecy

CTpokW, COOTBETCTBYHOLLME  YCTPOWCTBaM, Noanexawmm  6a0kmpoBke,  byayt
0TO6paXKaTbCs KPACHbIM LIBETOM.

Mocne pobaeneHns MAC-agpeca ycTpolcTBa B Oenbli CNMCOK AN Kakoro-anbo
nHtepdenca, nHole MAC-agpeca O0bHapy>XeHHbIX YCTPOWCTB, He BHECEHHble B Henbin
CMNCOK Ha 3TOM Xe HTepdelice, byayT aBTOMaTUUECKM 3a610KMPOBaHbI.

Ycrponcteo ¢ MAC-agpecom «00:50:56:BD:49:F7» 6yaeT 3abnokmpoBaHO, Tak Kak He
pobasneHo B 6enbln cnncok, a yctponctBo ¢ MAC-agpecom «00:50:56:BD:63:30» 6yaet
3a6/10KMpPOBaHO, Tak Kak f0HaBAEHO B YEPHbIA CNUCOK (CM. PucyHok — BiokmpoBaHume
ycTponcte no MAC-aapecy).

MAC-agpeca YCTPOWCTB, OOHapyXeHHbIX B CeTU Kakoro-imbo onpesenéHHoro
NHTepdernca, He MoryT bbITb 406aBAeHbI B 6€/bl 1 YEPHbBIA CMNCKN O4HOBPEMEHHO.
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7 PROXY ARP

ARMA FW noazep>xunBaeT TexHUKy Proxy ARP, ¢ mOMOLLbIO KOTOPOU MapLupyTM3aTop B
[AHHOWM ceTn OoTBeyaeT Ha 3anpocbkl no npotokony ARP ans IP-agpeca, KOTOpbIA He
HaxoAMTCA B 3TOW CeTW.

B kauectBe npumepa Hactpoukm Proxy ARP 6yaetr mcnosnb3oBaTbCs CxeMa CTeHAQ,
npeAcTaBAeHHas Ha pUCyHKe (CM. PucyHok — Cxema cteHaa ans HacTponku Proxy ARP).

Server ARMA FW Client
I ———
LAN e — OPT1
T92.168 113.1/2 masm meam mom e 192 168 224.1/22
L T T T T -
P I I S
192.168.113.10/16 192.168.224.20/16

PucyHok — Cxema cmeHda 01 Hacmpouku Proxy ARP
Ans HacTporikm Proxy ARP Heo6x0AMMO BbINONHUTL CleAytoLLne AeNCTBUS:

1. Mepentn B nogpasfen HacTpoek BUpTyanbHbiXx aapecoB («UHTepdencbr» -
«BupTtyanbHble IP-agpeca» - «<HacTpoiikmn») n HaxkaTb KHOMKY «+/l06aBUTb».

2. B otkpbiBwenica ¢opme (cMm. PucyHok — Dopma co3zpaHmnsa BupTyanbHoro IP-agpeca
Proxy ARP) yka3aTb ans uHtepderica «LAN» cnegyrowne napametpsl IP-agpeca:

® «Pexxnm» — «Proxy ARP»,

«Untepdenc» — «LAN»;
o «Twvun»— «CeTb»;
® «Appec» — «192.168.0.0», «16»;

M HaxaTb KHOMKy «CoxpaHuTb». He yka3aHHble napameTpbl OCTaBUTb MO
YMOJIYaHUIO.
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WHTepdencei: BupTyaneHbie IP-agpeca: Hactpoiku

PefaKTUpOBaTh cnpaeka (L)

BMPTyaneHeIi IP-agpec

Pexaam: Proxy ARP -
O WuTepdeiic LAN .
P-apgpec (-a)
O Tun CeTh -
Adpec 192.168.0.0 18 v

PucyHok — @opma cozdaHusa supmyaasHoz20 IP-adpeca

O

3. HaxaTtb KHOMKy « — », HaNnpOTWB CO34aHHOrO BMpTyanbHoro IP-aapeca.

4. B otkpbiBwenca ¢dopme ykasatb B none napametrpa «UHTepdenc» 3HaueHue
«OPT1» u Haxatb KHoOMKy «CoxpaHUTb», a 3ateM KHornky «[lpumeHUTb
n3meHeHuna» (cM. PucyHok — BuptyanbHble |IP-agpeca Proxy ARP).

NHTepdencsl: BuptyansHseie IP-agpeca: Hactpouku

KoH@Urypauma BMpTyantsHeIX IP-30peCoE W3MEHEHS.
Ebl QOMMHbI NPUMEHWMTE M3MEHEHMA, YTODEI OHM BCTYMMAM B CHAY.

] BupTyaneHwn IP-agpec MHTepderc Tun OnucaHue
O 192.168.0.0/16 LAN Proxy ARP ¢« # o O
] 192.168.0.0/16 OPT1 Proxy ARP €« &S 0 D

PucyHok — BupmyaneHsie IP-adpeca Proxy ARP

Ansa nposepkun Proxy ARP Heobxognmo ¢ MK «Client» BbinoaHnTs KOMaHay «ping» MK
«Server». [Tpy NpaBMAbHOW HaCTPOMKe KOMaHAa BbINMOJHUTCA YCMELIHO.

B cnyuae HeobxoammMocTn npekpalieHus ncnosnb3oBaHus Proxy ARP cneayeT yaanutb

Ha3HauyeHHble BUpTyanbHble IP-agpeca, a Takke ARP-3anucm Ha K «Client» n TK
«Server».
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8 LLDPD

Cnyx6a LLDPd - ato gemoH, nozsonstowmii ARMA FW nocpeactsom npotokona LLDP
NAEHTUOULMPOBATL YCTPOMCTBA NOKANbHON CETU WU OBMeHMBaTbCA MHPOpPMaLMen o
CBOMX XapaKTepucTmKax.

Ansa BkaroueHns cny>xbbl LLDPd Heob6xoa1MMO BbIMONHUTE CeAyroLimne AeCTBUA:

1. TMepentn B nogpaszgen Hactponkn LLDPd («Cnyx6bi» - «LLDPd») (cm. PucyHok —
Hactpownka LLDPd).

Cnyx6si: LLDPd

0BWKe HACTRORKK

cnpaska (D)
BKNHOYMTE CepBMc LLDP

BrnwyuTe CDP O

Brnwuyute FDP [l
Brnwo4uTe EDP O
Brnroymte SONMP O

HacTpoiiku uHTepdeica

PucyHok — Hacmpoltika LLDPd

2. YcrtaHoBUTb Gnaxok Asa napameTtpa «Bkarounte cepsuc LLDP».
3. Haxarb kHonky «CoxpaHnUTb».

Bo Bknagke «Coceamn» nogpasgena Hactpovikn LLDPd («Cnyx6bi» - «LLDPd») 6yaet
oTobpaxkeHa nHbopmauna 06 0bHapy>XeHHbIX CETeBbIX YCTPOMCTBAX.

Mpy HEOHXOANMOCTU CyLLLECTBYET BO3MOXHOCTb AOMONHUTENbHO HACTPOUTb CeaytoLme
napameTpbl:

® «Bknrountb CDP» — anq ncnonb3zosaHma npotokona CDP;
® «Bxknrountb FDP» — ana ncnosbsosaHusa npotokona FDP;
® «Bknountb EDP» — gnq vcnosb3oBaHua npotokosa EDP;
o «Bknrounte SONMP» — anq vcnosb3sosaHma npotokosa NDP;

® «Hactpounkn mHTepdenca» — 414 ykasaHna GU3nNYecknx MMEH nHTepdercos
ARMA FW, uepe3 koTopble 6yayT nepesaBatbCcs gaHHble 06 ycTpoucTBax. o
YMOJIYaHMIO UCMO/b3YOTCA BCE MHTepdeNChI.
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B none napametpa «Hactpoiiku nntepgeiica» BO3MOXHO UCMO/Ib30BaHWE CeAYHOLLETO
CYHTaKcumca:

® «em*» — ANA yKazaHus BCEX MHTEPPENCOB C MMEHaMW, HaYMHaKOLWMMUCA Ha
«em»,

® «lem0» — anda ykasaHuna Bcex nHTepdencos, kpome «emO»;

® «eml,em2» — AAs yKasaHWUA CnuMcka WHTEPQENCOB, Pa3feNéHHbIX 3HAKOM
«3anartasa».

NmeHa nHTepdericos npmBeaeHbl B KayecTBe nprmMepa.
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9 SNMP

SNMP — npocton npoTOKON CETEBOrO YynpaBieHUsA, MO3BOAAKOWMKA  YAANEHHO
oTcnexuvBaTb HekoTopble cncteMHble napametpbl ARMA FW ¢ nomoubro pasinyHbIx
CUCTEM MOHUTOPWUHTA.

B 3aBMCMMOCTU OT BbIOPaHHbIX OMNUMIA MOXET BbIMOAHATLCA MOHUTOPWUHT:
® obuien cnctemHoun nHdopmMaumm — ncnoab3osaHume LN, namatn n gucka;
® CBefeHNN 06 yCTponCTBe, ceTeBOro Tpaduka;
® CBejeHNn 06 NHTepdencax, akTUBHbIX MPOLECCOB 1 ycTaHOBAEHHOro MO;
® (CTaTycoB TyHHenewn IPsec.

3a peanmsaumto SNMP B ARMA FW otBeuvaer cepBuc «snmpd». ARMA FW
nopaep>xusaet cnegyrowmne sepcun SNMP:

e SNMPv.1, 2;
® SNMP v.3.

9.1 MiIB-¢ann

MIB-dann npeacraBnser cobou B/, coazepxawyro uHPopmaumo 06 obbekTax
YCTPOWCTBA, C KOTOPbIM NpeacTouT pabota no npotokony SNMP. MIB-dainn moxeT 6biTb
ncnonb3oBaH Npu pabote ¢ MO moHuTopuHra SNMP.

Ans o3HakomneHusa ¢ naeHtnourkatopamm obbektoe ARMA FW Heobxoammo nepenTu
BO Bknaaky «OID» nogpa3gena Hactponkun SNMP («Cuctema» - «Hacrpoukm» -
«SNMP>») (cM. PucyHok — VaeHTUdMKATOPbI 06HEKTOB).

KomnaHum «InfoWatch» npegoctaBneH waeHtudukatop «31115». TMocneayrowmii
naeHtnemkatop «100» coorsetcrByeT npoaykty — ARMA FW.

Ans skcnopta MIB-¢danna ARMA FW HeobxoanMMOo HaxaTb KHOMKY « <.
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Cucrema: Hactpoiku: SNMP

QID

Ons oTobpameHa gocTynKex OID gonxHa OeiTe 3383Ha 00wan ctpoka SNMP unu nonezoeatens SNMPY3,

NET-SNMP-EXTEND-MIB::nsExtendQutputFull."version” : .1.3.6.1.4.1.8072.1.3.2.3.1.2.7.118.101.114,115.105.111.110
INFOWATCH-MIB::ipsecNumber :.1.3.6.1.4.1.31115.100.1.1
INFOWATCH-MIB::ipseclkeid.1:.1.3.6.1.4.1.31115.100.1.2.1.1.1

INFOWATCH-MIB::ipsecikeid.2 :.1.3.6.1.4.1.31115.100.1.2.1.1.2
INFOWATCH-MIB::ipsecikeid.3:.1.3.6.1.4.1.31115.100.1.2.1.1.3
INFOWATCH-MIB::ipsecStatus.1:.1.3.6.1.4.1.31115.100.1.2.1.2.1

INFOWATCH-MIB::ipsecStatus.2 :.1.3.6.1.4.1.31115,100.1.2.1.2.2

INFOWATCH-MIB::ipsecStatus.3 :.1.3.6.1.4.1.31115.100.1.2.1.2.3

PucyHok — MldeHmugukamopel 06vekmos

B pe3ynbTaTe 6yzeT BoinonHeH akcnopt MIB-danna «INFOWATCH-MIB» B dopmaTe «txt».

9.2 SNMPv.1,2

Hactporika SNMP v.1, 2 nogpa3ymeBaeT ayTeHTUDUKALMIO HAa OCHOBE €MHOMN TEKCTOBOM
ctpokn «Community String» — cBoeobpa3Horo naposs. YganéHHas nonb3oBaTenbckasn
nporpamma SNMP n areHt SNMP pgosXHbl ncnonb3osatb OAHO M TO Xe 3HayeHue
Community Strings.

9.2.1 Hacrtpowka SNMP v.1, 2

Ans HacTponku yaanéHHoro MoHuTopuHra no npotokonam SNMP v.1, 2 Heobxogmmo
BbIMONHUTb C/ieAytoLLme 4eACTBUS:

1. MNepentn B nogpaszen obwmx Hactpoek SNMP («Cucrema» - «Hactpoukm» -
«SNMP» - «O6wme HaCTPOWKM») U YCTaHOBUTb GNaXoK Ana napameTpa
«Bknrountb».

2. 3apzaTb 3HaueHue B noJsie napameTpa «O6wasa crpoka SNMP» 1 HaxaTb KHOMKY
«CoxpaHuTb» (CM. PucyHok — Hactponka SNMP v.1, 2).
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Cucrtema: Hactporiku: SNMP

OBwme HacTpoiKN
cnpaeka (1)
BKNKMNTE

06wan cTpoka SNMP custom

Pacnonoxenue SNMP
KOHTaKTHaA MHdopmMaumna

OTobpawaTs cebf Kak Layer3 ycTpoicTBO (]

OTobpanxaTs Bepcuio B OID (]

PucyHok — Hacmpotika SNMP v.1, 2

AononHutenbHble napametpbl SNMP v.1, 2.

B kauecTBe AONONHUTENBHOW MHPOPMALMN BO3MOXHO ykalaTb pacnosoxeHve ARMA
FW n koHTakTHYyt0 nHpopmauuto B nonax «PacnonoxxeHme SNMP» n «KoHTtakTHas
nHPpopmaLmna» COOTBETCTBEHHO.

B cnyyae yctaHoBkM dnaxka ans napametpa «Ortobpaxkatb ceba kak Layer3
YCTPOMCTBO» YCTPONCTBO OyaeT MO3MUMOHMpPOBaTh cebs, Kak yCTPOUCTBO B CETU Ha
ypoBHe L3, To ecTb ycTponcteBo c IP-agpecamun Ha ceteBoM ypoBHe mogenn OSI. Mo
ymonuanuto ARMA FW pabortaeT B ceTn Ha ypoBHe L2, To ecTb kak ycTtpomnctso ¢ MAC-
ajpecom.

B cnyuae ycrtaHoBku dnaxka Ans napametpa «Orobpaxatb Bepcuto B OID» byger
nepegaBatbca OID ycTponcTBa An1A MAeHTUGUKaLMM NOCTaBLUMKaA AAHHOTO YCTPOMCTBaA.
Wcnonb3yetca, ecan mHade nonyumtb MHGOpPMaLMo 06 YyCTaHOBJEHHOW cCUCTEME U
APYruX xapakTepucTnkax ycrtponctea yepes npotokos SNMP He yaaétcs.

9.2.2 TMpoBepka paborbl SNMP v.1, 2

Ana npoBepkn pabotel SNMP 6yaeT ncnonb3oBaTtbCA Cxema CTeHAa, NpeAcTaBieHHasn Ha
pucyHke (cMm. PucyHok — Cxema creHga ana nposepku SNMP). Ha MK «Admin»
yctaHoBneHo 1O moHutopuHra «PowerSNMP Free Manager».
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ARMA FW Admin

— L5

192.168.1.1 192.168.1.100

PucyHok — Cxema cmeHda 015 nposepku SNMP

Ans koppekTHoro otobpaxeHusa gepeBa obbektoB ARMA FW B «PowerSNMP Free
Manager» cnegyet nmnoptuposatb darin «INFOWATCH-MIB.txt». IMnopT BbinoaHAeTCA
Haxatnem kHonkn «Load MIB...» B MeHio «Tools» un ykasaHuem MIB-dparina B
OTKPbIBLUEMCS OKHE MPOBOAHMKA.

Ans nposepku pabotbl SNMP v.1, 2 Heo6X04MMO BbINOAHWUTL CAefyroLne AeUCTBUS:

1. B NO «PowerSNMP Free Manager» Ha)kaTb MpaBOW KHOMKOMW MbIWIN Ha CTPOKY
«SNMP Agents» 1 BbibpaTth «Add Agent».

2. B HMXHeWn 4acTu OTKpbIBLUEroca okHa HaxaTb kHornky «Add Agent», ykasaTb IP-
appec ARMA FW, B «<Community» 3HaueHMne, ykazaHHOE B HaCTpOMKax paHee (CM.
«Hactpovika SNMP v.1, 2»), BbibpaTb Bepcuio NpoTokona «1» nam «2», Haxkatb «OK»
(cM. PucyHok — lobaeneHvie SNMP areHta, SNMP v.1, 2) n HaxaTb «OK».
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&

File Discover Watch Tools Help

PowerSNMP Free Manager

, Network Devices Device Address  Variable/1ID Value 2 1iso A
I SNMP Agents - @ 3o
& 6 dod

EF 1intemet
1dire
8 Add SNMP Agent : 2@ 2mg
=SETR
Discover Agents =R

Agent Configuration X

Address [192.168.1.1 | Port [161 | verson: @1 O2 O3

Communtty: {custoni I

: >

e: sysDescr A
13612111
= : RFC1213:MIB
Jo0s Snmp.Simple Type Octet
: Octet String (SIZE
B5) v
==
Time Agent Address Origin Address Type Enterprise/OID Ger|

PucyHok — [lobasneHue SNMP azeHma, SNMP v.1, 2

3. B npaBou 061acTu OKHa, B iepeBe JOCTYMNHbIX AaHHbIX BbibpaTb nose «1 sysDescr»,
HaxkaTb MpaBo# KHonko mbiwm no IP-agpecy ARMA FW B neBoi o61actv okHa U
BbibpaTh «Query...». Pesynbtatom byaer nosyveHne nHbOpMaLUMM O 3HAUYEHUAX

napametpos ARMA FW (cm. PucyHok — VIHbopmauma o 3HayYeHusax napamerpos
ARMA FW).
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&

File Discover Watch Tools Help
PowerSNMP Free Manager poweISNMP
Rl ik
@ Network Devices Device Address Variable/1ID Walue E‘ 1intemet &
=33 SNMP Agents 1 directory
i-ig 192.168.1.1:161 EI 2 mamt
O Tmb 2
B 1system

1 sysDescr
2 sysObject|D
3 sysUpTime
4 sysContact
5 sysMName
6 sysLocation
7 sysServices
: 8 sysORLastChange
(-5 9sysORTable
2interffaces
sysDescr: FreeBSD arma.localdomain 11.2-RELEASE-p20-HBSD FreeBsD =] dat W
11.2-RELEASE-p20-HBSD 07ef86ced(arma) amde4

192,168.1.1:161 : sysDescr X

1

e

— - Simple Type. OctetSting

Syntax: OctetString (51ZE (0..255))

Display-Hint: 255a

Access: ReadOnly

< > | |Jatus Mandstoy . . . D™

Traps/Informs  Log

Time Agent Address Origin Address Type Enterprise/0I0 Generic Trap  Specific Trap

PucyHok — lHgbopmayus o 3HadyeHuax napamempos ARMA FW

MoxkeT noTpeboBaTbca pyyHoe gobaBneHne 06beKTOB MOHUTOPUHIA (CM. «/obaBieHne
06BbEKTA MOHUTOPUHIA»).

9.3 SNMPv.3

HacTtponka SNMP v.3 nogpa3ymeBaeT ayTeHTUDMKALMIO HAa OCHOBE MMEHU NOJb30BaTe s
M Naponq, a Takxe wundposaHue Tpaduka.

9.3.1 Hacrpowka SNMP v.3

[na HacTpoWKW yAanéHHOro MoHuTOopuHra no npotokony SNMP v.3 Heobxoanmo
BbIMOJIHUTL CIeAytoLLMe fEeNCTBUS:

1. MNepentn B nogpaszen obwmx Hactpoek SNMP («Cucrema» - «Hactpoukmn» -

«SNMP» - «O6uwme HaCTPOMKM») W YCTaHOBUTb GAaxok B MNapameTtpe
«Bknrountb».
2. lMepewnTtn BO BkNagky «MonbsoBarenm SNMP v.3» 1 HaxkaTb KHOMKY « *s.

3. B otkpbiBwenca ¢opme (cM. PucyHok — JlobaneHve nonb3osatend SNMP v.3)

3anonHnTb nona «Mma nonb3oBatena», «Maponb», «Knwou wugppoBaHna» 1
HaxkaTb KHOMKYy «CoxpaHuTb». [1nsa obecneyeHns BO3MOXHOCTM pPeaakTUpOBaHMs
AepeBa MIB, co3gaHHbIM Mosib30BaTeneM, ciefyer YCTaHOBUTb (laXoK ANnA
napametpa «Paspewmntb 3anucb». [lapameTpbl «AAroputmM Xxewa» N «Tun
WnppoBaHUA» N3MEHUTb B C1y4Yae HEOBXO4MMOCTH.
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PepakTtu POBaTb NONMb30BaTENA

cnpaska (1)
BrnioueH
Ama nonezoBaTens

user

Napone userl234

AnropuTM xewa SHA .
Knioy wndposaHma user12345

Tun wudpoeaHmua AES -

Paspewwts zanuce [

OTMEHWUTD

PucyHok — [lobasneHue noav3osamens SNMP v.3

Mpumeuanne:

Maposib 1 KNtOY WKUPpPOBaHUA AOKEH codepxkaTb OT 8 A0 64 CMMBOJIOB.
[lonycTMble CMMBOAbI:

0-9 a-z A-Z ._'1#=%+%()/-

9.3.2 TMMpoBepka pabotrbi SNMP v.3

Ana nposepkn pabotel SNMP 6yaeT ncnonb3oBaTtbCa cxema CTeHAa, NpeAcTaBieHHan Ha
pucyHke (cMm. PucyHok — Cxema cteHza ana nposepku SNMP). Ha MK «Admin»

yctaHoBneHo O moHutopuHra «PowerSNMP Free Manager».

Ans koppekTHoro otobpaxeHusa gepeBa obbektoB ARMA FW B «PowerSNMP Free
Manager» cneayet nmnoptuposatb darin «INFOWATCH-MIB.txt». IMnopT BeinoaHAeTCA
Haxatnem kHonkn «Load MIB...» B meHto «Tools» un ykasaHnem MIB-panna B
OTKPbIBLLUEMCA OKHe MPOBOAHMKA.

Ana npoepkn paboTel SNMP v.3 He0b6Xx0AMMO BbIMONHUTL CAeAytoLMe LeNCTBUS:

1. B MO «PowerSNMP Free Manager» HaxaTb MpaBOW KHOMKOW MbILWIN Ha CTPOKY
«SNMP Agents» 1 BbibpaTth «Add Agent».

2. B HMXHeN yacTn OTKpbIBLUErocs OkHa HaxaTb kHonky «Add Agent», BBectn IP-
agpec ARMA FW, BbibpaTb Bepcuto npotokona «3», ykas3aTb JaHHble ANs
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ayTeHTUPUKaumMKM, 3ajaHHble B HacTpoMkax paHee (cM. «Hactpovika SNMP v.3»),
HaxkaTb «OK» (cM. PucyHok — [lo6asaeHne SNMP areHTta (SNMP v.3)) n HaxaTb «OK».

E:_— erSNMP Free Manage

File  Discover Watch

Help

PowerSNMP Free Manager

- O

48 Network Devices
=38 SNMP Agents
1§ 192.168.1.1:161

Device Address

Variable/IID Value

PN
feill}

=g Tiso
=-Eg 3org
B Gdod
EHE Tintemet
-5 1drectory

Agent Configuration

Address |192.168.1.1 Port 161

Community: | |

User Authentication and Privacy (v3)

Name |user |

Version: O1 O 2 @ 3

X | &g tmb2

1 sy=Descr

2 sysObjectID
3 eyslpTime
4 sysContact
5 sysMame

& sysLocation
7 sy=Services

Auth Password |user1234 | Auth Protocol | Sha ~ ; 8 sysORLastChange v
Priv Password |user12345 | Priv Protocol | Ags128  ~ A
NOTE: SHA and TripleDes are compliant with FIPS-140 standards. MIB
imple Type. Octet String
Cancel (SIZE (D..255))
< | e VI
Traps/Informs  Log
Time Agent Address Crigin Address Type Enterprize/0I10 Generic Trap ~ Specific Trap

PucyHok — [lobasneHue SNMP azeHma (SNMP v.3)

3. B npaBou o6nacTn okHa, B AepeBe JOCTYMNHbIX AaHHbIX BbibpaTb nose «1 sysDescr»,
HaXkaTb NpaBou KHomnkow Mbiwn no IP-agpecy ARMA FW B neBoi 061act okHa u

BblIbpaTh «Query...». PesynbtatomM OyaeT nosyyeHne MHPOPMaLMU O 3HAYEHUAX
napametpos ARMA FW.

MoxkeT noTpeboBaTbCa pyyHoe gobaBneHne 06beKTOB MOHUTOPUHIA (CM. «/lobaBieHue
obbekTa MOHUTOPUIHIa»).

9.3.2.1 Ao6aBneHne o6bekTa MOHMTOPUHIa

Ans pyyHoro pobaBneHus obbekTa MoHuTOpuHra B «PowerSNMP Free Manager»

HeobxoaMMo B aepeBe 06bekToB HaxaTb KM Ha ctpoky «100 services» (cM. PucyHok —

[obaBneHne obbekTa MoOHUTOpPUHIa), BbibpaTh «Add Watch...», B nossmBLIeMCA OkHe

BBeCTU B nosne napametpa «Variable 1ID» 3HaueHve naeHTUGMKaTOpPa MHTEpeCytOLEero

obbekta ARMA FW (cMm. PucyHok — VaeHTudukatopbl 06BLEKTOB) M HaxXkaTb KHOMKY

«Add>».
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== 1iso
- 3o
== 6dod

S 1intemet

=] 1 directory

+-f=] 2mgmt

=] 3 experimental

E-E= 4 private

- 1entemrises

E-E 31115infowatch

iR 100 services |

F-Eg &snmpW2

Mame: services

Oid: 1.3.6.1.4.1.31115.100
Module: INFOWATCH-MIB

|Usage: |dentifier

PucyHok — [lobasseHue 06bekma MOHUMOpUH2a

9.3.2.2 MNpoBepka moHuTopuHra IPsec

B kauecTBe nprMepa NprBeAEH MOHUTOPWHT CTAaTyCOB TPEX TyHHenen IPsec (cm. PucyHok
— MonuTopuHr IPsec no SNMP). TyHHenwn IPsec npeaBapuntenbHO A0baB/eHbl BPYUHYHO B

«PowerSNMP Free Manager».

E PowerSNMP Free Manager

File  Discover Watch

Tools

Help

PowerSNMP Free Manager

4% Network Devices
53 SNMP Agerts
T 0§ 192.168.1.1:161 user

225

Device Address

Variable Watches
192.168.1.1:161
192.168.1.1:161
152.168.1.1:161
152.168.1.1:161
192.168.1.1:161
152.168.1.1:161
152.168.1.1:161

Variable/11D

ipsec (1.3.6.14.1.31115.100.1.1)
ipeschkeid (1.36.1.4.1.31115.100.1.2.1.1.1)
ipsecheid (1.36.1.41.31115.100.12.1.1.2)
ipsecheid (1.36.14131115100.12.1.13)
ipeecStatus (1.3.6.14.1.31115.100.1.2.1.2.1)
ipsecStatus (1.3.6.14.131115.100.1.2.1.2.2)
ipsecStatus (1.3.6.14.131115.100.12.1.2.3)

Value

W =W

conl: ESTABLISHED
con2: NOT CONNECTED
con3: NOT CONNECTED

- [m] >
for {NET
B Tiso
EHE 3o
£l = Gdod
O 1intemet
~f=] 1 directory
-Eg] 2mamt
~[= 3 expermental
=g 4 private
=g 1enterprises
== 31115infowatch
=g 100 services
i Tipsec
~f=g 1ipsechumber
=-E3 2ipsecTable
B 1ipsecEntry
1ipseclkeid
2ipsecStatus
5 security
=] 6snmpV2

>

Mame: ipsec Status

Oid: 1.3.6.14.1.31115.1001.2.1.2

Module: INFOWATCH-MIB

Usage: TableColumn

Type: Dart.Snmp Simple Type. Octet String

Syntax: OctetSting (SIZE (0..255))

Access: ReadOnly

Status: Cument

Description: Atextual string containing information about the status
of IPsec tunnel. This sting should include the name of the
connection and status value in format: conckeid»: <STATUS

PucyHok — MoHumopuHe IPsec no SNMP
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Bo3moxHO oOTobpaxkeHne cnepyrowmx cratycoB TyHHens |IPsec B «PowerSNMP Free
Manager»:

«CONNECTING» — coeanHeHve ycTaHaBAMBaeTCs;

«ESTABLISHED>» — coeanHeHne ycTaHOBEHO;

«NOT CONNECTED>» — coeanHeHWe He yCTaHOBAEHO;

«Dart.Snmp.SimpleType.NoSuchlnstance» — TyHHeNb BbIK/OYEH.
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10 CEPBNC SYSLOG

Syslog — 310 cTaHAAPT OTNPaBKU N perncTpaLmm coobLeH O MPONCXOAALLIMX B CUCTEME
CobbITUAX, NCNONb3yeMbIV AN yA0DCTBa agMUHUCTPUpOoBaHMA 1 obecnedennsa Ab.

ARMA FW no3sBonsieT oTnpaBasatb cobbiTns 6esonacHoctn moayner M3, COB, cobbiTus
KOHTPONA LeNOCTHOCTY, CObbITMA ayTeHTudmKaumm, cobbiTma noprasa aBTopM3aLmu
nosnb3oBateneun, cobbitna cayxboel NTP, cnyxbel Arpwatch, cnyx6bbl Beb-cepepa,
MPOKCU-CepBepa, CUcTeMHble cObbITUA Ha BHelHWI syslog-cepsep nan B SIEM-cuctemsi,
a TaKkxXe B eanHbIA LeHTp ynpasaeHs ARMA MC.

Mpouecc noagkntoueHns ARMA FW k ARMA MC onvcaH B pa3gene «lMoakntoueHme K
ARMA MC» PykosogctBa agmuHuctpatopa ARMA FW.

10.1 Hacrpoiika akcnopra cobbituii syslog

[Ans HaCTpOWKKM 3KCnopTa COBbITUN HEOBXOANMO BbIMONHUTb CAeAyHOLLME AeNCTBUSA:

1. TepenTn B HACTPOMKM 3KCMOPTa COOLITUIN cucteMbl («Cuctema» - «HacTpoku» -

«3KCENOPT cobbITUIA») 1 BO BKAajKe «ostyuaTenn» Haxatb KHOMKY « T ».

2. B otkpbiBwelica popme (cM. PucyHok — [lobaBneHune nonyyatens BHelwHero syslog-
cepBepa) BblbpaTb 3Ha4YEeHNA NapaMeTpoB:

® «TpaHCNOPTHbIA NPOTOKO/»;
o «®opmar»;

o «[punoxxeHnsa»,

® «YpOBHU>,

o «Kareropumn».

B napametpax «[lpunoxeHusa», «YpoBHu» U1 «Kateropmm» 3HaueHune «He
BbIOpaHO» 03HauaeT BbI6OP BCEX 3HAYEHWN.
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PEFI,aKTHPOBaTb HasHa4YeHWe

cnpasxa (L

BroYeH
TpaHCNOPTHLINA NPOTOKON UDP(4) .
@opmat CEF .
MNpunoxeHua He BeiBparo -
© OuncTuTe BCE
YposH# INFO, NOTICE, WARN, ERROR, CRITICAL, ALERT, EMI ~
© OuncTuTs BCe
Kateropuu He BuibpaHo -
© OumcTuTh BCE
© Mmaxocta 92.168.1.900
O Mopr )

OnucaHue

OTMEHUTE

PucyHok — lobasneHue nosydyamens eHewHez2o syslog-cepsepa

3. 3asatb AOMEHHOe MMS U MopT yAanéHHoro syslog-cepeepa B napametpax «Umsa
xocTta» 1 «MopT» COOTBETCTBEHHO. HOMep nopTa peKkoMeHAYeTC U3MEHATb TOIbKO
B TeX C/lyyasnx, korga otrnpaska coobuweHmi or ARMA FW 6yaeT nponcxoamts yepes
MOPT, 3afaHHbIM B HaCcTpoMKax yaanéHHoro syslog-cepBepa W OTAMYHBIA OT
CTaHAapTHoro 514.

4. Haxatb kHOMNKy «CoXpaHUTb», a 3aTeM HaxaTb KHOMKY «MpumMmeHUTb».

10.2 MpoBepka 3kcnopta cobbiTnii syslog

[Ana npoBepkn paboTbl 3KcnopTa CObbITUMA HEOOXOANMO BbIMONHUTL MOAKAKOUEHME K
syslog-cepBepy v yaoctoBeputbcs B Haanumm cobeitnini or ARMA FW. B kauecTBe syslog-
cepBepa BO3MOXHO WcCNonb3oBaTb cTopoHHee [10, Hanpumep, «Visual Syslog». B
npumepe Hxxe ARMA FW nogkntouéH k npoaykty ARMA MC.

CobbiTna oT ARMA FW otobpakatorca B xypHane cobbitun ARMA MC («XKypHanbi» -
«CobbITNA») (cM. PucyHok — XypHan cobbitui ARMA Management Console).

B ARMA FW npocmoTp nHdopmaumm o nepesaHHbIX COOOLLEHNAX OCYLLECTBASETCA BO
Bknagke «CraTMueckme paHHble» Mojpa3jena HacTpoWKM 3Kcnopta cobbiTuK
(«Cuctema» - «HacTtponku» - «3KcNOpT cobbITMN») (cM. PucyHok — Cucrema:
HacTtponku: Skcnopt cobbitunn: CTaTnctnyeckme gaHHble).
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MANAGEMENT
() 3 Cobuitun
®) CONSOLE
(& Otsopuan naens & Sxenopt
0 Kepracem
8 Aswmmuctpuposanne ¥ [rn—
@ fo— N
QDara
XpaHunuue
06.05.2025 8 11:44
Cobuirnn
06.05.2025 8 11:44
UhumaeHtel

CooBuyenus TocCOMKA

& Hactpoitu v
@ Nuuensun

&  Monssosarenn v
a

InfoWatch ARMA Management Console 1.8.2

06.05.2025 & 11:44

06.05.2025 B 11:43

06.05.2025 8 11:43

06.05.2025 5 11:43

06.05.2025 & 11:43

06.05.2025 & 11:43

06.05.2025 & 11:43

06.05.2025 & 11:43

06.05.2025 & 11:43

06.05.2025 & 11:43

06.05.2025 B 11:43

06.05.2025 8 11:43

Coobuenme MeTouHmK
CEF:0]InfoWatch v Industrial Firewall
CEF:0]InfoWatch v Industrial Firewall
GEF:0{InfoWatch ~ Industrial Firewall
GEF:0{InfoWatch ~ Industrial Firewall
GEF:0{InfoWatch ~ Industrial Firewall
GEF:0/InfoWatch ... ~ Industrial Firewall
CEF:0]InfoWatch ~ Industrial Firewall
CEF:0]InfoWatch v Industrial Firewall
CEF:0]InfoWatch v Industrial Firewall
CEF:0]InfoWatch v Industrial Firewall
CEF:0]InfoWatch v Industrial Firewall
GEF:0{InfoWatch ~ Industrial Firewall
GEF:0{InfoWatch ~ Industrial Firewall
GEF:0{InfoWatch ~ ntpd

< ©

Curnatypa
Access alert
Access alert
Access alert
Firewall Rule
Access alert
Access alert
Access alert
1DS power

Access alert
Access alert
1DS power

Access alert
Access alert

nippower

KpuTiuHoCTs

Kareropua 1P otnpaeurena
HTTP 172.16.230.68
HTTP 172.16.230.58
HTTP 172.16.205.245
PF 0.0.0.0
PF T80 HH-HAH:f
HTTP 172.16.205.245
HTTP 172.16.205.245
DS 172.16.230.83
HTTP 172.16.205.245
HTTP 172.16.205.245
DS 172.16.230.83
HTTP 172.16.205.245
HTTP 172.16.205.245
NTP 172.16.230.83
1-20 u3 8047

PucyHok — XypHan cobeimuti ARMA Management Console

Cuctema: HacTponku: JKCnopT coObITUA

MNonyuaTtenm

Nma

global

global
dst.unix-dgram
dst.unix-dgram
dst.unix-dgram
dst.unix-dgram

global

CTaTUCTHUYECKWE AaHHbIE

1D

@ o @

1P nonyuatena (@)

172.16.230.83
172.16.230.73
172.16.230.83
224.0.0.1
#02::1
172.16.230.83
172.16.230.83
127.0.0.1
172.16.230.83
172.16.230.83
127.0.0.1
172.16.230.83
172.16.230.83
127.0.0.1

> x

© 2025 InfoWateh ARMA

Q
|

OTnpaBuTe...

payload_reall...

sdata_updates

legacy_dst#0
legacy_dst#0
legacy_dst#0

legacy_dst#0

unix-dgram,lo.
unix-dgram,lo.
unix-dgram,lo.

unix-dgram,lo.

scratch_buffer...

CocToaHue

a

Mowck

Tun
processed
processed
dropped
processed
queued
written

queued

Homep OnucaHue

2415

2415

MokazaHbl ¢ 1 No 7 13 21 3anucei

PucyHok — Cucmema: Hacmpoltiku: Ikcnopm cobsimuli: Cmamucmuyeckue 0aHHble
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11 SSH-CEPBEP

CepBep SSH obecneunBaet 6e30nacHbIV yAaNEHHBIA AOCTYN K yNpaBAeHUO GYHKLMAMM
NOKaNbHOro, KOHcoNbHOro nHTepdperica ARMA FW. Mo ymonuyaHuio ncnosb3yetcs nopt
22.

Ana noaknroyerHua no npotokoay SSH K ARMA FW BO3MOXHO MCNO/b30BaTh pasjiyHble
SSH-kAneHTbl, Hanpumep:

® «OpenSSH» ana UNIX-nogobHbix OC;
® «PuTTY» uam «SecureCRT» ana OC Windows u Linux.

Ans BkAtOYeHMA focCTyna no npoTtokony SSH HeobxoaMMo nepentn B noapaszen
HacTpoeKk  aAMUHUCTPUPOBaHMA  cuctembl  («Cuctema» - «Hactpounlkm» -
«AAMUHUCTPUpPOBaHME»), B 610ke HacTpoek SSH ycTaHOBUTL Gaaxkok Ana napameTpa
«Bknountb 6esonacHbit shell» (cm. PucyHok — BkatoueHvie SSH-cepsepa), npw

HeobxoAMMOCTM 3a4aTb NapaMeTpbl 4ocTyna (CM. «[lapameTpbl goctyna SSH») n HaxaTtb
KHOMNKY «COXpaHUTb» BHU3Y CTPaHMULbI.

SSH

© SSH-cepeep Brto4MTh Ge3onacHuii shell

Ipynna noruxa admins -

Bxoa cynepnonb3oBatenei B PaspeluvTb BXOL CyNepnonb30BaTeneil B y4eTHYH 3an1ch
YYETHYIO 3anu1chb

MeTtog ayTeHTudhMKaumMm PaspewwyTs NaponbHbIi BXOM B YYETHYI 3aMKMCh

Mopt SSH 23

Mpocnywmeaemble
uHTepdencs!

Bce -

AﬂrOpVITMhI obMeHa Klova CucTeMHble Ha(TpOﬁKH No YMON4YaHWK -

Lndppet .
dp CucTeMHble HACTPOWKK NO YMONYaHUK -

MACs CucTemHble HB(TpOﬁKM no yMOoN4aHWK -

ANropyTMbI KNio4a XocTa "
P CucTeMHbIe HACTPOKK NO YMONYaHUIo -

PucyHok — BknroyeHue SSH-cepsepa

Mpumeuanune:

[lna BO3MOXHOCTN AOCTyNa AO/KHO ObiTb CO34aHO pa3pellaroLiee nNpaBuio
M3 (cm. «Co3gaHme npaBua MEXCETEBOrO 3KPaHMPOBaHUA») ANA 3a4aHHOro
nopra.
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11.1 NMapameTtpbl aoctyna SSH

B napametpe «Ipynna nornHa» ykasblBaeTcs rpynna nosjb3oBaTesNen, YieHbl KOTOPOU
6yayT umeTb goctyn no npotokony SSH. lNpegoctaBneHne npas goctyna no SSH
OTZAEeNbHOMY MOJ/1b30BaTeNH0 ONUCAHO B pasaene «Co3aaHuve Noib30BaTe/IbCKMX YUETHbIX

3anuvcen 1 NX NPUBUIETNA» HACTOALLLErO PYKOBOACTBA.

Mpy BKNOYEHHOM 3HaYeHUN «Pa3pelunTb BXOZ Cyneprnoib3oBaTeseln B yUETHYHO 3anncb»
napameTpa «Bxog cynepnosib3oBatesiel B yYeTHYIO 3anucb» OyaeT pa3peLléH 4ocTyn
C Y3 «root», pekoMeHAyeTCs He BK/IOYaTb AaHHOE 3HayeHve B Lenax 6e3omnacHoCTy.

Mpwn BKIOYEHHOM 3HauyeHuMM «PaspeluvTe MaposbHbIA BXOA B YYETHYH 3anucCb» ANS
napametpa «Metog ayTeHTMdUuKaumm» 6OyseT 3agaH MeTog ayTeHTMdMKaALMM MO
naposto. MNpu BbIKAKOYEHHOM 3HayeHUW «PaspelunTe MaposibHbIA BXOA B YYETHYHO
3anuncb» byaeT 3asaH MeTog ayTeHTUdMKaL MM MO aBTOPU3OBAHHbBIM K/IHOUaM 418 KaXXA0ro
OTAENbHOro MNO/b30BaTeN, KOTOPOMY MpeAoCTaBAeH AOCTyn no npoTokosy SSH.
FeHepaLusa KatoYeln B TakoM ciiyyae ByaeT BbIMOAHATLCA CTOPOHHMM [10.

Hanpumep, B caydae wmcnosb3oBaHua ana nogkarodeHma MO «PuTTY», reHepauyumro
KNtOYed BO3MOXHO BbINOMHUTL C nomowbto O «PuTTYgen», no ymonyaHuto
ycTaHaBanBaeMbiM BMecTe ¢ O «PuTTY». [pu reHepaumm karouen byaeT co3gaHa napa
KNOYen:

® «Public key, oTKpbITbIN KNAKOU» — XPAHUTCA B NaMATU NPUNOXKEHUS;

® «Private key, 3akpbITbii KAKOU» — HEOH6XOAMMO yKasaTb B HaACTPOMKaXx
onpegenéHHoro nons3osatens ARMA FW B none napametpa
«ABTOpM30BaHHble KAOUU» GOpMbl pejakTuposaHua Y3 («Cucrema» -
«floctyn» - «lMonb3oBarenn») (cM. «CoszgaHve MoJib30BaTeNbCKUX YUYETHbIX

3anncen U NX NPUBUAETUN»).

B napametpe «lMpocnywmBaemblie NHTEPPENCbI» PEKOMEHAYETCA OCTaBAATb TO/NbKO
BHYTPEHHME NHTepdencoI.

JlononHnTeIbHblE NapaMeTpbl LNPPOBaHUS:
® «Anroputmbl obMeHa KntoUa»;
o «Wundpbi»,
o «MACs»;
® «<ANropuTMbl K/1l0Ya XOCTa»;

pPeKOMeHAyeTCs WU3MEHATb TOJbKO MPW HeobxOAMMOCTM, TaK KakK HeKOPpPeKTHble
3HaYeHWA YyKasaHHbIX MapaMeTpoB MOrYT TMPUMBECTU K CHUXEHWUIO YPOBHA
6e3onacHoctn SSH-coegvHeHna wanm notepe poctynHoctu SSH-cepBuca Ans
NernTMMHbIX NONb30BaTeNen.
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Hactporika SSH-cepBepa cumTaeTca ycnewHouW, B Cayvae AOCTyna K KOHCOJNbHOMY
nHtepdpericy ARMA FW nocne noakatoyeHms (cM. PucyHok — JloCTyn K KOHCOJIbHOMY
nHtepdericy no npotokosay SSH).

@ 172.16.230.100 - PuTTY - O pod

PucyHok — [locmyn Kk KOHcoleHOMY uHmepgeticy no npomokosy SSH
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12 CTATUYECKAA MAPLWPYTU3ALUNA

CraTnyeckas MapLupyTM3aLma — 3TO 3anNncb MapLUpPyTM3aLMK, HaCTPOEeHHas BPYUHyto, 6e3
NPUMEHEHMA MPOTOKOIOB MapLlpyTusauun. lNocne ycTaHOBKM CTaTUUECKOro MapLipyTa
nakeT ANA 3aflaHHOro Ha3HaudeHus OyaeT nepeHanpaBieH Ha MyTb, YKa3aHHbIA paHee.
[laHHbIN TUN MapLpyTU3auMm NPUMEHAETCA NPW B3aUMOAEWUCTBUN CETU C OAHOW WAu
ABYMS APYTVMU CETAMM.

CraTnueckme MapLUpyTbl UCMONb3YIOTCA B C/lyYae, KOrAa y3/bl UAN CETU AOCTYMHbI Yepes
MapLlpyTM3aTop, OT/AMYHBLIM OT LWAD3a MO yMOAYaHMo. MaplpyTtm3aTopbl, 4epes
KOTOpble OCYLLEeCTBAAETCA AOCTYN K APYrMM CEeTAM, NpeABapuTENbHO HeobXxoanmo
A06aBUTb B KAYeCTBE LUJIHO30B.

12.1 Hacrpoiika wno308

Ana pobaBneHns M HaCTPOWMKM LWIKO3a HEOOXOAMMO MEPENTUN B MOAPA3LEN HACTPONKM
eAVHMYHbIX WA30B («Cuctema» - «lWmo3bl» - «EAMHUUHBIN»), HaXkaTb KHOMKY
«+[lobaBUTb», B OTKpbIBWeNCA dopme (cM. PucyHok — Hactpowku wwaro3a) 3agatb

napaMeTpbl WAKO3a, HaXaTb KHOTKY «Coxpanrb» M Ha>XaTb KHOTKY «an/IMeHMTb
U3MeHeHunA».

Mapametpbl «<Uma», «<UHTepPenc», «CemencTtBo agpecoB» 1 «IP-appec» ABaAOTCA
Heob6XoAMMbIMWN A8 3aNONHEHWS.
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Cuctema: LUnwo3bl: EQUHKUYHBINA

PepaxkTupoBath wnio3 enpaeka (D)
OTrno4eHa

i JUIE]
@ Onucanmne

WHTepdenc LAN -

CemencTEO agpecoB 1Py -

@ 1P-appec

OcHOBHOM W03
YaaneHHbii Wos
OTKNo4UTE MOHNTOPUHT WN20B

MoumuTop IP

MOMETUTh LINOZ KaK HEOCTYMHbIA

Mpuopurer 255 -
@ [lononsutencHo [ononkutensho MNokazaTh 4ONOAHWTENBHBIE NAPAMETPbI

OTmennTh

PucyHok — Hacmpoliku wiro3a

Ans yKkazaHua Waro3a no yMOAYaHUO He0bXoAMMO YCTaHOBUTL GAaXOK AN napameTpa
«OCHOBHOM LUIO3».

Ans  paspelleHvs CywecTBOBaTb LWAKO3Y 3@ MpejenaMy MOACETM uMHTepdelica
HEOBXOAMMO YCTaHOBUTL GAAXOK ANS NapaMeTpa «YAaNneHHbIN LWTH03».

Mo yMon4aHUIo AEMOH MOHUTOPWHTA LWKO3a NEPUOANYECKN NPOBEPSET CBA3b C KaXAbIM
WAKO30M. MOHUTOPUHI UCNOb3yeTCa ANa OnpeAeneHns 3ajepXKM U notepu naketos
Tpaduka ana otcnexmvsaemoro |P-agpeca. [laHHble NCNOAb3YOTCA ANA NONYYeHUA cTaTyca
COCTOAHMA WK03a 1 nocTpoeHus rpadumka RRD.

Ana OTKAHOUYEHUSs MOHUTOPWHra HeobxoAMMO yCTaHOBUTb GAaXoK ANA napameTpa
«OTKNOUMTEe MOHUTOPUHT LWNKO30B>».

Ans npuvHyanMTenbHoro obo3HauyeHUs LWAKO3a B KayecTBe HeAOCTYNMHOro Heobxoammo
YCTaHOBUTb GiaXkoK Ans napametpa «MomeTuTb W03 KaK HeAOCTYNHbIN». [laHHas
bYHKLMOHANBbHOCTb MOXET MPUMEHATbCA B Clydyae Heobxoammoctn obecrneyeHus
BO3MOXHOCTU  MCMOJIb30BaHUSA Kakoro-aimbo MHOro Mapwpyta MO YMOJYaHUIO,
Hanpumep, NOJy4YeHHOro Mo NPOTOKOY ANHAMMNYECKOM MapLUpyTU3aLImK.
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Mpumeuanne:

CoBMeCTHO ¢ ycTaHOBKOW dnaxka Ana napameTtpa «fMometntb W03 Kak
HeAOCTYMNMHbIN» HEeObBXOAMMO CHATb Paaxok Ana napametrpa «OCHOBHOM
wro3» (CM. PucyHok — O603HayeHme Wwiko3a B KauecTBe HeAOCTYMHOrO).

OCHOBHON WAKE [
YnaneHHbIi W03 [
OTKNHOYUTE

MOHWUTOPMHT WAKIS0E

MonuTop IP

MoMEeTUTE W3
HaH HEQOCTYNHLIR

PUCyHOK — O60o3Ha4yeHuUe W1r3a 8 kadyecmee HeaocmynHoeo

B cnyuyae HeobxopmmocTn Hactporikm Multi-WAN — Heckonbkmx WAN, poctyn K
paclUMpPEeHHbIM NapaMeTpam BO3MOXHO MOAYyYUTb, HaXaB KHOMKY «/LOMOJHUTENbHO»
(cM. PucyHok — PaclLumnpeHHble napamMeTpbl HACTPOMUKM LLIHO3a).

Mpumeuanne:

B 6onbluMHCTBE CQydaeB 3TU NMapaMeTpbl HE no4sie>XaT USMEHEHUIHO.

[onoaHutenbHo

Becoeoid koadduumneHT 1 ~

ﬂoporoable 3HAYEHWA 3a0EPXKH or K

Moporoesbie 3Ha4eHUA NOTEPU or K
NaKkeToB

WHTepean onpoca
WnTepean yeegomnenuin
Mepuop ycpeaHeHua
WHTepsan noTepn

Pazmep paHHbIx

OTMeHnTe

PucyHok — PacwupeHHele napamempsl HACMpPOoUKU Wi/IH03a
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Ans  obecneyeHns 6anaHCMPOBKM Harpysky, aBapUNHOTO MNEPeKJYEHNs  Kan
MapLupyTM3aLumm, OCHOBaHHOW Ha npasuaax, B ARMA FW npeaycmMoTpeHa BO3MOXHOCTb
AobaBneHma rpynnbl WAKO30B.

Ana pobaBneHMAa M HACTPOWKW Tpynnbl LUAKO30B HEOOXOAMMO MepenTV B noapaszen
HacTponkun rpynnbl w0308 («Cucrema» - «Wmo3bl» - «Fpynnbl»), HaxaTb KHOMKY
«+/06aBUTb», B OTKpbIBLIENCA PopMe (cM. PucyHok — [lobaBneHwe rpynnbl LIAHO30B)
3a/,aTb NapameTpbl rpynmnbl WAKO30B M HaXaTb KHOMKY «CoXpaHUTb».

MNapameTpbl «<Uma rpynnbi» n «fMpruopuTeT WINO30B» ABAAKOTCA HEOOXOANMBIMU AN1A
3anoHeHus.

Cucrtema: LUno3bi: Fpynna

cnpaska (D

© Wma rpynnsi
TpUOpUTET WNK30E W03 PaHr OnucaHwne

WAN_DHCPs Interface WAN_DHCP& Gateway

Hukorpa ~

WAN_DHCP Interface WAN_DHCP Gateway

Hukorgpa =

YposeHb cpabaTbiBaHus
P p Y4acTHMK HEQOCTYNEH -

Onucanwe

OTMEHUTL

PucyHok — [lobasnieHue 2pynnsl WiiH0308

B 6noke «lMpuoputer wn030B» HEOH6XOAMMO BblIOpaTh LWAKO3bI, BXOAALIME B
co3ZaBaeMyto rpynmny, 1 onpeaennTb Ana HUX YPOBEHb npuopuTteTa B cTonbue «PaHr»:
oT «1» 0 «5». [Ina NCKNoYEeHMa WAKO3a U3 CO34aBaeMOM rpynnbl HEO6X0AMMO BbibpaTh
3HauYeHune ypoBHA NpuoputeTa «Hukorga».

Mpumeuanune:

Hu3kne 3HaueHus o6safatoT MNOBbIWEHHbIM MpuopuTeToM. Hanpumep,
LUIKO3bl YPOBHA «PaHr 1» MCMONb3YOTCA Nepes Wa3aMn YPOBHA «PaHr 2» n
T.A.

MNapameTp «YpoBeHb cpabaTtbiBaHuA» oTBeyaeT 3a 10, kak ARMA FW 6yget ynpaBaatb
3anMcAMU TPYMMbl LWAK30B NPU BO3HUKHOBEHWW OMNpeAenéHHbIX CobbiTuh. JOoCTynHbl
cneayroLime YpOoBHMU:
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® «Y4yacTHMK HeAoCTyneH» — OTMeYaeT W3 KakK Hepa60Ta+ou.|,vu7| TOJIbKO TOrAaa,
Korga OH MNOJIHOCTbHO OTKJIFOYEH, npesbillaa OAUH WU oba 6osee BbICOKUX
NOPOroBbIX 3HAa4YE€HUA, HAaCTPOEHHbIX ANA WAKO34,

® «[loTtepa naketoB» — OTMEYaeT W3 Kak HepaboTawowmi, Korga noteps
MakeToB MPEBbLILLAET HUXXHUM MOPOT OMOBELLEHNUS;

® «Bblicokas 3aaeprkKa» — OTMeUaeT LWAH03 Kak HepaboTaroLniA, KOraa 3aepKKa
MPEBbILLAET HUXKHUIA MOPOT OMOBELLEHWS;

® «lMoteps nakeToB WAW BbICOKaA 3afiepXKKa» — OTMeYaeT L3 Kak
HepaboTatowwmin ana ntoboro Tmna npeaynpexaeHunin.

12.2 HacTpoika cTaTMueckux MapLupyToB

KoHurypaumsa cratmyeckoro maplupyta OCyLLeCTBAAETCS B MOApasfene HacTpOWKM
MapwpyTm3aumnmn («Cucrema» - «MapuwpyTtbl» - «<KoHpurypaumnsa»).

Ans pobaBneHvs MaplupyTa HeOH6XOAMMO HaxaTb KHOMKY « * yKasaTb ajpec ceTu

KOHEYHOW TOYKM Maplipyta M w3 (cM. PucyHok — HacTpoiika KoHQurypaumu

CTaTM4YecKkoro MapLipyTa), Npy HeObXoANMOCTN A06aBUTL ONMCaHWe MapLUpyTa, HaXaTb

KHOMKY «COXpaHUTb» 1 HaxaTb KHOMNKY «MpumMeHnTb».
Agppec cetn 3agaétca B popmate CIDR:

® [aapec cetu]/[macka cetun], Hanpumep, «192.168.1.0/24».

PegakTupoBaTb MapLu py1'|

T
cnpaska ..l

OTrnoueHa

Appec ceth 192.168.1.0/24

Wntoz WAN_DHCP - 192.168.73.2 T
OnucaHue

OTMEHWTL

PucyHok — Hacmpolika KoHguzypayuu cmamu4ecko2o Mapuipyma
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12.2.1 Mpumep peanusaumm ctaTMyeckoro mapLipyra

B kauectBe npumepa paboTbl cTaTMyeckoro MaplupyTa byseT MCNoab3oBaTbCA CXema
CTEeHAa, NpejcTaBneHHas Ha pucyHke (cM. PucyHok — Cxema cTeHAa Ans HacTpOWKW
cTatmyeckoro Mapuipyta). Heobxoaumo pobutbcs npoxoxaeHus Tpaduka ot [1K
«Server» no0 K «Client». Ha kaxgom ARMA FW npezaBaputenbHO AOMXKHO ObiTb
co3gaHo npasuao M3 (cMm. «Co3gaHve npaBua MeXCeTeBOro 3KPaHVMPOBaHWA») ANA
nHtepderica «[WAN]», paspeliatoee npoxoxaeHne Tpadurka no npotokony ICMP.

Server ARMA FW1 ARMA FW2 Client
e I ——
.. . I
= 192.165.1. | mm mamman 1721611 172.16.12 mmn mam s 192 168 2.1 —

L5 R

192.168.1.200 192.168.2.100

PucyHok — Cxema cmeHOa 0418 HacmpoUku cmamu4ecko2o Mapwipyma

Ans  peanvzaumm nNpoxoxzaeHus Tpaduka HeOoOXoAUMO BbINMOJHWUTL ChaeayroLine
NEenNCTBUS:

1. [Job6aButb Ha kaxxaom ARMA FW eaAnHWUHbBIN WAHO3.
2. [obaButb Ha kaxxgom ARMA FW cTaTnueckne mMapLipyThbl.

Ana kaxgoro ARMA FW Heobxogvmo f06aBUTb eAMHUYHBIN Wato3 (CM. «HacTpoinka
LW/IH030B») C MNapaMeTpamy, YKasaHHbIMKM B Tabauue (cm. Tabavua «3HayeHusd
NapamMeTpoB eANHUYHbIX LHO30B»).

Tabauya «3HavyeHUss napamemposg eOUHUYHbIX W/1H0308»

Mapamertp ARMA FW1 ARMA FW2
Vims GW_AFW1 GW_AFW2
NHTepdenic WAN WAN
CemencTBO agpecoB IPv4 IPv4
IP-appec 172.16.1.2 172.16.1.1

Ana cBa3m ceten «192.168.1.0/24» n «192.168.2.0/24» Heobxoanmo p[06aBUTb
cTaTmyeckme MapLipyTbl (CM. «HacTpoinka cTaTMyeckmx MapLipyToB») C MapameTpamy,
yKa3aHHbIMM B Tabanue (cm. Tabavua «3HayeHra napaMeTpoB CTaTUYeCKNX MapLLIPYTOB»).

Tabauya «3HadyeHUs napamempos cmamuyeckux Mapuwpymoe»

Mapametp ARMA FW1 ARMA FW2
Appec cetn 192.168.2.0/24 192.168.1.0/24
LLinto3 GW_AFW1 - 172.16.1.2 GW_AFW?2 - 172.16.1.1
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Ans npoBepkun paboTbl cTaTM4eCcKoro MapLupyTa Heobxoammo Ha MK «Server» 3anyctntb
KOMaHAHYH CTPOKY W BbIMOAHUTb KOMaHAy TpaccmpoBky go MK «Client». YcnewHbim
pe3y/bTaTOM BbIMONHEHNA KOMaHAbl ABAAeTCA oTobpaxeHune maplupyTta Tpaduka (cm.
PucyHok — TpaccrupoBka MapLipyTa).

BN KomanaHan cTpoka

Y, 2828. Bce

Tpac

C MakKCHManbHBIM YWMCNOM

<1 mc
4 ms

TpacCHMpOEKa 2aBEpUWeHa.

PucyHok — Tpaccuposka mapuwpyma
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13 ANUHAMWYECKAA MAPWPYTU3ALLUA

AnHamnueckas MapLupyTU3aLma — 3T0 BUA MapLUpyTU3aLmMK, B KOTOPOM OTANYNTEbHOM
0COBEHHOCTbIO ABNAETCA aBTOMATUYeCKM BbIGOP OMTUManbHOrO MapLlupyTa npw

NPOXOXAEHUN Tpaduka MexAy NoAAepPXXUBAOLWNMN ANHAMUYECKYHO MapLUpyTU3aLmio
CeTeBbIMWN YCTPONCTBAMM.

ARMA FW nogaep>xvBaeT AMHaMUYECKY0 MapLupytusaumio no npotokonam RIP v.1 n
v.2, OSPF, BGP.

13.1 O6wme HacTpPoOIKN

B noapasaene obLmx HaCTPOEK AMHAMMUYECKON MapLUpPYyTU3aLLMn AOCTYMNHbI Cleaytoline

napamMeTpbl:

® «BknounTb» — aKTMBUPYET CEPBUC MapLLpyTU3aLmMK;

® «Bknountb cuHxpoHusaumo CARP» — akTMBMpyeT CUHXPOHM3ALMIO
HacTpoek CARP. [1o ymMOa4aHMIO BKAKOYEH;

® «Bkmountb otkasoycromuumBoctb CARP» -  akTmBupyer  cepBuC
MapLUpPYyTU3aLMn TONbKO Ha BeAyLleM YCTPOWCTBE;

® «Bknountb noaaep>xky SNMP AgentX» — akTusumpyet nogaep>xky ana Net-
SNMP AgentX;

® «BkaOuUNTL NornpoBaHue» — BK/IHOYAET XypHaanmpoBsaHue. [1o ymMoavaHuio
BKJIFOYEH;

® «[letanamsauma DOKypHana» —  Onpejenser ypoBeHb  JeTanv3auunu
XKYPHaNMpoBaHmA.

Ana BkAtOueHns cepBuca mapuwpyTtmsaumm FRR Heobxoammo nepentn B nogpaszen

oblwmx Hactpoek Mapuwpytnsauun («MapwpyTtusauma» - «Obuwme HacCTPOUKM»),

YCTaHOBUTb GNaxkoK Ana napameTpa «BkaounTb» 1 HaxaTb KHOMKY «CoOXpaHUTb» (CM.

PrcyHok — BkaroyeHMe cepBrca MapLupyTtm3laumm).
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MapwpyTusaymsa: Obume HacTpoMKH

() paclIMpEHHBIA pesurM cnpaska L
O BrnunTh

) BHNHDYUTE CHHXpOHKU3aUMID CARP

) BHIHDYMTE OTKAZ0YCTORYMBOCTE CARP ]

) BrnounTe nogaepxiy SNMP Agentx O

) BrntounTh noruposaHwe

) Netanuzauma xypHana VeegoMneHua -

PucyHok — BksiroyeHue cepsuca mapuipymusayuu

13.2 RIP

[laHHbI NMPOTOKO/N MPUMEHSETC B HEeBO/IbLUIMX KOMMbHOTEPHbLIX CETAX WU MO3BOJSAET
MapLipyTU3aTopam AvHaMMYyeckn OOHOBAATb MapLUPYTHYO MHPOPMaLUo, nosydas eé
OT COCeAHMUX MapLLpPyTU3aTOPOB.

13.2.1 HactpoWka anHamuueckou mapwpytusauum RIP

B kauecTBe npuMepa npuBeseHa HACcTpoMKa AMHAMMWUUYECKOW MapLupyTM3aumm Ha TPEx
ARMA FW cornacHo cxeme CTeHZa, NpeAcTaBAeHHOM Ha pUcyHke (cM. PucyHok — Cxema
CTeHza ANS HAaCTPOVKWN AVHaMUYEeCKOW MapLupyTu3aLmm).

Server ARMA FW1 ARMA FW2 Client
I I ——

[T [ T T [ [ T T 1]
NET 1 B BN NET4 N ET 4 IS [ [ . N ET2

192.166.1.1 g S 102 168 4.1 192,163 .2 maa e mem e 192.168 2.2

192.168.3.1|NET3 192.168.5.2|NET5
ARMA FW3

192.168.1.200 192.168.2.100

PucyHok — Cxema cmeHOa 014 HacmpouUku OUHamu4yeckou Mapuwpymusayuu

MNepeueHb NHTepdencos co 3HaueHnamu IP-agpecos ans kaxgoro ARMA FW npueegéH
B Tabauue (cm. Tabanua «epeyeHb MHTEPDENCOB).
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Tabauya «lNepeyeHb uHMepghelicos»

Nutepddeiic ARMA FW1 ARMA FW2 ARMA FW3
NET1 192.168.1.1/24 — -
NET2 - 192.168.2.2/24 -
NET3 192.168.3.1/24 - 192.168.3.3/24
NET4 192.168.4.1/24 192.168.4.2/24 -
NET5 - 192.168.5.2/24 192.168.5.3/24

Ha ka>xxgom ARMA FW npegBaputenbHO He06X04MMO cO3AaTh paspeluatollee npasnio
M3 (cm. «Co3zaHve nNpaBul MeXCeTeBOro 3KpaHWpoBaHua») Ha MHTepdericax [NETx],

rae «x» — NopsAKoBbIN HOMep MHTepdelnca, C NnapameTpamMy, ykazaHHbIMUW B Tabanue (cm.
Tabavua «3HayeHMa NapaMeTpoB NpaBuaa anga MHTepdencos»).

Tabauya «3HavyeHUa napamempos npasuaa 0415 uHmMepgelcos»

Mapamerp 3HaueHue
[encTtBne Paspewwutsb (Pass)
NHTepdenic NETX, rae «x» — NOpAAKOBbIA HOMepP UHTepdelica
HanpaBneHne Jlrobown
MNpoTokon ICMP

[na HacTpovkn AuMHammuyeckon mapwpyTtnsaumm no npotokony RIP Heobxoanmmo
BbIMOJNHUTbL C/IeAytoLLme AeACTBUS:

1. Ha kaxgom ARMA FW nepenTn B nogpasgen obumx HacTpoek MapLipyTusauum
(«MapwpyTnsauma» - «0buime HaCTPOMKM»), yCTaHOBUTb GNAXKOK A9 NapameTpa
«BkAOUNTb» N HaxaTb KHOMNKY «CoXpaHUTb» (CM. PUCYHOK — BkiroUeHne cepBumca

MapLUpyTnU3aLmnm) AN1A BKIKOYeHNA cepBrCa MapLlipyTusaynmn.

2. Ha kaxgom ARMA FW nepenT B nogpasgen HacTpoek Mapupytusaumm RIP
(«Mapwpytusauma» - «RIP»), yctaHOBUTL PpaaxKok ansa napameTpa «BkaounTtb»,
yKasaTb napameTpbl MapLIpyTU3aLmn:

e ARMA FW1.
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«BepCVIﬂ» - «2»;
«MaccnBHble nHTeppencbl» — «NET1»;

«lMepepacnpepeneHne mapuwpyta» - «[logkntoyeHHble MapLpyThl
(HanpAMYHO NOAKIHOYEHHAA NOACETb WU XOCT)»;

«Cetn» — «192.168.3.0/24», «192.168.4.0/24~;
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e ARMA FW2:
° «Bepcml» — «2»;
o «[laccuBHble HTEepdencbl» — «<NET2»;

o «[lepepacnpeaeneHue mapupyta» - «[logK/JHOUEHHbIE MapLUPYThbI
(HanpAMYO NOAKAHOUEHHAA NOACETb MM XOCT)»,

o «Cetn» - «192.168.4.0/24», «192.168.5.0/24»,
e ARMA FW3:

e «Bepcua» — «2»;

¢ «[accuBHbIe nHTepdenchbl» — «He BbIGpaHO»;

o «[llepepacnpepeneHve maplwpyta» — «[logkntoyeHHble MapLpyThl
(HanpAMYHO NOAKIHOYEHHAA NOACETb MU XOCT)»;

o «Cetn» — «192.168.3.0/24», «192.168.5.0/24».
M HaxkaTb KHOMKY «COXpaHNUTb».
13.2.2 NMpoBepka pabotbl AMHaMMnueckoi mapwpytusauum RIP

Ans NpoBepkn AMHAMUUYECKOW MapLipyTM3aLMyM HeobXOAMMO BbIMONHUTL Caeaytolne
JNencTBuS:

1. Ha K «Server» 3anycTntb KOMaHAHYO CTPOKY W BbINOJAHUTb KOMaHAY TPacCUPOBKM
po MK «Client», 3adukcnpoBatb MapLIpyT NPOXoXAeHNs Tpaduka (cM. PucyHok —
Pe3y/ibTaT BbINOJAHEHWA KOMaH/Abl TPACCUPOBKM).

MaKCHMaNEHBIM YWCNOM NpbXKOE 38

domain [192.168.1.1]

TpacCHpPOBKa 3aBeplieHa.

PucyHOK - Pe3y/7bmam 8bIN0JIHEHUS KOMAHObI mpaccupoeku

2. Otkntoumntb ceteBon nHTepdenic NET4 Ha ARMA FW1 n ARMA FW2 n goxaaTbca
nepecTpoOeHns MapLUIpPyTOB — A0 5 MUHYT.

3. HaTllK «Server» 3anycTuTb KOMaHZAHY CTPOKY 1 BbINOJHUTL KOMaHZY TPacCUpOBKMU
no MK «Client», ybeantbca B cMeHe MapwpyTa (cM. PucyHok — Pesynbtar
BbINOJIHEHNA KOMaH/bl TPACCUPOBKK).
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TpacCMpOBKa MapupyTa K .180 10

MC <1 mMC

MC
M
M

TpacCUMpOBKa 3aBeplueHa.

PucyHok — Pe3ysiemam 8e6Ino/IHeHUs KOMaHObl mpaccuposku

13.3 OSPF

[laHHbIN NPOTOKOJ/I OCHOBAH Ha TEXHONOTMN OTCAEXMBAHMA COCTOAHMUA KaHana — «link-

state technology» » wucnonb3ywownn anroputMm nouvcka kpatdavwero nytn. OSPF

npeaCcTaBAseT COOON MPOTOKON BHYTPEHHETO L33 U PacipoCcTpaHsaeT MHGopMaLno o

AOCTYMHbIX MapLIpyTax MeXAy MapLipyTU3aTopaMmn O4HOM aBTOHOMHOW CUCTEMBI.

13.3.1 O6wue HacTpoiikn OSPF

B noapasgene oblwmx HacTpoek AMHamMuyeckoh mapwpytusaumm OSPF  pocTynHbl

cneayrowme napameTpsbl (M. PucyHok — O6uime Hactporikn OSPF):

244

«Bknountb» — aktmBupyetr cepBuc Mapuwpytmsauum OSPF.  Tpebyet
npeABapuUTeNbHOrO BKIKOUEHMS CEPBUCA AMHAMMNUYECKON MapLUpyTU3aLmm;

«MoHmxenmne CARP» - aktmsupyetr otcnexusaHue ctatyca CARP, ecau
OTCYTCTBYIOT ~ COCeAHMe  y3ibl.  TpebyeT  BK/AOUYEHMA  OTNAJOYHOrO
XypHannpoBaHus syslog;

«MMaccnBHbIe HTEpPENUCbI» — UCMONb3YETCA ANA YKa3aHUA NHTepPEencoB, Ha
KOoTOpble He TpebyeTcs nocbinate naketsl OSPF;

«MepepacnpepgeneHme mapupyTta» — WCNOAb3YETCA ANA YKa3aHUSA WHbIX
MCTOYHMKOB MapLLpPYTU3aLLMK, KOTOPbIE AOMKHBI ObITb NepesaHbl APYrnMm y3nam;

«KapTa pacnpeaeneHunn>» — HarnpaeJAeT KapTy 4714 pacnpejeneHns,;

«O6BABAATL LWIIO3 MO YMOJIUAHNIO» — aKTMBUPYET PaccChbliiKy MHPOpMaLum o
Ha/JIMunK LLIKO3a MO YMOJTYAHMIO;

«Bcerpa 06bABNATL W03 NO YMOJIYAHUIO» — aKTUBUPYET PacCblIKy
MHGOPMaALMM O HaAMuYMKX LWAKD3a MO YMOJYAHWIO, BHE 3aBUCMMOCTU OT
AOCTYMHOCTM 3TOTO LUHO33;

«06BbABUTL MEeTPUKY W1k03a MO YMONTUAHUNIO» — UCMOJIb3YeTCA ANA YKa3aHUA
METPUKHN W3a No yMOJYaHUHO.
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MapwpyTtusauusa: OSPF c =
OBWMe HACTPORKK
1) pacwmpeHHbIRA pEXMM cnpasxa (1)
BHAKYMTE
Nouuxenne CARP O
NaccueHble WHTepdeick! He ewiBpano -
© CumcTuTs BCE
MepepacnpefeneHne MapLpyTa He BLIBparo -
© CumcTuTs BCE

KapTa pacnpegenexmns oTeyTcTRyeT -

O6LABNATE WK MO YMONYaHWID ]

Bcerga o0bABNATE W3 N0 O
YMOM4HaHWH

OGLABUTE METPHKY LWNID2a NO
YMOM4aHWHD

PucyHok — Obujue Hacmpouiku OSPF

B none napametpa «[lepepacnpepaeneHne MapwpyTta» AOCTYyMHbl Ans Bblbopa
cnepyrouime 3HaueHus:

® «[lpoTtokon norpaHnyHoro wnaro3a (BGP)»;

® «[loaknroueHHble MaplipyTbl (HaNpPAMYIO MOAK/IOYEHHasA NoAcCeTb WUAU
XOCT)»;

® «MapuwpyTtbl aapa (He yctaHaBauBatotca uepes Zebra RIB)»;
e «[lporokon mapupyrtusaumm nipopmavmm (RIP)»;
® «CraTMyecKku HaCTpPOEeHHble MapLUPYTbI».

Mpw BbIGOPE B None napameTpa «MepepacnpeaeneHne maplupyTa» BbilleyKa3aHHbIX
3HaYeHWI AOMONHUTENBHO MOABATCA COOTBETCTBYHOLWIME MNapamMeTpbl (cM. PucyHok —

MeTpukn):

® «MeTtpuka ana nepepacnpepeneHma mapwpyra BGP»;

® «Metpuka ana nepepacnpegenieHNA NOAK/IIIOUEHHOTO MapLUpyTa»;
® «Metpuka ana nepepacnpegenieHUA MapLupyTa aapa»;

o «MeTtpuka ana nepepacnpepeneHma mapupyrta RIP»;

® «Metpuka ans nepepacnpegesieHUA CTaTUYECKOro MapLipyra»;

B MOoaax KOTOprX AOCTyI_IHO yKa3aHV|e 3HaydeHnAd MeTpI/IKI/I B AMana3oHe OT «1» Ao
«16777214».

245 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

Mapuwpytusauusa: OSPF c =
OBLWME HACTPORKM
() pacLUMpEHHEIA pERMM cnpasxa ()
BKNK4UTE
MoHukeHne CARP [}
MaccueHble MHTEPGERCH He ebiBparo -
© ouncruTs Bee
Mepepacnpepenenme mapwpyra MpoToOKoN NOrPaHUYHOro wasa (BGP), Nogknoye ~
© ouncruTs Bce
MeTpuKa nA nepepacnpefeneHna mapwpyra BGP
MeTpuKa AnA NepepacnpefeneHna NoAKNIYEHHOTO MapLpyTa
MeTpuKa onsa nepepacnpefencsH1a MapwpyTa agpa
MeTpuKa AnA nepepacnpefeneHa mapwpyTa RIP
MeTpuKa AnA nepepacnpefensHna CTaTHYeCcKoro MaplpyTa
KapTta pacnpegenexns oreyTCTRyeT -
OOBLABNATE W3 NO YMONYaHUID O
Bcerpa o6BLABNATE WAKS NO YMON4YaHWI0 O
OOBLABHTE METPHKY LWAK33A N0 YMONYaHUH
PucyHok — Mempuku
Mpn nepeBoge NepekntoyaTeNns «pacCliMPEHHbIU PeXXUM» B MOJOXEHNE « »
AOMNONHUTEJIbHO NOABATCA Caedyrolmne napamMeTpbl:
e «|D poyrepa» - ucrosb3yetca  ANA  yKasaHuWAa  uAeHTUduKaTopa

MapLLpyTM3aTopPa;

® «bBba3oBas cToMMOCTb» — MCMOAb3yeTCA ANS yKa3aHuAa 6a30BOW CTOMMOCTU B
M6uT/Cc ¢ uenbto Nocieayrolero pacyéra mapwpyta. [ocTynHO ykasaHue
3HaveHWA B Anana3soHe oT «1» g0 «4294967».

13.3.2 Hactpowika guHamunuecko mapwpytusauum OSPF

B kauecTtBe npumMepa npuBeseHa HacTpoMKa AMHAMMWUUYECKON MapLipyTM3auum Ha TPEx
ARMA FW cornacHo cxeme CTeHAa, NpeAcTaBAeHHOW Ha pUcyHke (CM. PucyHok — Cxema
CTeHza AN HAaCTPOVKWN AVHAMUYEeCKOW MapLIpyTU3aLnm).
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MNepeueHb NHTepdencos co 3HaveHnamu IP-agpecos ans kaxxgoro ARMA FW npureegéHx
B Tabaunue (cM. Tabanua «IepeyeHb NHTEPDENCOBY).

Ha kaxxgom ARMA FW npeaBaputenbHO HEOBXOAMMO CO3zaTb pa3peLuatoLee npaBuao
M3 (cm. «Co3zaHne NpaBusl MEXCEeTEBOro 3kpaHMpoBaHusa») Ha uHTepdencax [NETXx],

rae «x» — NopsaAKoOBbIN HOMep NHTepdenca, C napameTpamy, ykaszaHHbIMK B Tabavue (cm.
Tabanua «3HayeHVa NapameTpoB NpaBwuaa ANs MHTepdencos»).

[Nna HacTpomku AWHaMM4eckor MapwpyTtmsaumm no npotokony OSPF Heobxoanmo
BbIMOJ/IHUTb CeAytoLLMe fEeNCTBUS:

1. Ha kaxgom ARMA FW nepenTn B nogpasgen obumx HacTpoek MapLipyTusauum
(«MapwpyTunsauymsa» - «O6wme HaCTPOMKU»), YCTaHOBUTb GaXKOK A/1A NapamMeTpa
«Bknrountb» 1 HaxkaTb KHOMKY «CoxpaHUTb» (CM. PucyHOK — BkatoueHne cepBuca
MapLUpyTM3aLmMmn) N8 BKIKOYEHNA CepBUCa MapLLpyTMU3aL UK.

NMpumeuanne:

B cnyuae HacTpoikun mapwpyTtmzaumm OSPF Ha ARMA FW, ncnosnb3yembix B
pexXunme 0TKa30yCTONYMBOTO KiacTepa, HeoHXoAMMO YCTaHOBUTb GAaXKOK ANA
napameTpa «Bkarountb otkasoyctonunBoctb CARP».

2. Ha kaxgom ARMA FW nepeintu B noapaszgen Hactpoek mapupytusaumm OSPF
(«MapwpyTtusauma» - «OSPF»), yctaHoBUTb paaxkok An1a napametpa «Bkarountb»,
yKasaTb rnapameTpbl MapLipyTU3aLmn:

e ARMA FW1:
o «[laccuBHble HTEepdencobl» — «<NET1»;

o «[lepepacnpepenenve mapupyTta» — «[loAgKJOUYEHHbIE MapLUPYThI
(HaNpAMYH NOAKNOYEHHas MOACETb UAN XOCT)»;

e ARMA FW2:
o «[laccuBHble uHTepdencbl» — «<NET2»;

o «[Mepepacnpeaenenne Mapupyta» — «[1ogKIOUYEHHbIE MapLIPYTh
(HaNpAMYHO NOAK/IOYEHHAs NOACETb UK XOCT)»;

e ARMA FW3:
¢ «[accuBHble nHTEepdenchbl» — «He BbIGPaHO»;

o «[epepacnpepaeneHne mapuwpyTta» — «[loAK/IOUEHHbIE MapLUPYThI
(HanNpPAMYHO NOAKNFOUEHHAs NOACETb UM XOCT)».

3. Ha kaxaom ARMA FW nepentn Bo Bkiagky «CeTtw» nogpasgena HacTpoek

mapwpytusaumm OSPF («Mapwpytusauma» - «OSPF»), HaxaTb KHOMKy « * o

yKasaTb napameTpbl ceTel cornacHo Tabauue (cM. Tabsavua «[lapameTpbl ceten Ans
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npotokosia OSPF»), HaxaTb KHOMKYy «CoxpaHuTb». [leiCTBME BbIMOAHUTL AJA

KaX4on ceTn B Tabauue. HaxaTtb KHOMKY « »,

Tabauya «lapamempel cemet 05 npomokosna OSPF»

Mapamerp  Cetb ARMA FW1 ARMA FW2 ARMA FW3
Azpec cetu N2 192.168.3.0 192.168.4.0 192.168.3.0
Aapec cetu N2 192.168.4.0 192.168.5.0 192.168.5.0
Obnactb N21 0.0.0.0 0.0.0.0 0.0.0.0
Obnactb N22 0.0.0.0 0.0.0.0 0.0.0.0

13.3.3 MpoBepka paboTbl AHaMuueckoi mapwpyrtusauum OSPF

Ans NpoBepKkn AMHAMWNUYECKOW MapLipyTU3aLmyM HeoHXOAMMO BbIMONHUTL CaeayroLlme
JNencTBUS:

1. Ha K «Server» 3anycTntb KOMaHAHYO CTPOKY W BbINOJAHUTb KOMaHAY TPacCUPOBKM
po MK «Client», 3adukcnpoBatb MapLpyT NpoxoxaeHns Tpaduka (cm. PucyHoK —
Pe3y/ibTaT BbINOJAHEHWA KOMaH/Abl TPACCUPOBKM).

C MakKCHManbHBM YHCNOM NpEXKOE 38

domain [192.168.1.1]

TpacCMpOBKa ZaBeplWeHa.

PucyHok — Pe3ysiemam 86inoiHeHUs KOMaHObl mpaccuposku
2. Otkntoumtb ceteBon nHTepdenic NET4 Ha ARMA FW1 1 ARMA FW2 n goxgaatbca

nepecTpoeHns MapLpyTOB — A0 5 MUHYT.

3. Ha K «Server» 3anycTuTb KOMaHAHY CTPOKY 1 BbIMOJHWUTL KOMaHAY TPacCUPOBKU
no MK «Client», ybeantbca B cMeHe MapwpyTa (cM. PucyHok — Pesynbtar

BbIMOJIHEHUS KOMAH/bl TPACCUPOBKM).

TpacCHpOBK

dCCHpPOEBKa ZaBepleHa.

PucyHok — Pe3ysiemam 8binoiHeHUs KOMaHObl mpaccuposku
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13.3.4 Hactpoiku obnactn

MNpu HeobxoamMMocTn HacTpoinkm obnact OSPF cneayeT BbIMOMHUTL CeayroLime
NencTBuS:

1. Mepentn BO BKNAgKy «Hacrpomkm obnactm» nogpasgena Hactponkm OSPF

* (cM. PucyHok — Hactponku

(«Mapuwpytusauma» - «<OSPF») 1 HaxxaTb KHOMKY «
obnactn OSPF).

Q
=

MapuwpyTtusauusa: OSPF

HacTpoiku oBnactu
Q | Nownck ST

BrnwoyeH 0bnacTeb Area Type Homauasl

HeT OaHHBIX

Nokazadel ¢ 0 ne 0 Mz 0 3anmcei

PucyHok — Hacmpoliku obaacmu OSPF
2. B oTkpbiBWelics dopMe yka3aTb napameTpbl «O6nacTb» 1 «Tun obnactn».
B none napameTtpa «Tun o6nactn» BO3MOXHO BblbpaTh cneaytroLme 3HaUeHN:
® «Default (no-ymonuaHuio)>»;

® «Stub (TynukoBas)» — NpuHUMaeT MapLIpyTbl U3 APYrMX 30H, HO He
NPUHUMaeT WHPOPMaLMIO O BHELWHWX MapwpyTax A/l aBTOHOMHOM
cUCTeMbl;

® «NSSA (He coBcem TynukoBasa obnactb)» — 061acTb, B KOTOPOW MOXET
HaxoanTbca ASBR.

Mpwn Bbibope 3HaueHusa «Stub (Tynukoas)» B none napametpa «Tun o6nactmn»
AOMONHUTENBHO NOABUTCA NapamMeTp «no-summary». [1pn yctaHoBKke daxkka Ans
napameTpa «no-summary» Tuna obnactm «Stub (TynukoBas)» HacTpanBaemas
obnactb byset cooTBeTcTBOBaTH TUNY «Totally stub».

Mpu BbIGOpe 3HaueHMsa «NSSA (He coBcem TynmnkoBas ob6aacTb)» B MoJsie napameTpa
«Tun obnacTn» foNoNHUTENBHO NoABATCA NapamMeTpbl «NSSA» 1 «no-summary».
Mpu yctaHoBKe daaxka ANs napamMeTpa «no-summary» tuna obnactn «NSSA (He
coBceM Tynukosas 0baactb)» HacTpavBaemas obnactb byaeT COOTBETCTBOBATL TUMY
«Totally NSSA».

B none napametpa «NSSA» BO3MOXHO BbIbpaTh CaeaytoLlme 3HaYeHUs:
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® «translate-candidate (no-ymonuaHuio)>»;

® «translate-never» — He 6yaeT BbINONHATLCA TpaHcaauma LSA 7-ro tuna,
KOHBEPTMPOBaHHbIX B LSA 5-ro tuna;

® «translate-always» — He3aBMCMMO OT cOCTOsIHMA MapLlpyTM3aTtopa byaert
BbIMNOJIHATLCA TpaHcaauma LSA 7-ro Tmna, KOHBepPTUPOBaHHbIX B LSA 5-ro
T™Mna.
3. HaxaTb KHonky «CoxpaHUTb», 3aTeM HaXkaTb KHOMKY « ».

13.3.5 Oco6eHHOCTM HacTpovku mapwpyTusauum OSPF ¢ tyHHenem OpenVPN

B kauecTBe npumepa npuvBeaeHbl OCOBEHHOCTM HacTponkn MappyTtuaumm OSPF Ha
AByx ARMA FW, npeaBapuTenibHO MNOAKIFOUYEHHbBIX C MOMOLLbIO TexHonorum OpenVPN B
pexume «MupuHroBasa cetb (06wun karou)» i «MupuHroBaa cetb (SSL/TLS)».
MNMoppobHoe onucaHne Hactpounkm OpenVPN paccmoTpeHo B pasgene «OpenVPN»
HaCToALEero pykoBoACTBa.

Ans xoppekTHOM paboTbl MappyTmdaumm OSPF Heob6xoAMMO BbINONHUTL CaeaytoLine
JNencTBUS:

1. [06aBnTb 06HapPY>KEHHbIN NHTEPdENC:
® «ovpns1» Ha ARMA FW, HacTpoeHHOM B KayecTBe cepsepa OpenVPN;
® «ovpncl» Ha ARMA FW, HacTpoeHHOM B kauectBe kaveHTa OpenVPN.

MNMogpobHas HacTpoka wHTepdbencoB paccMoTpeHa B pasgene «CeTeBble
MHTEPdENChl» HAaCTOALLEro PYKOBOACTBA.

2. lNepenmeHoBaTb fo6aBneHHbIN NHTEpdenc ¢ «<OPT1» Ha «ovpns».
3. Co3gaTb pa3pellatolime npasmna M3 ana nHtepderica «[ovpns]».

4. Bknouutb cepBuC  MapupyTtusaumm  (cM.  PucyHok — BkaroyeHwe cepsuca

MapLUpyTU3aLmm).

5. TlMepenTn BO BkNagky «O6ume HaCTpOMKU» Nojpasgena HacTpoek MapLUpyTM3aLmm
OSPF («Mapuwpytusauma» - «OSPF»), yctaHOBUTb dnaxok Ana napameTtpa
«BknrounTb», yKkasaTtb ciegytoLme napameTpbl:

® «[lMaccuBHble MHTEepdencbl» — «LAN», « WAN>;

e «[lepepacnpepeneHne mapuwpyrta» — «[IOAKJOYEHHbIE  MapLUPYTbI
(HanNpPAMYHO NOAKNFOUEHHAs NOACETb UM XOCT)».

6. Mepentn BO BKNagky «CeTm» nogpasgena HacTpoek MapwpyTtusauymm OSPF

(«Mapuwpytusauma» - «OSPF»), HaxaTb KHOMKY « * s, yKasaTb caegytoiine
napamMeTpsbl:

® «BknroueH» — paaxkok ycTaHOBAEH;
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® «Appec cetn» — «10.0.8.0»;
® «Macka cetn» — «24»;
® «O06nactb» — «0.0.0.0»;

N HaXKaTb KHOMKY «CoOXpaHUTb».

7. TMepewnTtn BO BKNaaky «MHTepgencbl» nogpasaena Hactpoek mapwpyTtunsauumn OSPF
+

(«Mapwpytunsayma» - «OSPF»), HaxaTb KHOMKY « », yKasaTb chnegywouime
napameTpsbl:

® «BkaroueH» — Ppnaxok yctaHOBAEH;

® «UHTepdenc» — «ovpns»;

® «O6nactb» — «0.0.0.0»;

N Ha>XaTb KHOMKY «Coxpanrb», 3aTE€M HaXaTb KHOMMKY « ».

8. Tlepesanyctntb cepBuC «openvpn» B  Buaxete «Cayxbbl» pasgena
«UHCTpYMEHTbI».

YKazaHHble genctBus nostoputb Ha ARMA FW, HacTpOeHHOM B KayecTBe KAMEHTa
OpenVPN, yKka3biBasa B NoaaX BbllleyKa3aHHbIX MapamMeTpoB 3Ha4YeHMe «OVPNC» BMECTO
«OVpNs».

13.4 BGP

[laHHbI MPOTOKO/ OTHOCUTCA K KNacCy NMPOTOKONOB MapLUpyTM3aL MM BHELLHErO LUAH03a
M NpesHa3HayeH ans obmeHa nHdopmaumen o focTynHocTu noaceten mexay AC. Bmecte
C MHPOpMaLMeN O CeTax MepeaaroTcs pasinyHble aTpubyTbl 3TUX CETEeW, C MOMOLLbIO
KOTOpPbIX BbIOBMPAETCA NyULLMiA MapLUPyT U HAaCTPaMBArOTCA MOJUTUKN MapLUpPYTU3aLLUN.

13.4.1 HacTtpovika guHaMmnuyeckou mapwpytusaumm BGP
OcHOBHbIMU HacTporikamu ana BGP asastotcs:
® «Homep BGP AS» — BHyTpeHHW HOMep AC;

® «CeTb» — CNUCOK ceTel, obbABAAeMbix yepe3 BGP kak npuHagnexaiwme
nokanbHoun AG;

® «KypHanupoBaTb M3MEHEHUA cocegen» — XYPHaINPOBaHME W3MEHEHUS
cocenen;

e «[epepacnpepeneHve mapwpyTta» —  JOMOJHUTENbHbIE  UCTOYHWUKM
MapLipyTM3aLny, nepesaBaemMble pyrvM y3nam.

Mpu BKAOUYEHUMWN MepekaroyaTens «pacCliMPEHHbIN PEXUM>» AOMOJAHUTENbHO CTaHyT
AOCTYMHbI CeAytoLe napameTpsbil:

251 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

«ID poytepa» — naeHTMdMKaTOP MapLLIpyTM3aTOpPa, UCMOJIb3YEMOrO A/ CBA3N
C APYrvMHU y3n1aMu;

«MnaBHBIV nepe3anyck» — MPOAO/KEHNE MNepeHanpaBieHNs MNakeToB BO
BPEMSA BOCCTAHOBJ/IEHNA MHPOPMALIMM MapLLPYTU3aLNW;

«lpoBepka ceTeBOro MMnoprta» — 06bABNEHNE O CETAX, NMPUCYTCTBYIOLLMX B
Tabavuax MapLlpyTmM3aumMm MapLlpytu3aTopoB. [1o  ymonuaHuio  dnaxok
YCTaHOBJ/EH.

Bonee pgetanbHble HacTponku BGP 3agaroTcsa BO BKiajKax:

«Cocepan» — yKasblBatOTCA COCeAHMe CBA3N;

«Cnncku AS nyten» — ykasbiBarotca nytm AGC;

«Cnuckmn npeduKCcoB» — yKasblBatOTCA CINCKM NpedPUnKCoB;

«Cnuckn community» — yka3biBatoTca aTpmbyThbl A8 GUAbTPaLN MapLLIpPyTOB;

«KaprI MapLpyTUsaumn>» — yKasblBarOTCA KapTbl MapLPyTU3aynin.

Ha kaxxgom ARMA FW npeaBaputenbHO HEOBXOAMMO CO34aTb pa3peLuatoliee NpaBmao

M3 (cm. «Co3saHre NpaBma MEXCETEBOrO 3KPaHNPOBaHMA») Ha MHTepdelice «[LAN]».

[ns HaCTPOWMKN ANMHAMMYECKOW MapLipyTusaumm no npotokony BGP Ha kaxzaom ARMA

FW Heob6x041MO BbINONHUTL CeAytoLme LeNCTBUS:

1. NMepentn B noapassgen obLWMX HAcTpoek Maplpytnsauun («MaplupyTusayma» -

«O6LWMe HaACTPOMUKUN»), yCTaHOBUTb GaXOK AN NapamMeTpa «BKAUNTB» 1 HaxaTb

KHOMKy «CoxpaHuUTb» (CM. PucyHOK — BkJiroueHwe cepBmca mMapLupyTusaumm) Ans

BKAKOYEHNA CepBUNCa MapLLUpPyTU3aLnn.

2. lepentn B nopgpasgen Hactpoek MapupyTtmsaumm BGP («MapwpyTtusauua» -

«BGP»), yctaHoBUTL ®naxok ana napametpa «Bkawouumtb» (CM. PucyHok -

BkaroueHne BGP), ykasaTb cieayroLume napameTpbi:

Ha ARMA FW1:

¢ «Homep BGP AS» — «1»;

e «CeTb» — agpec nokanbHol cetn ARMA FW1 B dpopmate CIDR;
Ha ARMA FW2:

¢ «Homep BGP AS» — «2»;

e «CeTb» — agpec nokanbHou cetn ARMA FW2 B dpopmate CIDR;

N Ha>XXaTb KHOTMKY «COXp3HI/ITb».
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Q
=

MapwpyTtunsaums: BGP

OBWME HACTPORKKM

(D) pacluMpeHHEIA pesis cnpasxa (1)

BKNK4YNTE
Homep BGP AS 1
Certe 192.168.1.0/24
€ Ouvcrute sce (F]Copy I Paste
JMypHanupoeats O
M3MEHEHMA COCEREN
MepepacnpegeneHue He BLIBpaHO -
MaplpyTa
€ OumeTuTE Bee

PucyHok — BknroueHue BGP

+

3. Mepentn BO BKnNagky «Coceam», HaxaTb KHOMKYy « », yKasaTb ciejyrolime

napameTpbl:

® Ha ARMA FW1:
o «BknroueH» — Hnaxok ycTaHOBNEH;
e «IP nupa» - IP-agpec nHrepderica <\WAN» ARMA FW2;
o «YpanéHHbii AS» — «2»;

® Ha ARMA FW2:
o «BknroueH» — Hnaxok ycTaHOBNEH;
e «IP nupa» - IP-agpec nHrepderica <\WAN» ARMA FW1;

o «YpanéHHbin AS» — «1»;

M HaxkaTb KHOMKY «CoXpaHUTb», 3aTEM HaXkaTb KHOMKY « ».
13.4.2 MpoBepka paboTbl AHaMUUecKkoi MapwipyTusauum BGP
[ns npoBepkM AMHaMMYeCcKon MapLipytnsaumumn Heobxoaumo c MK «Client» BbinoaHUTL
kKoMaHay «ping» MK «Server». [pn npaBu/ibHOW HacTPOMKEe KOMaHZa BbIMOAHUTCA
yCreLuHo.

13.5 BFD

[laHHbIN NPOTOKOA UCMONb3YEeTCA AN OOHapyXXeHMa CO0eB MeXAy MapLupyTuaTopamy,
COEeANHEHHBIMW KaHaOM.
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13.5.1 Hactpowka BFD npwu cratueckoin maplupyrtmsaumm

B kauectBe npumepa npuBeseHa HacTponka BFD npwu ctatnyeckon mMaplupyTm3aumm Ha
AByx ARMA FW cornacHo cxeme CTeHAa, NpeacTaBAeHHON Ha pUCYHKe (CM. PucyHok —
CxeMa cTeHa ans Hactpownku BFD npw ctatvyeckomn Maplipytmsaumm).

Server ARMA FW1 ARMA FW2 Client

WAN|203.0.113.67

192.168.2.20

192.168.1.10

PucyHok — Cxema cmeHOa 015 Hacmpouku BFD npu cmamuyeckou Mmapwpymusayuu

Vicnonb3oBaHHble IP-agpeca Ha cxeme cTeHAa nNpuBeAeHbl B KayecTBe npumMepa n Moryt
OTANYATLCA AN KaXKA0N KOHKPETHOW CUTyaLmK.

Ans Hactpovikn BFD npu craTMuyeckon MaplupytM3aumm HeobXOAMMO BbIMOAHWUTb
cneayrolme fencTBus:

1. Ha kaxgom ARMA FW nepenTn B nogpasgen obumx HacTpoek MapLipyTusauum
(«MapuwpyTnsauma» - «Obuime HaCTPOMKM»), yCTaHOBUTL GNaXKOK A5 NapamMeTpa

«BKAOUMTB» 1 HaXaTb KHOMKY «CoxXpaHUTb» (CM. PUCYHOK — BkatoueHne cepeuca
MapLUpyTM3aLmMmn) N8 BKIKOYEHNA CEpBUCa MapLLpyTU3aLUn.

2. Ha kaxaom ARMA FW nepeitn B nogpasgen Hactpoek BFD («MapwpyTtusaumna» -
«BFD»), yctaHOBUTb ¢iaxxoK AnsA rnapametpa «BKAOUWTbL» 1 HaXaTb KHOMKY
«CoXpaHUTb».

3. Ha ARMA FW1 nepeiitn Bo BKkNagky «CraTMueckue MaplupyTtbl» Mojpaszgena
HacTpoek BFD, yctaHoBuTb ¢naxok pana napametpa «Bkaroumts BFD pnsa
cTaTMuecKou mMapuwpytusauum» (cM. PucyHok — Bkntouenmne BFED ans cratmyeckomn

MapLIpyTH3aLLnK),
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Mapwpytunsauus: BFD

[#]
|

CTaTUYECHIME MAPLWPYTE

Brnio4uTs BFD onA CTaTHYECKon
MapLpPYTH3aLHH

j ol
g
o

J
1
il
1

BrnwodeH Onucanwne CeTe W0z Komangel
HeT paHHBX

+

Mokazanel ¢ 0 no 0 us 0 3anucel

PucyHok — BknroueHue BFD 018 cmnamudeckou Mapupymu3sayuu

HaXaTb KHOMKYy «CoXpaHUTb», HaXaTb KHOMKY « * », yKaszaTb C/ieayrouime
napamMeTpbl:

® «BknroueH» — bnaxKok ycTaHOBAEH;

® «OnucaHume» — «stat route BFD»;

® «Appec cetm» — agpec nokanbHon cetn ARMA FW2 B dopmare CIDR, B
npumepe «192.168.2.0/24»,

® «lWnro3» - IP-agpec wunHTepderica «WAN» ARMA FW2, B npumepe
«203.0.113.67»;
M HaXkaTb KHOMKY «CoXpaHUTb», 3aTeM HaXkaTb KHOMKY « ».

MNepentn BO BKnagky «Coceam» nogpasgena guwarHoctukn BFD ARMA FW1
(«MapwpyTtnsauyma» - «narHoctmka» - «BFD») un ybeantbca B Haamumm
MHPOpPMaLMM O COCeAHEM MapLUpyTM3aTope C OTobpaxkeHMeM cTatyca «down».

4. Ha ARMA FW2 nepentn BO BKknaaky «Coceau» nogpasgena Hactpoek BFD
+

(«Mapwpytusauma» - «BFD»), HaxaTb KHOMKy « », yKasaTb caegyrouime

napamMeTpbl:

® «BkaroueH» — GNaxKoOK yCTaHOBAEH;

® «IP nupa» - IP-agpec uHTepdenca «WAN» ARMA FW1, B npumepe
«198.51.100.51»;

N HaXaTb KHOMKY «Coxpaan'b», 3aTeM Ha>kaTb KHOTKY « ».
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13.5.1.1 MNpoBepka HacTponku BFD npu cratnueckoil maplipyrtusaumm

[Ana npoBepkn HacTponkm BFD npu cratmuyeckon MaplpyTtmMsaumm Heobxoanmmo

BbIMOJIHUTb C/IeAytoLLME LEeNCTBUS:

1.

2.

MNepentn BO Bknagky «Coceam» nogpaszena pamarHoctukm BFD ARMA FW1
(«Mapwpytnsauma» - «fuardHoctmka» - «BFD») un ybeantbca B Hanmuum
nHGopmaLmm O cocegHeM MapLUpyTU3aTope C oTobpaXeHem cTaTyca «up».

C MK «Client» BbinonHUTL KoMaHay «ping» K «Server». [pn npaBuabHON
HacTpoOWKe KOMaHJAa BbIMOJHUTCA YCNELLHO.

13.5.2 Hactpowka BFD npu mapwpyTtnsaumum OSPF

B kauecTBe npuMepa npuBeseHa HacTporika BFD 1 mapwpyTtur3aumm no npotokony OSPF
Ha Byx ARMA FW.

Ans Hactponkn BFD npu mapuwpytunsauun OSPF Heobxogumo Ha kaxgom ARMA FW

BbIMOJIHUTE Chegyrowmne AeIZCTBMHI

1.

4,

Mepentn B nogpasgen obumx HacTpoek MaplpyTtmdaumm («MapwpyTusauus» -
«O6LWme HaCTPOUKUN»), yCTaHOBUTb GaXOK AN NapamMeTpa «BkAOUNTb» 1 HaxaTb
KHONKY «CoxpaHuTb» (CM. PucyHOK — BkatoueHve cepBmuca MapLupytnsaumm) Ana
BKJIOYEHWA CepBMCa MapLUpyTU3aLunm.

Mepentn B noapasgen Hactpoek MappyTtusauunm OSPF («MapwpyTtusauusa» -
«OSPF»), yctaHOBUTb Gnaxok Ana napameTpa «BkAwUUTb» 1 HaxaTb KHOMKY
«COXpaHUTb».

MepenTtn Bo BKnaaky «UIHTepgencbl» nogpasgena HacTpoek MmappyTtumsaumm OSPF
+

(«Mapwpytusauma» - «OSPF»), HaxaTb KHOMKY « », yKasaTb c/eayroline
napameTpsil:

® «BknroueH» — Gpnaxcok yctaHOBAEH;

o «UHTtepeiic» — «LAN»;

® «O6nactb» — «0.0.0.0»;

N HaXXaTb KHOMKY «Coxpaan'b».

HaskaTb KHOMKY « T », yKasaTb cregytolyse napameTpei:

® «BkatoueH» — GnaxKok ycTaHOBAEH;

«Untepdenc» — <\ WAN»;
® «0O6nactb» — «0.0.0.0»;
® «BFD» — ¢pnaxok ycraHoBEeH;

N Ha>XXaTb KHOTMKY «COXpaHMTb».

256 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

5. Haxatb KHOMKy « ».

6. Mepentn B nogpasaen Hactpoek BFD («Mapwpytusaumsa» - «<BFD»), yctaHOBUTb
bnaxok ana napameTpa «BkarounTb» 1 HaxkaTb KHOMKY «CoXpaHUTb».

13.5.2.1 MNpoBepka HacTpoiku BFD npn mapwpyTtusaumm OSPF

Ans nposepkn Hactpovikn BFD npu mapwpyTtmnsaumm OSPF Heo6xoaMMO BbIMOAHUTb
cneayroLme fencTBus:

1. Mepentn BO BkAagky «Mapwpytbl IPv4» nogpaszena  AMArHOCTUKM
MapLpyTtnsaunmn («Maplpytmnsauma» - «inarHoctuka» - «O6uwme HacTpomkm»)
M ybeanTbCca B HaANUYMM KOPPEKTHON MHPOPMaLIMM O MapLUpyTe.

2. Mepentn BO BKJIAZAKY «CBoaka» nogpasgena ANArHOCTUKMN BFD
(«MapwpyTtnsauyma» - «flmarHoctmka» - «BFD») n ybeantbca B oTobpaxeHuun
craTyca «up».

3. MNepenTtn Bo BkNaaky «CueTumku» nopgpasgena amarHoctuku BFD u ybeantbcs B
Ha/IMYNN KOPPEKTHON MHPOPMALIMIN O COCEAHEM MapLUpyTU3aTope.

13.5.3 Hactpowika BFD npu mapwpytusaunm BGP

B kauectBe npuMepa npuBeaeHbl 0COBeHHOCTM HacTpokn BFD npu mcnosnb3oBaHum
MapwpyTtnsauum no npotokony BGP Ha aByx ARMA FW. [lMogpobHoe onucaHune
npoLecca HacTpoWKM MaplpyTmM3aumm no npoTtokony BGP npuBeseHo B pasgene
«HacTpowka gnHammyeckon mapipytnsaumm BGP» HacTosALero pykoBoACTBa.

Ana Hactponkn BFD npu mapwpyTtnsaumm no npotokony BGP Heobxoanmo Ha Kaxaom
ARMA FW f0nonHUTeNbHO YyCTaHOBUTL dnaxok Ana napamerpa «BFD» Bo Bkiagke
«Cocepun» nogpasgena Hactpoek mapupyTtunsaumm BGP («MapwpyTtnsaumsa» - «BGP»).

13.5.3.1 MNpoBepka HacTpoukn BFD npu mapwpytmnsayuv BGP

Ana nposepkn Hactpovikn BFD npu mapwpyTtmsauymm BGP HeobxoanMMoO BbIMOAHUTB
cneayroLme fencTBus:

1. MNMepentn BO BKNagky «Mapwpytbl IPvd» nogpasgena  AMArHOCTUKM
MapLpyTnsauumn («Maplupytusauma» - «[lnarHoctuka» - «O6wme HacTpomkn»)
M ybeanTbCa B HaANYMn KOPPEKTHON MHGOPMaLMM O MapLupyTe.

2. Mepentn BO BKJ1aAKy «CBopaKa» noapaszena ANArHOCTUKN BFD
(«Mapwpytnsauma» - «fimarHoctmka» - «BFD») u ybeauTtbca B oTOobpaxkeHum
craTtyca «up».

3. MNepenTtn BO Bknagky «Cocegu» nogpasgena auvarHoctmkn BFD n ybegntbca B
Ha/ YN KOPPEKTHON MHDOPMaLIMM O COCeaHEM MapLUpyTU3aTope.
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14 DHCP-CEPBEP

DHCP-cepBep wucnonb3yetca Ana aBTOMATUUYECKOro npejoctaBieHUa KanmeHtam |P-
ajpeca n Apyrvx napameTpoB, Heobxoanmblix ans paboTbl B cetn TCP/IP. DHCP-cepBep
AOCTYNeH Kak ana knveHTtoB IPv4, Tak n ana IPv6, npeacTtaBaeHHbIX B nojpasjenax
«DHCPv4» n «<DHCPv6» pasgena «Cny»6bi» COOTBETCTBEHHO.

14.1 DHCPv4
Moapasgen cogepxut Hactporkm DHCP-cepBepa gna kaveHTtos IPv4.

B kauectBe npmmepa ncnonbsoBaHns DHCP-cepBepa byaeT pacCMOTPEHO Ha3Ha4yeHune
IP-agpecoB xocTtaM BO BHYTpeHHeW ceTu nHTepderica «<LAN» 13 creayroLlero gnanasoHa:

® «192.168.1.100 — 192.168.1.199».

PesynbtaTtom paboTbl HacTpoeHHoro DHCP-cepBepa siBaseTca Ha3HaudeHue IP-agpecos
XOCTaM, Haxoasawmmcs B cetn nHtepdeinca «<LAN». BoigaHHble IP-agpeca npeacraBieHsbl B
noapaszese apeHabl agpecos («Cay6bi» - <DHCPv4» - «<ApeHAaa aapecoB»).

14.1.1 HacTtpoWika no umeHun uHtepgeiica

|_|epel—|eHb I'IapaMeTpOB n I'IpOLI,eCC nNX HaCTpOIZKM ABnAaeTcad UNAEeHTUYHbIM ANA BCEX
nHtepdencos («LAN», «\WAN», «<OPT1» n 1.4.).

Ana TOro utobbl Hactpoutb DHCP-cepBep, HeobxoaMMO nepenTn B Mogpassen
napameTtpoB DHCP-cepBepa HacTpanBaemoro uHtepdenca («Cayxbbi» - «<DHCPv4» -
«[LAN]»), yctaHoBUTb Gnaxok «Bkntountb DHCP-cepsBep Ha LAN wHTepdeiice»,
3azaTb napametpbl ana pabotbl B cetn TCP/IP 1 HaxaTb kKHOMKY «CoXpaHUTb» BHU3Y
CTPaHuULbl.

OcHoBHble NapamMeTpbl (MOACETb, Macka NOACETU U JOCTYMHbIA AMana3oH) byayT 3ajaHbl
aBTOMaTM4YeCcKkM, Ha OCHOBaHWW HacTpoek uHTepderca (cM. PucyHok — OcHOBHble

napametpbl DHCP).
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Cny»x6b1: DHCPv4: [LAN]

@
u

cnpaska ()

O BrnoymTe BrntoymuTe DHCP-cepeep Ha LAN uHTepdeice
BNOKWPOEaTE ]

HEW3BECTHLIE KIMEHTEI

€ Nopcete 192.168.1.0

) Macka nogcetn 255.255.255.0

O JocTynHbiid guanazou 152.168.1.1 - 192.168.1.254

PucyHok — OcHoeHble napamempsl DHCP

14.1.1.1 Anana3oH IP-appecos

OCHOBHOW AMana3oH BO3MOXHO CKOPPEKTMPOBATh, yka3aB 3HaueHuWs B NOAX NapamMeTpa
«[lnanasoH» (CM. PUcyHoK — 3HauyeHVe aAnanasoHa aapecos).

Mpumeuanne:

B cnyuae, eciv nona napametpa «[uanasoH» OyayT MycTbiMM, Bblgaua
ajpecoB He NPOU30NAET.

O Ouanason

oT o
192.168.1.100 192.168.1.199
AononHuTensHele nynel Havano nyna KoHew nyna OnucaHune +

PucyHok — 3HaueHue duana3oHa adpecos

Takxe CywectByeT BO3MOXHOCTb YKa3aTb AOMONAHUTENbHbIE AWaMNa3OHbl C 3ajaHHbIMU

napametpamu. [lns 3TOrO HEOBXOAMMO HaxaTb KHOMKY « T » B napamerpe

«/lononHUTeNbHbIE NYAbI» (CM. PUCYHOK — 3HayeHve Anana3oHa ajpecoB) W, yKasas
TpebyeMble HaCTPOMKN B OTKPbIBLUEMCA MHTepdeNce, HaxkaTb KHOMKY «COXpPaHUTb».

14.1.1.2 NapameTtpbl gna pabortbl B cetn TCP/IP

B cnyuae, korga Tpebyetcs U3MeHUTb OMNONHUTENbHbIE NapaMeTpbl paboTsl B ceTn TCP/IP,
HeobX0AMMO BbINOJHUTL OAHO UAN HECKOJIbKO U3 AOCTYMHbIX AEUCTBUM:

1. YKa3aTb HOBble 3HaUEHNs B COOTBETCTBYHOLLMX MOAAX:
® «WINS-cepBepbI»;
® «DNS-cepBepbI»;
o «lnro3»;
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«Ama pomeHa»;

«CnMcok noucka AOMeHOB>;

«Bpems apeHabl N0 ymMmonyaHuIo (CeKyHA)»;
«MakcumanbHoe Bpemsa apeHAbl (CeKyHAbl)>»;

«MTU mnHTepdenica»;

«IP-apapec yuacTHMKa ANA aBapUAHOrO NepPeK/IloUEHUA»;

«PaspeneHne aBapmMinHOro nepeKtoUeHns».

2. YcTtaHoBUTb pnaxok B yek-bokcax:

«Cratnueckmnin ARP - Bkarountb ctatuueckme 3anmcu ARP»;

«N3meHnTb opmar gatbl — U3ameHUTb oTo6pakeHne BpeMeHU apeHAbl
DHCP c UTC Ha mecTHOe Bpemsa».

3. PaCKprTb AOMONHNTENbHbIE 3HAUEHUA MapaMeTpa ANA nocne,u,yrom,eﬁl HaCTpOVIKM,

HaXkaB KHOMKY «/LONO/IHNTENIbHO>» HAaMNPOTUB NapameTpa:

«AnHamnuecknin DNS»;

«KoHTponb poctyna no MAC-apgpecam»;
«NTP-cepBepbI»;

«TFTP-cepBep>;

«LDAP URI»;

«BkatounTb 3arpysKky no cetm»;
«Bxknrounte OMAPI»;

«AOHOJ’IHVITeanbIe napamMmeTpbi».

14.1.1.3 Cratnueckasa mapwpyTusaumsa

[na 3akpennenunsa ceaskn «IP-appec — xocT» Ha ocHoBaHMM MAC-aspeca ncnonbsyerca

CTaTthnyeckaa MapLlpyTtm3aumna.

Ans conocTtaBneHus Bbigensemoro |IP-agpeca 3agaHHOMY XOCTy HEOBXOAMMO HaxaTb

=+

KHOMKY « » B bnoke «CraTtuueckas mapupyTtusauma uyepes DHCP pgna storo
uHTeppenca» (cM. PucyHok — Cratmyeckad mapuipytnsaumva yepe3 DHCP ans 3t1oro

nHtepdeica).

CraTuyeckas MappyTusauus yepes DHCP gns sToro uHTepdeiica.

Cratu4yeckuin ARP MAC-appec IP-appec Nmsa xocTa OnucaHue +

PucyHok — Cmamuuyeckas mapwpymu3sayus yepez DHCP 0ia smozo uHmepdgpelica
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B oTkpbiBLIEMCS MHTepdelice (cMm. PucyHok — ConocraBnenve MAC-aapeca v IP-agpeca)
yka3aTb MAC-agpec xocTa, 3a KoTopbiM byaeT 3akpennéH IP-agpec, HenocpeACTBEHHO
cam IP-agpec n Haxatb KHOMNKYy «CoxXpaHWUTb» BHU3Y CTpaHuubl. JONOJHUTENbHbIE
napameTpbl BBOAATCA NPU HEOHBXOANMOCTH.

CTaTu4ecKan cnpaska L)
MapLLPYTHU3aLMa Yepes
DHCP

MAC-appec 00:50:56:c0:00:08

O VigeHTUdMKATOD KNHEHTS

IP-appec 192.168.1.123
MmaA xocTa
Onncanme TeCTOBLIA CTEHA
PucyHok — ConocmasneHue MAC-adpeca u IP-adpeca
14.1.2 PeTpaHcnauuns

DHCP-peTtpaHcasums — 310 nepecbiika nonyyeHHbix DHCP-3anpocoB Ha gpyron cepsep.
Hactponku peTpaHcasaumm 4oCTynHbl TOAbKO Npu BbikaroueHHoM DHCP-cepBepe.

Ans HacTponkn DHCP-peTpaHcasiumm Heobxoanmo 3asatb MHTEPdENCbl peTPaHCAALNN U
agpeca BHewHux DHCP-cepsepoB B nogpasgene koHdurypaumm DHCP-peTpaHcaaymm
(«Cnybb1» - «<DHCPv4» - «PeTpaHcnaumua»), yctaHoBUTb Gnaxok «Bkarountb» un
Ha>kaTb KHOMKY «CoxpaHuUTb» (CM. PrucyHok — Hactpowka petpaHcaaumm DHCP).

Cnyx6b1: DHCPv4: PeTpaHcnayus
Kondmrypauns DHCP- cnpaska (L)
peTpaHCAALWM
O BrnwoquTe

WHTepdeic (-1} LAN, WAN -

NobaenaTe ] [o6aenATE MOEHTUDKMKATOP KaHANa W MASHTU(MKATOP areHTa B 3anpockl
MIeHTUDKUKATOP KaHana

CepBepLl HAa3Ha4YeHWA 162.168.1.100

PucyHok — Hacmpolika pempaHcaayuu DHCP
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14.1.3 ApeHpa aapecos

B noapa3aene Ha3HauyeHHbIX agpecoB («Cayx6bi» - «<DHCPv4» - «ApeHaa aapecoB»)
oTobpaxaeTrca nepeyvyeHb apeHAOBaHHbIX aapecoB (CM. PucyHOk — AKTMBHble
apeHA0BaHHble agpeca). Hanmume 3anncen CBUAETENLCTBYET O NPaBUIbHO HAaCTPOEHHOM
DHCP-cepBepe.

Cnyx6b1: DHCPv4: ApeHpa aapecos (1) z =
WHTepdeiic  IP-apgpec MAC-agpec Nmsa Onucanme Havano OxoHuanme Cratyc Tun
XOCTa apeHakl
LAN 192.168.1.100  00:0c:29:b6:c9:09  DESKTOP- 2021/10/05  2021/10/05 il active +
VMware, Inc. 00DQMV2 09:26:17 11:26:17
uTcC uTtcC

NoKa3aTb BCE HACTPOEHHbIe (haiinbl apeHabl

PucyHok — AkmugHsle apeHO08aHHble adpeca

¥ » HanpoTuB BbIBPAHHOTO agpeca — OTKpoeTcs $hopma

[Mpy Haxatum KHOMKWU «
CTaTU4YeCKOW MapLUpyTM3aLmn ANs 3akpenneHns cBasku «IP-agpec — xocT» (cM. PucyHok

— ConoctasneHvne MAC-aapeca u IP-agpeca).

Mpu Haxatunm kHonkn «loka3aTb Bce HacTpoeHHble ¢anbl apeHAbl» OyayT
oTObpaXkeHbl XOCTbl C UCTEKLWMM CPOKOM apeHabl (cM. PucyHok — Bce HacTpoeHHble
dannbl apeHabl).

WuTtepdenc IP-agpec MAC-appec Wma xocTa Onucanne  Havano OkoH4aHKe Craryc  Tun
apeHabl

LAN 192.168.1.100  00:0c:29:b6:¢9:09  DESKTOP- 2021/10/05 2021/10/05 all active +
VMware, Inc. 00DQMV2 09:26:17 UTC 11:26:17 UTC

LAN 192.168.1.101  00:0¢:29:d4:28:2f 2021/09/29 2021/09/29 @ expired + o
ViMware, Inc. 14:41:00 UTC 14:47:36 UTC

PucyHok — Bce HacmpoeHHsble ¢gpatinel apeHOb!

14.2 DHCPv6

Moapa3zgen copepxunt Hactporikn DHCP-cepBepa ana kaneHToB IPv6. Mo ymonuaHuto ans
DHCPv6-cepBepa AOCTYyNHbI TOJNbKO nogpa3gens «PerpaHcnauma» 1 «ApeHpa
aapecoB».

Ana Toro utobbl 6bl1 AOCTYNeH noapasaen C HacTpouKamMu AN KaXaoro uHtepdeinca
(«LAN», «WAN», «OPT1» 1 T.4.), HEO6XOANMO MPOU3BECTM HACTPOMKY NO NpoTokoay IPv6
AN5 COOTBETCTBYHOLLEro nHTepderica B pasgene «MHTepdpencoi».

PacnpoctpaHéHHbIM  cueHapuem  ucnosb3oBaHna  DHCPv6-cepsepa  aAnsetca
Ha3HaueHwue IPv6-aapecoB xocTam BO BHYTpeHHeN noaceTtu nHrepderica «LAN».
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[anee ©6yayt npuBegeHbl wWwarn Hactponkn DHCPv6-cepBepa co chnegyrolmmm
napameTpamu:

® llHTtepderic — «LAN»;
® [loacetb — «0010:0000:0000:0000:0000:0000:0000:0000», cokpalLéHHO — «10::»;
® /[lnvHa npedukca — «64».

14.2.1 HacTtpouka no nmeHu nHrepgeica

Mpouecc HacTponkn DHCP-cepBepa ans IPv6 aHanornueH Hactporike ans IPv4.

Heobxoanmo nepentn B nogpasgen napametpoB DHCP-cepsepa HacTpanBaemoro
nHtepdenca («Cnyxbbr» - «<DHCPv6» - «[LAN]»), yctaHOBUTL dnaxok «Bkarountb
DHCPv6-cepBep Ha LAN unHtepdeince», 3aaatb napametpbl ana pabotbl B cetn TCP/IP
M HaxaTb KHOMKY «COXpaHUTb>» BHU3Y CTPaHWLibI.

OcCHOBHbIe napaMeTpbl (I'IOACGTb, MacCKa noacetn m AOCTyHHbIVI ,LI,I/IaI'IaBOH) 6yAyT 3ajaHbl
aBToOMaTn4yeckn, OCHOBbIBaACb Ha HaCTpOVIKaX MHTepc]>e|7|ca (CM. PucyHok — OCHOBHble

HacTpovkn DHCPvV6).

Cny»x6bi: DHCPv6: [LAN] z m
cnpaska Q)
O Brnounts BrntoyuTe DHCPv6-cepBep Ha uHTepdelice LAN
O Nopcets 10:
© Macka noacetn 64 61T

@ JocTynHeii gnanasoH 10:: - 10::ffff:FFfF- (P FFf

PucyHok — OcHosHble Hacmpotiku DHCPv6
14.2.1.1 Avnana3oH IP-appecos

Hactponkn Apuana3oHa 3ajar0Tca B NapameTpax «/fluanasoH» U1 «/luanasoH
Aenervpyembix npepukcoB» (CM. PYcyHOK — /IoNoIHUTENbHbIE HACTPOWKWN AMana3oHa
ajpecos).

Mpumeuanne:

B cnyuae, ecnn nons napametpa «fAuanasoH» OyayT nycTbiMK, BblAauya
a/\pecoB He NPOU30MAET.
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OdwvanasoH o, 1o
10::ffff. ffff. ffff: Offf 10::ffff. Fiff. i fff
dvanasoH oT ao
fenernpyemsix
npeduKcos

Pasmep penerupyemoro npedukca:

48 -

PucyHok — [lononHumenbHoele HaCMpouUku duana3oHa adpecos
14.2.1.2 NapameTpbl ana pabotbl B cetn TCP/IP

B cnyuae, koraa Tpebyetca nameHuTb 4ONOAHUTENbHbIE NapaMeTpbl paboTbl B cetn TCP/IP,
Heo6X0ANMO BbIMOAHUTL OAHO UAN HECKONBKO AOCTYMHbIX 4EACTBUIA:

1. YKasaTb HOBble 3HaYeHMA B COOTBETCTBYHOLLMX NONAX:
® «DNS-cepBepbI»;
® «CnncokKk noncKka AOMeHOB»;
® «Bpemsa apeHabl N0 yMonYaHUIO (CEKYHADbI)>»;
® «MakcnmanbHoe BpemMms apeHAbl (CeKyHAbl)>».
2. YcTtaHoBUTb Gnaxok B yek-Hokce:

® «MN3meHntb popmar aatbl — MI3meHNTb OoTO6parkeHue BpeMeHU apeHAbl
DHCPv6 ¢ UTC Ha mecTHOe Bpems».

3. PackpbiTb AOMOAHUTENbHbIE 3HAYEHUS MapaMeTpa A/A MOCAeAyroLen HacTponKY,
HaXkaB KHOMKY «/lOMO/IHUTE/IbHO» HAaNPOTMB NapamMeTpa:

® «[lnHamuueckuint DNS»;

® «NTP-cepBepbi»;

® «BknrounTtb 3arpysky no cetm»;

® «JlononHntenbHble napametrpbl BOOTP/DHCP>».
14.2.1.3 Cratnueckaa maplpytusaums

Ana 3akpennenua ceaskn «IPve-aapec — xoctamm» Ha OCHOBaHWUW naeHTUGUKaTopa
yyactHuko DHCP (DUID) ncnonb3yetcs ctatnyeckas MapLupyTm3auyms.

[na conoctaBneHua Bbigensemoro IP-agpeca 3ajaHHOMY XOCTy HEOH6XOAMMO HaXaTb

KHOMKY « *B napametpe «Cratuueckasa mapwpytusauma uepes DHCPv6 ansa storo

uHTepdenca» (cM. PucyHok — Cratmyeckaa mapuipytunsaumsa yepes DHCPv6 ang 31oro

nHtepdeica).
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CraTu4eckas MaplupyTu3saumna Yyepes DHCPv6 pns atoro untepdeiica.

DUID IPv6-agpec Nms xocTa OnuncaHwne +

PucyHok — Cmamuuyeckasa mapwipymu3ayus yepe3z DHCPv6 0a5 smozo uHmepgetica

B oTtkpbiBweMca unHTepdence (cM. PucyHok — Conoctasnenne DUID wn IPv6-aapeca)
yka3aTb DUID, 3a koTtopbiM byseT 3akpennéH IPv6-agpec, HenocpeacTBeHHO caMm IPv6-
ajpec 1 Haxatb KHOMKy «CoXpaHUTb» BHU3Y CTpaHuLbl. [lonoaHWUTENbHbIE NapaMeTpbl
BBOZAATCA MPY HEOHXOAMMOCTH.

CraTuyeckas cnpaska D
MapLIpyTU3aLus Yepes
DHCPv6

WnenTudukarop 00:01:00:01:26:60: 1A:E4:10:65:30:29:CA:6A
yvacTHukos DHCP (DUID)

Fuifpee fe80::dcc3:b3f8:88f6:172b%13

Nma xocTa

Cnucok noucka
LOMEHOB

OnucaHue

OTMeHUTBL

PucyHok — ConocmasneHue DUID u IPv6-adpeca
14.2.2 PetpaHcnaums
Hactponku peTtpaHcaaumm A4oCTynHbl TOAbKO Npu BbikaroueHHoM DHCPv6-cepsepe.

Ana Hactponkn DHCPv6-peTpaHcaaumm HeobxoamMmo 3agaTb MHTepdencol peTpaHcaaymm
n appeca BHewHux DHCPv6-cepsepoB B nogpasgene kKoHourypaumum DHCP-
peTpaHcaaumm («Cnyxbbl» - «<DHCPv6» - «PeTpaHcnsauusa»), yCTaHOBUTb (G1a>kok
«BKAOUUTB» N HaxaTb KHOMKY «CoXpaHUTb» (CM. PrucyHok — Hactpolika peTpaHcaaumm
DHCPv6). Mpn HeobxoammMocTn ycTaHOBUTb ¢axok B napametpe «J/lobaBnaTb
naeHTMPUKaToOp KaHana».
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Cnyx6b1: DHCPV6: PeTpaHcnauus

KoHdurypaums DHCPv6- cnpaska D
peTpaHcasuumn
© BraounTh Brntounte DHCPV6-peTpaHcnauuio Ha uHTepdeiice

WHTepdeiic (-bi1) LAN -

[LobasnaTb O

naeHTUdMKaTOP KaHana

S PR T fe80::65c6:46e:9¢f5:d4b3%21

PucyHok — Hacmpolika pempaHcaayuu DHCPv6
14.2.3 ApeHpa agpecos

B noapasgene HazHauveHHbIX agpecoB («Cny6bi» - «<DHCPv6» - «ApeHpa aapecoB»)
oTobpaxkaeTrca nepevyeHb apeHAOBaHHbIX aapecoB IPv6 (cMm. PucyHok — AKTMBHblE

apeHAOoBaHHble aapeca |Pvo).

Hannuue 3anuncen cBMAETENLCTBYET O NPaBUAbHO HacTpoeHHOM DHCPv6-cepBepe.

Cnyx6bi: DHCPV6: ApeHpa appecos (1) z =m
Nmsa
xocta/MAC- Tun
UnTepdeiic  IPv6-agpec IAID DUID appec Onucanue  3anycTuTb LGRTT OHnailH  apeHppbl
10:=:ffffAff:fff:dffl 100666409  00:01:00:01:28:e6:02:ba:00:0c:29:b6:c9:09 2021/10/05 2021/10/05 (7] active

08:54:23UTC  10:54:23 UTC

[lenernposaHHble npeguKe

IPv6-npedukc IAID DUID 3anyctutb KoHey CocTosiHne

MokasaTb BCe HACTPOEHHbIE (halinbl apeHbl

PucyHok — AkmusgHble apeHOosaHHble adpeca IPv6

Mpn Haxatum kHonkn «loka3aTb Bce HacTpoeHHble ¢alnbl apeHabl» 6yayT
OoTO6pPaxKeHbl XOCTbl C UCTEKLLNM CPOKOM apeHZbl.
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15 K3LWUPYIOLLMNIA DNS-CEPBEP

Kawwnpyrowmin DNS-cepBep ob6cnymBaeT 3anpochl KAMEHTOB — NOJyYaeT PeKypPCUBHbIN
3anpoc, BbINOJHAET ero C MOMOLLbIO HEepPeKypPCMBHbLIX 3aMpOCOB K aBTOPUTATUBHBLIM
cepBepaM AN NepesaéT pekypCrBHbI 3anpoc Bbiwectosawemy DNS-cepsepy.

B kauectBe ocHoBHOro DNS-cepsepa B ARMA FW ucnonb3yetca cayxba unbound, no
yMON4YaHWUIO BKAOUYEHHaa nocne ycrtaHoskn ARMA FW.

Mpumeuanne:

Mpu BKAOUEHHOW cny>kbe unbound Bo3MOXHa oTnpaBka 3anpocos ARMA
FW Ko BHelwHUM cepBepam.

B 60blWIMHCTBE CayyaeB ana KoppekTHoW pabotel DNS-cepBepa fA0CTaTOUHO HacTpoek
N0 YMOJYaHUIO.

15.1 O6wme npuHUUnbI paboTbl Kawmpyrowero DNS-cepBepa

HacTtponka DNS-cepBepa focTynHa B nogpaszene obLmx Hactpoek Kawmpyrowero DNS-
cepBepa («Cnybbi» - «Kawmpyrowmint DNS-cepBep» - «O6LMe HACTPONKN»).

B cnyuyae wm3meHeHums Hactpoek kawwmpyrowero DNS-cepsepa HeobxoavMmMo HaxaTb
KHOMNKY «CoXpaHUTb», a 3aTeM KHOMKY «[MpuMeHUTb n3MeHeHNsA».

Mpu BkaouyéHHoM DNS-cepBepe, DHCP-cepBep aAns HaCTPOEHHbIX WHTepdencos
aBTOMaTuMueckmn 6yaet HazHavyaTb ARMA FW B kauectBe DNS-cepBepa no ymonyaHuio.

Kawwnpyrowmin DNS-cepBep ncnosnb3yeT B KauecTBe BbiwecToAalwmx cnegyrowme DNS-
cepBepbl:

® ykasaHHble B nepeyHe «DNS-cepBepbl» 6n0ka HacTpoek «[locTpoeHune
ceTen» nogpasgena obwmx Hactpoek ARMA FW («Cuctema» - «<Hactpoiikn»
- «O6Wwme HaCTPOKMN») (CM. PrcyHok — baok HacTpoek «[oCcTpoeHune ceTem»);

® [OJlydYeHHble B pe3y/abTaTe HacTPoOMKM ceTeBoro uHTepdenca «WAN»
nocpeacrsoM DHCP B cnyyae yctaHOBKM pnaxkka ana napametpa «Mo3Bonantb
nepeonpegenutb cnucok DNS-cepsepoB DHCP/PPP Ha WAN» 6noka
HacTpoek «[locTpoeHue ceten» nogpaszena obuwux Hactpoek ARMA FW
(«Cucrema» - «HacTtponku» - «Obuwme HaCTPOUKM») (CM. PucyHok — Baok

HacTpoek «[1oCTpoeHne CETEN»).
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MocTpoeHue ceTeit

Buibpatb IPv4 yepes Wcnonbsosats IPv4, gaxce ecnmn goctyneH IPve
IPv6
DNS-cepsepbi DNS-cepsep Wcnonb3oBaTh WwWhio3
4.4.4.4 oTCyTCTBYEeT h
8.8.8.8 OTCYTCTBYET M
HacTpoiiku DNS- Mossonute Nnepeonpeaenntb cnvcok DNS-cepsepos DHCP/PPP Ha WAN

cepsepa

WcknounTb nHTepdeiicel

He Bbi6paHo A

He ucnonesosaTs cnyx6By DNS Kak cepBep MMEH ANA BaHHOW CUCTEMBI

I'Ieper(moquMe Paapewm’b nepexnvYeHne Wn3os No ymon4aHuwo

WNK30B

PucyHok — bnok Hacmpoek «[TocmpoeHue cemeu»

15.2 AononHutenbHble napametpbl K3wmnpyrowero DNS-cepBepa

[ononHuntenbHble napameTpbl Kawumpyrowero DNS-cepBepa AOCTYynHbI B C/eAyHOLLNX
noapasgenax:

® 06wux HacTpoek kawwmpyrowero DNS-cepBepa («Cay6bi» - «Kawmpyrowmmn
DNS-cepBep» - «O6wme HacTpoMKu») Npu Haxatmm kHonku «[lMokasatb
AOMOJIHNTE/IbHbIE NMapaMeTpbl» B HXKHEW YacTu pa3aena;

® [JOMNOo/NHUTENbHbIX HacTpoek kawwupytowero DNS-cepepa («Cnyxb6bi» -
«Kaswnpyrowmnn DNS-cepBep» - «[LONONAHNTENIbHO>).

Mpwn Haxatnn kHonku «loka3aTb AOMNONHUTE/IbHbIE MapaMeTpbl» OyaeT AOCTyneH
napametp «[losib3oBaTesNIbCKMe HACTPOMKU» B MOJAe KOTOPOro YyKa3blBarOTCH
AOMONHUTENIbHBIE MapaMeTpbl KOHUrypaumm cay>xbbl unbound. [JjononHuTenbHble
CcBeJeHVA npeAactaBiaeHbl  Ha  odbuumanbHom  camte O «Unbound»  (cm.
https://unbound.docs.nlnetlabs.nl).

[na napameTpoB B pasgene JOMNOJHUTENbHbLIX HacTpoek kawupyrowero DNS-cepsepa
(«Cny>6bi» - «K3wmnpyrowmin DNS-cepBep» - «[lOMONIHUTENIBHO») JOCTYMHO KpPaTKoe
onucaHve npu BKAOYeHUW nepekaoyatens «CnpaBka». B ciyyae wu3MmeHeHus
AOMONHUTENbHbIX HacTpoek Kawupytowero DNS-cepBepa HEOHXOANMO HaxkaTb KHOMKY
«CoxpaHUTb», a 3aTeM KHOMNKY «MpuMeHnTb N3MeHeHNA».
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15.3 MepeonpeaeneHns

B noapasgene HasHaueHus nepeonpegeneHnini («Cayxbbl» - «Kawmpyrowmi DNS-
cepBep» - «[lepeonpegeneHune») 40CTyNHbI cieayroLime 6A0KM HaCTPOeK:

® «[MepeonpepeneHve xocta» - 3anNnCU MepPeonpesensoT  OTAe/bHble
pe3y/abTaTbl OT NepeHanpaBAstoOLLMX CEPBEPOB;

e «[llepeonpegeneHne aomeHa» — 3anncK NePeONpPesentoT JOMEH, YKa3blBas
nosHOMOUYHbIN DNS-cepBep, 3anpalunBaembiii 41 3TOrO AOMEHa.

[na co3paHma nepeonpeseneHa He0bXoAMMO BbINMONHNUTL CAeAYHOLME AENCTBUS:

1. HaxaTtb KHOMNKY « +

» B 6/10Ke HAaCTPOEK, COOTBETCTBYHOLLEMY CO34aBaeMO 3anmcu.
2. YkasaTb napameTpbl CO34aBaeMoOW 3anmncu:

® /14 nepeonpeseneHns oba3atenbHbIMU K 3aNOJIHEHUIO NONAMW ABAAKOTCA NOAA
napameTpos «lomeH» 1 «IP-agpec».

3. Haxatb kHonky «CoXpaHUTb», a 3aTeM HaxkaTb KHOMKY «[TpuMeHNTb U3MeHeHUs».

15.4 Cnuckn pgocryna

Cnnckn focTyna onpeaensaroT KANEHTOB, MMEeRLWMNX pa3peLleHne HanpasaaTb 3anpochl
kawmpyrowemy DNS-cepsepy.

Moppa3gen cnuckoB  gonycka  kawuvpyrowero  DNS-cepeepa  («Cayx6bi» -
«Kswnpyrowmnn DNS-cepBep» - «Cnuckm pgoctyna») COAEPXUT MepeyeHb
npegonpeaenérHHbiX CrMCKOB  AOCTyrna WM MMeeT BO3MOXHOCTb  AobaBneHus
MOJ/Ib30BaTeNbCKMX CMINCKOB AOCTYNa.

Ana pobaBneHMs NONb30BATENbCKOTO CMMCKA AOCTyrna HeobxoAMMO  BbIMOJHUTL
cneayrowime fencTBUS:

1. HaxaTb kHOMNKy «+/,06aBUTb>».
2. B oTkpbiBLWelcs dopMe yKa3aTb 3HaUeHUA NapaMeTpoB:

® «Mma cnucka pocrtyna» — onucatenbHoe WUMS  CNUCKa  AOCTyna,
Heobs3aTeNbHbIV NapamMeTp;

® «/JlerAcTBMe» — IeNCTBME 13 BbiNaatoLEro CNncka;
® «CeTb» — CeTb, AN KOTOPOW ByAeT BbIMONHATLCA AEUCTBUE.

3. Flpm HeO6XO,£|,I/IMOCTI/I 3afoJIHNTb 3Ha4dYeHUA MNapaMeTpoB «OnncaHme» 1 Haxartb
KHOMKY «COXpaHVITb», a 3aTeéM HaXaTb KHOTKY «anMEHMTb N3MeHeHuna».

MNepeyeHb AOCTYMHbIX 4ENCTBUA AN CMUCKOB AOCTyNa:
® «Pa3pewntb» — paspeLuaer 3anpochl;

L «3anpemrb» — 3arpewiaet 3arnpochl;
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® «OTKNOHUTb» — 3anpeLlaeT 3anpocbl U OTNpaBaseT obpaTHO coobuieHne 06
ownbke;

® «Pa3spewnTb oTCNeXXnBaHUe» — paspellaeT PeKypPCUBHbIN U HEPEKYPCUBHbIN
AOCTYN U UCMONb3YETCA A8 OTCEXUBAHUA KILIA;

® «OTka3 He /IOKa/IbHbIW» — pa3pellaeT TO/NbKO aBTOPUTETHblE 3anpochl
NOKaNbHbIX AAHHbIX U OTNpaBAseT coobluieHne o6 owmnbke ans coobLieHUn,
KOTOpble 3anpeLyeHbl;

® «3anpeTr He /I0Ka/ibHbIW» — pa3pellaeT TOJAbKO aBTOPUTETHbIE 3anpochl
NOKaNbHbIX AaHHbIX U YAanseT coobLLeHMs, KOTOpPbIe 3amnpeLLeHbl.
15.5 Cratncruueckme pgaHHble

Moapasaen cratmuctukm kawwmpytowero DNS-cepepa («Cnyxbbl» - «Kawmpyrowmuia
DNS-cepBep» - «CTaTUCTUUECKUE AaHHbIe») NPELOCTaBAAET CBEAEHMA O paboTatoLLem
DNS-cepBepe, Takume Kak:

® KOJINYECTBO BbIMOJIHEHHbIX 3aMPOCOB;
® 1ICNOJIb30BAaHME K3La,

® Bpems 6e30TKaszHOWN paboTbl.

270 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

16 C/IY)KBA NTP

Cnyx6a NTP — 310 AEMOH CETEBOrO NPOTOKONA BPEMEHW, MO3BOAIOLLNA YCTaHABAMBATb
M NoAjepXuBaTb CUCTEMHOE BpPeEMs, CMHXPOHM3MPOBAHHOE C CepBepamMu TOYHOrO

BPEMEHM.

16.1 HacTtpoika cmHxpoHu3auun BpemeHu no nportokony NTP

MNepBOHayanbHaA HaCTpPOWKa CUMHXPOHM3aLMM BPEMEHW NPOM3BOAUTCA B MacTepe
nepsoHayasbHon Hactponkn ARMA FW. lMpouecc Hactporkn ARMA FW nocpeactsom
MacTepa nepBOHaYaNbHOW HAaCTPOWKM onucaH B pasgene «MacTrep nepBoHavasnibHOM

HacTpoukun» PykoBoactea agMmuHuctpatopa ARMA FW.

[ANna N3MeHeHVsa HacTpPoeK CMHXPOHM3auuK BpemeHn no npotokony NTP Heobxoanmmo

BbIMOJIHUTE Chegyrowmne AeIZCTBMHI

1.

Mepentn B nogpaszgen obwmx Hactpoek NTP («Cny6bi» - «CeTteBoe Bpema» -
«06wme HacCTPOMKKu») (cM. PucyHok — Hactporika koHburypaummn NTP-cepsepa).

BeibpaTb nHTepderc ans ncnonbzosaHuna NTP B napametpe «UHTepdenc (-bi)». o
YMOJIYaHMIO MPOCAYLLNBAKOTCA BCE HACTPOEHHblE MHTepdeNChI.

B 6noke Hactpoek «CepBepbl BpeMeHW» U3 CMNnWCKa CepBepoB BblbpaTb
NpeAnoYNTaEMble CepBEPbl BPEMEHW WAW OTKAKUUTL  HexenaTtesbHble. [1o

YMOAYaHNKO 3afaHO 4YeTbipe cepBepa. ,ﬂ,]’lﬂ ,D,O6aBJ'IeHI/IFI cepeepa HeO6XOﬂ,I/IMO

Ha>XaTb KHOTMKY « + » W yKa3aTb €ro napameTpbl, a Ana yganeHna HaXXatb KHOMKY «

~ » HaNpOTWB 3anucu.

4. HaxaTtb KHOMKy «CoXpaHUTb».
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Cnyw6el: CeTeBoe Bpema: O6LMe HACTPOIKH

o
]

Kondurypauus NTP-cepaepa cnpaexa

Wurepdeiic [-ol

HeepifpaHe -

Cepeepal spemern Cetn NpeanounTats He ucnonsaceats
- 0.poolntp.org o
- 1 paslntp.org [m} m]
- 2.poolntp.org [m] [}
- 2.poolntp.org [m] [}
+

A=TomouHE peRiIM

@ rpadhuan NTP O Bxnioumre RRD rpadis NTP CTaTHETHEM [0 YMONHSHMIO: BEIKNIOYEHT).
CHCTEMHOE HyPHANHPOBAHHE (D BrroumTe ®ypHaNKpoBESHIE COOBWENNI YINOE [N YMOMMEHKIG: OTRAKYEHD)

O BxntoumTe sypHaAMPOBaHME CHETEMHEX cooBLIEHRIA (N0 YMONYSHMIO: OTRAKYEHD).

@ KyDHINMPOBIHHE CTETHCTIKI [DononHuTenkHo - MGK3Z3TE NSPSMETPE! HYPHANMPORSHHS CTETHETIAKM
0 Orpssnserna gocTyns Dononimenswo - MoK3S3TE NERSMETE OTDAHINEHIA 20CTYNE

) CeryHabl KDOPANHEWMH [ononHUTENLHO - TIGKIZaTE HECTPOMKH CEKyHAL KOOPAMHILHM

0 JononnnTencHo OononHiTensHo - MOKAZaTE AONGNHKTENBHEE NaRAMETREI

PucyHok — Hacmpotika koHgpuzypayuu NTP-cepsepa
MNpy HeOHBXOANMOCTH CyLLECTBYET BO3MOXHOCTb HAaCTPOUTb CaeaytoLLMe napamMeTpbl:

® «ABTOHOMHbIN Pe>XXnmM» — MNO3BOJIAET MCMNONb30BaTb CUCTEMHbIE 4YacCbl MpU
HEAOCTYNMHOCTUN APYTNX BapUaHTOB,

® «[lpadpukun NTP» — Bkntovaet RRD-rpadbl NTP cratnuctuky;

® «CncrtemMHoOe XXypHa/MpoBaHUe» — BKIHOYAET AOMOJHUTE/bHble COObLLEHS
NTP B cMCTeMHbIN XypHan;

® «)KypHanupoBaHMe CTaTUCTUKM» — CO3JAET COXPaHAeMble eXeHEBHble
XypHanbl;

® «OrpaHuuyeHnAa paocTyna» — HacTpamBaeT onuum KOHTpoaa goctyna Kk NTP u3
WAN;

® «CekyHabl KOOpAMHaUUM» — TMO3BOJAET aHOHcMpoBatb JAeMoHy NTP
nocneayrollee fo6aBAeHNE UAN BbIUMTAHNE CEKYHABI KOOPANHALUN;

® «Jlono/IHUTEeNbHO» — [103BO/NAET YyKa3aTb JOMNOJHUTE/IbHbIE MapameTpsl
KOHUrypaumm.

[lononHnTeNbHO  CyllecTByeT  BO3MOXHOCTb  CMHXPOHM3MpOBaTb  Bpems Mo
nogkatoyaemomy GPS-npuémuuky. [na 3Toro HeobxoAMMO 3ajaTb HACTPOMKMK
NPUEMHMKA B COOTBETCTBYIOLLLEM Mogpa3zsene («Cayxbbi» - «CeteBoe Bpema» - «GPS-
NPUEMHUK>).
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17 CETEBbIE UHTEP®ENCDI

ARMA FW nogaep>xnBaeT MHOXECTBO TUMOB MHTEPPENCOB, UCMOJIb3yA Kak CeTeBble
NHTEPPENCHI, TaK U Pa3inYHble CETEBbIE MPOTOKObI. [10 ymonyaHuo nHTepdenc «LAN»
Ha3HauaeTcs ceTeBoMy MHTepdercy «em0», a uHTepdpenc «WAN» ceTeBOMY MHTEPPENCY
«em1». lna cnepytowmx No CUYETy ceTeBbIX MHTEPGENCOB MO YMONYAHUIO NMPUMEHAETCA
o603HaueHne «OPT» — «OPT1» ans «em2», «<OPT2» ans «em3» 1 Tak Aanee. BO3MOXHbI
Apyrve BapuaHTbl CO34aBaeMbix MHTepdencoB, Hanpumep:

® «bridge» — g1 ceteBoro mocra (cm. «CeTeBor MOCT»);

® «GRE» — ans nHtepderica GRE (cm. «GRE»);

® «LAGG» — ans LAGG-unHTepdenca (cm. «<LAGG»);

® «VLAN» — ans nHtepderica VLAN (cm. «VLAN»).
Ha3HaueHne nHTepdercoB, N3IMEHEHME CyLLLECTBYHOLLMX U CO3aHMe HOBbIX BUPTYanbHbIX
nHTepdencoB ocyllecTBaseTca B pasgene «<UHTepgencbl».
17.1 HaszHaueHne nopToB

Bce onpesenéHHble n 0bHapy>XeHHble Ha TeKYLLM MOMEHT MHTepdencbl NepeyvncaeHbl B
noapassene HasHauyeHus noptosB («MHTepdeucbl» - «HazHaueHUs NOpToB») AN B
cnncke NHTepdencoB, JOCTYMHbIX AN HadHayeHus (CM. PucyHok — HasHayeHve nopTos.).

MHTepdencoli: HazHauyeHns NopTos

Wutepdenc Cetesol NopT
LAN & em0 (00:0c:2%:a2:bb:30) v il
WAN & em1 (00:0c:25:a2:bb:3a) v i)
Hoaeii ukTepdeic: K em2 (00:0c:2%:a2:bb:44) -

Onucanue

PucyHok — Ha3HaueHue nopmos

Ans  pobaBneHna wHTepdenca HeobXxoAMMO HaxkaTb KHOMKY « » HanpoTmBs
obHapyXeHHOro uHTepdenica, a 3ateM kHonky «CoxpaHuTb». Ecan He ykasaTb umA
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co3gaBaemoro nHtepdeica B nose napametrpa «OnucaHue», 1o byaer 3agaHoO MM MO
YMOJIYaHUIO.

[Ana nepeHasHayeHWs MOPTOB HeObxoAMMO BbibpaTb MHTepdenc u B BbiMNagatolem
CNncKe CeTeBbiX MOPTOB BblIbpaTb APYron MOPT, 3aTEM HaxkaTb KHOMKY «CoXpaHWUTb».
CeTeBble MOPTbl MMEKT Caeayrolmne nHAMKaTopbl (CM. PucyHok — [lepeHa3HauveHue
nopTOB):

® 3e/1IEéHbIN — CETEBOE noaknto4yeHmne yCtaHOBAEHO,

L KpaCHblﬁ — ceTeBoO€e NOAK/NHYEHMNE OTCYTCTBYET.

WHTepdeicol: HazHayeHUa NopToB

WuTepdeic CeTeBol NopT
LAN & em0 (00:0c:29:a2:bb:30) - i
AN .
& eml (00:0c:29:a2:bb:3a) ~ i

. . em0 (00:0c:29:a2:bb:30)
Hoebin unTepdenc:

& em? (00:0c:29:a2:bb:44)

PucyHok — lNepeHa3Ha4yeHue nopmoes
17.1.1 ABTOMaTMUecKoe Ha3Ha4yeHue NopPToB

ARMA FW nopgepxuBaeT aBToOMaTtnyeckoe Ha3HayeHue nopta npu  Co3haHuu
cneayrowmnx tmnoB nHTepdencos: «CeteBom mMocT», «GRE», «LAGG», «Loopback»,
«VLAN», «\VXLAN», «OpenVPN».

B kauecTBe npmvmepa pacCMOTPEHO aBTOMATUUYECKOE Ha3HaveHne nopTa Npu co3aaHum
nHtepdeinca «Loopback».
Ansa co3paHma nHtepdenca «Loopback» HeobxoaMMO BbINONHUTL CieaytoLne 4eNCTBUA:
1. Tepentn B nopgpasgen Hactpoukn nHtepdenco «Loopback» («NHTepdencobr» -
«Apyrne Tunbi» - «Loopback») 1 HaxaTb KHOMNKyY « *.

2. Beectn 3HaueHne «Lo1» B none napametpa «OnucaHme» W HaxaTb KHOMKY
«[lo6aBuTb>» (CM. PucyHok — [lobaBneHune nHtepdenca «Loopback»).
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Pepaktupoeate Loopback

cnpaska (L
© ID ycrpoiicTea 1

6 Onucanune Lo

ABTOMaTH4Y2CHHM HAZHAYMTL
nopT

OTMEHWTL

PucyHok — [lobasneHue uHmepdgetica «Loopback»

B pe3ynbTate aBTOMaTMUeCKM CO3jaHHbIN WHTepdenc «Lol» byaeT oTobpaxkatbcs B
pasgene HacCTPOWMKWN ceTeBbIX MHTEPdENCOB.

Mpumeuanne:

B cnyuae, ecam npu cozgaHum nHtepdericos Tunos «CeTeBon MocT», «GRE»,
«LAGG», «VLAN» none napametpa «OnucaHue» OCTaBUTb MyCTbIM WAN
3anoNHUTb KMpUAANYeckMMM BykBamMy, aBTOMATUYeCKM Ha3HaUeHHbIW MOpT
6yaeT nmeHoBaH B dopmaTte «OPTx», rae «x» — HOMep nHTepdeinca.

17.2 HacTtpoiika ceTeBbIX MHTep¢encoB

[ns nepexona B NoApasfen HacTpoek KOHKPETHOro CeTEBOrO MHTepdenca CyLLecTByoT
ABa cnocoba:

® HaXaTb N1IeBOM KHOMKOW MbIWN Ha UMMA Heobxoammoro uHTepdenca B
noapasgene HasHadeHus nopTtos («MHTEepdencobl» - «HazHaueHMa NopToB»)
(cM. PucyHok — HasHayeHMe NnopToB);

® BbibpaTb HeObX0ANMBIN NHTEPdENC B cnncke pasgena «HTeppencoi».

MNpu KOHOUIYypUPOBaHMM HOBOTO WHTepdenca WAN M3MEHEHUN CyLLEeCTBYHOLLLEro
HeobxoAMMO 3a4aTb/U3MEHNTb HAaCTPOWKM B Creayromx baokax:

o «ba3oBasa KoHUrypauua»;
® «Obuwas KoHPpUrypauusa»;

® «KoHTponb gocTyna ycTpoucTB».
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17.2.1 bnok «ba3oBasa KoH}uUrypaumsa»

B paHHOM 6noke (cM. PucyHok — Hactpownka ceteBoro uHTepdenca. basosas

KOHOUrypaLmsa) NPUCyTCTBYHOT CaeaytoLine napameTpbi:

® «BkAOUNTb» — BK/IOYAET U BbIK/IOYaET UHTEPDENC;

® «Bknrountb pnsmnueckun» — BKIOYAET 1 BbIKIOYAET GU3NYECKNI NHTEPPENC;
® «BbnokupoBaTb» — 3aWMLLAET OT CIy4aNHOrO yaaneHns nHTepodenca;

® «YcTpoicTBO» — OTOOpaXkaeT MMs CETEBOTO MHTepdeNCa;

® «OnucaHue» — otobpaxaet numa nHtepderica 8 ARMA FW.

NMpumeuanne:

He pekomeHayeTcs 6e3 HeobxoaMMOCTU CHMMaTb GAaxokK Ans napameTpa
«BknrounTtb pursnueckn».

Bazoean KoHQUrypaumsa cnpaexa L)
Br1HKMTE B3 BxnrovuTe cywHoCTe uHTepdeiica
BHAOYUTE DHIHHECKN BHMO4HUTE QHM3M4ecklid HTepdeiic
@ BEnoxupoeaTh [ npepoTepaueHue ynanenus natepdeiica
YeTpoWCTBO em2
Onucanune

0OPT1

PucyHok — Hacmpolika cemesozo uHmepdgetica. bazosas koH@pu2ypayus
17.2.2 bnok «O6was KoHpUrypauua»

B paHHOM ©Onoke (cM. PucyHok — Hactpownka ceteBoro wuHtepdenca. Ob6lulas

KOHdUrypaLums) NpUCyTCTBYHOT CeAytoLLMe napamMeTpbl:

® «BbnokupoBatb uacTHble ceTn» — Onokumpyetr Tpaduk ¢ IP-agpecos,
3ape3epBUPOBaHHbIX ANs YacTHbIX ceTert: «10/8», «172.16/12», «192.168/16>;
appeca obpatHou cBasu: «127/8», agpeca NAT: «100.64/10»;

® «bnokupoBaTtb bogon cetn» — 610kMpyeT Tpaduk ¢ IP-agpecos, KOTOpble He
AO/MKHBI BCTpeYaTbCs B Tabamuax mMapluipytusaumm B CETU UHTEPHET UAM B
KayecTBe agpeca OTnpaBuUTens rnojyyaemMblx NakeTos;

® «bnokupoBatb Tpadpuk Ha SPAN noprty» — b6aokmpyeT Tpadpumk ot aoboro
oTnpasuTens,

® «Tun koHpurypaumm IPvd» — 3apaét HacTponkm KoHdurypaumm IPv4 (cm.
«KoHpurypaumsa IPv4»);
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® «Tun koHpurypauum IPv6» — 3a1a€T HacTPOVKM KOHPUrypaumm IPv6;
® «MAC-aapec» — nmntTnpyeT 3agaHHbii MAC-agpec ans nHtepdeiica;

® «MakcumanbHbI pa3mep Kaapa» —3a43ET MakCMMaslbHbIA pa3Mep Kagpa ANs
CeTeBOW KapTbl;

® «MakcumanbHbii pasmMep cermMeHTa» — 3a4aéT MakCMManbHbI pa3mMep
cermeHTa ana TCP coeanHeHunn;

® «CKOpPOCTb M ABYCTOPOHHUIA PEeXXUM nepepaum AaHHbIX» — 334aET CKOPOCTb
N peXuM nepejavun Ana CeTeBOW KapThl;

® «[Monutuka AMHaMMUECKOro LWIK3a» — NO3BOJIAET CO34aBaTb AMHAMUYECKNe
WAkO3bl 6€3 NpsAMbIX aLpPeCOB.

Mpumeuanne:

Mapametpbl  «MAC-agpec»,  «MakcumanbHbIi  pa3smep  Kagpa»,
«MakcMmanbHbI pa3mep cermeHta», «CKOpPOCTb M ABYCTOPOHHUMN
pe>Xxum nepepaum gaHHbiX», «[loAnTNKa AMHAMMUYECKOrO LI03a» CTOUT
M3MEeHATb TONIbKO B C/ly4Yae HeobXxoAMMOCTH, TakK Kak HEKOPPEKTHbIE 3HaUYeHMA
MOTYT MOBANATb Ha PaboToCnoCOBHOCTL MHTepdelca.

06wan KoHdUrypaums

BNOKWPOBATE YACTHBIE CETH —
BnokupoeaTs bogon ceTu [

BnokupoeaTe Tpadmk Ha [}
SPAN nopTy

Tun KoHdurypauum IPvd
o duryp ’ OTCyTCTEYET v

Tun KoHdMrypauum IPvE
o duryp ’ OTCyTCTEYET v

MAC-agpec

MaKCMMankbHEIR pasMep
Kagpa

MaKCMMankbHEIR pasMep
CerMeHTa

CHOpOCTE W AEYCTOPOHHMIA r PR
P e P Mo yMon4YaHWo (HeT NpeqnoYTeH i, 00bIYHO ABETOBEI ¥
peEXMM Nepefa4vn QaHHbIX

MONUTAKS AMHAMWYECKOTO ! laHHoMy MHTepdeicy He HYAHbI MPOMEKYTOY Hble CUCTEMbI ANIA BEINONHEHWA JeRCTBUIA WNK3a
w033

PucyHok — Hacmpotika cemegozo uHmepdgpelica. Obwas koHgpuypayus
17.2.2.1 Kondurypauus IPv4
MNapameTtp «Tun koHurypaunm IPv4d» BritouaeT B ceba creayroLime 3HauYeHns:
® «OTcyTcTBYyeT» — KOHPUrypaums He 3ajaHa;
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® «Cratnueckum IPvd» — pyyHoe ykazaHue HacTpoek IPv4;

® «DHCP» — aBTOMaTnueckas Hactpolika IPv4 nocpeactsom DHCP;

® «PPTP» — koHburypaunm IPv4 no npotokony TyHHenanposaHusa PPTP;
® «L2TP» - koHdurypauun IPv4 no npotokony TyHHeanposaHua L2TP.

Mpw BbIbOpe 3HaueHna «CtaTnyecknit IPv4» NnosBUTCA AOMNONHUTENbHBIA BN1OK HacTpoek
(cM. PucyHok — KoHburypaumsa cratnyeckoro IPv4-aapeca), B KOTOPOM yka3biBarotca |P-

aApec 1 Macka CeTu, a Takxe, MNPy HeoBXOAMMOCTI, 3aAat0TCA NapamMeTpbl Ny6ANYHOro
IP-agpeca Wat03a Nocae HaxkaTns KHOMKN «  * »,

KoHdurypauma cratudeckoro IPvd-agpeca

€ IPv4-anpec 192.168.1.1 2 ’

MyBAnuHbIN IPv4-agpec
[ITh ['vE=]

ABTOLETEKTUPOBAHWE - +

PucyHok — KoHgpueypayua cmamudeckozo IPv4-adpeca

Mpwn BbIGOpe 3HauveHna «DHCP» ARMA FW BbiMOAHUT aBTOMAaTUYeCKyHO HaCTPOMKY
nHTepderica nocpeacteom DHCP. MNMpu 3TOM NOSBUTCA AONMONHUTENbHbBIM 60K HaCTpoek
(cm. PucyHok — KoHdurypaumns DHCP-kiveHTa) Ans HacTponkn kKoHdurypaumm DHCP-
K/IMeHTa.

Kondwurypauns DHCP-knuenTa

Peatum HacTpoiiKki Basosas [ononHutensHo Nepezanuck daiina koHhurypaumn

MNceenonnm IPv4-agpeca 2 -

OTKAOHWUTE apenay IP-
a[pecos oT

WMma xocta
MNepeonpepenuts MTU

PucyHok — KoHgpueypayusa DHCP-knueHma

MonyyeHHbin no DHCP IP-agpec 6yaetr oTobpaxatbca B Buaxete «UHTepdencoi»
pa3zena «MHCcTpyMeHTbI» (CM. « MOHUTOPUHT CUCTEMbI C MOMOLLBH MHOOPMALMOHHBIX
BUAXKETOBY).

Mpumeuanne:

B cnyuae ykasaHus 3HaveHna «DHCP» ana napametpa «Tun KkoH$uUrypauum
IPv4», HacTpavBaembli MHTepdenc He OyaeT oToOpaxkaTbCca B CrMcKax
3HauYeHWN AN CeAyoLWMX NapameTpPOB:

® «WHTepdencbl» HacTponkM 30H MopTana aBTopusaumm (Cm.
«JJobaBaeHVe nopTana aBToOpU3aLNUN»);
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® «WHTepdeinncbl NPOKCU» HACTPONKM NePeHaNpaBieHNs NPOKCH (CM.
«HacTtporika npokcun-cepsepa»);

® «WHTepdeiicbl FTP-npokcn» HacTponkm FTP-npokcw.

Mpu BbIbOpe 3HaueHus «PPTP»/«L2TP» nosBuTCA AONOAHNTENbHbIV 610K KOHOUIYypaLmm
IPv4 no npoTokonam TyHHennpoBaHua (CM. PucyHok — HacTtpoiika ceteBoro nHtepdenca.
Konourypauwnsa PPTP/L2TP).

Kondurypauwa PPTP/L2TP

 Wus nonszoeatens

 Napone

O Nokanekein IP-agpec a1 -
O YoanenHwii IP-agpec

CoegurHerue no 3anpocy O Brnouuts pexnM «CoeAMHEHNE N0 3aNpocys

© 3uavenne Taiin-ayTa BezpelicTenA

CeKyHAbI
EC/IM HMKaKMe KBanMMKaLMOHHbIE MCXOAALME NAKETLI HE NEPEfaHbl Ha 334aHHOE KOMHECTEO CeKyH[, CoeMHEHHE NepeaaHo. MpocTauBakoWMi
HYNEEO TAMM-ayT OTKIIO43ET 3TOT KOMIMOHEHT.

© Jononnutensko ANA AONONHUTENEHbIX N3PaMETPOR KoHpMIypaunn PPTP u L2TP.

PucyHok — Hacmpotika cemegozo uHmepdgetica. KoHgpueypayusa PPTP/L2TP

Mpumeuanune:
Mpu HacTporke KoHpUrypauum IPv4 appecHoe NPOCTPaHCTBO Pa3NUHbIX
NMHTEPPENCOB He AOKHO coBnagath. [Mpn HeobxoaMMOCTH nCcnoabL30BaTb 414
ARMA FW 6onee opHoro IP-agpeca w©3 oaHOW ceT HeobxoaMmo
BOCMO/Ib30BaTbCA  MOAPA3Ae/OM  HacTpoek  BUPTyalbHbIX  aApecos
(«Me>xceTeBoM 3KpaH» - «BuptyanbHbie IP-agpeca» - «HacTtponku»).
17.2.2.2 KoHdpurypaums IPv6
MNapameTtp «Tun koHurypaumm IPv6» BritouaeT B ceba creayroLime 3HauYeHns:
® «OTcyTCcTBYeT» — KOHOUrypauns He 3ajaHa;
® «Cratnueckuin IPv6» — pyuHoe ykasaHune HacTpoek IPv6;
® «DHCPv6» — aBToMaTtnyeckas HacTpowka IPv6 nocpeacteom DHCPV6;
® «SLAAC» — aBTOMaTnyeckas HacTponka IPv6 nocpeactsom SLAAC;
® «TyHHenb 6RD» — aBTOMaTnyeckasn Hactponka IPv6 no npoTtokony 6RD;
® «TyHHenb 6to4» — aBTOMaTM4Yeckaa HacTpownka IPv6 no npoTtokony 6to4;

® «OTcneXxxnBatb COCTOAHUE MHTEPPENCcoB» — OTCNEXMBAHNE HACTPoeK IPV6.
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Mpu BbIGOpE 3HaueHUsA «CTaTnueckmii IPv6» NosBUTCA 4OMNOAHUTENbHBIA 610K HAaCTpOoeK
(cM. PucyHok — KoHdurypauns cratnyeckoro IPvb-aapeca), B KOTOpOM yKa3biBarotcs |P-

ajpec n Macka ceTu, a TakxXe, NMpu HeobXoAMMNCTK, 3aat0TCsA NapaMeTpbl Ny6ANYHOro
+

IP-appeca wnto3a Nocsie HaxkaTnsa KHOMKWN « » U BO3MOXHOCTb MCMNoab3oBaTb |Pv4-
NoAK/roYeHme.

Kondrmrypauuna cratuqeckoro IPv6-agpeca

 IPv6-agpec 128 .

MyGnu4Hbin IPv6-agpec AsTopeTeKTHpOBaHME - +

wnwza

Wenonbzoeath IPvd- O
noaknioueHue

PucyHok — KoHguzypayus cmamudeckozo IPv6-adpeca

Mpw BbibOpe 3HaueHnss «DHCPv6» ARMA FW BbiNOAHUT aBTOMaTUYeCKy HacTPOMKY
nHTepderca nocpeacteom DHCP. MNMpu 3TOM NOSBUTCA A4ONMONHUTENbHbBIM 60K HaCTpoek

(cm. PucyHok — Kondwurypauma DHCPv6-knneHTa) Ana HacTponkun koHburypaumm DHCP-
KJAVEHTa.
Kondwmrypayua DHCPv6-knuenTa

PeXuM HaCTPOMKK "
P Bazoeas = [lononHuTensHo  [lepezanucs daiina koHbUrypayuu

JanpalveaeTcA TONbBKO [}
npecukc IPv6

Pazmep generupoeanma 64
npedukca

OTnpaenTh xuHT IPvE- [}
npedukca

MpepynpexasHue oTnpasku
BrAYMTE OTNagKY

WMcnonozoeats [Pv4-
NOAKNOYEHHE

MpumenuTe npuopuTeT VLAN OTknro4ena .

PucyHok — KoHgpueypayua DHCPv6-kaueHma

Mpwn Bbibope 3HauveHns «SLAAC» ARMA FW BbiNnOAHUT aBTOMAaTUYeCcKyto HacTpOMKy
nHtepdenca nocpeacteom SLAAC 6e3 nomowm DHCPv6-cepBepa. MNpn 3TOM noABUTCS
AOMONHUTENbHbIN 610K HacTpoek (cM. PucyHok — KoHdurypaumsa SLAAC) ans HacTpoukm
kKoHpurypaumm DHCP—kaneHTa.
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Kondmrypauua SLAAC

Wcnonbzoeats IPvd- [}
NOAKNIOYEHUE

PucyHok — KoHpueypayusa SLAAC

Mpwn BbibOpe 3HaueHna «TyHHenb 6RD» ARMA FW BbIMOAHWT aBTOMatTUyeckyro
HacTponKy nHTepdenca no npotokoay 6RD. Mpn 3ToM NOABUTCA AOMNONHUTENbHbBIA BA0K

HacTpoek (cM. PucyHok — KoHdurypaums npotokosia 6RD) s HACTPOMKN KOHGUrypaLmm
npotokona 6RD.

BbicTpoe pazeepTbieaHue 6RD

Mpedmuke 6RD
IpaHu4HbIN NnepegaTumk 6rd

[nuna IPv6-npedimica 6rd- 06uT
cermeHTa

6RD IPv4 npedpukc aapeca ABTOAETEKTMPOBAHWE

PucyHok — KoHgpuzypayusa npomokoaa 6RD

Mpwn BbIGOpe 3HauveHMsa «TyHHenb 6to4d» ARMA FW BbINOJHWT aBTOMaTMYeCKyto
HacTpoWKy UHTepderica No NpoTokony 6to4.

Mpumeuanune:

Mpu HacTporke KoHpUrypauum IPv6 appecHoe MNPOCTPaHCTBO Pa3INUHbIX
NHTEPPENCOB He JOMKHO COBMaAAThb.
17.2.3 bnok «KoHTpoab gocTyna ycTpoucTe»

B paHHOM 6s0ke (cM. PucyHok — HacTtpownka ceteBoro nHrepoenca. KOHTpoab Aoctyna
YCTPOWCTB) BO3MOXHO 3aZaTb NapaMeTpbl KOHTPOAS AOCTyrNa YCTPOWCTB:

® «OTKnoueHa» — KOHTPOJIb A0CTYyNa OTKJIFOUEH;

® «benblA cNNCOK» — AOCTYN K HacTpaMBaeMoMy WHTepdercy UMET TO/bKO
yKa3aHHble XOCTbl;

® «YepHbIN CNUCOK» — JOCTyN K HacTpavBaeMoOMy WHTepdency mmeroT BCe,
KpOMe yKa3aHHbIX XOCTOB.

KoHTponb goctyna ycTporcTe

O Tun

OTkniyeHa M

PucyHok — Hacmpolika cemegozo uHmepgetica. KoHmpose docmyna ycmpoucmea

281 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

Mpun BblbOpe 3HaueHUn «benbii cnvcok» nanM «YepHbld cnvcok» ByaeT AOCTyrneH
napameTp «CNMCcoK yCTPOMCTB» C NoJieM BBOAa 3HaveHMn MAC-aspecoB B BUAE CNMCKa,
pa3genéHHbIX 3HaKOM «3ansTas».

17.3 PaclumpeHHble HaCTPOMKHU

Ans Bcex MHTepdencoB AOCTYMHbl paclUMpPeHHblE HAaCTPOMKM B MOApa3zesne HacTpoek
nHtepdencos («UHTepdeiicbl» - «Hactpoukm») (cM. PucyHok — Hactpouikum
nHTEepdencos).

PaclimpeHHble HacTpouku TpebyroTca AN MCNO/b30OBaHWUA OMNPEeAEeNEéHHbIX CLEHapUEB,
Hanpumep, npu BkaoyeHnn COB. B 6onbLUMHCTBE CyyaeB HACTPOMKN PEKOMEHAYeTCA
OCTaB/IATb MO YMOJYAHMIO.

B cnyuae Bbibopa B napameTtpe «®uabTpauus annapatHoro obecneueHna VLAN»
3HauveHns «OTkaunTb GuabTpauuo annapatHoro obecneveHns BHewHUx VLAN»
NOABUTCA JOMONHUTENbHOE NoJie C BbIbopoM nHTepdeinca, Ha KOTOPOM ByaeT OTK/IoUeHa
dunbtpauma. OTkaroyeHve odunbTpaunm Ans BblbpaHHOro MHTepdelrica no3BosseT
yCrnewHo nNpoxoanTb TermposaHHoMy Tpaduky VLAN, co3gaHHbix BHe ARMA FW, nipu
BKIFOUYEHHOM IPS.

WHTepdeiicbl: HacTpoiiku

Cereeble nHTepdencsl cnpaska (D)
CRC annapatHoro obecneyenus OTKN4NTb cOPOC KOHTPONBHOM CYyMMbI aNNapaTHoro ofecneyeHnA
TS0 annapatHore obecnevenns OTrn4NTb chpoc cermenTayun TCP annapatHoro obecnevenns
LRO annapaTtHoro obecneyeHns Orrnounts LRO annapatHoro obecneyenns

(DMJ'IprﬂLlMH annapaTHoro

OCTaBUTE 3HAHEHWE N0 YMONHaHKID -
obecneyenma VLAN ¥

0bpaboTia ARP [) Bnokupoeats coobwenus ARP

YHUKaNbHbIN naeHTd MKaTop
DHCP

HacTpoWKW BCTYNAT B CHAY NOCIE NEPE3ArPy3KM MaLUKMHbI WK NOBTOPHOM HACTPOMKMW KaXA0ro HTepdelica.

PucyHok — Hacmpotiku uHmepgbeticos
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17.4 0630p nHTepdeiicoB

NHdpopmaumsa o ceteBbix nHTeppeincax ARMA FW npeactaBieHa B Buge tabauvubl, Aas
03HAaKOMJIEHMA C KOTOPOWN HeobxoaMMO nepenTn B nogpaszen ob3opa mHTepdencos
(«MHTepdencbl» - «0630p») (CM. PrcyHok — O630p nHTEepdencoB).

WHTepdeiicbi: 0630p

Q | Nouck %) Beew IEv &

Cratyc WHTepdelic YcTpoicTee Tun agpeca 1Pv4 IPvE LWnkz MapuipyTsl BKNHYHUTL HHAMKATOP KomaHgs!

@ LAN (lan} em0 static 192.168.1.1/24 fe80::a00:27ff:fe77:8fd5/64 192.168.1.0/24 Q
fe80::%em0/64

@ WAN (wan) eml dhep 192.168.122.204/24  fe80::a00:27f:febc:6215/64  192.168.122.127 default ooQ
192.168.122.0/24
192.168.122.127
fe80::%em1/64

] OPT1 (opt1) em2 none @

i OPT2 (opt2) em3 none fe80::300:27ff:fe0c:9101/64 fe80::%em3/64 @

HenazHa4eHHel i nHTepdieic

o0 127.0.0.1 =il 127.0.0.1
feg0::1 192.168.1.1

Bnfemkn oce @
PucyHok — O630p uHmepgeticos
B ctonbue «CraTtyc» BO3MOXHO OTOBpaXkeHWe ciesyowmx NMKTorpamm:
o M, _ NHTeppenc BKIOUEH;
® «» — nHTepdenc BKAHOUYEH PU3MUECKN, HO BbIK/IHOUEHA €ro CyLLHOCTb;
o B, NHTEpdENnC BbikNOUEH GU3NYECKN.

B cTtonbue «BkAOUNTb MHAMKATOP» PACMONOXEHbI NepekatoyaTenn Ana ynpaBaeHns
CBETOBbIMU MHAMKATOPaMMN GU3NYECKNX NHTepherCcoB.

BO3MOXHOCTb MPUHYANTENBHOIO BK/OYEHUA CBETOBbIX WHAMKATOPOB MNO3BOAAET
BM3yaJbHO OMpeAennTb MecTononoXxeHne dusnyeckoro ceteBoro nHtepdenca ARMA
FW, cootBeTcTBytOWEro Kakomy-ambo ceteBoMy uHTepdency, oTobpakaemMomy B
noApassene HaCTPOWMKN MHTepdencos.

Mpumeuanne:

He Bce ceTeBble KapTbl nNoAAep>XWMBAOT BO3MOXXHOCTb YynpaBa€HUA
COCTOAHMEM CBETOBbLIX MHANKATOPOB.

He Bce CI)I/IBVIl-IeCKVIe ceTreBble MOPTbl MOTYT ObITb OCHalleHbl CBETOBbIMUA
NHAWKaTOpPaMu.

MNopaepXmBaeTcs OAHOBPEMEHHOE M3MEHEHME COCTOSIHUSA CBETOBbIX MHAMKATOPOB BCEX
ceTeBbIX MHTEPHENCOB C MOMOLLbIO NepekatoyaTens «Bkn/Bbika Bce».

Mpw HaxaTn Ha nepekntoyatesb «Bka/BbIKA BCe» cneayroLlero suaa:

® « @» - 6yp,eT BbIMOJIHEHO BKNKOYEHNE BCEX CBETOBbLIX MHANKATOPOB,
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® « » = 6yp,eT BbINMOJIHEHO OTK/NOYEHNE BCEX CBETOBbLIX MHANKATOPOB.

Mpn HaXkaTUN KHOMKW « » WIN « » OyAeT COOTBETCTBEHHO pa3BEPHYTa UK
CBEPHYTa MHPOPMaALMA O HACTPOEHHbIX MapLUpyTaXx.
[lns 03HaKOMIeHNs C NOAPOBHOM MHPOpPMaLen 06 NHTepdence cneayeT HaxaTb KHOMKY

« @ » B cTpOKe COOTBETCTBYHOLLErO UHTEPdEACa.

arma.infowatch.ru

284


https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

18 GRE

[laHHbIN  MPOTOKOA WCMO/b3YyeTca AfA Nepejayun MNakeToB CETEBOrO  YPOBHS,
WHKanNCyIMPOBaHHbIX B MakeTbl TPAHCMOPTHOMO YPOBHA.

18.1 NMpumep HacTpoiku TyHHens GRE

B «kauectBe npumepa HacTpounku TyHHena GRE, wcnonb3yerca cxema CTeHAa,
npeAcTaBaeHHas Ha pucyHke (cM. PucyHok — Cxema cTeHaa Ana HacTpovikm TyHHens GRE).

Server ARMA FW1 ARMA FW?2 Client
[ 1 T |
| ] — |

[ ]
192.168.1.1 pum
L_| I . |
— | ] |

192.168.1.111 OPT|192.168.44.11 OPT|192.168.44 .22 192.168.2.112

PucyHok — Cxema cmeHda 015 Hacmpouku myHHeas GRE

Vicnonb3yemble IP-agpeca npmBeeHbl B Ka4ecTBe npumMepa.
Ans HacTporikm TyHHens GRE HeobxoAMMO BbINMONHUTL CAeAyOLLME Larm:

1. Co3patb nHTepdeicol GRE.

2. Cosgatb npasuia M3.

3. MpoBeputb Hannume A06aBAEHHOrO LLUHO3a.

4. [1o6aBuTb MapLupyT.

5. BbIMONHUTL MPOBeEPKY.
18.1.1 Co3paHue nurepdeiica GRE

Ana co3panvma wmHtepderica GRE Ha kaxagom ARMA FW Heob6xoAMMO BbINMOAHUTb
cneayroLme fencTBus:

1. Mepentn B noapasgen Hactponkn GRE («NHTepdencbl» - «[ipyrue tunbi» -
«GRE») 1 HaxaTb KHOMKY «+/106aBUTb» (cM. PucyHok — MNoapaszaen GRE).

NHTepdenceor: pyrre Tunsl: GRE © [lo6asns

WHTepdeic TYHHENE K... OnucaHue

PucyHok — lNodpazden GRE
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2. B otkpbiBwencs popme (cMm. PucyHok — KoHdurypaumsa GRE) ykasaTb cneayroime
napameTpbl:

e ARMA FW1:
¢ «Poputenbckun nurepgenc» — «OPT1»;
o «YpaneHHbi IP-agpec GRE» — «192.168.44.22»;
o «JlokanbHbi IP-agpec GRE-TyHHena» — «10.0.0.1»;
o «YpaneHHbin IP-agpec GRE-TyHHena» — «10.0.0.2», «24»,
e «OnucaHmne» — «<GRE_FW»;
e ARMA FW2:
o «Poautenbckuu nurepgpeinnc» — «OPT1»,
e «YpaneHHbin IP-agpec GRE» — «192.168.44.11»,
¢ «JlokanbHbin IP-agpec GRE-TyHHena» — «10.0.0.2»;
o «YpaneHHbii IP-agpec GRE-TyHHensa» — «10.0.0.1», «24»;
o «OnucaHue» — «<GRE_FW»;

N HaXXaTb KHOMKY «COXpaHVITb».
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NHtepdeircol: pyrue Tunel: GRE

KoHdurypauma GRE cnpaexa (1)

Pon v
OAWTENBCKWIA OPT1 .
MHTepdeic

¥naneuHelit IP-agpec GRE 107.168.44.27

NokaneHwi IP-agpec
GRE-TyHHensa

10.0.0.1

YaaneHHwli IP-agpec

GRE-TyHHenA 10.0.0.2 24 -
MoBMAEHEIA TYHHENE O
Cnocob nowcka O
MappyTa
Bepcua WCCP (]
ABTOMATHHECKM

Ha3H34WTb NOPT

Onncanue GRE_FW

OTMEHUTE

PucyHok — KoHgueypayusa GRE

B pesynbTate, co3paHHbii GRE-nHTepdenc byaet otobpaxxéH B cnncke (cM. PucyHok
— Cnuncok co3aaHHbIX nHTepdencor GRE).

NHTepdencei: fpyrue tunei: GRE

WuTepdeic TyYHHENb K... OnucaHue

OPT1 192.168.44.22 GRE_FW Fa |

PucyHok — Cnucok co30aHHbix uHmepgeticoe GRE

3. lMepentn B noapassen HacTPOWKM co3gaHHoro uHtepdenca («UHTepdencbr» -
«[GRE_FW]»), B OTKpbIBWIEMCA OKHE YCTaHOBUTb GaxoK JAns napameTtpa
«BkaounTb» 1 HaxaTb KHOMKy «CoxXpaHWTb», a 3aTeM HaXaTb KHOMKY
«MpumeHnTb N3MeHeHnA». He ykasaHHble MapamMeTpbl OCTaBUTb MO YMOJAYAHWIO.

18.1.2 Co3panue npasun M3

Ans koppekTHoW pabotbl GRE-TyHHens, Ha kaxaom ARMA FW cnegyeT HacTpouTtb
npasuaa M>.

Ansa cozgaHma npasua M3 Heo6X0ANMO BbIMONHUTL CeAytoLne AeNCTBUA:
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MepelT B noapaszen HacTpouku npasun MD pns wHtepdenica «[GRE_FW]»
(«Me>xxceteBou 3kpaH» - «[lpaBuna» - «[GRE_FW]»), HaxaTb KHOMKy
«+/lo6aBUTb» 1 yKa3aTb Cefytole napamMeTpsbl:

® «[lencTBue» — «Paspewntb (Pass)»;
® «HanpaBneHue» — «Jlt0601»;
® «OnucaHue» — «Allow GRE traffic»;
N HaxkaTb KHOMKY «COXpPaHUTb».
He yka3zaHHble napamMeTpbl CiesyeT OCTaBUTb MO YMOAYAHUIO.

Mepentn B nogpasgen HacTpovkv npasun M3 gna uHTepdenca «[OPT1]»
(«Me>xceTeBol 3kpaH» - «[paBuna» - «[OPT1]»), HaxaTb KHOMKY «+/106aBUTb»
M yKasaTb ciefytoLime napameTpbi:

® «[lerctBue» — «Paspewwntb (Pass)»;
® «HanpaBneHue» — «Jlt0601»;
® «OnucaHue» — «Allow GRE»;

N HaXaTb KHOMKY «Coxpaan'b», da 3ateéM HaXaTb KHOTMKY «anIMeHVITb
U3MeHeHunA».

He YKa3aHHblI€ NapaMeTpbl ciedyeT OCTaBUTb MO YMOAYaHNIO.

18.1.3 MpoBepka Hannuna J06aBNEHHOrO LWJO3a

[Ana NnpoBepKM HanM4umMa aBTOMaTUUYECKN AobaBAEHHOrO Wo3a, Ha kKaxagom ARMA FW

HeobXx0AMMO BbINONHUTL CeAytoLmne 4eNCTBUA:

1.

MepenT B noApasjen HacTpoukm wao3oB («Cuctema» -  «lWnwsbl» -
«EANHUYHDBIN>).

Ybeantbcs B Hannumm watoza ¢ mumeHem «GRE_FW_TUNNELV4» (cm. PucyHok —
LLInto3bl).

Cucrtema: lWnwwo3bl: EZMHUYHBIN

MmMA Bpemsa npuema-nepega4u (RTT) RTTd nMotepa Cratyc

WAN_DHCPG [active) = - -~ # D
WAN_DHCP (active) - ~ - £ O
GRE_FW_TUNNELV4 = ~ ~ # [0

PucyHok — LLnto3sl
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B cnyuae otcytctBuA wato3a ¢ umeHeM «GRE_FW_TUNNELV4», cneayet HaxaTb KHOMKY
«+/lo6aBUTb>» 1 yKa3aTb Cieayrolme napameTpsbi:

o «UNmsa» — «GRE_Gway»,
® «WHTepdenc» — «GRE_FW»;

W HaxaTb KHoOMkKy «CoxpaHuTb», a 3aTeM HaxXaTb KHOMNKy «lMpuMeHuTb
N3MEeHeHUNA».

18.1.4 Jlo6aBneHne maplipyTta

Ans pobaeneHna mapwpyTta Ha kaxaom ARMA FW Heobxoanmo nepenTy B noapasgen

HacTponkn mapuwpytoB («Cucrtema» - «Mapuwpytbl» - «KoHpurypauma»), Haxatb

KHOMKY « T » 11 yKa3aTh Cregytolyme napameTpei:

e ARMA FW1:
o «Appec cetu» — «192.168.2.0/24»,
o «lWnro3» — «GRE_FW_TUNNELV4 - 10.0.0.2»;
¢ «OnucaHue» — «route»;

e ARMA FW2:
o «Appec cetu» — «192.168.1.0/24»,
o «lWnro3» — «GRE_FW_TUNNELV4 - 10.0.0.1»;
e «OnucaHue» — «route»;

M HaxkaTb KHOMKY «CoXpaHUTb», a 3aTeM HaxkaTb KHOMKY «[TpumMeHnTb».
18.1.5 NMpoBepka paboTbl

Ans nposepkn pabotbl Heobxogmmo ¢ MK «Client» BbinonHWMTE kKomaHay «ping» K
«Server». [1py NpaBUAbHOW HaCcTPOKKe, KOMaHZAa BbINMOJHUTCA YCNELLHO.
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19 LAGG

[Nna NOBbIWEHNS OTKa30yCTOMUMBOCTM WM MNPOMYCKHON CNOCOBHOCTU WHTepdencos
ncnosb3yercs GyHKuUms arperaumm kaHanoe LAGG. OyHKUMA OOBEAWMHSET HECKONbKO
dU3NUECKNX MHTEPPENCOB B OAMH NOTUUYECKNN NHTepdeNC.

Co3paHne LAGG-uHTepdenca BO3MOXHO TO/NbKO W3  HECKOHPUIypUpOBaHHbIX
MHTEepdEncos.

TecTOBbIN CTEHA, MEET CIeAytoLLLMe NapaMeTpbl:
1. ARMA FW ycraHoBneH Ha BM runepsusopa VirtualBox.

2. BM unmeet 4 ceTeBbIx agantepa (cM. PucyHok — [MapameTpbl BUPTYasibHOW MalluHbl).

3. lepBbI 1 BTOPOW ceTeBble aAanTepbl MCMOAb3YHOTCA AN KOHOUIypupoBaHUA Wt
poctyna B NutepHetr ARMA FW.

4. TpeTuin n 4eTBEPTbIN CeTeBblE ajanTepbl MOAKAKOYEHBI K BUPTYaNbHOW CETW.
5. Certesble agantepsl B ARMA FW «em2» 1 «em3» He CKOHOUIypUpOBaHbI.

%8 Oracle VM VirtualBox Menegxep - O o

dain  Mawwna Cnpaska

" + B >

Coznate [obasute  HacTpouTto 3anycTiTh
O obume ] npessio
Cucrema
] AOwcnneii
B Hocwrem
KoHTponnep: IDE
Mepe: crpoicTeo IDE 0: 3,14, 2.vdi (OBbmMHsi, 25,00 IB)
BTopuuHoe yoTpoidcTeo IDE 0:  [OnTuyeckuid npreoa] ARMAIF-3, 14, 2-OpenssL -dvd-amde4.iso (2,87 I6)

b Ayomo

3: : Only Ethernet Adapter’)
ApanTep 4 es Vi Host-Only Ethernet Adapter’)

# use

B 0bwme namkm

E Onucavune
PucyHok — lNapamempel supmyaabHOU MAwiuHsl
19.1 CospaHue LAGG-uHtepdeiica

Ana cozpanma LAGG-uHTepdenca HeobXoaNMO BbIMOAHUTL Cleaytoline AeUCTBUA:

1. Mepentn B noagpasgen Hactpoukn LAGG («UHTepdencbl» - «[lpyrme tvunbi» -
«LAGG»).
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2. B noapazaene (cMm. PucyHok — Moapaszen LAGG) HaxaTb KHOMKY «+/L06aBUTb».

Nutepdencoi: Jpyrue Tunoi: LAGG

WnTepdenc Y4aCTHUKK MpoTokon Onucanme

LAGG nozesonaet arperMpoBatb KaHanel, Takoe OE'bEJJ,WHEH WEe NO3ZBONAET YEENWHMEATE NPONYCKHYHD cnocobHocTh n HaeXHOCTb
KaHana. ,[LOGaEIJ'IﬂTb MOMHO TONbKO HEHAZHA4YeHHbIe WHTepd)eﬁCbl.

PucyHok — lModpazden LAGG

3. B otkpbiBwelica ¢opme (cM. PucyHok — KoHdurypaumsa LAGG) yka3aTb 3HaueHUs
napameTpos:

® «Poputenbckun nHtepgenc» — «<em2» n «<em3»;

® «[lporokon LAG» — «FAILOVER», B JlaHHOM pexunme Tpapuk NpoxXoauUT TONbKO

yepes rNaBHbIM NOPT, YKa3aHHbIM B MHTepdelice nepBbiM. Ecam rnaBHbin nopt
HeAOCTYMNeH, NCNO/Ib3YEeTCA CAeAYHOLNIA aKTUBHBIN NOPT;

® «OnucaHue» — «/lybanpoBaHve ceTeBbiXx NHTEPPHENCOB>.

WHTepdencei: pyrue tTunei: LAGG

KoHdurypaywa LAGG

cripaska (1)

POAMTENLCKWMA

em2 (08:00:27:3b:70:68), em3 [08:00:27:33:cd:1c) -
WHTepdedic

MpoTowon LAG FAILOVER -

Onncanme OyBnupoeaHve ceTeBblX MHTepheRcoe

ABTOMaTHHECHN
HAZHA4YWTE NOPT

MaKCUMANkHbLIA
pasMep Kaapa

OTMEHWTE

PucyHok — KoHgpueypayusa LAGG

4. HaxaTb KHOMKy «CoXpaHuUTb».

5. B pe3ynbTtate co3gaHHbii LAGG-nHTepdenc byaet oTobpaxkéH B cnmncke (CM. PrucyHok
— CNuCcoK co34aHHbIX MHTEepdEencoB).
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NHTepdeinicel: Jpyrue tunel: LAGG

WHTepdeic YYaCTHHKM MpoTtokon OnucaHue
LAGGO em2,em3 FAILOVER OybnupoeaHWe CeTeBLIX MHTEpgERCoR Fal |

LAGG NO3BONAET arperMpoBaTh KaHan.l, TAKoe O'ﬁ'bE,Cl,MHEl—ME‘ NoO3BEONAET YEENWHMBATE NPONYCKHYKD cnocofHoOCTL U HageHHOCTE
KaHana. Jo6aenATE MOMHO TONEKO HEHAZHAYEHHbIE L1HTEdeEﬁCbI,

PucyHok — Cnucok co30aHHbix uHmepgeticos

Mpumeuanne:

Mo ymonuaHuio Nprém Tpadurka BbINOAHAETCA TONbKO Yepe3 aKTUBHbIM B
AaHHbIA MOMEHT MHTepdenc. [na Toro ytobbl NprémM Tpadurka BbIMOAHANCA
BceMu uneHamm LAGG-uHTepdelica, HeobxoanMmo p[06aBUTb NapameTp
«net.link.lagg.failover_rx_all». be3z pobaBneHna paHHOro napametpa
nepektoveHe Mexay nHtepdericamm byset NPonCXoanTb HEKOPPEKTHO.

Ans pobaBneHns napameTpa HEOOXOANMO BbINMONHUTL CleAytoLLne AeNCTBUA:

1. Mepentn B noppasgen napametpos ARMA FW («Cuctema» - «Hactponku» -
«lMapameTpbI»).

2. HaxaTb KHOMKy «+/,06aBUTb».

3. B otkpbiBwenica dopme ykasaTb:
® «[MapameTp» — «net.link.lagg.failover_rx_all»;
® «3HaueHue» — «1».

4. HaxaTtb KHOMKy «CoXpaHUTb», a 3aTeM HaXaTb KHOMKY «MpUMeHNTb N3MEHEeHNA».

19.2 Hactpoiika LAGG-unHtep¢einica

Hactponka ceTeBbix UWHTepdeNCOB BbINOJHAETCA B nNojpasjenax uHTepdenca
«Ha3HaueHus noptoB» (CM. «Ha3HauyeHne NopToB») U «[umAa uHTepdeical» (cm.

«HacTpolika ceTeBbIX MUHTEPDENCOB»).

Ana Hactpovikn cosgaHHoro LAGG-unHTepdenica Heob6X0AMMO BbIMOAHUTL Caeayroline
JeNCTBUS:

1. MNepentn B nogpasgen HacTpoukM co3faHHoro uHtepdenca («MHTepgencbr» -
«[OPT1]»).

2. YctraHoBUTb bnaxok «Bkawoumtb» 1 BbibpaTb 3HauyeHve mnapameTpa «Tun
KoHpurypaumm IPv4» — «<DHCP».

3. Haxatb KHOMKY «Coxpanrb», ad 3aTe€M HaXXaTb KHOMKY «anMEHMTb N3MeHeHuna».
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4. Pe3ynbTaT HacTponkn uHTepdenica «[OPT1]» bOyaer oTobpaxkéH B noapassgene
obuwen nHbopmauunm o6 nHtepdericax («<UHTepdencbl» - «0630p») (CM. PrucyHok —
HacTpoeHHbIN nHTepdenc).

WHTepdeiicer: 0630p

Q | nowck 2 Bev - &
BRAKYUTL
Craryc WHTepdeiic YCTpOHCTEBO Tun agpeca 1Pva IPVE Wwnwoz MapuwpyTsl WHOWKATOP  KOMaHAabl
L] LAN (lan) &m0 static 192.168.1.1/24 fe80::300:27ffec:172a/64 192.168.1.0/24 D Q

fe80:9%em0/64

Q WAN (wan) eml dhcp 198.51.100.49/24 fe80::a00:27ff:fe57:cbac/64 198.51.100.49 default ) 2 Q
198.51.100.0/24

HeHazHa4eHHeI i HHTepdeiic em2 D
HeHasHaueHHsIi nHTepdefic em3 D
HeHazHaueHHbIi nHTepdelic lo0 127.0.0.1 5 127.0.0.1
fag0:1 192.168.1.1
] OPT1 (opt1) laggo dhep 192.168.56.104/24 fe80::a00:27ff:fe3b:7068/64 192.168.56.0/24 zQ
fe80:96lagg0/64
BKN/BbIKN BCR CD

MoKa3aHLI € 1 N0 6 13 6 3anucei

PucyHok — HacmpoeHHbIlt uHmepgetic

19.3 MpoBepka paboTbl LAGG-uHTEpdeica
Ans npoBepkn pabotbl LAGG-nHTepdeinca byaet ncnonbsosatbca GyHkums ping ARMA

FW («<UHTepdencol» - «AnarHoctnka» - «Ping») (cM. PucyHok — @yHkumna «Ping»).

NHTepdencer: lnarHoctuka: Ping

— 8.8.8.8

MpoTokon IP |Pv4 -
IP-agpec HCTONHMWKE OPT1 -
KonwuecTeo 3 -

PucyHok — @yHkyus «Ping»

Mopsaaok npoBepkn paboTbl LAGG-nHTepdelica:

1. B dopme dyHkumn «Ping» (cM. PucyHok — ®PyHkuma «Ping») 3ajaTb caeayroLine
napameTpsbl:

® «XocT» — «8.8.8.8»;
o «[lportokon» — «|Pv4»;

o «IP-appec ucrouHuka» — «OPT1»;
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o «KonnuectBo» — «3».

2. Haxatb kHonKy «Ping» — pe3ynbTaT BHW3Y CTpaHuubl (CM. PucyHok — Pesynbtar
paboTbl yTuAnTbl «Ping») CBUAETENLCTBYET O KOPPEKTHOCTU HacTponkn LAGG-
nHTepdenca.

# /sbinfping -5 "192.168.56.184° -c "3' 'B.8.B.B'

PING 8.8.8.8 (8.8.8.8) from 192.168.56.184: 56 data bytes
64 bytes from 8.8.8.8: icmp seq=@ ttl=187 time=51.293 ms
64 bytes from 8.8.8.8: icmp_seg=1 ttl=187 time=48.121 ms
64 bytes from 8.8.8.8: icmp_seq=2 tt1=187 tim==49.420 ms

--- B.8.8.8 ping statistics ---
3 packets transmitted, 3 packets received, ©.8% packet loss
round-trip min/avg/max/stddev = 48.121/49.611,/51.293,/1.382 ms

PucyHok — Pe3ynemam pabomel ymuaumel «Ping»

3. B uHTepdeiice runepusopa OTKAOUUTb OAMH U3 CETEBLIX MHTEP(ENCOB, BXOAALLMX
B LAGG-uHTepdenc (cM. PucyHok — BeikitoueHune ceTeBoro nHtepdeica).

e
I
|
O
P

Obwme CeTb
SRR Anantepl  AmanTep 2

Aucrinei

OCHTENK TN NoAKMOYEHA:  BUupTyansHeIl ananTep xocTa
Hooirenu I )

9 [ B [

MMA:  VirtualBox Host-Only Ethernet Adapter

Ayano
¥ LononHWTENSHD
CeTe
COM-nopTel ~ = -
: HepasbopuvBeId pesam:  3anpeTwTe

USB

OBwme nanku MNoaknourTe Kabens

)
[ 4
L
-

WHTepdeic nons3osaTens

Cnpaeka

PucyHok — BeikaroueHue cemegoz2o uHmepgelica

4. TloBTOpPHO HaxaTb KHOMKYy «Ping» — pe3ynbTaT BHM3Y CTpaHWULbl (CM. PucyHok —
Pesynbtar pabotbl yTuantbl «Ping») CBUAETENbCTBYET O KOPPEKTHOCTM pPaboThbl
LAGG-uHTepdenca B cayyae OTKAHOUEHUA OAHOrO M3 Ppuanyeckmx MHTepdPencos,
BXOZAALLMX B €ro COCTaB.
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# /sbinfping -5 "192.168.56.184" -c "3' 'B.8.B.B'

PING 8.8.8.8 (8.8.8.8) from 192.168.56.184: 55 data bytes
64 bytes from 8.8.8.8: icmp seq=@ ttl=187 time=51.293 ms
64 bytes from 8.8.8.8: icmp_seg=1 ttl=187 time=48.121 ms
64 bytes from 8.8.8.8: icmp_seg=2 ttl=187 time=49.428 ms

--- B.8.8.8 ping statistics ---
3 packets transmitted, 3 packets received, ©.8% packet loss

round-trip min/avg/max/stddev = 48.121/49.611,/51.293,/1.382 ms

PucyHok — Pe3ynemam pabomel ymuaumel «Ping»
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20 LACP

MNpoTOKON NpUMeHsieTca AN OOBbEAMHEHUS HEeCKONbKMX MNapaniesibHblX KaHanoB
nepeauv AaHHbIX B OANH NOTUYECKUI C LieNblo 0becneyeHmns NOBbILWEHWS HAAEXHOCTY
M NPOMNYCKHOW CNOCOBHOCTU.

HacTtponka LACP BO3MO>Ha TONbKO U3 HECKOHPUTYPUPOBaHHbIX MHTEPdENCOB.

20.1 MapameTtpbl HacTpoiiku LACP
[ocTynHbl cnepytowime napameTpbl npu cosgaHnm LACP-nHTepdenica:
® «Mma» — nMmAa MOXeT cogepxkaTtb He bonee TPEX CMMBOJIOB;

® «Moptbl» — cneayetr BbIOMpaATb He MeHee JABYX HECKOHQUIyprpPOBaHHbIX
NHTEPPENCOB;

® «Pexxum» — focTyneH BbI6OP 3HaUEHUN: «AKTUBHbIN», «[1acCMBHbBIN», «BbikA.»;
® «Pexxum 6asaHCMPOBKN» — JOCTYMEH BbIOOP CeAYHOLLMX 3HAUEHWI:

e «active-backup» — B 3TOM pexume akTMBHbIM ABASETCA OAUH UHTEpPdENC.
OcTanbHble B OXUAAHUN aKTMBALMK B C/lyYae BbIXOAa U3 CTPOS akTUBHOIO
NHTEpdeNCa;

e «balance-slb» — pexxum 6anaHcnpoBkn Ha ocHoBe MAC-agpecos 1 VLAN;

e «balance-tcp» — pexum banaHcmpoBknm Ha ocHoBe MAC-aapecos, |P-
aspecos, noptos TCP;

® «WHTepBan pebanaHCMpOBKU» — WHTEPBa/N B CeKyHAaX, C KOTOpbIM byaeT
BbIMOJ/IHATLCA U3MeEpPEHME Harpy3ku. 1o ymonyaHuto yctaHoBeH nHtepsan — 10
CeKyHA;

® «Kopotkmih Taum-ayt» — MO yMOAYaHWIO NaXKOK He YCTaHOBAEH, T.e.
ynpasasowme naketel LACPDU 6yayT otnpasBasTtbcs no kaHany LACP kaxable
30 cekyHJ, a B C/lyyae YCTaHOBNIEHHOro g1axka — KaXAyro CeKyHJYy.

B kauectBe npumepa mcnonb3lyeTcs cxemMa CTeHja, NpejcTaB/eHHas Ha pUCyHKe (CMm.
PucyHok — Cxema cteHAa anga HacTtpoviku LACP).
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Client

I I
192.166.1.10 192.168.1.1

PucyHok — Cxema cmeHda 0 Hacmpotiku LACP

20.2 Co3paHue LACP-unHTepdeiica
Ansa cozpanma LACP-nHTepdenca Heo6XoAMMO BbIMONHUTL CEeAYHOLLINE AEUCTBUS:

1. MNMepentn B nogpasgen Hactponkm  OpenVSwitch  («AHTepdencbr» -
«OpenVSwitch» - «O6uwme HacTponMKM»), yCTaHOBUTb GAaxKOK ANA MapameTpa
«BKAHOUNTB» N HaXKaTb KHOMKY «CoXpaHUTb».

2. lMepewnTtn Bo BkNagky «LACP» 1 HaxaTb KHOMKY « *.

3. B otkpbiBwevica dopme (cM. PucyHok — Coszanune LACP-uHTepderica) ykasaTb

ciegyrowimne 3Ha4vyeHMA napamMeTpoB:
o «MNmsa» — «lal»;

® «[Moptbl» — BbIbpaTb AOCTYyMHble HECKOHPUIYpUPOBaHHble WHTEpdEencol un3
npeanaraemMoro Crmcka;

® «ABTOMaTUUECKU Ha3HAUUTb NOPT» — GNAXKOK YCTaHOB/EH;
® «OnucaHue» — «ovs_lacp»;

M HaXaTb KHOMKY «COXpaHVITb», a 3ateéM HaXaTb KHOTMKY «anIMeHVITb
N3MeHeHUna».
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PepakTupoeatb LACP

cnpaeka (D

WMma

lal
HopEs em2 (08:00:27:5:bb:f4), em3 (08:00:27:b7:00:43)
© OuncruTs Bee
Pexmm: AKTUEHEIRA v

PexHM BanaHCHPOBKK active-backup .

WHTepean pebanaHCMpoBKK 10

KopoTkuii Taiim-ayT O

ABTOMATH4ECKHW HAZHAYMUTE
nopt

Onucanue ovs_lacp

OTMEHWUTE

PucyHok — Co3daHue LACP-uHmepdgetica

B pesynbtate co3saHHbIi LACP-uHTepdenc byaetr otobpaxéH B cnucke (cM. PucyHok —
Cnucok LACP-nHTepdencos).

NHTepdeiicei: OpenVSwitch: O6uwmne HacTpoiiku N
LACP
Q | nomex o 7« =
Wma MopTe OnucaHue Komanas!
lal (ob_la1) em?2 (08:00:27:5f:bb:f4),em3 (08:00:27:b7:00:43) ovs_lacp S O

+

MokazaHsl € 1 no 1 w3 13anvcei

PucyHok — Cnucok LACP-uHmepdelicos

20.3 Hacrpoiika LACP-uHTepdeiica
Ansa Hactpovikn LACP-nHTepderca Heob6xoa1MMO BbIMONHUTL CeyroLLne AeUCTBUA:

1. Mepentn B nNoApasfen HACTPOMKM  CO3JaHHOrO  UMHTepderica «ovs_lacp»
(«MHTepdeiicbl» - «[ovs_lacp]») 1 ykazaTtb cresyroLine 3Ha4YeHUs NapaMeTpoB:

® «Bkaountb» — Gp1axoK yCcTaHOB/EH;
® «Twun koHdurypauum IPv4» — «Cratnueckun IPv4»;

® «IPv4-agpec» — «192.168.1.1», «24».
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2. Haxatb KHOMKY «COXpaHMTb», a 3aTE€M HaXaTb KHOMKY «anIMEHVITb NU3MEeHeHnA».

20.4 Mpoeepka paboTtbl LACP-uHTepdeiica

[Ana npoepku paboTbl LACP-unHTepdelica Heobxoammo c MK «Client» 3anyctuTb «ping»

K IP-agpecy «192.168.1.1», 3aTeM GU3NYECKN OTKIHOUNTL aKTMBHbIV B TEKYLLMA MOMEHT
nHTepdenc.

B cnyuae koppektHoW HacTtponkn LACP-uHTepderca 6yayT npogoskaTb MoCTynatb
OTBETbI, CoAep>KaLine MHGOPMaLUNIO O BPEMEHW 3aLeP>KKM MaKeToB.
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21 CETEBO/ MOCT

CeTeBOM MOCT — 3TO OObEAMHEHME PA3/IMYHbIX CETMEHTOB CETU Mepejayn AaHHbIX B
e VHYIO CeTb.

B ARMA FW go6aBneHne 1 HacTpoMKa CETEBbIX MOCTOB NMPOM3BOANUTCS B MoAapasgene
nHtepdencos («<HTeppencor» - «flpyrue tmnbi» - «CereBon MocT»). [1pn co3gaHnm
ceteBoro mocta B Beb-nHTepdernice ARMA FW co3paérca HOBbIW ceTeBOWN MHTepdelc B
OC c nmeHem «bridge» n NopsaaKoOBbEIM HOMEPOM, HaunHasa ¢ «0».

21.1 Mpumep HacTPOUKM CeTEBOro MOCTa

Mepes HacTPOMKOMW M BKAKOYEHMEM CETEBOrO MOCTa HEOOXOAMMO M3MEHWTb 3HAUYEHUS
CUCTEMHbIX MNapaMeTPOB:

e «net.link.bridge.pfil_bridge» — yctaHoBWTb 3HaueHne «1»;
e «net.link.bridge.pfil_member» — yctaHoBWTb 3HaueHne «0».
Ana n3ameHeHVa napameTpoB HEOOXOANMO BbINMONHNTL CeAytoLLMe AeNCTBUA:

1. Mepentn B noppasgen napametpos ARMA FW («Cuctema» - «Hactponku» -
«lMapameTpbI»).

&

2. HaxaTb kHonky « ¢ » HanpoTMB M3MEHAeMOro napameTpa W 3ajaTb 3HayeHve B

nose «3HauyeHune».
3. Haxatb kHonKy «CoXpaHUTb», a 3aTeM HaxkaTb KHOMKY «[pMMeHNTb U3MeHeHuna».
21.1.1 Co3paHue ceTeBOro Mocra

[ns HacTporikm 1 NpoBepkn paboToCMOCOBHOCTM CETEBOrO MOCTa MCMO/b3YeTCs CXema
CTEeHAa, NpeacTaBieHHas Ha pucyHke (cM. PucyHok — Cxema cTeHAa ANs HacTpPOWKK

CEeTeBOro Mocra).

Server ARMA FW Client

LR o LR

BRIDGEO
192.168.1.200 192 168.13 192.168.1.100

PucyHok — Cxema cmeHOa 019 HaACMpoUKU cemegoz2o Mocma
Ana pobaBneHna ceTeBOro Mocta HeOO6XOAMMO BbINMOAHUTL CAeaytoLLme AeNCTBUS:

1. MNepentn B nogpasgen HacTPoOWkn ceTeBbix MOCTOB («MHTepdeiicbl» - «[pyrue
TUNbI» - «CeTeBON MOCT») 1 HaXaTb KHOMKY «+/l06aBUTb>.
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2. B none napamerpa «WUHTepdencbl-yuyacTHUKM»  yKazaTb  UMHTepdenchl,
coeanHaemMble ¢ nomowbio Mocta — «LAN» n «WAN», BBectn «BridgeO» B none
napameTpa «OnucaHme», a 3aTeM HaxaTb KHOMKYy «CoxpaHuTb» (CM. PUCyHOK —
[obaBieHne ceTeBOro mMocra).

WHTepdeiichi: ipyrve Tunel: CeTeBoi MocT
KoHbKrypauna ceTEBoro MocTa cnpaexa (L)
WHTepdefc-y4acTHIHKM LAN. WAN .

onucaHue 3rldg€‘0

Link-local agpec L BrnwoyuTs link-local agpec
ABTOMATHMECKN HA3HAYMTH NOPT

MoKa33Te LONONHUTENBHEIE NAPEMETDEI

OTMEHKUTL

PucyHOK —,ZZO6(JB/7€HU€ cemesoeco Mmocma

3. [AobaBneHHbI ceTeBON MOCT byaeT oTobpaxéH B obuwern Tabavue (cMm. PucyHok —
MNepeyeHb CO3AaHHbIX CETEBbIX MOCTOB).

WHTepdeicel: pyrue Tunel: CeTeBoit MOCT

WuTepdeiic YHACTHUKA OonucaHue Link-local
bridge0 LAN, WAN Bridged Bhikn. PN |

bridgel OPTL, OPT2 Bridgel Beikn. & O

PUCyHOK - ﬂepeweHb C030aHHbIX cemesbix MoOCMoa

4. Tepenty B  HaCTPOMKM  CO3JaHHOrO  ceTeBoro  uHTepdenca  «Bridge0»
(«MHTepdencbl» - «[Bridge0]») n 3asatb HacTponku cornacHo Tabavue (cm.
Tabavua «MapameTpbl UHTEpPdErca»).

Tabauya «lapamempsl uHMepgpelica»

Mapamerp 3HaueHue
BkatounTb 3HayeHue yCTaHOBAEHO
Tun koHpUrypauuu IPv4 Cratnyeckun IPv4
Tun koHbUrypauum IPve OtcytcrByeT
IPv4-appec 192.168.1.3/24

5. HaxaTb kHOonky «CoxXpaHuTb», a 3aTeM KHOMKY «MpumMeHnUTb N3MeHeHNA».
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Mpumeuanne:

MNocne HaCTpoOMKKM ceTeBOro Mocrta npasmna M3 Heobxoanmo co3gaBaTb A4
UHTEepdenca ceteBoro mMocta. lNMpaBuna M3 ans MHTEPPENCOB-YHACTHUKOB
CeTeBOro Mocta byayT MTHOPMPOBATHLCS.

21.1.2 NMpoBepka HAaCTPOEHHOIO CETEBOro MOCTa

MNepes NpoBepKOW HACTPOEHHOro MoOCTa Heobxoammo aobaBuTb npaBuao M3 (cm.
«Co3zaHne npaBua MEXCEeTeBOro 3KpPaHMpPOBaHuA») Ana uHTepdeinca «Bridge0»,
pa3peLuaroLLee npoxoxaeHune Tpaduka no npotokony ICMP.

Ans npoeepky paboTocnocobHOCTN HEOHXOAMMO BbINMOAHNUTL CeaytoLle AeCTBUSA:

1. NMepentun B HacTponkn DHCP-cepBepa nHtepderica «<LAN» («Cnyx6bi» - <DHCPv4»
-«[LAN]») u Bbikatounte DHCP-cepBep, ybpaB ¢iaxok ¢ napametpa «Bkarountb
DHCP-cepBep Ha LAN nHtepdeince», a 3atem, HaxaB KHOMKY «COXPaHNTb».

2. Ha MK «Client» oTkpbITb 6pay3ep, BbINOAHWUTb NOAKNOUEHME K Beb-uHTepdency
ARMA FW no agpecy ceteBoro mHtepdenca «BridgeO» — «https://192.168.1.3» n
Npoun3BecTu ayTeHTUdMKaLnto B Be6-nHTepdeiice.

3. Mepewntn B nogpasgen Hactpoek LAN mnHtepdeica («<UHTepdeincbl» - «[LAN]»), B
none «Tun kKoHpurypaummn IPvd» BbibpaTb «OTCyTCTBYeT», HaXaTb KHOMKY
«CoxpaHuTb», a 3ateM KHoOMKy «lpumMeHnTL uM3MeHeHuA». B nogpassene
Hactpoek WAN («UHTepdencbl» - «[WAN]») vHTepderica noBTopuTb Te e
JeNCTBUS.

4. Tepe3sarpy3nts ARMA FW. C T1K «Client» BbinosHWTb KOMaHAy «ping» MK «Server».
Mpy NpaBMABHOW HACTPOWKE CETEBOrO0 MOCTa KOMaHAa BbIMOJHUTCA YCMELWHO (CM.
PurcyHoOK — YcneuwlHoe BbiNoJAHEHMe KOMaHAbl ping).

=

Microzsoft Windows [Uersion 6.1.76011 -
¢c? Kopnopauuwa Mavkpocoor (Microsoft Corp.>,. 2009. Boce npaBa 3alMUEHB .

m

CzsUszserssClient>ping 192.168.1.200

naketamd ¢ 172.168.1.200 no c 32 saWTaMH NAHHMWX:

or 1?22.168.1.200: yucao saiT=32 Bpema=1lmc TTL=128
or 192.168.1.200: uyucao sakT=32 epenaiinc TIL=128
or 192.168.1.200: uyucao sartT=32 Bpena=lmc TIL=128
ot 192.168.1_.200: yucao saiT=32 ppenma<imc TIL=128

CratvcTuka Ping naa 192.168.1.200:
MNaxkeToe:= ornpasaeHo = 4, noayuyedo = 4, novepadHo = 0
¢ notepbl

[PUEAMIHMTEALHOE BpEMA NpPHEMA—MEPELAYM MC =
MuHuMaabHoe = [OMcek, MakcuMMaAbHOE 1 ncek, CpenHee

CislserssClient >

PucyHok — YcnewHoe 8bino/iHeHuUe KoMaHobl ping
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MNpwn pobaBneHUM ceTeBOro MOCTa, HaxaB KHOMKy «[lloka3aTb AOMOAHWUTE/NIbHbIE
napameTpbl» (cM. PucyHok — [lobaBneHve ceteBoro mocrta), OyayT AOCTYMHbI
paclUMpeHHble HACTPOWKM, KOTOpble OnucaHbl B pa3genax «Hactpowka RSTP/STP» wu
«SPAN» HacToALLero pykoBoACTBa.

21.2 Hactpowika RSTP/STP

OyHkunsa RSTP/STP npepHa3HauyeHa AnA ycTpaHeHWs netenb (6eCKOHeYHbIX MOBTOPOB
nepegaun Tpadwvka) B TOMmosormm ceTn. [lpoTokon aBTOMatTMyeckm 6Gaokupyert
COeAVHEHWS, ABNAOLLMECS B JaHHbIA MOMEHT A1 KOMMYTaTOPOB N36bITOUHbBIMU.

Ana npotokona RSTP/STP ocHOBHbIMW NnapameTpamm ABAAIOTCA:

® «[puopurter» — ncnonblyercs ANs onpeAeneHVNs KOPHEBOro KoMMyTaTopa.
KommyTaTop € HaMMeHbLUMM 3Ha4YeHneM napamMeTpa HasHayaeTCcs KOPHEBbLIM B
TONOAOTUN CETY;

® «CToMmoCTb» — WUCMOAb3yeTca A/f  OnpejAeseHus KOPHEBOro nopTa
KommyTaTopa. [MopT € HavMeHbWWM 3HauyeHWeM MapameTpa Ha3HayaeTcs
KOPHeBbIM. [10 yMO/NYaHMIO CTOMMOCTb YBENNUMBAETCA C YMEHbLUEHUEM
CKOPOCTV nepegaum nopra.

Ansa nposepkn pabotocnocobHocT npotokona Oyaer MCNosb30BaTbCA CTeHA C
BUPTYyaZIbHbIMW MalUWHaMK, MPEeACTaBAEHHbIA Ha pucyHke (cM. PucyHok — CreHz ans

nposepku RSTP).

ARMA FW 2
[ [ | |
Opr 1 - ——
_ I | AN
= OPT2 I----—
Z|N T T T 1 -
= I I 2
ARMA FW 1OPT1 =z 192.168.1.102 = ARMA FW 4
[ [ [ [
I I OPT2 OPT i S —
LAN o I | AN
5 I T T 1 T
---1& OPT2 j o e
T T T [ e T T T T
. ARMA FW 3 0 I I I
= 192.168.1.101 H = 192.168.1.104
W < I I > co
= < O pT 11— - L
H ﬁ.---- LAN ) z
Web-Server z __-_-_-_-_ Admin
T T T 1
I I
192.168.1.103
— Nerenpa: —]
NETx — CerMeHT BUpTyanbHOW ceTn
192.168.1.200 — 192.168.2.100

PucyHok — CmeHO 0s1sa nposepku RSTP
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MopTbl «\WAN» kaxxgoi BM ¢ ARMA FW noakaroueHbl K TrmnepBr3opy A5 BO3MOXHOCTH
ynpaB/ieHus yepes Beb-nHtepdenc. Ha BM «Web-Server» 3anyieHo npuioxeHune Beb-
cepsepa.

Ansa Hactporikn npoTtokona RSTP/STP Heob6xoAMMO BbIMONHUTE CeyroLLne AeNCTBUS:

1.
2.

Ha kaxaon BM ¢ ARMA FW BkntounTb HeobxoanMble nHTepdenchl.

Ha kaxxgori BM c ARMA FW 06beanHUTL BKNHOYEHHbIE MHTEPdENCbI B CETEBON MOCT
C yKkazaHwem napametpos RSTP/STP.

3agaTb CO34aHHbIM CeTeBbIM MOCTaM IP-agpeca B COOTBETCTBUM CO CXEMOMW CTeHAa
(cMm. PucyHok — CteHpa ans nposepkn RSTP).

Ana nposepkn paboTocnocobHocTn npoTtokona RSTP/STP 6yaer wmcnonb3oBaTtbCs

ytuanta «Wireshark», 3anyweHHasa Ha BM «Web-Server».

21.2.1 BkatoueHne nHrepgencos

Ans BkntoueHna nHtepdenca tpebyetcs BbINONHUTL CAeAyroLne AeNCTBUSA:

1.

MepelTn B noapassen HasHadeHusa noptoB («MHTepdeicbl» - «HasHaueHus
NopTOB»), CO34aTb HOBbIA WHTepdenc (cM. «HasHayeHve nNopToB»). Mms

nHTepdenca BbIbMpaeTCs B COOTBETCTBUM CO CXEMOMN cTeHAa (cM. PucyHok — CTeHz

ansa nposepkn RSTP).

Mepentn B pasgen uHTepdencoB («UHTepdeinicbl»), BbibpaTb CO34aHHbLIN
nHTEepdenc, ycTaHoBUTbL GNaxKoK «BKAOUNTb» 1, HE M3MeEHAS Apyrve napameTpsbl,
HaxaTb KHOMKy «CoxpaHuTb», a 3aTeM HaxaTb KHOMKy «lMpumeHuTb» (CM.
«HacTpovika ceTeBbIX MHTEPDENCOB»).

MNMoBTOpuTb NyHKTbI 1-2 aAnA Kaxzaoro wHTepdpenca kaxgosn BM ARMA FW,

yKa3aHHbIX Ha cxeme cTeHga (cM. PucyHok — CteHa ana nposepku RSTP).

21.2.2 06beanHeHue nHrep¢deincoB B ceTeBoil MOCT

[Ana HacTponkn napametpoB RSTP/STP 6yayT ncnosnb3oBaTbCsA 3HAUEHWUS, yKa3aHHbIe B
Tabauvue (cM. Tabanua «[Napametpbl RSTP/STP»).

Tabauya «lapamempeor RSTP/STP»
MapameTp ARMA FW 1 ARMA FW 2 ARMA FW 3 ARMA FW 4

MNpoTokon RSTP RSTP RSTP RSTP
STP- BRIDGEO BRIDGEO BRIDGEO BRIDGEO
nHTEepdencel
LAN LAN LAN LAN
OPT1 OPT1 OPT1 OPT1
OPT2 OPT1 OPT1 OPT1
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MapameTtp ARMA FW 1 ARMA FW 2 ARMA FW 3 ARMA FW 4

OPT3 OPT2 OPT2 OPT2
OPT4 OPT2 OPT2 OPT2
Mpuopwutet 4096 8192 12288 16384

Ana o6besnHeHNs MHTepdEenNCcoB HEOOXOAMMO BbINMONAHUTL CAeAYHOLME AeNCTBUS:

1. TMepentn B Noapassen HacTpoukun ceTeBblx MocToB («UHTepdenchbl» - «pyrue
T™MNbI» - «CeTeBOM MOCT») N CO3AaTb ceTeBoM MOCT (cM. «Co3aHue CeTeBoro
MOCTa»), yKa3aB B kayecTBe MHTepdencos-y4acTHnKkoB nHtepdeincsl BM ARMA FW
B COOTBETCTBUWN CO CXEMOM cTeHaa (cM. PucyHok — CteHa ans nposepku RSTP). Ana
kaxzgo BM ARMA FW yka3biBatoTCA BCe NepPeUnCIeHHble Ha CXemMe HTepdelchl.

2. HaxaTb kHOMNky «lMoka3aTb AONO/IHUTE/NbHbIe NMapaMeTpbl» 1 B OTKPbIBLUENCA
bopme (cm. PucyHok — BraroueHune npotokosa RSTP/STP), B 6naoke «lpoTtokon
octoBHoro aepeBa (RSTP/STP)» yctaHoBUTb dnaxxok «BkarounTtb», 3aTeM yKasatb
napametpbl RSTP/STP B cootBetctBUM C Tabavuen (cm. Tabaumua «[lapametpbl
RSTP/STP») 1 HaxaTb KHOMKY «COXpaHUTb>».

MpoTtokon octoeHoro gepeea (RSTP/STP)
BrnwounTh

MpoTokon RSTP .

LD e BRIDGEO, LAN, OPT1, OPT2, OPT3, OPT4 -

JeHcTEMTENBHDE
BpeMnA [ceryHabl)

Bpema cMeHb

COCTOAHMM (CeryHab)

Bpems npueeTcTEMSA
(cexyHab)

MpuopwWTeT 4098

CHeTYMK a0epPHEN

PucyHok — BknroueHue npomokoaa RSTP/STP

3. [nsa ceteBoro mocta BM «<ARMA FW1» f0M0HNUTENBHO yKa3aTb 3HaYEeHNA B MOJIAX
KaXzoro uHTepdenca ana napametpa «lMpuopurer» (cM. PucyHok — YkasaHue

npuopuTeTa ANs CETEBbIX MHTEPDENCOB):
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® «LAN»-112;
® «OPT1» - 96;
® «OPT2» - 80;
® «OPT3» -48;
® «OPT4» - 64.

Mpuoputet BRIDGEO

LAN 112

OPT1 96

OPT2 20

OPFT3 48

OPT4 s

WAN

PucyHok — YkazaHue npuopumema 015 cemessix uHmepdgelicos

4. [na ceteBoro mocta BM «ARMA FW4» 10MO/HUTENBHO YKa3aTb 3HaYeHUs B NONAX
KaXgoro nHtepdenca ana napametpa «Mpuoputer»:

® «OPT1» - 16;
® «OPT2» - 32.
21.2.3 HacTpoiika ceTeBOro mocra

CO3,D,aHHbIe ceTeBbleé MOCTbI H€O6XOAI/IMO HaCcTpOUTb aHaAOTMYHO  aJroOPUTMY,
YKa3aHHOMY B pa3jene «Co3/aHMe CeTeBOro Mocra» HacToALlero pykoBoacrea.

IP-agpeca 4na HaACTPOWKM NMpeACTaBieHbl Ha CxeMe cTeHAa (cM. PucyHok — CteHa ansd

npoBepku RSTP).

21.2.4MpoBepka pabotbl RSTP/STP

[Ana npoBepkn paboToCnOCOOBHOCTU PYHKLUMU HEOOXOAMMO BbIMOJHUTL CAefytolimne
AEeNCTBUSA:

1. Ha BM «Admin» 3anyctntb Be6-6pay3ep v nepeuntn no agpecy «192.168.1.200» (cm.
PucyHok — [loctyn k Beb-cepBepy ¢ MK agmuHncTpaTopa) — 370 NO3BOAUT MPOBEPUTD
NPaBUIbHOCTb HAaCTPOWKK CTEHAA.
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= O *
Welcome to XAMPP x + Q

&« C A Hezawnwmeno | 192.168.1.200/dashboard/ B

Apache Friends Applications FAQs HOW-TO Guides PHPInfo phpMyAdmin

XAMPP Apache + MariaDB +
PHP + Perl

Welcome to XAMPP for Windows 8.0.12

PucyHok — Zlocmyn k geb-cepsepy c 1K admuHucmpamopa

2. Ha BM «Web-Server» 3anyctute nporpammy «Wireshark» n BbinonHuTb 3axBat
Tpaduka Ha ceTeBoM nHTepdeice (cM. PucyHok — Tpaduk ¢ STP-naketamu). B cnucke

3axBayeHHbIX NakeToB byaeT npucytctBoBatb STP-Tpadumk.

o

dalin  PepakTupoBaHve [MpocMoTp 3anmyck  3axsar Adanws CratmoTvka Tenedonua Becnposoadoi  MHCTpyMeHTsl  MoMolws

Am 6 L ERER =T oS (Elaaa

[l | MPHMEHNTE MCnneiHel duneTp ... <Ctrl-/= =d '] +
Mo. | Time Source Destination Protc| Length | Info -

Ad
4 | v

--Frame 1: 68 bytes on wire (488 bits), 68 bytes captured (488 bits) on interface \Device\NPF_{F8D6C6BD-536A-44BC-A57€
- IEEE 882.3 Ethernet

- Logical-Link Control
#-Spanning Tree Protocol

1| | i
GEEE 91 20 c2 9O 60 @8 88 Bc 29 a2 bb 38 08 27 42 42 e )--'B-'BB
BE18 83 68 42 B2 B2 3c 18 88 @0 Bc 29 a2 bb 30 80 o0 ()B-
GEZE 0@ 88 16 88 80 8c 29 a2 bb 36 78 @1 /8 8@ 14 88 ) Bpee

BEZE 02 00 6F BO 00 0D GO BB OO BB BB BB 000 s e

| O i wireshark_MoaknioyeHne No noKaneHo ceTMROFAD 1.pcapng || MNakeTebl 25 * MokasaHe!: 25 (100,0%) * MoTepsaHo: 0 (0.0%%) || Mpodmne: Default 4

PucyHok — Tpagpuk ¢ STP-nakemamu

3. Ha BM «/ARMA FW1» nepeintn B HacTpourkun ceteBoro mocta («UHTepdpencbl» -
«[lpyrme Tunbl» - «CeTeBOM MOCT»), HaXaTb KHOMKY «/lOMONAHUTE/IbHbIE
HaCTPOMKM» U OTKIOUNTL GyHKLMIO RSTP/STP, ybpas cooTBeTCTBYHOLLNIA PAa>KoK.
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4. Ha BM «Web-Server» 3anyctnte nporpammy «Wireshark» 1 BbINOAHUTb 3axBaT
Tpaduka Ha ceteBoM MHTepderice (cM. PucyHok — Tpaduk LUMpoOKOBeLLaTeIbHON
paccblaky). B cnmncke 3axBaueHHbIX nakeToB OygeT MOCTOAHHO pactn Tpaduk
LUMPOKOBELLLATENbHOW PACChINKK, YKa3blBaOWMA Ha Ha/sv4yve MeTau B TOMONOruu

cetn.

£ *NMogknioueHHe No NOKANLHOH CETH - ||:|I Xl

®aian  PepakTupoBaHwe [MpocvoTp 3anyck 3JaxeaT AdHanms Cratkoruka  Tenedodwa  becnposoanoi  MHCTpymeHTel  Momows

Adm o LmREBRes=T a5 [El@aaai

[. | MPUMEHWTE AMCAEHBI GuneTp ... <Cirl-f> _‘, :] +
Mo, | Time IScuroe IDesh’nah’cn IProthLengﬂ‘lIInFo ;I
126.8994.. VMware f9:74:8c @2:d4:ec:a7:@e:80 ARP 42 192.168.1.280 is at @0:8c:29:T9:74:8c
126.@8994.. VMware_f9:74:8c @2:d4:ec:a7:@e:0@ ARP 42 192.168.1.288 is at @@:8c:29:T9:74:8c
126.8994.. VMware f9:74:8c ©2:d4:ec:a7:0e:00 ARP 42 192.168.1.280 is at @0:0c:29:T9:74:8c
. WVMware f9:74:8c ©2:d4:ec:a7:0e:00 ARP 42 192.168.1.260 is at @9: 3
5.\ ‘Broadcast 6@ Who has 192.168.1.181? Tell 192.168.1
126.8995.. 82:d4:ec:a7:@e:.. Broadcast ARP 608 Who has 192.168.1.2882 Tell 192.168.1
126.@995.. VMware_f9:74:8c 82:d4:ec:a7:@e:0@ ARP 42 192.168.1.208 is at @@:8c:29:f9:74:8c
126.16023.. ©2:d4:ec:a7:@e:.. Broadcast ARP 6@ Who has 192.168.1.20882 Tell 192.168.1
126.1023.. @2:d4:ec:a7:@e:.. Broadcast ARP 6@ Who has 192.168.1.26807 Tell 192.168.1
126.1823.. @2:d4:ec:a?v:@e:.. Broadcast ARP 68 Who has 192.168.1.2887 Tell 192.168,1_21
| | 3

- Frame 58@156: 68 bytes on wire (480 bits), 68 bytes captured (488 bits) on interface \Device\NPF_{FSD6CEBD-536A-448(
Ethernet II, Src: VMware_f9:74:8c (@@:0c:29:1¥9:74:8c), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
[#- Address Resclution Protocol (request)

1 | i
gaee ff ff ff ff ff ff 88 8c 29 f9 74 Bc B8 BB BB BL - -~ - - - - )-‘t -----
@E1E @8 @2 @6 B4 BB @1 @8 @c 29 T9 74 8c c@ a8 BL c8 e )"t ----

BE28 0O OO O0 DO 0D PO c® al Ol 65 00 @D DO 0D BB BB ... ... - TEEREE
BEZE ©2 9P 00 OO GO 00 G0 8 G0 BA BB BB 0000 -

| O il wireshark_MoaknioueHue no.. ansHoi CETMIUZ?Cl.pGpngH MNakeTe: 500211 - MokazaHe: 500211 (100.0%) - NoTepano: O {(0.0%:) || Mpodwmne; Default Y

PucyHok — Tpaghuk wiupokosewyamesbHOU pacculiaku
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22 VLAN

VLAN — 3TO TeXHO/I0rus, NO3BO/AIOLWAA CTPOUTb BUPTyasbHble CETU C HE3aBUCUMOW OT
b13nyeckmnx yCTpomnCTB TONOAOTUEN.

ARMA FW nogaepxuaet TexHonoruto VLAN no crangapty IEEE 802.1Q.
NMpumeuanne:
Mpwn ncnonb3zoBaHum TexHonorm VLAN KommyTaTop AOMKEH NOoAAepXuBaThb

craHaapT IEEE 802.1Q n HacTpoeH COOTBETCTBYHOLMM Ob6pa3om.

Ans HacTponkmn n npoeepkun pabotocnocobHocTn TexHonormm VLAN ncnonb3syetca cxema
CTeHAa, NpeAcTaBaeHHas Ha pucyHke (cM. PucyHok — Cxema cteHaa ans Hactponkm VLAN).

Server ARMA FW Client

[ [ [
L AN B e e /AN
1T 1T T 1
emO - —— e
| 1T T T 11 ]
L8 AN ALZEES0
192.168.1.200 192.168.10.10 192.168.1.100

PucyHok — Cxema cmeHda 011 Hacmpouiku VLAN

22.1 Co3zpanue VLAN
Ansa co3panma nHtepderica VLAN HeO6X0AMMO BbINOAHUTL CAeAytoLLme AeNCTBUS:

1. MNepentn B nogpasgen Hactpovikn VLAN («MHTepdeiicbl» - «[pyrme tunbi» -
«VLAN») 1 HaxaTb KHOMKY «+/,06aBUTb>.

2. YKasaTb cnegyrolme 3HayeH1sa napameTpos:
® «Poputenbckuin uHtepgenc» — «em1»;
® «Ter VLAN» — «100»;
o «[lpnopurer VLAN» — «Xopowas gocraska (0, N0 yMOAYaHUIO)»;
® «OnucaHue» — «VLAN1T00»;
® «ABTOMaTU4YECKM Ha3HaAuUUTb NOPT» — GNAXKOK YCTaHOBJIEH;

N HaxaTb KHOMKY «CoxpaHuTb» (CM. PucyHok — Co3zgaHune nHrepderica VLAN).
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WHTtepdeicer: Jpyrue tuner: VLAN

PepakTupoeats VLAN-uHTepdeic cnpaexa (L
PopuTensckyii niTepdeaiic em1 (08:00:27:35:76:F6 ) [WAN] -
Ter VLAN 100

MpuopuTeT VLAN XopowWwas JocTaEKa (0, No YMON4aHWIo) -

Onucanue VLAN100

ABTOM3THHECKM HAZH24YUTE nopt

OTMEHUTE

PucyHok — Co3daHue uHmepgpetica VLAN

3. MNepenT B HACTpPOMKM CO3gaHHOro ceteBoro uHTepdenca «VLAN100»
(«MHTepdeiicbl» - «[VLAN100]») 1 3agatb HaCTPOWKM cCornacHo Tabauvue (cm.
Tabauvua «[MapameTpbl nHTEPDENCa»).

Tabauya «lapamempsl uHMepgelica»

Mapametp 3HaueHune
Bkatountb 3HayeHne yCTaHOBEHO
Tun kKoHoUrypauuu IPv4 Cratnueckuu IPv4
Tun koHpuUrypauum IPve OrtcytcrByet
IPv4-appec 192.168.10.10/24

4. HaxaTtb kHOMNKy «CoXpaHUTb», a 3aTeM KHOMKY «MpuMeHNTb U3MeHeHUs».

22.2 Mposepka pabotbl cozaaHHoro VLAN

Ana npoBepkn paboTtocnocobHoCTM  HacTpoeHHoro uHTepdenca «VLAN1T00»
HeobX0AMMO BbINONHUTL CeAyroLME LENCTBUS:

1. Mepentn B nogpasgen AnarHOCTUKM 3axBaTom naketoB («UHTepdencobr» -
«/lnarHoCTUKa» - «3axBaT NaKeToB»).

2. VIameHuTb criegyroline napameTpsi:
® «WHTepdeinc» — «\WAN»;
® «CMeLlaHHbIN peXXUmM» — GNaxKoK YCTaHOB/EH;
o «KonnuecrBo» — «0», And OTKAHOUEHNA Npejena 3aXBayYeHHbIX MNaKeTos;
OCTa/ibHble MapaMeTpbl OCTaBUTb 6€3 M3MEHEHNA N HaXaTb KHOMKY «3anyCTUTb».

3. Ha MK «Server» BbINOAHUTb KOMaHAy «ping» K IP-agpecy «192.168.10.100» —
pe3ynbTat byAeT HeyCneLHbIM.
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4. OcTaHOBWUTb 3axBaT MakeTOB, HaXaB KHOMKy «OcTtaHOBUTb» B Mojpasjene
AVArHOCTUKM 3axBatoM nakeToB («UHTepdencbr» - «lnarHoctmka» - «3axsar
MakeToB») M CKayaTb 3axBauyeHHble nakeTbl (cM. PucyHok — OcTaHOBKa 3axBata
MakeToBs).

5. CkauaTb 3axBayeHHble NakeTbl, HA>KaB JIEBOWU KHOMKOW MbILIW Ha MA daina BHU3Y
noapasgena (cM. PucyHok — OctaHOBKa 3axBaTa NakeToB) U CAeays yKa3aHuaM Beb-
6pay3epa.

BEII'I}fCTIJ‘ITb HDOCMOTF} 3aXBaYHeHHbIX NaKeToR Yp,anmm 2aXBaHeHHble NaKeThl

CravaTb 3aXBaYeHHbIE NAKETbI

U

PucyHok — OcmaHoeka 3axeama nakemos
6. B MO «Wireshark» oTkpbITb ckayaHHbIM danin, B none puabTpa BBECTU — «vlan» u
HaxxaTb knaBuwy «ENTER». B cnncke 3axBayeHHbIx NakeToB ByayT NpucyTCTBOBaTb
naketbl ¢ nonem «802.1Q Virtual LAN, ID: 100».
22.3 VXLAN

VXLAN — 3TO TexHO/NOrvs CceTeBOW BUPTyanu3auuy, MO3BOAAIOWAA HANOXEHWS
BMPTYaNn3npOBaHHbIX ceTel 2 YPOBHSA Ha CETU 3 ypoBHA cornacHo rfc7348.

VXLAN nmeeT pexxnmbl paboTtbl «Unicast» n «Multicast».

HactpoeHHble unHTepdencel VXLAN oTobpaxeHbl B nogpasgene Hactpounku VXLAN
(«HTepdeichbl» - «flpyrue Tunbi» - «\VXLAN») (cMm. PucyHok — Mepeyerb VXLAN).

B noapasaene fOCTynHbI caeaytowme AeNCcTBUS C MOMOLLbH KHOMOK:

e « ¥ 5 — cosganne HoBoro nHtepdenca VXLAN (cm. PucyHok — ®Popma

peaaktpoBaHmsa VXLAN);

> ~
e « ¢ »— pepakTMpOBaHVe paHee Co3AaHHOrO NHTepdeiica VXLAN;

o T, yAaneHue BbibpaHHoro VXLAN;

o O, KonupoBaHue BbibpaHHoro VXLAN.
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WHTepdencel: pyrue Tunei: VXLAN

[ IpycrpoiicTea
O 1

O o

) ) ) '

PepaktupoBaTb VXLAN

O 1D ycrpoiicTea ]

VNI

© IP-agpec ucTouHuKa

O Ynanenmbiii agpec

O LWupokosewaTenbHan rpynna
© Ycrpoiicteo

oABTDMaTH‘IeCKH HAazHa4YWTb

nopt

VNI

85

158

PucyHok — NepedeHb VXLAN

OTcyTcTRYET

7. =~

Q

KomMaHakl
4 &
& &

+ W

MokazaHel 1 no 2 M2 2 3anucei

cnpaeka @D

OTMeHUTB Nobaeuts

PucyHok — @opma pedakmuposaHus VXLAN
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23 NMPOKCH

Mpokcu-cepBep obecneunBaeT KOHTPOJINPYEMbIA JOCTYMN XOCTOB JIOKaJIbHOW CETU B CETb
NHTepHeT, a TakKe 3awuTy NOKabHOW CETM OT BHELLHEro JoCTymna.

B kauecTBe nprMepa HacTpPOWMKM NPOKCK-cepBepa byaeT NCNONb30BaTbCs CXEMa CTEHAQ,
NpeAcTaBAeHHas Ha puUcyHke (cM. PucyHok — Cxema cteHza A/is HacTPOWKU MPOKCU-
cepBepa) co cneayrLMM NapaMeTpaMu NpokKCcu-cepeepa:

® UVHTepdenc XxocToB nokanbHou cetn — «LAN», ceTb 192.168.1.0/24;

® paboTa B Npo3payHoM pexume ans HTTP n HTTPS;

® K3LWMpPOBaHME JaHHbIX BKIOUYEHO;

® paboTaeT 6e3 ayTeHTUdUKaLnY;

® Howmep nopta gna HTTP — «3128», Homepa nopTta ana HTTPS — «3129»;

® OrpaHu4YeHue AOCTyNa K pecypcaM HacTPOeHO A/iA caiTa «mail.ru» n cornacHo
BHeLlHeMy cnucky goctyna «Blacklists UT1».

Client ARMA FW

T T T ]
LAN S o e o i, VAN
T92.168.1.1 I e s
] I
— 1 1]

192.168.1.100

PucyHok — Cxema cmeHOa 019 HACMpPOUKU NPOKCU-cepsepa

[lo MOMeHTa HacTponku npokcu-cepBepa noakatoueHve Ha [1K «Client» k cetu
WHTepHeT oTcyTcTByeT (CM. PucyHok — OTcyTCcTBME NOoAKAKOYEeHNS K ceTu VIHTepHeT).
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D & v x |+ - 0ox

& C () https//yaru Q T8 i= L

N

nOAKJ"I ro4yeHne OTCYTCTBYET

Moxoxe, Nnponzowna ownbKa NPOKCU-CEPEEPa MW YKasaH HEMPaBWAbHBIA agpec.
MNonpoByiite:

+  OBpaTUTECA K CNELUMANKCTAM Balel opraHM3aunmm

» [Npoeepka Nnpokck-agpeca

~ [NoapoBHEIE CEEASHUA

PucyHok — Omcymcmaeue nodkaro4eHuUs K cemu ViHmepHem

23.1 Hacrpoiika K3lmMpyoLlero npokcn-cepeepa

NS HaCTPOWMKMN K3LIMPYHOLLEro NpPOKCU-cepBepa HeEOBXOAMMO BbIMOAHUTL CaeayroLine
warm:

1. Co3paTb 4OBEPEHHbIN LIeHTPp cepTudukaumn.
2. HactpouTb npokcun-cepsep.
3. Co3pgatb npasuna NAT gnsa npokcu-cepsepa.
23.1.1 Co3paHue A,O0BEepPEeHHOro ueHTpa ceptudpukaumum

Ana koppekTHon paboTbl npokcu-cepBepa ¢ HTTPS-Tpadmkom Heobxoammo cosaaTtb
AOBEPEHHBIN LIEHTP cepTudukaumm n aobaBuUTb AaHHbIA LEHTP KAMEHTaM MPOKCU-
cepsepa.

B npumepe poBepeHHbIn UeHTp cepTudumkaumm co3gaerca € napamMeTpamuy,
npuvBeséHHbIMM B Tabavue (cm. Tabanua  «3HayeHMs  MapameTpoB  LIEHTpPa
ceptndurkaunm»).

Tabuya «3HayeHUs napamempos yeHmpa cepmugukayuu»

MapameTp 3HaueHue
OnwucatenbHoe nms ARMA CA
MeTog, Co3aaTb BHYTPEHHWI LIeHTP cepTidumKaLmm
[AnnHa kntoya (6umT) 2048
Anroputm gamnpxxecrta SHA256
Bpems cywectsoBaHma (gHu) 365
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Mapametp 3HaueHune
Koa cTpaHbl RU (Russia)
Obnactb MO
lopoa Moscow
OpraHuzayus InfoWatch
JN. noyTta admin@infowatch.ru
CraHaapTHOe nwms arma-ca

MNapameTpbl «OnucatenbHoe wumA», «Kop crpaHbl», «O6nactb», «lopoa»,
«OpraHusaumsa», «dn. noura», «CraHaapTHOE UMA» YKa3aHbl CNPaBOYHO.

Ans  co3paHWs AOBEPEHHOro LeHTpa cepTudukauum HeobxoanuMO  BbIMOAHUTbL
cneayroLme fencTBus:

1. NMepentn B Nnogpasgen nonHoMmoumm («Cucrema» - «/LoBepeHHble cepTudpmnkaTbl»
- «[MonHOMOUNA»).

2. HaxaTb KHOMKy «+/,06aBUTb».

3. B oTkpbiBLIenca popMe ykasaTb napameTpbl n3 Tabamubl (cM. Tabanua «3HayeHus

rnapamMeTpoB LLeHTpa cepTuduKaLmnm»).

4. HaxaTtb kHOMKy «CoXpaHUTb>».

Ana pobaBneHna AOBEPEHHOro UeHTpa cepTuduKaumm KaveHTaM MpPOKCU-cepeepa
HeobXoAMMO MpeABapuUTE/IbHO 3KCMOPTMPOBaTb CepTUPMKAT CO34aHHOrO  LieHTpa
ceptndmrKaymm, Haxas KHOMKY «JkcrnoptuposBatb ceptupukar CA» (cM. PucyHok —
Jkcnopt ceptnudukara CA) B nogpasgene noaHoMoumi («Cucrema» - «JloBepeHHble
ceptudukatbl» - «[lonHOMOUNA»).

Cuctema: [loBepeHHble cepTuduMKaThl: MonHOMOUMS

Wms BuyTpeHHuit  ImMuTeHT Ceptudmkatol  YHuKanoHoe uma
SKCNOPT cepTubukaTa CA

ARMA 0A camonognucanHsi 0 emailAddress=admin@infowatch.ru, ST=MO, O=InfoWatch, S 2 X D
CA L =Moscow, CN=arma-ca, C=RU,

Deiicrenrenen . Fri, 15 Oct 2021 10:34:35 +0300
Deiicrentenen ao:  Thu, 18 Jan 2024 10:34:35 +0300

PucyHok — kcnopm cepmugukama CA

YcTaHOBKa cepTudukata KAMeHTaM MPOKCU-CepBepa MNpPeAnosiaraeTcsi NPOon3BOJbHbLIM
cnocobom B 3aBMCMMOCTM OT WUCMOAb3yeMoro obopysoBaHuA — 4epe3 rpynnoBble
MNONITUKM, C MOMOLLBIO Bpay3epa v T.4.

315 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma
mailto:admin@infowatch.ru

wifR) INFOWATCH ARMA

Mpumeuanne:

Mpn  MCNONb30BaHUM  MMMOPTMPOBAHHOIO  LEeHTpa  cepTudmKaumm
HeObXOANMMO PYKOBOACTBOBaTbCA CTaHzapToM X.509, npwu 3ToM aAnauHa
CEepUIHOrO HOMepa MMMOPTMPYEMOrO LeHTpa CepTUdUKALUN He AOSXKHa
npesbiwaTb 20 H6auT.

23.1.2 HacTpoika npokcu-cepBepa

[lns HaCTPOWMKM NPOKCK-cepBepa HEOOXOANMO BbIMOHUTL CleaytoLine AeNCTBUS:

1. MNepentn B noapaszen afMUHUCTPUPOBAHNA NPOKCM-cepBepa («Cny6bbi» - «Beb-
MPOKCU» - <KAAMUHUCTPUPOBaHUE»).

2. YctaHoBUTb GnaxKok B napamMetpe «BkaounTtb NpoKecn» Ha Bknajke «OCHOBHble
HacTpouKn» (CM. PucyHok — OCHOBHble HaCcTPOVIKM MPOKCU) M HaxaTb KHOMKY

«MpumeHnTb>.

Cnyx6bi: Beb-npokcu: AMUHUCTpUpOBaHUE

OCHOEHBIE HACTPOMKM MPOKCH
) paclwipeHHEI pesmm cnpaska L)
BHIDYMTE NPOKCH

Mons3oeaTensLCcKue

Squid v
CTPaHHLbI OWKBOK

PucyHok — OcHO8Hble HacmpoUlku npokcu

-

3. PackpbiTb Bknasky «OCHOBHble HACTPOMKU MPOKCU», HaXaB KHOMKY « » W

BbibpaTb «HacTpoMkm nokanbHOro kawa» (CM. PucyHok — Bbibop Hactpoek
NpPOKCK-cepBepa).

OCHOBHBIE HACTPOWKW NPOKCH

HacTpoRKKM NOKaNEHOMD K3LWa
HacTpoiKu yNpaeneHua TpadnKkom

HacTpoiKM poOgMTENECKOTD NPOKCK

PucyHok — Belbop Hacmpoek npokcu-cepsepa

4. B otkpbiBwenca ¢opme (cM. PucyHOK — HacTpomnkm JIOKaIbHOro Kala) yCTaHOBUTb

bnaxok ans napametpa «Bikarounte NOKaZNbHBLIA KIW» W HaxaTb KHOMKY
«MpumMmeHUTb>.
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Cnyx6ebl: Beb-npokcn: AQMUHUCTPUpPOBaHKe z =
OCHOBHBIE HACTPOWKK NPOKCU  ~
() pacluMpERHEIA pesmmM cnpaska ()
Pa3Mep K3W-NaMATH (B MB) 956
BHNKYUTE NOKaNbHLIA K3W
BHAKYWTE KIW-NaKeT Linux O
BrNiounTe 3w obHoBNeHWA Windows O
PucyHok — Hacmpoliku nokaaeHo20 kawa
5. MNepentn BO BkNagky «[lMepeHanpaBaswOwWMin npokcn» (cM. PucyHok —
[MepeHanpaBAAOLLNIA MPOKCK).
Cnyx6b1: Beb-npokcu: AGBMUHUCTpUpPOBaHKe Z =
MepeHanpaBnAKLIMKA MPOKCH
() pacluMpeEHHBIE pesiM cnpaska (L)

WHTepdeAck NpoKoKH LAN -
© OumeTuTs BCE

Homep nopTa npokcu-cepeepa 2128

BKNKOYWTE Npo3pa4Helil HTTP-npokcy

BrnioYnTe NpoBepKy SSL

NpoTokonupoBaTk ToNbKo WHopMaumo SNI O

MopT npo3pa4Horo SSL npokcK 3129

Mcnonb2oBaTh UeHTP cepTudmKaummn ARMA CA -

OTKNOYMTE Nepexeat S5L 4nA caidToe

© DuncTuTe BCE fi Copy f'_> Paste

PucyHok — lNepeHanpasastouwjuli npokcu
6. YKasaTb 3HaYeHua ANA cnefyrolmx napameTpos:

® «WHTepdeiicbl NpoKkcn» — «LAN»;

® «Bxmountb npo3pauHbii HTTP-npokcn» — Gnaxkok ycTaHOB/EH;

® «BknounTb npoBepky SSL» — pnaxKok ycTaHOBNEH;

® «Wcnonb3oBatb LEeHTP cepTuPpunkauumn» — <KARMA CA».
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Mpumeuanne:

He noaaep>xuBaeTtca Ha3HauveHue mHTepderca, nonyyatowero IP-agpec no
npotokony DHCP.

7. HaxaTb kHOMNKy «MpumMeHuUTb>».

Mpumeuanune:

B cnyyae wmcnonb3oBaHWA HeMpo3payHOro pexumma MpokKCu-cepBepa Mnpw
PYUYHOWN HacTpoWKe KAMEHTOB (CM. PucyHok — [MapameTpbl NpoKcm-cepBepa)
HeobxoAMMO yKa3biBaTb OANH NOPT AN BCEX MPOTOKOJIOB.

= MapameTpol Npokck-cepeepa

Cepeepbl
A . Tun Agpec npokci-cepeepa Mopt

1. HTTP: 192.168.1.1 |+ [3128 ]

2. Secure: 192.1588.1.1 . | 3128
3. FTP: 192.168.1.1 . | 3128

4, Socks:

JAWH NpoKCOM-CEpBEp ANA BCEX NPOTOKON0B

PucyHok — Napamempel npokcu-cepgepa

23.1.3 Cozpanue npasun NAT ansa npokcu-cepsepa

Ana

paboTtbl npo3payHoro pexuma HTTP-npokcn n HTTPS-npokcn Heobxoanmo

no6aBnTb Npasmaa NAT.

Mpumeuanune:

B cnyuyae wncnonb3oBaHWA Henpo3payvyHOro MNpPOKCU-cepBepa COBMECTHO C
noptanom astopusaumm (cMm. «[loprtan astopusauumn») npasuna NAT
HeobXxoAMMO OTK/IOYaTh.

Co3gaHve npasun NAT onucaHo B pa3gene «Co3zganuve npasuna NAT «[lepeagpecaumsa
NOPTOB»» HACTOALLLEro PYKOBOZACTBA.

Heobxoanmo co3aaTtb npaBuaa C napaMeTpamu, ykasaHHbiMKU B Tabaunue (cM. Tabanua
«3HayvyeHuna napameTpoB npasua NAT»).

Tabauya «3HaveHus napamempos npasus NAT»

Mapametp HTTP HTTPS
NuTepdenc LAN LAN
MNpoTokon TCP TCP
OTtnpasutens LAN ceTb LAN cetb

318

arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

MapameTtp HTTP HTTPS
[AnanazoH noptoB Jltobomn-Jlrobon Jlrobon-Jrobon
NCTOYHMKA
IP-aspec HazHaYeHus Jlrobow Jlrobow
[wnana3oH noptos HTTP-HTTP HTTPS-HTTPS
Ha3HayeHus
Lieneson IP-agpec 127.0.0.1 127.0.0.1
LileneBoun nopt (apyroe), 3128 (apyroe), 3129
nepeHanpas/ieHNs
OnuncaHwue Tpadpuk HTTP-npokcum Tpadpuk HTTPS-npokcu
3epkanbHbii NAT Bkatountb Bkatountb

Mocne Hactponkn NAT MK «Client» nmeer goctyn k cetn NHTepHeT (cM. PucyHOK —
[NoaknroyeHune K cetn VIHTepHerT).

(im} € Anzexc x |+ a o
& @] () https//yaru e = S
CpaenaTs CTApTOBON Bortk B nouty
Hantn

PucyHok — lNodknoyeHue k cemu lHmepHem

Mpumeuanne:

B cnyyae oTkatoueHnsa npokcn-cepsepa co3gaHHoe rnpasuno NAT npogomkut
paboTaTb.

23.1.4 Co3paHue npaBua 3anpeta obxoga tpadpumka Ha M3

Ans paccmaTpuBaemMoro npumMepa, HacTporika 3anpeta obxoza Tpaduka He MPUMEHSIETCS.
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B cnyuae, korga npokcm-cepBep paboTaeT B pexume «HenpospauHbiA NpoKcu», A4
NCKAtOYEeHMA AOCTyna B ceTb VIHTepHeT B 06X04 NpoKcn-cepBepa HeObXxo4MMO HaCTPOUTb
npasuia 6n1oknposkn HTTP 1 HTTPS Tpadurka Ha M3.

Co3gaHne npaBun M3 onucaHo B pasgene «Co3jaHWe MNpaBujl _MEXCETEBOrO

3KpaHnpoBaHWA» HaCToALEro pykosoAacCTBa.

Heobxoanmo co3gate npaBuaa ana nHtepodenca «LAN» ¢ napametpamu, ykasaHHbIMU B
Tabanue (cm. Tabanua «3HauyeHNss NapaMeTpoB NpPaBua HAOKNPOBKM»).

Tabuya «3Ha4vyeHus napamempos npasus 6J10KUpPoBKU»

MapameTtp HTTP HTTPS
[JevictBue bnaoknposaHue (Drop) bnaoknposaHue (Drop)
NHTepderic LAN LAN
MpoTokon TCP TCP
Otnpasutens LAN ceTb LAN ceTb
AnanasoH noptos HTTP HTTPS
Ha3Ha4YeHus
OnuncaHwue HTTP mumo lMpoken HTTPS mumo Mpoken

Mpumeuanune:

B cnyuae oTk/itoUeHMs NPOKCU-CepBepa co3AaHHble npasuaa M3 npogonxar
paboTatb.

23.2 Hacrpoiika Be6-punbrpaumm

[aHHasa QyHKUMA npefHa3HauyeHa ANA OrpaHUMYeHus AocCTyna K VIHTepHeT-pecypcam
BPEAOHOCHOIO WAM COMHUTENBHOrO COAEpPXaHWs — QULLIMHIOBbIE CaWTbl, CaWTbl C
3anpeLwéHHbIM KOHTEHTOM W T.A.

Ans dunbTpaumm Tpadrka He0HXOAMMO BbINMOAHUTL Ceaytome AeACTBUS:

1. NMepentn BO BkNaaky «MepeHanpaBAAIOWMA NPOKCU».

b

2. Packpbitb Bknagky «lMepeHanpaBAAIOLWMUA MPOKCU», HaXaB KHOMKY « » W
BbibpaTh «CNMCOK ynpaBseHua aoctynom» (cM. PucyHok — Bbibop HacTpoek

nepeHanpaBAsgHOLLEro NPoKcu).
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Y

MepeHanpaEnAwLHiA NPOKCH  ~ Crmc
OCHOBHLIE HACTPOAKK NepeHanpaeneHna

HacTpoikn FTP-npokoK

CrNMCoK YyNPaBNeHMA DOCTYNOM

HacTpolkK ICAP
HacTpoRkK ayTeHTHD MK LMK

HacTpoikK areHTa SMMP

PucyHok — Beibop Hacmpoek nepeHanpas/sirouje2o npokcu

3. B otkpbiBwenca dopme (cMm. PucyHok — Cnuncok ynpaBieHus AOCTYrom), B noae
napameTpa «4YepHbIA CANCOK» yKa3aTb CMMCOK CanTOB, NOA/EXallx 610KNPOBKE.

B npumepe ncnonb3yetcs cant «mail.ru».

Cnyx6b1: Beb-npokcn: ABMMHUCTPUpPOBaHUE 2| m
“\
OCHOEHBIE HACTPOWKH NPOKCH = MepeHanpaBnAKIWLKA NPOKCH CNUCKKM KOHTpONA gocTyna Momouwb
() paciuMperHBIR pesnM cnpaska (1)

) PaspeluenHbie nogeetr

© DumcTHTE BCE f&l Copy E Paste
) IP-agpeca 6es orpaHuyeHnit

© DumcTuTE BCE f&l Copy E Paste
) 3abnoknpoeaHHbie IP-agpeca xocTa

© DumcTuTE BCE @ Copy E Paste
© Bensiii cnncok

© DumcTuTE BCE @ Copy E Paste
) YepHeIit cnucok mailr
© OumcTTe BCe @ Copy E Paste

i} PaspewMTb yaaneHHble cnnckm ACL

PucyHok — Cnucok ynpasneHusi 00cmynom

4. C uenbto paspelleHna 3arpysku yaanéHHblx CNUCKOB AOCTyna YCTaHOBUTb GiadkokK
Ana napameTtpa «PaspewuTtb ypaneHHble cnuckm ACL» © HaxXaTb KHOMKY
«MpUuMmeHnTb>».

5. Mepentn BO BKNaaKy «CNUCKM KOHTponAa poctyna» (cM. PucyHok — Cnucku

KOHTPOJA AOCTYMa) M HaxaTb KHOTKY « +

4ocCTyna.

» ANnA ,£|,O6aBﬂeHVIF| BHELUHETo Crnnmcka
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Cnyx6ebi: Beb-npokcu: ABMUHUCTPUpPOBaHUE u z =

OCHOEHEIE HACTPOMKM NPOKCK  ~  NepeHanpaBnAlLMi NpoKcH  ~ CNUCKM KOHTPONA AOCTYNa W Momouys

crpasxa (1)

) YnaneHHsIi 4epHBIA CNHCOK

Q| Momck

Q
-
1
il
1

PeaKTHPOBATh
BrioyeH Wma daiina URL Oonucaume | ¥nanwuTe

HET paHHbx

+

MoxazaHel ¢ 0 no 0 13 0 3anuceil

m O6GHOBHTL CNHCKH KOHTPONA focTyna | 3annaHupoEaTh C MOMOULLI0 MNAHUPOBILMKA 23034 Cron | 3arpy=uTh CIMCKKM KOHTPONA AOCTYNA M3 apXMEa

PucyHok — Cnucku koHmpoas docmyna

6. B oTtkpbiBwenca ¢opme (cM. PucyHok — PesakTnpoBaTb YEPHbLIA CMMCOK) yKasaTb
cnepyrolme napamMmeTpsbi:

o «UNmsa ¢panna» — «UT1»;

® «URL» - «ftQIHftQ.Ut—

capitole.fr/pub/reseau/cache/squidguard contrib/blacklists.tar.qz»;

® «OnucaHue» — «bnokmposka UT1 web filter».

PepakTupoBaTb YEPHbIA CMNCOK

cnpagka (D
© Binroven

O Uma dainna UT1

GuRL ib/reseau/cache/squidguard_contrib/blacklists.tar.gz

© Wma nonbzoeatenn
© Naponb

 Kateropuu (ecnn goctynHbi) He e6i6pato -
© OuncriTs Bce

© Urnopupoeats ceprudmrkatr [
S55L

© Onucanne Bnowmpoexa UT1 web filter

OTMeHUTB CoxpaHuTb

PucyHok — Pedakmupogame 4€pHbIl CNUCOK

322 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma
ftp://ftp.ut-capitole.fr/pub/reseau/cache/squidguard_contrib/blacklists.tar.gz
ftp://ftp.ut-capitole.fr/pub/reseau/cache/squidguard_contrib/blacklists.tar.gz

wifR) INFOWATCH ARMA

7. HaxaTtb KHOTKY «O6HOBUTb CNNCKM KOHTpOANA AO0CTYyNa», d 3aTéM Ha>XaTb KHOMKY

«MprumMeHnTb>».

Mpumeuanune:

I'Ip|/| NCNoNb30BaHNNM BHELWHWX CMNMCKOB KOHTPOAA J0CTyna HeO6XO,£|,I/IMO

ybeanTbCa B UX JOCTYMHOCTW.

B pe3ynbTaTe HacTpouku cavT «mail.ru» 6yset 3a610KkMpoBaH Kak BKAFOUEHHbIV B YEPHBbIN
cnncok ARMA FW, a cant «netflix.tech» 6yaer 3abnokvpoBaH Kak BKJOYEHHbIA BO

BHELUHMWIM YEPHbIV CNUCOK (CM. PucyHOK — 3a6/10KMPOBaHHbIE CaThbl).

1w} @ OWMEKA: 3anpowenmeii URL He X + = (m} X

< C

A HeBezonacko

-1 OLUMBKA

" ' 3anpoweHHbli URL He MoxeT 6bITb Nony4YyeH

Mpw nonydeduy URL hitp://mail.ru/ nponzowna cnegywowas ownbxa
OocTyn 3anpewén.

CHCTEMa KOHTPONA AOCTYNA HE NO3B0NAET BEINOMNHWMTE Ball 3anpoc ceduac, O6paTuTecs K
BalleMy adMHHUCTPATOpY.

AnMAHMCcTpaTop Bawero kswa: admin@localhost.local.

Coznano Tue, 13 May 2025 11:35:13 GMT wa arma.localdomain (squid/5.5)

- A% -
mail.ru AV 9y - ]

1w} @ OWMEKA: 3anpowenmeii URLHe X + = (m} X

@] A HebezonacHo | netflixtech A1y z’ N ]

-1 OLUMBKA

“ 3anpoweHHbli URL He MoXeT GbiTb NonyyeH

Mpw nonydeHuy URL hitp://netflix.tech/ nponzowna cneaytowan ownbra
OocTyn 3anpewér.

CHCTEMa KOHTPONA AOCTYNA HE NO3B0NRAET BEINOMNHWTE Ball 3anpoc ceduac, O6paTuTecs K
BalleMy adMHHUCTPATOpY.

AnMAHMcTpaTop Bawero kswa: admin@localhost.local.

Coznano Tue, 13 May 2025 11:35:13 GMT wa arma.localdomain (squid/5.5)

PucyHok — 3abnokuposaHHsle calimel

MopsAjoK N3MEHEHUSA TeKCTa yBEAOMIEHUS NPpU BNOKMPOBKE pecypca OnncaH B pasgene
«PesakTvpoBaHue WwabnoHa yBeAOMIEeHVS» HAaCTOALWEro PyKOBOACTBA.

23.2.1 PaclumpeHHas Be6-punbrpauyus

Mpwn MCNoNb30BaHUKM ayTeHTUdUKaLUN Ha MPOKCU-CepBepe AOCTYNHO CO34aHne YEPHbIX
1 6enbix CNNCKOB JOMEHOB C NPUBA3KOMW K MOAb30BaTeNsIM M rpynnamM noib3oBaTesien.

[nsa co3pgaHma cnmcka 4ZOMEHOB HEODOXOAMMO BbIMOHUTL CeAytoLMe LeNCTBUS:

1. MNepentn  BO
aAMUHUCTPUPOBaHMSA

BK/1aAKY

«ABMUHNCTPUPOBaHME>).

«lMepeHanpaBnaowWnn
npokcu-cepeepa

npokcu»
«Beb-npokcn» -

noapaszena
(«Cnybb1» -

b

2. Packpbitb Bknagky «lMepeHanpaBAAIOLWMUA MPOKCU», HaXaB KHOMKY « » N

BbibpaTh «HacTpoikm

ayTeHTUdmnKaumm).

323

ayteHTUPMKaummn»

(cM.  PucyHok — Hactpounku

arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

MepeHanpaEnAwLHA NPOKCH

HacTpoikn FTP-npokoK
CNWCoK YIPaeneH A QoCTymomM
HacTpolkK ICAP

HacTpoRkK ayTeHTHD MK LMK

HacTpoikK areHTa SMMP

PucyHok — Hacmpoliku aymeHmugukayuu

3. B otkpbiBwenca ¢opme ykasaTb 3HaueHue «Local Database» pna napametpa

«Metopa ayTeHTUPUKaALUN» 1 HaxaTb KHOMKY «MpUMeHUTb».

4. TMepentn B noapaszgen ynpaBieHWA CrnuckamMv AoOMeHOB («Cny6bl» - «Beb6-

MPOKCHN» - «prnnbl n ﬂOﬂbBOBaTe.ﬂVI») N HaXaTb KHOMKY «

+ »,

5. B oTkpbiBwelkcs ¢dopme «PepakTupoBaHMe TrpynnoBbiX/No/ib30BaTe/NbCKUX

6enbiX U YepHbIX XXypHanoB» (cM. PucyHok — Co3gaHue crnvcka AOMeHOB) 3aAaTb

3HaYeHus NapameTpoB:

324

«Mma» — nmsa nosb3oBaTens Wau rpynnbl, B 3aBUCMMOCTU OT BblO6paHHOro
3HaueHuA napameTpa «pynna/nonb3oBaTesib»;

«Mpunoputer» — NPUOPUTET CNUCKA;
«Fpynna/nonb3oBatenb» — TUMN 3anucy;
«YepHbIN/6enbIn» — TUN CNNCKa;

«AOMEHbI» — AOMEH Uan rnepeyvyeHb JOMEHOB.
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PegakTupoBaHue ijc'l'II'IOBbI}(fI'IO}'Ib30BaTe.ﬂbCKHJ( Benbix u HYepHbIX XYypHanoe

cnpaeka (L)

Wms root
MNpuoputeT 0
lpynna/noneszoBaTens
pynna Mone3oBaTens -
YepHeIA/6enblii Benbiii -
Aomenel mail.ru

© OuncrnTs Bee

OTMeHWTh

PucyHok — Co30aHue cnucka 0omMeHo8
6. Haxatb kHomnKy «COXpaHUTb» 1 HaxkaTb KHOMKY «MpuMeHnTb>.

B 3aBMcHMOCTM OT BbIBpaHHOro T1Na napameTpa «YepHbin/6enblii» 6yset NnpvMeHATbCA
cnegyrolee npasmno Beb-duabTpaumm:

® «YepHbI» — J0OCTyN €CTb KO BCEM CaliTaM, KPOME YyKa3aHHbIX B MapameTpe
«JloMeHbI»;

® «benbl» — A0CTYN eCTb TO/IbKO K CailTaM, yKa3aHHbIM B NapameTpe «JLoMeHbI».

23.3 ICAP

ICAP ncnonb3yeTca ANns HaCTPOWKW B3aMMOZAEWNCTBUSA MPOKCU-CepBEPa C aHTUBMPYCOM
nan apyrumm nHGopmMaLmoHHbIMK cucteMamu, Hanpumep, InfoWatch Traffic Monitor,
B TOM 4MCie, PacnoaoXeHHbIMM Ha BHelwHeM xocTe. [logpobHas HacTponka NpoBepKu
Beb-Tpadvka c ncnonbzoaHvem cnyx6esl Dr.\Web B8 ARMA FW paccmoTtpeHa B pasgene
«Dr.Web» HacTosLero pykoBoacTBa.

ARMA FW noagaep>xvBaet paboTy ICAP TONbKO C Of4HUM KINEHTOM.
23.3.1 UnTerpaumna no ICAP c InfoWatch Traffic Monitor

Ana wHTerpaunm no ICAP c¢ InfoWatch Traffic Monitor Heo6xoAnMO BbINOAHUTL
cnepyrowme waru:

1. HactpouTb npokcun-cepsep (CM. «HacTpolrika K3LWMPYHLLEro NpoKCu-cepBepa).

2. Bkntountb ICAP.
Ansa BkatoueHns ICAP HeoH6XOANMMO BbIMONHUTL CAeaytoLine AeNCTBUA:
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® repenTV B nogpasfen HacTpoek npokcu-cepeepa («Cay6bi» - «Beb6-
NPOKCcN» - <AAMUHUCTPUPOBaHUE>);

® pacKkpbITb BKNaAKy «lMepeHanpaBaAOWMIA NPOKCU» HaXKaTUEM KHOMKM «

b il

» N BblbpaTb «Hactponku ICAP» (cM. PucyHok — Bbibop HacTpoek

nepeHanpaBAdaoLLErO NPOKCU-CepBEpPa).

MepeHanpaEnAKWKMA NPOKCH

HacTpoiku FTP-npoKoK
CNWCoK YNPaENEHWMA QOCTYIOM
HacTpoiku ICAP

HacTpolRKK ayTeHTHOMKALMK

HacTpolkmk areHTa SMMP

PucyHok — Bbibop Hacmpoek nepeHanpas/isrouje2o Npokcu-cepeepa

3. YcraHoButb ¢naxok «Bkarouutb [ICAP», yKkasae chnegyrowme 3HayeHuUs
napamMeTpos:

o «REQMOD URL» - «icap://[IP_Traffic_Monitor]:1344/request>», rae
«[IP_Traffic_Monitor]» — IP-agpec InfoWatch Traffic Monitor;

® «RESPMOD URL» - nosie napameTpa nycroe;
® «3arosI0BOK UMeHM noJsib3oBatena» — «X-Authenticated-User»;
® «OTnpaBnUTb UMA MoJib3oBaTens» — GNa>KOK YCTaHOBJEH;
® «3aKoAupoBaTb MMA NOJb30BaTeNA» — G1aXKOK YCTaHOB/EH.
M HaxaTb KHOMKY «[pnMeHunTb>.

MapameTpbl «3aro/IOBOK WMeHM Moab3oBaTens», «OTnpaBuUTb UMSA
nosnb3oBatena» W «3aKkoAUpOBaTb WMMA MNOJb30BaTenA» JAOCTYMHbl Mpwu
BKJIFOUEHNM NepekNtoyaTeNs «pacluMPeHHbIA PeXXnumM».

23.4 [lononHuTe/ibHble HACTPOMNKU

B pamkax BbINONHEHWA CuUEeHapuAa HaCTPOMKM MpPOKCM-CepBepa He WCMOJb3yrTCS
HeKOTOpble BKNaAKWN 1 MapaMeTpbl, NpeAcTaBleHHble B Nojpa3jene ajMUHUCTPUPOBaHMA
npokcn-cepsepa («Cnybbi» - «Be6-npokcn» - «kAAMUHUCTPUPOBaHNE>):

1. Bknagka «OCHOBHble HaCTPOMUKWN»:

® «Hactpoiika ynpaBneHus TpapuKom» — 33aéT MakKCMMajbHble 3HaYeHUs
MNPOMNYCKHOW CMOCOBHOCTM 1 pa3MepOoB CKauyvBaeMblix/3arpyxaembix Gannos;
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® «Hactpoiika poauTeNbCcKOro MPOKCU» — 334aéT HaCTPOMKN POAUTENbCKOTO
(BblLLeCTOALLErO) NPOKCN-CepBepa.

2. Bknagka «lMepeHanpaBaAroWMA NPOKCU»:
® «Hacrpounku FTP-npokcn» — 3a8aéT HacTponkn ana FTP-Tpaduka;
® «Hactpoinkm ayteHTUPUKaLMM>» — 33A43ET HACTPONKM ayTeHTubrKaunu;

® «Hacrpoiiku areHta SNMP» — 337aéT HaCTpPOWKM ANA  MOHUTOPWHra
paboTocnocobHOCTN NpoKCU-cepBepa.

3. Bknagka «Momowb» — MNO3BOAAET OYUCTUTb K3LW-NaMATb MNPOKCU-CcepBepa C
nociesyroLLen nepesarpyskou.

Ans  HeKoTopbiX BKAAAOK MoApa3fena [JOCTYMHbl AOMOJHUTE/bHbIE HACTPOWMKM
napametpoB. Wx oTobpaxeHre BK/IOUAETCA MNepek/oyaTeNeM «pacliMpeHHbIn
peXxum» B neBo yactu dopmbl (cM. PucyHok — [MepekstoyaTtesb «pacluMpeHHbIN

PEXUM»).

Cnyx6bi: Beb-npokcu: AGMUHUCTpUpOBaHUue

OCHOBHbIE HACTPOMKN MPOKCKH
() paCcIuMpeHHbIi pEsiM cnpaska (L)
BHNK4YUTE NPOKCKH O

MNonw2oBarensCcKue

Squid v
CTpPaHULbl OWKMBOK

PucyHok — lNepektoyamesns «pacluupeHHbsIU pexxum»

23.4.1 PepaktnpoBaHue wabsnoHa yBegomieHUA

B ARMA FW peannsoBaHa BO3MOXHOCTb pPejakTMpOBaHMA WabnoHa yBeAOMAEHNS Npu
nocelleHUn CcanuToB, noanexawmux 6nokuposke. 10  yMOAYaHWUIO WCMONb3YyeTCH
npeAyCcTaHOBAEHHbIW Wab/IOH YyBeAOMAEHUS.

Ana pepaktmpoBaHua WabnoHa yBeAOMIEHUS HeobXOAMMO BbINOJAHUTL Caefytoline
AEeNCTBUSA:

1. MNepentn B noapaszen afMUHUCTPUPOBAHNA NPOKCM-cepBepa («Cny6bbi» - «Beb6-
NPOKCHN» - <KAAMUHUCTPUPOBaHUE>).

2. Bbibpatb  3HaueHme «HacTpoeHHOe noab3oBaTenem»  (CM.  PucyHok ~ —
[onb3oBatesnbCckne cTpaHuubl  owmnbok) B napametrpe «[lonb3oBarenbckue
CTpaHu1Lbl OLIM60K».
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Q
n

Cnyx6b1: Beb-npokcn: AQDMUHUCTPUpPOBaHUe

OCHOBHBIE HACTPOHKW NPOKCH

) paclwmpeHHbIR pERmM cnpasxa (1)

BHOYUTL NPOKCH

Mons3oBaTeNbCKWE CTPAaHULLI
P = HacTpoeHHoe nonkL30eaTensam -

owmnbok

PucyHok — lNosb308amensckue cmpaHuysl ouubok
3. lNepenTn B NOABMBLLYIOCS BKIaAKY «CTpaHULbl OLLIN6OK».
4. HaxaTb KHOMKY « = 5 B pe3ynbtate 4ero OyaeT 3arpyxxeH apxvBs
«proxy_template.zip».
5. PacnakoBaTb 3arpy>eHHbI apxXvB 1 NePENTUN B N3BJEUEHHYHO ANPEKTOPUIO.

6. OtkpbiTb pann «ERR_ACCESS_DENIED.html» ¢ nomoLLbto TEKCTOBOrO peaakropa,
Hanpumep «Notepad++».

7. VI3MeHUTb TeKCT CTpaHuLbl B OTMEYeHHbIX CTpokax (cM. PucyHok — PegaktnpoBsaHuve
YBEAOMIEHWS) U COXPaHUTb dain.

t- nt
HHeR URL He moweT Ooime

JanpoweHHud URL He moweT GWTb nmonyuweH

PucyHok — PedakmuposaHue ygedomieHus

8. CxaTb anpektoputo «proxy_template» B apxvB C pacluMpeHnem «zip».

—

9. HaxaTtb KHOMKy « — », yKa3aTb 406aBAEHHbIN apX1B U HaXaTb KHOMKY «OTKPbITb».

+
10. HaxkxaTb KHOMKY « = », a 3aTeM KHOMKY «lMpumMeHnTb» (CM. PucyHok — 3arpyska

apxuvBa).
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Cnyx6b1: Be6-npokcn: AODMUHUCTPUPOBaHUE Z =m

CTpaHWubl owubok
OeAcTene

E3

I+

(i proxy_template.zip

x

CKa4aTb ¥ 33rpysnTh NONLI0BATENLCKUE CTPAHMLbI OWKUBOK, BCNN He npefoCcTaeneHsl (HOBLIE) ¢-3F11'Ihl, WCNONEZYHTCA HALWKW 3HAYEHWA NO YMONYaHWD.

PucyHok — 3azpy3ka apxusa
MNpu HeobxoaMmMOCTM cbpoca HaCTPOEHHOro wWabaoHa K 3HaYeHUAM MO YMOJNYaHUIO
HaXaTb KHOMKY «  », 3aTéM BO BCMbIBAIOLIEM OKHE C MPeAyrnpexAeHneM HaxaTb

w
KHOMKY « » N KHOMKY «MpUMeHNTb».

23.5 TexHONnorua eanMHOro Bxopa

SSO wcnonb3yetcs Ans ayteHTMdMKaLMM MOAb3OBaTesie Ha MPOKCU-CepBepe 4epes
npotokon Kerberos v no3eosnseT MCKNOUUTb MOBTOPHbIE 3aMpoChl A8 MPOXOXAEHUA
ayTeHTMdunKaumn.

B kauectBe npmmMepa HacTporikn SSO ans npokcn-cepeepa byAeT MCNOIb30BaTbCA CXemMa
CTeHZa, NpeACTaBieHHasa Ha puUcyHke (cMm. PucyHok — Cxema cteHza ans Hactpoukm SSO),

CO C/lefyoLWNMN NapameTpamu:
® someH Active Directory — «test.local»;
® /M KOHTpoJepa foMeHa — «DC-01.test.local»;
® KoHTposnep goMeHa asndeTca DNS-cepsepom cetnt «LAN»,
® [1K «Client» BBeséH B gomeH «test.local»;

® 1ma ARMA FW - «arma.test.local».
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MS Active Directory

Client

LR ARMA FW

192.168.1.100

[ [ 1 |
Swi LAN .----.WAN
— N N
33533 B T T T T
[ [ [ T[]
I I

192.168.1.200

PucyHok — Cxema cmeHda 0aa Hacmpotiku SSO

Ana ncnonbzoBaHns SSO Ha HaCTPOEHHOM MPOKCU-CepBepPe HEOOBXOAMMO BbIMOAHUTb
cneayroLime waru:

1.
2
3.
4

5.

[o6asntb DNS-3anmncm Ha DNS-cepBepe.

Hactponte ARMA FW ansa pabotol ¢ Active Directory.
Hactpoutb LDAP ayteHTUduUKaymto.

HacTtpoutb npokcu-cepsep.

Bkaroumtb 1 HactpouTs SSO.

23.5.1 lo6aBneHne DNS-3anucem

Ha DNS-cepBepe HeobxoAMMO co3aaTb 3anumcu:

330

® 3anwuchb 1:
e «3oHa» — [Ipamoro npocmoTpa «test.local»;
e «Twun 3anucn» — Yzen (A);
o «Y3en»—arma;
o «|P-appec» - 192.168.1.1;
o «Wmsa ysna» ——;
® 3anwuchb 2:
e «3oHa» — [1psmoro npocmoTpa «test.local»;

e «Tun 3anucu» — Y3en (A);

arma.infowatch.ru
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e «Y¥Y3en»—-dc-07;
o «IP-appec» — 192.168.1.200;
e «WNmsa y3na» ——;
® 3anuch 3:
e «3oHa» — ObpatHoro npocmoTpa «1.168.192.in-addr.arpa»;
e «Twun 3anucu» — Ykasaresnb (PRT);
o «Y3en» ——
e «IP-agpec» - 192.168.1.1;
e «Wmsa y3na» — arma.test.local;
® 3anwucob 4:
e «30Ha» — ObpartHoro npocmoTpa «1.168.192.in-addr.arpa»;
e «Twn 3anucmn» — Ykasarenb (PRT);
o «Y3en» —-—;
e «IP-appec» — 192.168.1.200;
e «WNma y3na» — dc-01.test.local.

3anmcmn co3aatoTcA B COOTBETCTBMM C PYKOBOZACTBOM MOJIb30BaTeNs ncnoab3dyemoro DNS-
cepsepa.

23.5.2 Hactpoiitka ARMA FW gnsa pabortbi c Active Directory

MNepea ncnonbzoBaHnem SSO HEOOXOAMMO BbINOAHUTL CAeAyHOLIMe LWark No HacTpouke
ARMA FW:

1. Yka3aTb JOMEH.

2. YkazaTb KOHTpoanep AoMeHa B kKayectBe DNS-cepBepa.

3. HacTpouTb CMHXPOHU3ALMIO BPEMEHWN C KOHTPOJEPOM AOMEHa.
23.5.2.1 YkasaHune pomeHa n DNS-cepBepa

Ana ykazaHua gomeHa ARMA FW u KoHTposnepa gomeHa B kayectBe DNS-cepsepa
HeobXx0AMMO BbINMONHUTL CeAyroLME LeNCTBUS:

1. MepenTtn B nogpasaen obwmx Hactpoek ARMA FW («Cucrtema» - «Hactponku» -
«Obwue HaCcTPOMKUN»).

2. Ykazatb umsa gomeHa «test.local» B none napametrpa «[lomeH» (cM. PucyHok —
YKa3zaHve JOoMeHa).
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Cuctema: Hactpounku: O6wme HacTpOUKHM

Cuctema cnpaska Q)

Nwms xocTa
arma

fomen test.local

PucyHok — Yka3aHue domeHa

3. Ykasatb IP-agpec koHTponnepa gomeHa B nose napametpa «DNS-cepsep» (cm.
PucyHok — YkaszaHune DNS-cepsepa).

MocTpoeHue ceTel

BeibpaTh IPv4 yepes [[J UcnonesoaTk IPv4, gaxe ecan poctyneH IPv6
IPv6

DNS-cepsepb! DNS-cepBep WcnonbsoBathb w3

192.168.1.200 OTCYTCTBYET v

PucyHok — YkazaHue DNS-cepsepa
4. CHAatb ¢naxok ana napameTrpa «lMossonutb nepeonpeaenntb cnucok DNS-
cepsepoB DHCP/PPP Ha WAN>» 1 HaxaTb KHOMNKY «CoOXpaHUTb».

23.5.2.2 HacTtpoiika CMHXpPOHMU3aL MU BPEMEHU C KOHTPOJIJIEPOM AOMeHa

Heobxoanmo ykaszaTb KOHTpOANEpP AOMeHa B KauyectBe npeanoutmutenbHoro NTP-
cepBepa. [MoapobHas HacTpoWMka CUMHXPOHM3ALUW BPEMEHW PacCMOTPEHa B paszesne
«HacTpowka cMHXpoHm3aummn BpeMenu no npotokoay NTP» HacTosALlero pykoBoACTBa.

23.5.3 Hactpowka LDAP aBTOopu3sauuu

MoapobHas HacTporka LDAP aBTopun3aumm paccmoTtpeHa B pasgene «LDAP» HacTodAwero
PYKOBOJCTBA.

23.5.4 HacTpoika npokcu-cepBepa

MoapobHasi HacTpolika MpPOKCM-CepBepa paccMoTpeHa B pasgene «Hactporika
K3LWVPYHOLLEro NPOKCM-CEPBEPA» HACTOSLLLErO PYKOBOACTBA.

[na nCcnonb3oBaHUSA TEXHONOTUW e€AMHOrO BXOAA Ha MPOKCU-cepBepe HeobxoAnMOo
BbIMOJIHUTb CIeAytoLne AeNCTBUA:

1. OTKNOUMUTBL NPO3PaYHbIA MPOKCU-CEPBEP B CyYae ero NCnoib30BaHUS.

Ana 3toro HeobxoauMo nepenTn BO BKAaaKy «[lepeHanpaBaAlowMn NPOKCU»
nogpasaena aAMUHNCTPUPOBaHNA NPoKcn-cepeepa («Cnybbi» - «Beb6-npokcn» -
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«AAMUHUCTPpUpPOBaHME»), CHATb Gnaxok Ana napametrpa «BxkarouuTtb
npo3pauHbii HTTP-npokcn» 1 HaxaTb KHOMNKY «MpuMeHunTb».

YKkasatb pobaBneHHbii LDAP-cepBep B KkauyectBe MeToga ayTeHTUOMKaALMM Ha
NpPOKCU-cepBepe.

Ana 3TO0ro HeobxoaMMO packpbiTb Bknagky «[llepeHanpaBAAOWMA NPOKCU»
nogpasgena aAMUHUCTPUPOBaHNA NPoKCcn-cepeepa («Cnybbi» - «Beb6-npokcn» -
«AAMUHUCTPUpPOBaHME»), BbibpaTb «HacTpoiku ayTeHTUMKauUN», BbIOPaATbL
pobasneHHbln LDAP-cepBep B nosne napametrpa «Metop ayTeHTUdMKaummn» u
HaXaTb KHOMKY «MpuMeHNTb>».

Mpumeuanne:

MNpy OTKAHOYEHHOM MPO3PAYHOM MPOKCU-CEPBEPE HACTPOMKM MPOKCU-
cepBepa Ha KNneHTax HeobXoAMMO yKa3biBaTb ABHO — BPYUHYHO, C MOMOLLbIO
rpynnoBbIX NOAUTUK W T.A4. Apec MpoKCu-cepBepa YyKasblBaeTca B BUAe
MNOMIHOrO JAOMEHHOro MMeHW (cM. PucyHok — HacTpowka npokcu-cepBepa
KAneHTam), B cay4vae ykasaHuA IP-appeca TexHosnorua epauHOro BXopaa
pa6ortatb He 6yaeT!

[MpokcK-cepeep

WMcnoab3oBaTh NPOKCK-CEPBED AN NOKaAbHbIX NOAKIHYEHHA (He
NPUMEHAETCA NS KOMMYTHUPYEMbIX MK VPN-NogKNUeHuid).

AHDQC. ‘al’l‘l’la.test.|0ca| ‘ I_IODI. ‘3128 ‘ ﬂOHDﬂHHTEﬂbHD

[v]:He ncnonb3opaTb NpoKcu-cepeep ANA NOKANbHbIX aApecos:

PucyHok — Hacmpolika npokcu-cepgsepa kaueHmam

23.5.5 BknroueHue n HacTpoika SSO

Ana BkaroueHns SSO HeOHXOANMMO BbIMOAHUTL CleaytoLine A4eUCTBUA:

1.

MepenTn B noapaszaen HaCTPOeK eAMHOM TOUKM Bxoaa («Cny6bi» - «Be6-npokcn»
- «<EpmMHana Touka BXoga») M YyCTaHOBUTbL (iaxXoK Ana NapameTpa «Bkarouute
€AVHbIV BXOA>».

Yka3atb uma Y3 Kerberos ARMA FW (cMm. PucyHok — BkatoyeHne SSO) n HaxaTb
KHOMKY «MpnMeHUTb».
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Cnyx6bi: Beb-npokeu: EguHas Touka Bxoga

O61me HaCTPOIKK

cnpaeka D

BKAIOYMTe eAUHBIN BXOS,

JobaBbTe peanusayuio
Kerberos

Windows 2008 c AES v

Uma Y4€THOM 3anncu ARMA

Kerberos pns sToro xocta B
AD

PucyHok — BknroueHue SSO

Ans HacTporikn SSO HeOBXOAMMO BbINMONHUTL CAeAytoLLne AeNCTBUS:

1. TMepentn BO BkNaaky «UpeHTnudpukauma Kerberos» nogpasaena Hactpoek eanHom
TOukKn Bxoza («Cny6bl» - «Beb-npokcn» - «EanHas Touka BXoga») M HaxkaTb
KHOMKY «O6HOBUTb>.

2. Bce nyHkTbl, 3a uckaroyeHnem «®aiin ¢ Tabauuen kawouen», A0KHbl ObITb
OTMeueHbl 3eIEHbIMU daxkamu (cM. PucyHok — XKypHas NnpoBepoK naeHTndrKaLmm
Kerberos).
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Cnyx6bi: Be6-npokcu: EgMHan Touka Bxofga

NpenTudukaums Kerberos

Yy
CNpaBKa ".L/

XypHan nposepok uaeHTudukayum Kerberos

O Nmaxocra arma.test.local
 HacTpoiiku cepeepa LDAP LDAP server
© Cepeep LDAP 192.168.1.200
QoctyneH cepeep LDAP
DNS-cepeep

DNS-ums xocTa

Wma xocta DNS o6paTHoro npocMoTpa
Mouck DNS-cepeepa LDAP

O6paTHbIi nouck DNS-cepeepa LDAP
HacTpoiiku Kerberos

®aiin c TaBnuueit Knloueit © caitn fusrflocalfetc/squid/squid.keytab He cywecTeyer.

PucyHok — XypHan nposepok udeHmugpukayuu Kerberos

B cnyuae owmbok Heo6xo0AMMO NPOBEPUTL BbIMONHEHHbIE paHee Liaru.

3. YKkaszaTb faHHble Y3, umerollen npuvBuaAerMn agMMHUCTpPaTOpa JOMEHa, B MOAAX
napametpoB «/lobaBbTe J/IOTMH aagMUHUCTpaTopa» U «Jlo6aBbTe mnaposb
aAMUMHUCTPaTOpa» N HaxaTb KHOMKY «Co3aaTb Tabanly katouen».

Mpumeuanne:

MNpu ncnonb3oBaHUM KOHTpoanepa goMeHa ypoBHs Windows Server 2003
nepes co3gaHnem Tabamubl Katoyer Heobxoammo yaanuntb Y3 Kerberos ARMA
FW.

4. Haxatb kHonky «O6HOBUTb». B ciyyae ycnewHoro cosgaHmsa Tabavubl Kaouen
NYHKT «Paiin ¢ Tabauuen karouein» 6yseT oTMeUeH 3e1EHbIM GAaXKKOM.

5. lMepenTn BO BKkNaAKy «O6LMe HACTPOMKMN» 1 HaXKaTb KHOMKY «MpuMeHUTb».
23.5.5.1 NMpoBepka KOPPEKTHOCTN HACTPOEK

[na npoBepkn KOPPEKTHOCTM HacTpoek uaeHTudukaumn Kerberos Heobxoanmmo
BbIMOJ/IHUTL CIeAytoLne AeNCTBUA:
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1. TMepentn BO BkNaaky «UpeHTudpukauma Kerberos» nogpasaena Hactpoek eanHoM
TOUkK Bxoga («Cnybbi» - «Beb6-npokcn» - «<EanHan Touka Bxoga»).

2. YKaszaTb YYéTHble JaHHble AN noakntoyeHua K BHewHeMy LDAP cepsepy 1 Haxatb
kHonky «lMpoBepka nornHa Kerberos» (cm. PucyHok — [poBepka KOPPEKTHOCTH
HacTpoek naeHtndmkaumm Kerberos).

© Vms nonb3oBaTens .
abramovi

ﬂl'laponb LI L L L] ]

PucyHok — lposepka koppekmHocmu Hacmpoek udeHmugukayuu Kerberos

3. B cnayyae ycnewHon npoBepku B nosne «Bbixop» oTO6pasuTca pesynbTar,
cogepxalmm cnoso «OK» (cMm. PucyHok — Pe3ysibTaT ycnewHom NnpoBepKu).

Beixog,
Password for abramovi@TEST.LOCAL:

0K token=oRQWEQADCEEA0QSGCSqGSIb3EgECAg== user=abramovi@TEST.LOCAL group=AQUAAAAAAAUVAAAAPZOGI7eTjPyA9/mMAQIAAA=
BH quit command

PucyHok — Pe3ysiemam ycnewHoU nposepku

23.5.6 NMpoBepka paboTbl SSO

[na npoBepkn paboTbl TEXHONOTUN EAMHOTO BXOZAa HEOHOXOAMMO BbINMOJHUTL ClesytoLine
JEeNCTBUS:

1. OTKpbITb HacTpOeHHbIN Beb-6pay3ep Ha MK «Client» n nepenTtn Ha cant «ya.ru» —
cauT byseT oTKpbIT 6e3 3anpoca YYETHbIX JaHHbIX NOAb30BaTENA.

2. MNepentn B noapaszen XypHaavpoBaHus npokcu-cepeepa («Cay6bbi» - «Beb-
npokcn» - «XKypHan paoctyna») n ybeauTbCs B HaAM4MM 3anmcein aBTopu3aunm C
Y3 nonb3oBaTenen gomeHa «test.local» (cMm. PucyHok — 3anucu B XXypHase A0cTyna).

OaTa CoobueHure

18 Hosbps 2022, 10:26:37 441 192.168.1.101 NONE/200 0 CONNECT umwatson.events.data.microsoft.com:443
abramovi@TEST.LOCAL HIER_DIRECT/20. 1§4583.21 -

18 Hosbps 2022, 10:26:37 446 192.168.1.101 NONE/200 0 CONNECT umwatson.events.data.microsoft.com:443
abramovi@TEST.LOCAL HIER_DIRECT/20.%

PucyHok — 3anucu 8 xypHase docmyna
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24 OBPATHbIN NMPOKCW-CEPBEP U HTTP-CEPBEP

ARMA FW Bkntouaet B cebsa dyHKLMOHaNbHOCTb 0bpaTHOro npokcun-cepsepa n HTTP-
cepBepa, ocHoBaHHOro Ha 10O nginx.

[nsa BKAKOUEHNS Cy>KObl NgINX HEOBXOAMMO BbINMOJHUTL CEAYHOLME AeNCTBUS:

1. Mepentn B noapassen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -
«KoHdpurypauusa»).

2. YctaHoBUTb dnaxok B napametpe «Bkaroumte nginx» Ha Bknagke «OCHOBHbIe
HaCTPOUKM» (CM. PrucyHok — BkiroueHmne nginx).

Q
]

Cnyx6b1: Nginx: Kondurypauyus

OCHOBHBIE HACTPORKK
cnpaeka ()

BHAKMUTE Nginx

PucyHok — BksiroyeHue nginx

3. Haxatb kHonky «MpumMeHnTb>.

ﬂpl/l pacKkpbITUN BKIaAKU «OCHOBHbIE HaCTpOﬁKM>> HaXXaTUeM KHOMKK « ¥ » AOCTYIHbI
AOMNOJIHUTENNbHbIE HaCTpOVIKM nginx (CM. PrcyHOK — /1OMOAHUTENbHbIE HACTPOWKW CAYXKObI

nginx):
® «O6wme HacTpoiikn HTTP»;

® «Hactpoiiku Be6-uHtepdeinca».

OCHOBHLIE HACTPONKN -

OBWKMe HACTPORKK HTTP

HacTpoiku eeb-uHTepdeiica

PucyHok — [lonosiHumeneHele HacCMpouku cyxo6bl nginx

B kauectBe mpumepa HacTpoukn GYHKLMA OBpaTHOro MPOKCUM-CepBEpPa WUCMO/b3YyeTcs
cxeMa CTeHAa, NpeAcTaB/ieHHas Ha pucyHke (M. PucyHok — Cxema cteHaa A8 HaCTPOMKK
byHkunn obpatHoro npokcu-cepeepa). Joctyn Kk Beb-cepBepam OCyLLECTBASETCA MO
nopty «8080».
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Admin ARMA FW

L —
- T92.168.73.152 e mam mam o 192 16811

E I I WebServer 2

WebServer 1

192.168.1.100

1 [ [ |
[ T [ 1]
VAZAN S S | AN

192.168.1.101

PucyHok — Cxema cmeHda 018 HacmpouUku ¢yHKyut 0bpamHo2o npokcu-cepgepa

24.1 banaHcmpoBKa Harpyskm

[ns HacTporikn 6anaHCMPOBKN HEOBXOAMMO BbINMONHUTL CAeAYHOLLME Laru:

1. [obaButb BeO-CcepBepbI.

2. [obaBuTb rpynny cepBepoB.

3. [obaBuTb nokauyuio.

4. [obasutb HTTP-cepsep.

ﬂ,]’lﬂ NPOXOXAeHWA Tpac|)|/||<a Ao Be6—cepBepOB HeO6XOAI/IMO BbIK/JTKOUNTb MNapamMeTp

«bnokupoBaTtb 4YacTHble ceTu» (cM. «bnok «Obuias KOHDUrypaumnsa»») ana nHTepdenca
«WAN» 1 co3gatb obuwee paspewatouwiee npasuno M3 (cm. «CoszaHune npaBu

MEXXCETEBOr0 3KPaHNPOBAHWS») CO CIEAYHOWMMM NapaMeTpamu:

338

«[lencTBUE» — «Paspewuntb (Pass)»;

«UNHTeppeinc» — < WAN»;

«MpoTrokon» — «TCP»;

«|P-appec Ha3HaUeHUA» — «ITOT MEXCETEBOU IKPaH»;

«/inanasoH NOpToB Ha3HauyeHnA» — «8080»;
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«OnucaHme» — «/loctyn K Beb-cepBepam».

24.1.1 Jo6aBneHue Be6-cepBepoB

[na pobaBneHns Beb6-cepBepoB HEOOXOAMMO BbINMOJHUTL CeAyHOL e 4eNCTBUS:

1. Mepentn B noapassen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -
«KoHpurypauusa»).

2. [epenTtn BO BKIaAKy «BblliecToALWMN NOTOK>» 1 HaXaTb KHOMKY «

+ »,

3. B otkpbiBwenca popme (cM. PucyHok — [lobaBneHve cepBepa) yka3aTb AaHHble BeO-

cepsepa «WebServer 1»:

«Onucanmne» — «WebServer 1»;

«CepBep» — «192.168.1.100»;

«MopT» — «8080»;

«[Mpuropurtetbl cepsepa» — «10»;

«MakcMmanbHOe KOIMUYeCcTBO coegnHeHUum» — «100»;
«MakcumanbHoe KonnuecTBo Heyaau» — «10»;

«Tanm-ayT owmbKu» — «5»;

N Ha>XaTb KHOMKY «COXpaHMTb».
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PepaKTUpoBaTh BbILECTOALWMNIA cepBEp

D) paciuMpeHHbIR pesHM

) Onucanme

Webserver 1
© Cepeep 192.168.1.100
@ Mopr 8080
© NpuopuTeThl cepeepa 10
O MakcuManbHoe KONWYeCTBO 100

coeHHEHWH

ﬂ MaKcuManbHO2 KONWYeCcTED HeyaaYy

© Taiim-ayT ownbrm

Ln

OTMEHUTE

PucyHok — [lobasneHue cepsepa
4. TloBTOopUTb AencTBus 1-3, ykazaB gaHHble Beb-cepBepa «WebServer 2»:
® «OnucaHue» — «WebServer 2»;
® «CepBep» — «192.168.1.101»;
® «[lpnopuretbl cepBepa» — «1».
24.1.2 Lo6aBneHne rpynnbl cepBepoB
Ana pobaBneHns rpynnbl cepBepoB HEOHXOAMMO BbINONHUTb CAeAyOLLME AEUCTBUS:

1. MNepentn B noapassen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -
«KoHdpurypauusa»).

-

2. PackpbiTb BKkNagky «BblllecTOAWMNA MOTOK», HaXaB KHOMKY « », BblOpaTbh

«BbII.IJeCTOill.I.I,I/IFI MOTOK>» 1 Ha>XaTb KHOMKY « + ».

3. B otkpbiBwenica dopme (cMm. PucyHok — [lobaeneHvie rpynnbl) 4obaBuTb rpynny,
yKasas ciefyroLine jaHHble:

® «OnucaHme» — «web servers»;

® «Bxopabl cepBepa» — «WebServer 1, WebServer 2»;
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OCTaNbHblIE MapaMeTPbl OCTaBUTb 6€e3 N3MeHeHUs N Ha)xaTb KHOTMKY «COXpaHVITb».

Pepa KTUPOBaThb BblIWECTOA I.I.I,HF‘I NoToOK

L} pacluMpeHHbIiA pEXHM cnpaska (D

 Onucanme web servers

O Bxope! cepsepa Webserver 1, Webserver 2 d
€ Cuncruts Bee
© AnropuTm Ganakcupoeky Weighted Round Robin v
Har py3Ku
BHMO4YHTE TLS (HTTPS) ]

TLS: MNepeonpeganayue
MMEHU CEpEEpa

O TLS: Nogpe pHHEIEMBIE

He eniBpaxo v

BEpCHM

€ ouncTuTe Be
€ TLS: NoeTopHoe
WCNONL30BaHWE CeaHca
© TLS: NoBepeHHbIi He BuiBpato -
cepTuduraT

© CuncTuTh Bre

OTMEHWTE

PucyHok — [lobasneHue 2pynnel
24.1.3 lo6aBneHne noKkaumm
Ans pobaBneHna nokaumm Heob6xo4MMO BbIMONAHWUTL CleayroLlne AeUCTBUS:
1. Mepentn B noapasgen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -

«KoHdpurypauusa»).

2. Packpbitb  Bkiagky «HTTP(S)», HaxaB kHonky « ¥ »  BblbpaTb

«MecTononoXeHme» 1 HaXkKaTb KHOMKY « + ».

3. B oTkpbiBwencs ¢opme (cM. PucyHok — [lobaBneHuve nokaunmn) jobaBuTb n0Kaumto,
yKasaB c/iegytoume gaHHble:

® «OnucaHue» — «web location»;

o «LWWa6noH URL» — «/»;
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L «BbII.I.IeCTOﬂI.I.I,VIe cepBepbil» — «web Servers»,;

OCTa/ibHble MapaMeTpbl OCTaBUTb 6€3 N3MEHEHMA N HaxkaTb KHOMKY «COXpPaHUTb».

PE,\'J,&KTHPOBETI: NOKalun

— - e
(L) paclumperHBIn peximM cnpaeka (L)

© Onucanme web location

Llatnon URL ;

Twun coEnageHuA
i OTcyTCTBYET v

Mepezanuce URL He ebibpato

© Oumcruts Bee
PucyHok — [lobasneHue sokayuu
24.1.4 o6aBneHue HTTP-cepBepa
Ana pobaBneHna HTTP-cepBepa HEOOXOAMMO BbIMONHUTL CeAYHOLLNE LENCTBUS:
1. TMepentn B noapasfen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -

«KoHdurypaumnsa»).

2. PackpbiTb Bknagky «HTTP(S)», HaxaB KHOMKy « ¥ », BbibpaTb «CepBep HTTP» u

Ha>XaTb KHOMKY « + ».

3. B otkpbiBwenca dopme (cM. PucyHok — [lobaneHve HTTP-cepBepa) gobaButb
HTTP-cepBep, ykasas cnegytouine fgaHHble:

® «Cnywarowmii nopt HTTP» — «8080»;
® «Wmsa cepBepa» — «arma.localdomain»;
® «Jlokauumn» — «web location»;

OCTaNbHblIE MapaMeETPbl OCTaBNTb 6e3 U3MEHEHMA U HaXaTb KHOMKY «COXpaHVITb».
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PepakTupoBaTb HTTP cepeep

(D pacumpeHHsIi pexum cnpaexa (D
O Caywarowmin nopt HTTP 8080
O Caywarowwnin nopt HTTPS 443

© Wmn cepeepa arma.localdomain

€ OuncriTe Bee

O Nokaymnu web location T

€ OuncriTe Bee

PucyHok — [lobasneHue HTTP-cepgepa
24.1.5 NpoBepka paboTbl

Mocne 3aBepLUeHMsa HACTPOEK HeOobXxoAMMO nepenTy B NoApasaen OCHOBHbIX HaCcTpoeK
nginx («Cayx6bi» - «Nginx» - «KoHpurypauma») n Haxxatb KHOMNKy «MpUMeHUTb».

[na nposepkn paboTbl 6anaHCMPOBKN HArpy3kn HeOHBXOANMO OTKPbITb BeH-bpay3ep Ha
MK «Admin», BBectn B agpecHou cTpoke «http://192.168.73.152:8080» wn HaxaTb
knaBuwy <«ENTER». B pe3ynbtate oTObpa3utca craptoBas cTpaHuua Beb-cepBepa

«WebServer 1» (cM. PucyHok — CtaptoBas cTpaHuLa Beb-cepepa «\WebServer 1»).

B Arma x|+ = m| ®

& G Q O 8 192.16873.152:8080

INFOWATCH
MAP
&) ARMA

Web-Server 192.168.1.100

» =

PucyHok — Cmapmosasa cmpaHuya seb-cepsepa «WebServer 1»

B cnyuae otcytctBMA oTBeTa Beb-cepeepa «WebServer 1», Hanpumep, B pe3ynbTate
NPeBbILEHMA HArPy3KM UM KOAMYeCTBa 3aZaHHbIx ceccuii byaeT oTobpaxkeHa cTapToBas

cTpaHuua Beb-cepepa «WebServer 2» (cMm. PucyHok — CraptoBaa cTpaHuua Beb-
cepBepa «WebServer 2»).
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B Arma x4+ = m| ®

< C Q O & 192.168.73.152:6080 ¥ » =

INFOWATCH
@
&) ARMA

Web-Server 192.168.1.101

PucyHok — Cmapmosasa cmpaHuya eeb-cepsepa «\WebServer 2»

B noapasgene cratmctmkm Tpadumka nginx («Cayxbbi» - «Nginx» - «Cratucruka
Tpadumka») oTobpaxaerca cTaTMCTMKa MO pacrnpefeseHNI0 3arnpocoB MexXay Beb-
cepBepamu (cM. PucyHok — CTaTncTmka 3anpocos).

Cnyx6bl: Nginx: CtaTUcTUKa TpaduKa

Update Interval: 1 ~  CekyHps!

OcHoBHoii cepeep

Coepmuennn Janpocw O6uas namsTs
Xoer Bepoan  Bpews pabore = - - = =
aKTHBMO  wrewwd  3anmced  owmpawwii  npuwsto  obpabarueaerca Beero  3ampocos/cex  wMn MaKCHMANGHLH pasmep WenonL3yeMui pastep yanos
arma.localdomain 1180 17m 45s 1 0 1 0 85 8 13 1 vhost_trafiic_status 20MB 10KB 3
30HbI cepeepoB
o Janpocu OrseT Tpadw Kaw
Jomna
Beero Janpocos/cex  Bpews Lo Zxx 3xx 4xx S Beero Omnpamnewo  lomysewo yenoft Bypass Mcresumx “ Yenewno  fledwumt  Beero
arma.localdomain 4 0 Oms 0 4 0 0 0 4 249 KB 16KB 0Bytes 0Bytes ] o o 0 0 0 0 0 0
N 4 0 Oms 0 4 0 0 0 4 249KB 16KB 0Bytes 0Bytes 0 0 0 0 0 0 0 ] ]
Upstreams
web servers
) . . Janpocs Orverns Tpadw
Cepaep Cocrommme  ResponseTime  Becosoi kosdxdmument Maxfails  FailTimeout
Beero  3anpocos/cex Bpemn Dox B 3mx 4xx S Beero  Ornpammewo  fomyweno  Otnpaanesofcex NMonyeso/cex
192.168.1.100:8080 up oms 10 10 5 3 0 Oms 0 3 0 0 O 3 215KB 15K8 0 Bytes OBytes
192.168.1.101:8080 up oms 1 10 5 4 0 Oms 0 4 0 0 0O 4 KB 1K8 0 Bytes OBytes

Jvarjrun/php-webgui.socket

Janpocs Orsern Tpadm
Beero danpocomfcex  Bpess Lot 2oc Do 4o Soc Beero  Ompasnewo  Mompwewo  Ompamnevo/cex  Momywenofcen
unix:/varfrun/php-webgui_socket up Oms 0 0 0 [} 0 oms 0 0 0 0 0 0 0Bytes 0Bytes OBytes 0Bytes

Cepeep Cocrosume  Response Time " MaxFails

PucyHok — Cmamucmuka 3anpocos

24.2 HacTtpowku ayTeHTUMKaLmm

[na BKAtOUeHMA ayTeHTUGUKaLMm Ans 4OCTyna K Beb-cepBepam HEOH6X0AMMO BbINMOAHUTb
cnepyrowme waru:

1. JobaButb Y3.
2. [Jobasutb rpynny Y3.
3. N3meHwnTb NOKauuto.
24.2.1 fo6aBneHne Y3
Ana pobaBneHma Y3 Heob6X04MMO BbIMONHUTL CeAyroLine AeNCTBUS:

1. Mepentn B noapasfen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -
«KoHdurypaumnsa»).

2. Packpbitb Bkaaky «HTTP(S)», HaxkaB KHOMKY « ¥ », BbibpaTb «YueTHble faHHble»

N Ha>KaTb KHOTMKY « + ».
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3. B otkpbiBwenca ¢opme (cM. PucyHok — [lobaeneHne nonb3osatens) Aob6aBUTb
No/ib30BaTens, ykasas caegyrolme JaHHble:

® «WNma nonb3oBatensa» — «user»,
® «[aponb» — NPoM3BONbLHBIA Maposb, B NpuMepe «12345»;

M HaXkaTb KHOMKY «CoOXpaHUTb».

PepakTuUpoBaTh YY4eTHbIe AaHHbIe

0 Wma nonbzoBaTensA
user

 Napons 12345

e

OTMEHWTE

PucyHOK - ,ﬂO6GBJ7€HU€ noJsiezoeamerid

4. Mostoputb penctBus 1-3, ykazaB «admin» B nose napametrpa «WMwms
nosb3oBaTens».

24.2.2 lo6aBneHue rpynnbl Y3
Ana pobaBneHma rpynnbl Y3 HeOH6XOAMMO BbINOAHUTb CAefytolime AeUCTBUS:

1. Mepentn B noapassen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -
«KoHdpurypauusa»).

-

2. Packpbite Bknagky «HTTP(S)», HaxaB KHOMKY « », BblbpaTh «XKypHan

noJib3oBaTeNA» N Ha>XKaTb KHOMKY « * ».

3. B oTkpbiBwenca dopme (cM. PucyHok — [lobasserve rpynnel ¥Y3) gobaButb rpynny,
yKasaB cnefytolime AaHHble:

o «MNmsa» — «web-users»;
o «[Monb3oBaTenn» — «<admin», «user»,

N Ha>XaTb KHOTMKY «COXpaHMTb».
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Pepakth pPOoBaTh XYpHan nonb3ocBaTena

O WUma
web-users

© MNonbzosatenn . -
admin, user

€ Ouncruts Bee

OTMEHWTE

PucyHok — [lobasneHue epynnei Y3
24.2.3 NameHeHMe noKauum
Ans n3meHeHMa nokaumm HeobXoAMMO BbIMOAHUTL CeAytoLMe AeACTBUS:
1. MNepentn B noapassen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -

«KoHdpurypauusa»).

2. Packpbitb  Bkiagky «HTTP(S)», HaxaB kKHOMKy « ¥ »  BblbpaTb

«MecTonosioXKeHMe» N HaxaTb KHOMKY « ¢ » HanpoTMB paHee CO3JaHHOM
nokauum (cMm. «lobaBneHune okaLum»).

3. B oTtkpbiBLelica dopMe ykazaTb 3HaAUEHUA AN CAeAyHOLWMX NapaMeTpoB:
® «ba3soBas naeHTndpukauna» — «web-area»;
® «CnNcoK OCHOBHbIX YYETHbIX AAaHHbIX» — «web-users»;
OCTa/ibHble MapaMeTpbl OCTaBUTb 6€3 N3MEHEeHNA N HaxkaTb KHOMKY «COXpaHUTb».
24.2.4MNMpoBepka paboTbi

Mocne 3aBeplUeHMA HAaCTPOeK HeObXoAMMO nepenTn B NOApasAen OCHOBHbIX HAaCcTpoeK
nginx («Cnyx6bi» - «Nginx» - «KoHurypauma») n Haxatb KHOMKy «MpumeHNTb>.

Ana npoBepkn paboTbl ayTeHTUGMKaLuMM HeobXxoAMMO OTKPbITb Beb-6paysep Ha [K
«Admin», BBeCTV B agpecHon cTpoke «http://192.168.73.152:8080» 1 HaxkaTb KAaBULUY
«ENTER». B pe3ynbtaTte 0To6pa3ntca cTpaHuL,a 3anpoca MMeHW Noab30BaTeNs U Napons
(cM. PucyHok — 3anpocC yYETHbIX AaHHbIX A8 AOCTYMa).
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«  ARMA X o+ - O x

& X Q QO B 192.168.73.152:8080 nee 53 0k »

@ 192.168.73.152:2080
3TOT caliT NpoCcKT Bac BOWTH.

IMa nonb3oBaTena

Mapone

PucyHok — 3anpoc yuyémHeix 0aHHbix 015 docmyna

24.3 YnpaBneHune poctynom Ha ocHoBaHuu IP-agpecos

Ans BkAOYEHMS ynpaBaeHUA JOCTYMOM Ha OcCHOBaHuKM |P-agpecoB Heobxoanmo
BbIMNOJHWTL CAeAytoLme Larm:

1. AobasuTb cnncok IP-agpecos.

2. WM3MeHuTb nokauwuto.

24.3.1 lo6aBneHue cnucka IP-agpecos

Ans pobaBneHus cnucka IP-agpecoB HeO6XOAMMO BbIMOAHUTbL CeAytoL e AeACTBUS:

1.

MepeliT B nogpa3fen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -
«KoHdpurypauusa»).

PackpbITb BKNaaky «[ocTyn», HaxasB KHOMKY « ~ », BbibpaTb «IP ACLs» 1 HaxaTb

KHOMKY « T »,

B oTkpbiBwencs popme (cM. PucyHok — [lobaeneHune cnucka IP-agpecos) o6aButb
nosib3oBaTens, ykasas cnegyroline faHHble:

® «OnucaHmne» — «\WAN net»;
® «3anucn ACL» — «192.168.73.0/24» n «Deny» ana 3anpeta focTyna;

OCTaNbHblIE MapaMeTPbl OCTaBUTb 6€e3 N3MeHeHNs N Ha)xaTb KHOTMKY «Coxpanrb».
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Edit IP ACL
cnpaska (L
OnucaHwne

6 3anmcm ACL

eiCTEME N0 YMONYaHUID
en y OTcyTcTeyeT

OTMEHWTE

PucyHok — [lobasneHue cnucka IP-adpecos
24.3.2 NameHeHMe noKauum
Ans n3mMeHeHMa nokaumm HeobXoANMO BbIMONHUTb CeAytoLLMe AeNCTBUSA:

1. MNepentn B noapassen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -

«KoHdpurypauusa»).
2. Packpbitb  Bkiagky «HTTP(S)», HaxaB «KkHOMKy « ¥ »  BblbpaTb
«MecTonosioXKeHne» N HaxaTb KHOMKY « s > HanpoTUB paHee CO3JaHHOWN

nokaumnm (cMm. «lobaBneHune okaLum»).

3. B oTtkpbiBLelica dopMe yka3aTb 3HAUEHUA AN CAeAyHOLWMX NapaMeTpoB:
® «Bknaountb paciumpeHHble ACL» — ¢paaxxok ycTaHOBJIEH;
® «IP ACL» — «WAN net»;

OCTaNbHblIE MapaMeETPbl OCTaBUTb 6e3 N3MEeHEHWA W HaXaTb KHOMKY «COXpaHVITb».

24.3.3 MNpoBepka paboTbl

Mocne 3aBeplUeHMa HAaCTPOeK HeObXoAMMO nepenTn B NOApasAesn OCHOBHbIX HAaCcTpoOeK
nginx («Cnyx6bi» - «Nginx» - «KoH$urypauma») n Haxatb KHOMKy «MpumeHNTb>.

[na npoBepkun paboTbl orpaHnYeHns goctyna no IP-agpecam Heob6xoAMMO OTKpPbITb BE6-
6pay3ep Ha MK «Admin», BBecTn B agpecHon ctpoke «http://192.168.73.152:8080» u
HaxaTb knaBuwy «<ENTER». B pe3ynbtate oTo6pasmtca ctpaHmua ¢ owmbkomr goctyna
(cM. PucyHok — Owmnbka gocrtyna).
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@ 203 Forbidden x o+ = m| *

< C Q |0 & ETREREREE e oL »

403 Forbidden

nginx

PucyHok — OQwubka docmyna

24.4 Me>xceTeBOM 3KpaH BE6-NpPUNOIKEHUN

Ana 3awmnTbl BEO-NPUNOXKEHNA NCNOb3YETCA MEXCETEBOW 3KpaH BeO-NPUNOXEHUN —
Naxsi WAF.

Ana skaroueHns WAF Heob6xoAMMO BbINOAHUTL CAeAytoLLmMe Laru:
1. CkauaTb ocHOBHble npasuna NAXSI.
2. V13MeHuTb nokauuto.

24.4.1 CkaunBaHue npasun NAXSI

CkaumBaHue npasmn NAXSI BO3MOXHO To/IbKO ¢ goctyrnom B VHTepHeT. [lna ckaumBaHms
OCHOBHbIX npasua NAXSI BbINOAHUTL Cregytolime AeNCTBUS:

1. Mepentn B noapassen OCHOBHbIX HacTpoek nginx («Cayx6bl» - «Nginx» -
«KoHdpurypauusa»).

2. Packpbitb Bknagky «HTTP(S)», HaxaB KHOMKy « ¥ », Bblbpath «Monntuka Naxsi
WAF>» 1 HaxaTb KHOMKy «CoxpaHeHue» (cM. PucyHok — Otcytcreme npasua NAXSI).
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Cnyx6b1: Nginx: Kondurypauus Z =
HTTP(S) -
MoXOME, ¥ BAC HE YCTAHOENEHE! KAKWE-NTWE0 NPAEWNE. Bel MOMETE CKAYATE OCHOEHEIE NPaEMna NAKXSI.
Q | nowc IS P
Mma Onepatop JHAa4YeHHWe OedcTEHE HomaHael

HeT gaHHEIX

+

Mokazauel c 0 no 0 13 0 3anwucei

PucyHok — Omcymcmeue npasusn NAXSI

3. B oTkpbiBwelics dpopme (cM. PucyHok — CkaunBaHve npasua NAXSI) HaxaTb KHOMKY

«MpnHATb U CKauaTb».

Bl cobupaeTeck ckayaTk OCHOBHbIE NpaBuna U3 penozutopua NAXSL. Bel fomKHb NpUHATL
YCI0BKNS LS 3arpy3KM Npasun.

OTknoHuTL (Reject)

PucyHok — Cka4usaHue npasun NAXSI

B pe3synbTate 3arpy3ku 6yayt poctynHbl npasuna WAF B pa3gene «IMpaBuno Naxsi
WAF>» srnagkun «HTTP(S)», npasuna rpynnupyroTca B NOANTUKM B pasgene «Moantuka
Naxsi WAF» Bknaaku «<HTTP(S)».

MonnTtrnka onpegenseT BbINOAHAEMOE AeNCTBUE B C/TyHae BbIMOJHEHUA YCIOBUA.
24.4.2 NameHeHMe noKauum
Ans n3meHeHMa nokaumm HeobXoAMMO BbIMOAHUTL CeAytoLLMe 4eACTBUSA:
1. Mepentn B noapasfen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -

«KoHdpurypauusa»).

2. Packpbitb  Bkiagky «HTTP(S)», HaxaB kHOMky « ¥ »  BblbpaTb

«MecTonono)xeHne» 1 HaxaTb KHOMKY « 5 HanpoTUB paHee CO3JaHHOWN
nokaumnm (cMm. «lobaBneHune okaLum»).
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3. B oTKpbIBLUENCA pOopMe YKazaTb 3HAUEHUS A5 CeAyHOLMX NapamMeTpoB:
® «Bkarounte npaBuna 6e3onacHOCTU» — GIAXKOK YCTAaHOBAEH;
® «OueHka 610kupoBaHua XSS» — «4»;
® «OueHka 610knpoBaHna SQL-MHBEKUUNIN» — «4»;
® «[Monb3oBarenbckaa NOAUTUKA 6€30MaCHOCTU» — BCE MOJIUTUKM U3 CMINCKA;
OCTa/ibHble MapaMeTpbl OCTaBUTb 6€3 M3MEHEHUA N HaXkaTb KHOMKY «COXPaHUTb».

B cnyuae ycraHoBkM bnaxka Ans napameTpa «O6yuvarowmn pexum» Oyaet
NPONCXOANTL  TOABKO peructpaumsa cpabatbiBaHMa nNoAnTUK 6e3  BbIMOAHEHMWA
BbIOpaHHOro fencTBuS.

24.4.3 NMpoBepka paboTbl

Mocne 3aBepLUeHMA HACTPOEK HEOBXOAMMO NeperTy B NoApasaen OCHOBHbIX HaCcTpOeK
nginx («Cayx6bi1» - «Nginx» - «KoHpurypauma») n Haxxatb KHOMNKy «MpUMeHUTb».

Ans nposepkn pabotbl WAF Heobxoammo oTkpbiTb Be6-6pay3sep Ha K «Admin», BBecTn
B aApecHOM cTpoke «http://192.168.73.152:8080/hosts.php?a=select&b=union&c=from»
M HaxaTb knaBuwy «<ENTER». B pe3ynbtate 0To6pasnTca cTpaHunLua ¢ npeaynpexaeHnem
06 orpaHunyeHunn goctyna (cM. PucyHok — OrpaHunyeHune gocryna).

Janpoc oTenoHeH no coobpaker X

C A 192.168.73.152

arMA(RY ) FIREWALL

3anpoc OTKJ/IOHEH No COOﬁpa}KEHHHM 6e3onacHoOCTH

3anpoc oTk/IoHeH 6paHaMay3pomM Be6G-nNpunoXxKeHna n3-3a HapylleHus
nonuTuku 6esonacHocTK.

3anpoc wudopMaLMK Bein 3apericTpUpoBad ANA paccnefosaHia MHUMAeHTa.

MoxanyicTa, CBAXMTECh C Beb-MacTepoM, eCnW Bkl CUMTARTE, UTO 3TO oWKMOKa.
PucyHok — OzpaHu4eHue docmyna

24.5 3aronosku HTTP

3aronoBkn HTTP no3BonsroT cepBepy W KAMEHTY OOMEeHMBaTbCA AOMONHUTENbHOM
nHpopmauwmen HTTP 3anpocom nam oTBeToM.

CyliecTByeT BO3MOXHOCTb MepeonpesensTb 3aronoBkn Beb-cepepa. [ns 3Toro
Heo6X0AMMO BbIMOJHUTL CeaytoLLME AeACTBUS:

1. MNepentn B noapassen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -
«KoHdpurypauusa»).
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-

2. Packpbitb Bknagky «HTTP(S)», HawaB KHOMKY « », BblbpaTb «3aro/IoBKu
+

6e30MacHOCTU» N HaXkaTb KHOMKY «  ».

3. B otkpbiBwenca ¢dopme 3ajatb MapamMeTpbl MOANTMKM W HaXaTb KHOMKY
«COXpaHUTb».

4. PackpbiTb Bknaaky «HTTP(S)», HaxaB KHOMKy « ¥ », Bbibpate «CepBep HTTP» u

"
HaxaTb KHoMKy « ¢ » ana paHee cosaaHHOro cepsepa (cM. «[ob6asneHvie HTTP-
cepeepa»).

5. B oTkpbiBwerica opme BbibpaTb CO3jaHHYIO MOAUTUKY B NapameTpe «Security
Header» n HaxaTtb KHOMKY «COXpaHUTb».

6. MNepentn B nNoapasfen OCHOBHbIX HacTpoek nginx («Cayxbbi» - «Nginx» -
«KoHpurypauma») n Haxatb KHOMKy «MpumeHNTb».
24.6 MNpokcuposaHue TCP n UDP
Cnyxb6a nginx Takxxe no3sonset obpabatoiBate TCP 1 UDP Tpaduk.

B kauectBe npumepa byaer paccmoTpeH goctyn k Beb-cepBepy «WebServer 2» no
npotokony RDP.

Ans npobpoca nopTa HEOH6XOAMMO BbIMONHUTL CEAYHOLLME Lark:
1. [dobasuTb cepsep.
2. [obaBuTb rpynny cepBepoB.
3. [ob6aBunTb NOTOKOBbLIN CepBep.

Ana npoxoxpaeHus Tpaduka A0 Beb-cepBepa HEOOXOAMMO BbIKAOUUTL MNapamMeTp
«BbnokupoBaTtb YacTHble ceTu» (cM. «baok «Obuias KoHDUrypaumna»») ana nHTepdeinca

«WAN» n co3gatb obuiee paspewarowee npasuno M3 (cm. «CoszaHuve npaBun

MEXCETEBOIO 3KPaHWUPOBAHMSA») CO caegyrowmMm napamMeTpamMmu:

® «[lencTBue» — «Paspewntb (Pass)»;

o «UNHtepdenc» — <\WAN»;

® «[porokon» — «TCP»;

® «IP-apgpec Ha3HauYeHUA» — «ITOT MEXCETEBOWN IKPaAH»;

® «/lmana3oH NOpToB HasHaueHusa» — «MS RDP»;

«Onucanme» — «floctyn no RDP».
24.6.1 Lo6aBneHne cepBepa

Ans pobaBneHns cepeepa HEOHXOANMO BbIMOJHUTL ClefyHoLLNe AeNCTBUS:
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1. MMepentn B nozpa3fen OCHOBHbIX HacTpoek nginx («Cay6bl» - «Nginx» -
«KoHpurypauumsa»).

2. MMepeiiTn BO BKNaAKY «BbIlIECTOAWMIA MOTOK» 1 HAXATb KHOMKY « T ».

3. B oTkpbiBLIenca popMe ykasaTb AaHHble Beb-cepBepa «WebServer 2»:
® «OnucaHue» — «<RDP WebServer 2»;
o «CepBep» — «192.168.1.101»;
® «MopT» — «3389»,
o «[puoputertbl cepBepa» — «1»;
® «MakcMmasibHOe KOJIMUEeCTBO CoeaANHEeHNN» — «10»;
® «MakcnmanbHOe KOIMYECTBO Heyaau» — «5»;
® «Tanm-ayT owMbKM» — «10»;
M HaxkaTb KHOMKY «CoXpaHUTb».
24.6.2 lobaBneHne rpynnbl cepBepoB
Ans pobaBneHns rpynnbl cepBepoB HEOBXOAMMO BbINONHUTL CleaytoLne AerNCTBUS:

1. MNepentn B noapassen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -
«KoHdpurypauusa»).

-

2. PackpbiTb BKNagky «BbllecTOAWMA MOTOK», HaXaB KHOMKY « », BblOpaTb

«BbIlWeCTOAMNA NOTOK>» N HaXaTb KHOMKY « *s.
3. B oTkpbiBLencs dpopMe f0baBUTb rpynny, ykasas ciesytolime faHHble:
® «OnucaHme» — «RDP servers»,
® «Bxoabl cepBepa» — «<RDP WebServer 2»;
® «Anroputm 6anaHCMpPOBKU Harpysku» — «|P Hash»;
OCTa/ibHble MapaMeTpbl OCTaBUTb 6€3 N3MEHEHMA N HaxkaTb KHOMKY «COXpaHUTb».
24.6.3 lo6aBneHue NOTOKOBOro cepBepa

Ana pobaBneHma NOTOKOBOTrO cepBepa HEOOXOAMMO BbINOJAHUTL CAeAytoL e AeNCTBUS:

1. Mepentn B noapasgen OCHOBHbIX HacTpoek nginx («Cayx6bi» - «Nginx» -
«KoHdurypaumnsa»).

2. Mepeiitn Bo BkNaaKy «MOTOKM AaHHBIX» 1 HaxaTh KHOMKY « T ».

3. B oTtkpbiBweNica dopme ykazaTb AaHHble MOTOKOBOro cepBepa:
o «[lopTt npocaywmBaHuna» — «3389»;
® «MapuwpyTusmnpoBaTtb c» — «BbIeCTOALMI NOTOK;
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® «Bbiwecrosawme cepBepbl» — «<RDP servers»,
OCTa/bHble NapaMeTpbl OCTaBUTb He3 N3MeHEHMA N HaxXaTb KHOMNKY «COXpaHUTb».
24.6.4 NMpoBepka paboTbl

Mocne 3aBepLUeHNA HacTPOeK HeobXoAMMO MepenTn B MOoApa3aen OCHOBHbIX HacTpoek
nginx («Cayx6bi1» - «Nginx» - «KoHpurypauma») n Haxxatb KHONKy «MpUMeHUTb».

Ana nposepkn pabotbl goctyna no npotokony RDP Heobxoanmmo 3anyctutb Ha [K
«Admin» knveHT yaanéHHoro pabouero crona, ykasatb IP-agpec «192.168.73.152» un
BbINONHUTb MOAKJ/IHOYEHME.
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25 VPN

VPN — 370 06061l EHHOE Ha3BaHME TEXHONOMMI, NO3BOASAKOLLINX 0becneuntb OAHO UAN
HEeCKONbKO CETEBbIX COEANHEHMIA MOBEPX APYron CeTH, Hanpumep cetn NHTepHeT.

ARMA FW nogzep>xmBaet paboty aByx TexHonornin VPN:
e OpenVPN;
® |Psec.

B ARMA FW peannsoBaHa BO3MOXHOCTb MPOCMOTPa KOHPUrypauum CO3AaHHbIX
CepBepoB M KANEHTOB nNpu co3gaHun nogkntoueHna OpenVPN wan TOCT VPN (cwm.
«[lnarHoctmnka OpenVSwitch»).

25.1 OpenVPN

OpenVPN - 310 peanusauma texHosorum VPN, uncnonbsytowasa SSL/TLS gna 3awmthl
TyHHenupyemoro Tpadmka. B pabotre OpenVPN wucnosnbsyerca mexaHusm TUN/TAP,
peann3oBaHHbIA B BUAE 3arpy>aeMoro jpansepa sapa.

ARMA FW niogaepxusaet paboty OpenVPN B pexunMax «ceTb — CeTb» N «y3eJl — CeTb».

Mpu HacTpownke nogkatoueHns OpenVPN pekomMeHayeTCA NPUAEPXKNBATLCA CNEAYHOLLINX
KpunTorpapuyeckmnx yCTaHoBOK:

® «[lMupuHroBasa cetb (O6WMIA KAKOU)>!

e «Anroputm wmndposBaHua» — «AES-256-CBC (256 bit key, 128 bit block)»,
«AES-128-CBC (128 bit key, 128 bit block)»;

o «[flapxecT-anroputm ayteHTupukauum» — «SHA256 (256-bit)»,
«SHA512 (512-bit)»;

® «[lnpuHrosas cetb (SSL/TLS)»:
e «Anroputm wmndpoBaHua» — «AES-256-CBC (256 bit key, 128 bit block)»;

o «[flanpxecT-anroputm ayteHTupukauum» — «SHA256 (256-bit)»,
«SHA512 (512-bit)»;

® «YpaneHHbin goctyn (SSL/TLS)»:

e «Anroputm wmneppoBaHna» — «<AES-256-GCM (256 bit key, 128 bit block,
TLS client/server mode only)»;

o «[flanpxecT-anroputm ayteHTMPpunKauum» — «SHA256 (256-bit)»;
® «YpaneHHbIN aocTyn (ayTeHTUPUKaALUA NOJIb3OBaTeNA)>!

e «Anroputm wmneppoBaHna» — «AES-256-GCM (256 bit key, 128 bit block,
TLS client/server mode only)»;

o «JlavpKecT-anroputm ayteHTupunKaumm» — «SHA256 (256-bit)»;
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® «YpaneHHbI goctyn (SSL/TLS+ayTeHTUdMKaLUsa Nosb3oBaTens)»:

e «Anroputm wmndppoBaHna» — «<AES-256-GCM (256 bit key, 128 bit block,
TLS client/server mode only)»;

e «[flanpxecT-anroputm ayteHTMPpunKauum» — «SHA256 (256-bit)».

Ana pexunmoB cepsepa «YpaneHHbin pgoctyn (SSL/TLS)», «YpaneHHbIn poctyn
(ayreHTdUKauma nosib3oBartens)» " «YaaneHHbIV aoctyn
(SSL/TLS+ayTteHTMdMKaumMa nonb3oBaTens)» PeKoOMeHAYeTCAa He BKAt4aTb CKatue
TYHHE/IbHbIX NaKeToB.

25.1.1 Hactpoiika OpenVPN B pexxume «ceTb — C€Tb»

B kauectBe npumepa Hactporikn OpenVPN B pexvme «ceTb — ceTb» OyaeT
MCNONBb30BaTbCA CXeMa CTeHAa, NpejcTaBieHHas Ha pucyHke (cMm. PucyHok — Cxewma
cTteHaa ana Hactpovkn OpenVPN B pexunMe «CeTb — CeTb»).

192.168.1.10 ARMA FW1
I

[ |
[T T T 1
198.51.100.57 N_—I—_ | AN

S Ha B B 192168711

VPN-RaHan

. 10.1000°0/24

I ———
I o 1 5> 1652,
WAN 168.2.
203.0.113.67 e mea o mn LAN
T T T T
I

ARMA FW?2

L5

192.168.2.20

PucyHok — Cxema cmeHda 018 Hacmpotiku OpenVPN 8 pexume «ceme — ceme»
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MNepea HayasoOM HaCTPOMKN HeObXxoaMMO co3zaTb nNpasuaa M3, paspeluatoime Tpapuk
ICMP, ans wHtepdericoB «[WAN]» kaxgoro ARMA FW (cMm. «Co3zaHve npaBui
MEXXCETEBOro 3KPaHNPOBaHNA») N YOeanTbCs B CieAyHoLLEM:

® uvHTepderncel «WAN» kaxaoro ARMA FW wucnonb3ytoT IP-agpeca goctynHble
APYT APYTYy Npy KOMaHZe «ping;

® cermeHT nHTepdenca «<LAN» kaxgoro ARMA FW ncnonb3yeT yHUKaAbHYHO CETb,
B NpuMepe ncnonab3yrotca cetn «192.168.1.0/24» n «192.168.2.0/24».

Mpumeuanne:

Mpy Mcnonb3oBaHUU AWHaMuU4yeckon MapwpyTtusaumm OSPF B TyHHene
OpenVPN HeobxoaMMO yunTbiBaThb CleAytoLme 0COHeHHOCTH:

® pu Hactpoiike cepBepa M kaveHTa OpenVPN B pexumax
«MupuHroBaa cerb (O6wmi knu)» Man «MupuHroBasa cetb
(SSL/TLS)» pna napameTtpa «Pexxum pa6oTtbl ycTpoicTBa»
BblIOpaTb 3HaueHue «tun», a nons napametTpoB «J/lokanbHaA ceTb
IPv4» 1 «YpaneHHana cetb IPv4» He f0/1KHbI ObITb 3aMO/IHEHDI;

® npwu Hactpolike cepsepa OpenVPN B pexunme «[upuHroBas cetb
(SSL/TLS)» B 610ke «HacTpolkm KAMeHTa» yCTaHOBUTb (axkok
Ans napametpa «Tononornsa cetm».

25.1.1.1 Hacrpowka Ha ARMA FW1

Ans Hactporikn OpenVPN Ha ARMA FW1 Heo6XxoAMMO BbIMOAHUTL Chaejytolme
JEeNCTBUS:

1. MNepentn B nogpasaen Hactpourkn cepsepoB OpenVPN («VPN» - «OpenVPN» -
«CepBepbl») 1 HaxaTb KHOMNKY «+/lo6aBUTb» Ans f06aBAeHMA HOBOrO cepBepa.

2. B otkpbiBwelcs dopme ykasaTb MapameTpbl cornacHo Tabavue (cm. Tabsavua
«[apametpbl _OpenVPN ARMA FW1») n HaxaTb kHonky «CoxpaHutb». He
yKa3aHHble B TabsvLie napamMeTpbl OCTaBUTb MO YMOJYAHMIO.

Tabauya «Mapamempsr OpenVPN ARMA FW1»

Mapametp 3HaueHMe napameTpa
OnucaHue OpenVPN peer 1
Pexxum cepsepa MupuHrosas cetb (O6wWwmin Kntou)
NuTepdenic WAN
JlokanbHbIN NopT 1194
ABTOMAaTUYeCKM Ha3Ha4YMTb NOPT ®naxKok ycTaHOBJ/IEH

CoBMecCTHO I/ICI'IOJ'Ib3)/I-OIJ.I,I/II7ICF| kntod  @naxxkok YCTaHOBJIEH
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MapameTp 3HaueHue napameTtpa
TyHHenbHas cetb IPv4 10.10.0.0/24
JlokanbHas cetb |IPv4 192.168.1.0/24
YnaneHHas cetb IPv4 192.168.2.0/24
Cxatve BkntoueHo ¢ wmcnosnb3oBaHWEM ajanTUBHOIO
oKaTus

25.1.1.2 KonnpoBaHue Kkatouya

MNMocne co3paHua cepBepa B napametpe «CoBMeCTHO ucnoab3ylowmiica Knrou» 6yaer
OTOOpaXEH creHepupPOoBaHHbIN KAtoY (CM. PucyHok — COBMECTHO MCMONb3YEMbIA KJHOY

OpenVPN).

Kpunrorpaduuyeckue yCTAaHOBKH

) CoBMeCTHO MCNONL3YIDLLMIACA Koy .

#2048 bit OpenVPN static key]

g

-—BEGIN OpenVPN Static key V1--—
41d1c32c808eb4e0f8c4597¢94C26938
bSebaa52d0c85bced4cdf29afc3eecsl
17980ed08d5756340333d56ee62d9665 o
73e76308adelaad14ad42fd323e3b983 y-

BcTaebTe 3aech CBOM COBMECTHO MCNoN hByIOLLI,MﬁCﬂ KIMKI4.

PucyHok — CosmecmHo ucnosas3yemsit karod OpenVPN
[ns KonMpoBaHWA KAtoYa HeOBXOANMO BbINMONHUTL CAeAyoLLINe AeNCTBUSA:
1. NMepentn B nogpasgen Hactpovikn cepepoB OpenVPN («VPN» - «OpenVPN» -
«CepBepbI») 1 HaXaTb KHOMKY « > HanpoOTUB CO3JaHHOro cepeepa.

2. B otkpbiBwenca dopme nepentn B 6aok Hactpoek «Kpuntorpadpuueckme
YCTaHOBKM» 1 CKOMUpPOBaTb B bydpep obMeHa cogepXnmoe 3HavyeHus napamerpa
«CoBMecTHO ucnonb3yrowminca Knrou».

25.1.1.3 Hacrpoitka Ha ARMA FW2

Ana Hactpovikn OpenVPN Ha ARMA FW2 HeobxoavMMO BbIMONHWUTL CleayroLine
JeNCTBUS:

1. Nepentn B noapasgen Hactponkn knmeHta OpenVPN («VPN» - «OpenVPN» -
«KnuneHTbl») 1 HaxaTb KHOMKY «+/,06aBNUTb>» ans f06aBNEHNSA HOBOIO KAMEHTA.

2. B otkpbiBWweNCcAa dopMe ykazaTb Ciedyrolme 3HaueHa napameTpos:

® «Onucanue» — «OpenVPN peer 2»;
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«Pe>xxum cepBepa» — «[lvpuHroas ceTb (06w Kntou)»;
«Untepdenc» — <« WAN»;

«YpaneHHbIn cepBep, XocT uam agpec» — «198.51.100.51»;
«YpaneHHbin cepBep, Mopt» — «1194»;

«JloKanbHbIN NOPT» — «1194»;

«ABTOMATUUYECKN Ha3HAUMTb NOPT» — GNAXKOK YCTaHOBJIEH;

«COBMECTHO UCMO/Ib3YHOLWMACA KOU» — GNaXOK He yCcTaHOBJ/eH. BctaBneHo

3HayeHVe paHee CKOMMPOBAHHOIO KtoYa (CM. pasgen «KonvpoBaHue Kar4ya»);
«TyHHenbHasa ceTb IPv4» — «10.10.0.0/24»,
«YpaneHHas cetb IPv4» — «192.168.1.0/24»;

«CxaTme» — «BKAHOYEHO € UCMONb30BaHNEM adanNTUBHOIO CKaTUA»,

N Ha>XXaTb KHOMKY «COXpaHMTb».

3HaueHwus NnapaMeTpoB, HE YKa3aHHbIX B rnepeyHe, OCTaBUTb MO YMOJIHaHUIO.

B pe3synbtate Hactponkum OpenVPN 6yaer co3gaH VPN-kaHan co cnegyrowmmm
XapakTepucTnKamu:

SSL/TLS ncnons3yetcs;
TYHHenupyembin Tpaduk nHkancyampyetcs B UDP-nakeTbi;

aemoH OpenVPN obpabatbiBaeT nopkatoueHuss Toabko Ha IP-agpec,
npuceoeHHbIn WAN-azantepy;

cepTMduKaTbl He NCNOb3YHOTCS;
ayTeHTndumKaLma rno J0rmMHy/naponto He NCNoOJb3yeTcs;
ayteHTUodumKauma TLS He ncnonbsyeTtcs;

OKatme daHHbIX NCNoJIb3yeTCA.

25.1.1.4 CozpaHue npasun M3

[na koppekTHOM paboTbl VPN-TyHHENs HeO6X04MMO HacTpouTb Npasuaa M3:

Ha ARMA FW1 npasuno gna paspewenma OpenVPN Tpapuka n Tpapuka u3
cetn «192.168.2.0/24»;

Ha ARMA FW2 npasuio ans pa3pelueHusa Tpaduka ns cetn «192.168.1.0/24».

Co3gaHne npasun M>D onucaHo B pa3gene «Co3jgaHve MpaBul  MexXCeTeBOoro

SKPaHNPOBAaHWA» HACTOALLENO PyKOBOACTBA.

Heo6xop,|/||v|o co34aThb npaBnia, yKasas ciegyrouine 3Ha4eHA napamMeTpoB:
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«UNHTepoeiic» — «[WAN]»;

«[lencrtBue» — «Pazpewntb (Pass)»;

«bbicTpas npoBepka» — «BkitoueHO»;

«Bepcum TCP/IP» — «|Pv4»,

«lpotokon» — «UDP»;

«OTnpaBuTenb» — «EANHCTBEHHbIN XOCT UK ceTb», «203.0.113.67»;
«/lnanasoH NOpToB HasHaueHusa» — «OpenVPN»,

«Onucanme» — «Allow VPN»;

e ARMA FW1 (npaBuno N22):

«Untepdenc» — «[OpenVPN]»;

«[lencTtBue» — «Pazpewntb (Pass)»;

«bbicTpas npoBepka — «BkntoueHo»;

«Bepcun TCP/IP» — «|Pv4»;

«MpoTokon» — «JItobon»;

«OTnpaBuTenb» — «EANHCTBEHHbIN XOCT UK CeTb», «192.168.2.0/24»;
«/lnanasoH NOPTOB Ha3HaueHUn» — «J1Trobon»;

«OnucaHue — «Allow VPN Traffic»;

e ARMA FW2:

«UNHTepPenc» — «[OpenVPN]»;

«[lencTtBue» — «PazpewnTtb (Pass)»;

«bbIcTpaa npoBepka» — «BkatoueHO»;

«Bepcun TCP/IP» — «|Pv4»;

«MpoTokon» — «Jltobon»;

«OTnpaBuTenb» — «EANHCTBEHHbIN XOCT UK ceTb», «192.168.1.0/24»;
«[lnana3oH NopToB HasHaueHUA» — «J1tobomn»;

«OnucaHue» — «Allow VPN Traffic».

3HaueHuns napamMeTpoB, HE YKa3aHHbIX B NepeyvyHe, OCTaBUTb MO YMOAYaHUIHO.

MNocne npumeHeHuns npasua M3 Heobxoanmo ybeantbca B paboTte kaHana, 414 3TOrO Ha
ntobom n3 ARMA FW nepentn B nogpasgen cratycoB coegmHeHns OpenVPN («VPN» -

«OpenVPN» - «CtaTyc coeMHEeHUA»), 3HaueHne cTonbua «CraTyc» JOMKHO ObITb «Up»

(cMm. Pucyrnok — Cratyc coeanHerduns OpenVPN).
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VPN: OpenVPN: CraTyc coeguHeHuUA

CraTucTUKa 32anpocoe KNUeHTa

Wms YoanedHsii xocT BupryanoHbin agpec MopxnroyeH ¢ OTtnpaenexo bant Monyyexo bant Cratyc

OpenVPN peer2 UDP 198.51.100.51 10.10.0.2 2023-02-22 1T:43:17 1KB 756 bytes up s |
PucyHok — Cmamyc coeduHeHus OpenVPN
25.1.2 Hactpoiika OpenVPN B pexxume «y3en — ceTb»
B kauectBe npumepa Hactpokn OpenVPN B pexunme «y3en - ceTb» 0OyseT

MCNOIb30BaTbCA CXemMa CTeHAa, NpeAcTaBAeHHaa Ha pucyHke (cM. PucyHok — Cxema
creHza ana Hactponikn OpenVPN B pexxume «y3es — CeTb»), aBTOpU3aL s Noab3oBaTesnen
oCyLLecTBAseTCa cornacHo nokanbHoun b ARMA FW.

OpenVPN Tunnel

10.0.8,0/24

Client ARMA FW

[ ]
= )
e 19216811

[ 1]

192.168.1.0/24

L

192.168.2.100

PucyHok — Cxema cmeHda 0sa Hacmpotiku OpenVPN e pexume «y3en — cemo»

Ans Hactpoinkm OpenVPN B pexunme «y3en — ceTb» HeObXOAMMO BbIMNOAHUTb
cnepyrowime waru:

1. Co3aaTb AOBEPEHHbIN LIeHTp cepTudukaLmm.

2. Co3paTtb cepTnduKaT cepsepa.

3. Co3paTb NOb30BATENBCKYHO Y3 U KNMEHTCKMM cepTudmKaT.

4. Hactpouts ARMA FW B kauectBe cepepa OpenVPN.
25.1.2.1 Co3paHue AOBEepPEeHHOro ueHTpa ceptudpumkaumum

Ans  co3jaHWs  AOBEPEHHOro LeHTpa cepTuduKauum HeobxoaMMO  BbIMOJHUTbL
cnepyrowime AencTBUS:

1. MNepentn B Nnogpasgen nosHoMmoumn («Cucrema» - «/LoBepeHHble cepTudpmnkaTbl»
- «MonHomMoumna»).

2. Haxatb kHonky «+/106aBUTb>.

3. B oTtkpbiBwekca popMe ykazaTb napamMeTpbl n3 Tabanybl (cM. Tabanua «3HayeHus
napamMeTpoB LieHTpa cepTudurkaLmm»), He yKasaHHble napameTpbl OCTaBUTb MO
YMONYaHWMIO.
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4. HaxaTtb kHONKy «COXpaHUTb».

Tabauya «3HayeHUs napamempos yeHmpa cepmugukayuu»

Mapametp 3HaueHune
OnucatenbHoe nma ARMA CA
MeToz Co3paTtb BHYTPEHHWUI LeHTP cepTudmKaLmm
Bpemsa cywectBoBaHua (gHN) 365
Koga cTpaHbl RU (Russia)
Obnactb Moscow
lopog, Moscow
OpraHuzauns InfoWatch
3. nourta admin@infowatch.ru
CraHpapTHOE UMmsA arma-ca

Mapametpbl «OnucatenbHoe wumaA», «Kopa crpaHbl», «O6nacTtb», «lopoa»,
«OpraHusauma», «3n. noura», «CraHaapTHOE UMA» YKa3aHbl CNPaBOYHO.

25.1.2.2 Co3paHue cepTudumkarta cepsepa
Ana co3pgaHma ceptndukara cepsepa HeOHXOANMO BbIMOAHUTL CAeaytoLine AeUCTBUA:

1. Tepentu B nogpasaen ceptndukatos («Cucrema» - «JloBepeHHble cepTuduKkaTtbi»
- «CepTudunkarbi»).

2. Haxatb kHonky «+/106aBUTb>.

3. B otkpbiBwenca ¢opmMe ykazaTb napameTpbl n3 Tabanupl (cM. Tabanua «3HayeHus
napamMeTpoB ceptTuduKaTta»), He ykasaHHble MapaMeTpbl OCTaBUTb MO YMOAYaHUIO.

4. HaxaTtb KHOMKy «CoXpaHUTb».

Tabauya «3HadveHus napamempos cepmugpukama»

MapameTp 3HaueHue
MeToz Co3patb BHYTpeHHWIM cepTudmkat
OnucatenbHoe nm4 OpenVPN cert
LleHTp ceptndumnkaumm ARMA CA
Tun Ceptudwukar cepsepa
Bpems cywectsoBaHma (gHu1) 365
CraHpapTHOe Ums OpenVPN cert
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MNapameTpbl «OnucatesnbHoe UMA» N «CTaHAAPTHOE MMA>» YKa3aHbl CMPaBOYHO.
25.1.2.3 Co3pgaHue nosb3oBaTe/IbcKOW Y3 N KJIMEHTCKOro ceptudukara

Co3paHve NoNb30BaTeIbCKOM Y3 ONM1CaHO B pasgene «YUETHbIe 3anncu 1 npasa A0CTyna»
HaCTOALLLEro PyKOBOACTBaA.

[ns co3paHns Noab30BaTeIbCKOrO cepTudumkaTa HEOOXOANUMO BbIMOAHUTL CAeAytoLine
NencTBUS:

1. OTkpbITb HOPMY cO3aaHMA cepTudmkara:

® pu co3gaHum Y3 — yctaHoBUTb dnaxok ana napametrpa «Ceprtudpukar» u
Ha>kaTb KHOMKY «CoOXpaHUTb»;

® 117 Y3, co3paHHON paHee — B pOopMe pesakTMpoBaHUS Y3 HaxaTb KHOMKY « *
» B NapameTtpe «CepTndurkartbl NoNb30BaTENA».
2. B oTkpbiBWeNcs dopMe ykazaTb CaedytroLine 3HaYeHNs napameTpoB:
® «Metop» — «Co3aaTb BHYTPEHHMIA cepTUdMKaT»;
® «LleHTp cepTudpuxkaymmn» — <ARMA CA»;

® «Tun» — «CepTndunKaTt KIneHTa»,

«Bpems cyuwectBoBaHuaA (AHWN)» — «365»;
M HaxkaTb KHOMKY «CoOXpaHUTb».
3. Haxartb kHonky «CoxpaHuTb» B GopMe peAakTMpoBaHma Y3.
25.1.2.4 Hactpoiika ARMA FW

Ans Hactponkn ARMA FW B kauvectBe cepBepa OpenVPN Heob6xoAMMO BbIMOAHUTb
cneayroLme fencTBus:

1. MNepentn B nogpasaen Hactpourkn cepsepoB OpenVPN («VPN» - «OpenVPN» -
«CepBepbI») 1 HaxaTb KHOMKY «+/,06aBUTb>» Ans fobaBneHs HOBOTo cepBepa.

2. B otkpbiBWeENCa popMe ykazaTb cieayroLme 3HaueHmsa NnapameTposB:
® «OnucaHne» — «OpenVPN Server»;

® «Pexxum cepBepa» — «YpganeHHbin pgoctyn (SSL/TLS + ayTteHTudmkauma
NONb30BaTeENS)»;

® «CepBep ana ayteHTUPUKaunmn» — «JlokanbHasa 6asa faHHbIX»;
o «UHtepdeinc» — «OPT1»;

® «JlokanbHbIA NOPT» — «1194»;

® «LleHTp cepTndpukauum nupos» — <ARMA CA»;

o «Ceptudumkar cepsepa» — «OpenVPN cert (ARMA CA)»;
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® «TyHHenbHasa cetb IPv4» — «10.0.8.0/24»;

® «JlokanbHasa ceTb IPv4» — «192.168.1.0/24»;

o «OxaTtume» — «BbiktoueHo be3 cxaTusa»;

® «DNS-cepBepbl» — Onaxxok ycTraHoB/eH, yka3biBaeTca IP-agpec DNS cepsepa

JANA NOKaNbHOW ceTy;

M HaxkaTb KHOMKY «COXpaHUTb».

3HaueHWs NapameTpPOB, He YKa3aHHbIX B NepeyYHe, OCTaBUTb MO YMOIYaHUIO.

MNocne co3paHua OpenVPN cepBepa Heobxoaumo co3gatb npaBuna M3 ans

nHtepdenco «[OPT1]» n «[OpenVPN]», ykasas cnegytolime 3HaueHUs napamMmeTpoB:

® [MpaBuno ana nnrepgeica [OPT1]:

«[lencTtBue» — «Pazpewntb (Pass)»;

«BbbicTpas npoBepKa» — «BkaroueHo»;

«Bepcun TCP/IP» — «|Pv4»;

«MpoTtokon» — «UDP»;

«OTtnpasurtenb» — «<OPT1 ceTb»;

«/lnana3soH NOpPToB HasHaueHusa» — «OpenVPN»,

«Onucanme» — «Allow VPN»;

e [paBuno ansa nHrepgeiica [OpenVPN]:

«[lencrBue» — «PazpewnTtb (Pass)»;

«bblicTpas npoBepka» — «BkitoUeHO»;
«Bepcun TCP/IP» — «|Pv4»;

«MpoTokon» — «J/lkobon»;

«OTtnpaBurtenb» — «OpenVPN ceTb»,
«/[ilnanasoH NOPTOB Ha3HauYeHUA» — «J1tobon»;

«OnucaHue» — «Allow VPN Traffic».

Co3gaHne npasun M>D onucaHo B pa3gene «Co3jnaHve MpaBusl  MexXCeTeBOoro

3KpaHNpoBaHWA» HaCToALWEro pykoBoAacTBa.

25.1.2.5 Hactpoiika knmeHTa

[N HaCTPOVIKM KnneHTa HeobxoAnM KoHOUrypaunoHHbl darin OpenVPN.

Ana co3paHns KOHOUIypauMOHHOro @anna HeobXOAMMO BbINOJHUTL Chaefytolmne

NencTBuS:
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1. Mepentn B noppasgen skcnopta Hactpoek kaveHTa («VPN» - «OpenVPN» -

«JKCNOPT HACTPOEK KANEHTa») (CM. PUCYHOK — SKCNOPT HAacTpoeK KAMEHTa).

VPN: OpenVPN: 3KcnopT HacTpoeK KNueHTa

cnpaeka (L

Cepsep ynanennoro gocryna OpenVPN Server UDP:1194 -

Tun 3KCNOpTa -
P Toneko aidn v

Wma xocTa 1582.168.2.1

Lony 1104

Mcnonb2oBaTh CNy4aiHbLIR NOKansHLIR NOPT

P12 Maponk/ToaTEEpHAEHWE NapPonA

MpoEepKa cepeepa
XpaHunuiLe cucTeMHbIX cepTudmkaToe Windows J
He coxpaHATL Naponb ]

MonkzoEaTensCKan KOHQUIypaumsa

Y4eTHble 3anncK | cepTHdMKaTL!
CepTudukat Mone3oBaTtenu
OpenVPN cert o
userl userl o
PucyHok — 3kcnopm Hacmpoek kaueHma
2. 3apaTtb napameTpbl 4as 3KcnoprTa:
® «CepBep yaaneHHOro AocTyna» — Co3JaHHbI cepBep;
® «Twun akcnopTta» — «Tonbko dann»;
® «WMmsa xocra» — nma nan IP-agpec cepsepa, B npumepe «192.168.2.1».
3. OctanbHble NapameTpbl OCTaBUTb 6€3 M3MeHeHWNs, HaxaTb KHOMKY « o, HanpoTMB

MMeHW MO/b30BaTeNst BHU3Y CTPaHWULbl WU COXPaHWUTb KOHPUrypauMOHHbIN daiin,
cnesys ykasaHusm Beb-bpayzepa.

DKCMNOPTMPOBAHHbIA KOHPUIYPALMOHHBLIM darin HeOBXOAMMO WMMMOPTUPOBaTb B
kaneHTckyro yactb 10 «OpenVPN» Ha MK «Client» 1 BbInOAHWTE NOAKAOUYEHME K
co3gaHHomy cepsepy Ha ARMA FW.
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25.2 IPsec

IPsec — Habop npoTOoKONOB A/nA obecneyeHua 3awWnTbl AaHHbIX, MepejaBaeMbiX MO
MexceteBoMy npotokony IP.

ARMA FW noasep>xwuBaeT paboTy IPsec B pexxunmax «CeTb — CeTb» U «y3eN — CeTb».

B cnyuyae BpeMeHHOro OTK/IOUEeHUA U NMOC/eAyroLero NoAKAYeHnsa yyactHuka IPsec-
TYHHENA, BOCCTaHOB/IEHME TYHHENA NPOUCXOANT aBTOMaTUYECKMW.

Mpumeuanne:
Mpw BkAtOUEHUN IPsec Ha BUPTyanbHbIX MallMHax BO3MOXHbI cbon B paboTe
ARMA FW.

Co3paHve TyHHens IPsec ocywectsasetca B ABa 3Tana:

® «dasza 1» — cornacoeaHve y3namm MeToAa WAaeHTUOMKaALUW M MapaMeTpoB
wrdpoBaHma s obMeHa Karouamy;

® «(a3a 2» — cornacoBaHue y3namu MeToza napametpos WwndposaHma Tpadmka.

Mpu HacTpovike da3bl 1 TyHHens IPsec B none napametpa «Bepcusa obmeHa karouamm»
A0nycKaeTca BblbOp cieaytowmx 3Ha4eHnn Bepcum npotokona «IKE»: «auto», «V1», «V2»
— NCNONb3YeTCA MO YMOJYAHMIO.

Mpwn Hactporke ¢a3bl 1 TyHHens IPsec B mone napameTtpa «/[eAcTBUE 3aKpbITUA»
BO3MOXHO YyKa3aTb AeWCTBME, BbINMOJHAEMOE B C/ly4ae NoTepu CBA3HOCTU C YAANEHHbIM
Y3/10M:

® «OTCcyTCTBYyeT» — OTK/IHOYAET AENCTBUE;
® «C6poc» — 3aKpbIBAET CoeAnHeHMe 6e3 AaNbHENLLNX AENCTBUN;

® «YpepxaHue» — nepexBaTbiBaeT TpaPuk U MNOBTOPHO WUHULMMPYET
COorfiacoBaHue coefuHeHna nNo TpeboBaHuIo;

L4 «I'Iepe3anycx» — HeMeJNneHHO NHNUNNPYET cornacoBaHne coeanHeHnA.

Mpumeuanune:

Ans napametpa «/leAcTBUE 3aKpbITUA» CleAyeT YCTaHOBWUTb 3HayeHue
«OTCyTCTBYET», €CAN y3en WCMOoJb3yeT MOBTOPHYH ayTeHTUOUKALUUIO Wan
NPOBEPKY YHWKaNbHbIX NAEHTUPUKATOPOB.

Mpwn Hactporike @asbl 1 TyHHens B pexXxvMe AMHaMUYeCcKoW MapLipyTM3aLmm
HeobxoanMo B 610ke «/lonosHUTe/IbHbIe NapaMeTpbl» CHATb GIaXKOK A8 NapameTpa
«lMonutnkKa ycraHoBKU».

Mpu HacTpovike ¢da3bl 2 TyHHena IPsec ans napameTtpa «Pexxum» BO3MOXeH Bblbop
CNeAyroLmnX 3HaUEHWI:
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® «TyHHenb IPv4» — pexum TyHHennmposaHusa no Bepcun IPv4, npn KoTopom
BbiNosHAeTCA wndposaHue IP-3aronoBka naketa v nepefaBaeMbiX JaHHbIX C
nociesyroLLer MHKancyaaumen B HoBbIM IP-naker;

® «TyHHenb IPv6» — pexum TyHHenmposaHua no sepcuun IPv6, npu koTopom
BbINOJIHAETCA WINdPOBaHME 3aroNoBKa MakeTa U nepesaBaemMbIX JaHHbIX;

® «/luHaMuueckas MapLIpyTU3auusa» — PEXMM WCMNOJb3YeTCs COBMECTHO C
AVHAMUWNUYECKOW MapLupyTusaumen;

® «TpaHCNOPTHbLIA MNPOTOKON» — TPAHCMOPTHbIM PEXWM, MNpPU  KOTOPOM
BbIMOJHAETCA WNPPOBaHME TONbKO NepesaBaeMbIX AaHHbIX.

25.2.1 Hactpoiika IPsec B pexxume «y3es — ceTb»

B kauectBe npuMepa HacTpowkn IPsec B pexunme «y3en — ceTb», MCMNOb3yeTcs cxema
CTeHAa, NpeACTaBNeHHasa Ha pUCyHKe (CM. PucyHok — Cxema cTeHaa Ana HacTponku |IPsec
B peXnmMe «y3en — CeTb»).

Client ARMA EW Server
1 1 |
A/ I | AN
—_—
T92.168.2.1 mem e mm s 192.168.1.1
] T T T 1 -
550 s 550
192.168.2.100 192.168.1.200

PucyHok — Cxema cmeHda 04151 Hacmpouku IPsec 8 pexume «y3en — cemo»

Ans HacTponku IPsec B pexnme «y3en — ceTb» HeOOXOAMMO BbIMOAHUTL CaeayroLine
warm:

1. Co3paTtb BHYTPEHHWI LeHTp cepTudumKaumu.

2. Co3patb BHYTPEHHUN cepTudmKar.
3. HactpouTb MOBUIBHBIN KAMEHT 1 TyHHenb IPsec.
4. [obasuTtb kntou IPsec.
5. ViIMnopTupoBatb cepTndurKaT KIANEHTY.
6. HactpouTb HOBOe ceTeBOe MOAKJ/IHOYEHME.
25.2.1.1 War 1. Co3aaHne BHYTPEHHEro LieHTpa cepTuduKaLmm

B npumepe JOBepeHHbIN LEHTP cepTudmKaumm Cco3jaetca €  napamMetpamuy,
npuBeAéHHbIMM B Tabavue (cm. Tabanua  «3HayeHUs  MapameTpoB  LIEHTPa
ceptndukaLmm»), He ykasaHHble NapaMeTpbl HEOHXOANMMO OCTaBUTb MO YMOJYAHWIO.
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Tabuya «3HayeHUs napamempos yeHmpa cepmugukayuu»

MapameTp
OnucatenbHoe nma
MeToz,

AnvHa kntoya (6uT)
AnropvTtm gangxecta

Bpems cylwiectsoBaHma (gHu)
Kog cTtpaHsbl

Obnactb

lopoa

OpraHusauyusa

. noyTta

CraHpapTHOe Ums

MNapameTpbl «OnucatesibHOE WUMA»,

3HaueHue

ARMA CAF

Co3paaTb BHYTPEHHWI LIeHTP cepTudumKaLmm

2048
SHA256
365

RU (Russia)
MO
Moscow
IWARMA

info@infowatch.ru

internal-ca

«Kop cTpaHbl», «O6nactb» «lopog»,

«OpraHusaumsa», «dn. noura», «CraHaapTHOE UMA» YKa3aHbl CNPaBOYHO.

Ans  co3paHns AOBEPEHHOro LeHTpa cepTudmKaumm HeobxoaMMO  BbIMOAHWUTb

cneayroLme fencTBus:

1. NMepentn B Nnogpasgen nonHoMmoumm («Cucrema» - «/LoBepeHHble cepTudpmnkaTbl»

- «MonHomMouuna»).

2. Haxatb kHonky «+/106aBUTb».

3. B otkpbiBwenica ¢opme ykazaTb napameTtpbl n3 Tabanupl (cM. Tabanua «3HayeHus
napameTpoB LieHTpa cepTudUKaLmmn»).

4. HaxaTtb kHOMKy «CoXpaHUTb>».

CepTndukat co3gaHHOro LeHTpa ceptudumkaumm HeobXoAnMMO 3KCMOPTUPOBATb, HaXaB
KHOMKY «3KcnopTtupoBatb ceptudukar CA» (cm. PucyHok — SkcnopT ceptudukarta CA)

B rnogpasgesne MNOJHOMOYMI

«MonHoMounsa»).
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Cuctema: [loBepeHHble cepTudukatbi: MonHoOMouYUs

WUma BHYTpeHHUIH  DMUTEHT Ceprudukarsl  YHukanoHoe ums
axcnopT ceprucpmrara CA

ARMA AA camonognucanHei 1 emailAddress=info@iwarma.ru, ST=MO, O=IWARMA, L=Moscow, S & L2 B

CAF

PucyHok — kcnopm cepmucgpukama CA

25.2.1.2 War 2. Co3patb BHYTPEeHHWNI cepTuduKar

B npumepe BHyTpeHHUN cepTudumKaT CO3jaeTcA C napamMeTrpamu, NpuBeAEHHbIMW B
Tabanye (cM. Tabavua «3HayeHns napameTpoB ceptudumkaTa»). 3Ha4YeHNsA NapaMeTpoB,

He YKa3aHHbIX B Ta6.I1VILI,e, HEO6XOAI/IMO OCTaBUTb MO YMONYaHUIO.

Tabsuya «3HadyeHus napamempos cepmughukama»

Mapametp 3HaueHune
MeTog, Co3aaTb BHYTPEHHWI cepTUdUKaT
OnucatenbHoe nmsa IKEv2 cert
LieHTp ceptudukaymm ARMA CAF
Tun Ceptndwmkar cepsepa
Bpems cywectsoBaHuma (gHW) 365
Koa cTpaHbl RU (Russia)
Obnactb MO
lopog, Moscow
OpraHusauyusa IWARMA
3. nouTta info@infowatch.ru
CraHpapTHOE Umsa IPsecCA
AnbTepHaTtuBHble ViMeHa, Tun IP-appec
AnbTepHaTuBHble ViMeHa, 3HaueHune IP-agpec WAN unHTepderica ARMA FW, Ha

cxeme — 192.168.2.1

MNapametpbl «OnucatenbHoe wumA», «Kop crpaHbl», «O6nacTtb», «lopoa»,
«OpraHusauma», «3a. noura», «CraHAapTHOE UMA» YKa3aHbl CNPABOYHO.

Ans  co3paHns BHYTpeHHero ceptudmkata HeObXOAMMO BbIMOJAHUTL ChaeaytoLine
JeNCTBUS:

1. Tepentu B nogpaszen ceptndunkatos («Cucrema» - «JloBepeHHble cepTuduKaTbi»
- «CepTduKaTtbl»).
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2. Haxatb kHonky «+/106aBUTb>.

3. B otkpbiBwelica popMe ykazaTb napameTpbl n3 Tabanybl (cM. Tabanua «3HayeHus

rnapameTpoB cepTudmKaTa»).

4. HaxaTb KHOMKy «CoXxpaHuUTb».
25.2.1.3 War 3. HacTtpoiika MobuabHOro KaveHTa u TyHHens IPsec

Ans noaaep>XKkM MOBUbHBIX KANEHTOB |IPsec HEOBXOAMMO BbIMOAHUTL ChaeayroLine
NencTBuS:

1. NMepentn B nogpasgen HacTpoek MobmabHbIX KaneHToB IPsec («<VPN» - «IPsec» -
«Mob6unbHbIE KANEHTbI») (CM. PucyHok — Hactpoinka MobuabHoOro kaneHra |IPsec).

VPN: IPsec: MobunbHbIE KNTUEHThI

Pacwupenus IKE cnpaska (1)
© Biioune BrNiunTh NogaepKy MOBUNEHLIX KNWEHTOB IPsec
PacwupeHHas ayTeHTuduKauusa (Xauth)

O Cepsep ans ayTeHTUdMKALNN JlokankHas 6333 QaHHbIX -

MpYHYAUTENBHO MCNONb30BATh
NOKanbHYK rpynny

oTcyTCTBYET) -

KoHdurypaunsa knueHTa (mode-cfg)

© Myn eupTyancHbix IPv4-appecos B3 Vianute BupTyansHbii IPv4-agpec knveHTam

10.0.8.0 24 -

PucyHok — Hacmpolika mobuasHo20 kaueHma IPsec
2. YkazaTb ciefyroLine HacTPOUVKK:
® «BKAOUNTBL» — PNaAXKOK YCTaHOBAEH;
o «CepBep ana ayteHTUPUKaLUN» — «JlokanbHasa 6a3a AaHHbIX»;

® «[lyn BuptyanbHbix IPv4-agpecoB» — ¢naxok YyCTaHOBAEH W YyKa3aHo
3HauveHue «10.0.8.0/24».

3. OcTanbHble NapamMeTpbl OCTaBUTb MO YMOJNYAHUIO U HaXaTb KHOMKY «COXpaHUTb».
MosaBMTCA npeaynpexaeHne o HeobxoanmMocTn co3gaHusa ¢asbl 1 (cm. PucyHok —
MpeaynpexaeHne 0 HEObX0AMMOCTN co3aaHuna dasbl 1).
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VPN: IPsec: MoO6U/IbHbIE KJTMEHTBI n >

Coznaiite Phasel

Mopaepxsa IPsec 4na MOBUNLHLIX KIMEHTOE BKIHOYEHA, HO onpefeneHue hassbl 1 He BbI10 HalgeHo.
HammuTe «Cozpate», 4TOObI 3aAaTh €r0.

PucyHok — lNpedynpexdeHue o Heobxodumocmu co3daHus ¢aser 1

4. HaxaTtb kHonky «Co3gaute Phasel1» 1 ykazaTtb cnegyrouime 3HaueHMs napameTpoB

B OTKpbIBLIENCcs popme (cM. PucyHok — Hactpoika dasbl 1):
® «Metop ayTeHTUPUKaLUnN» — «<EAP-MSCHAPV2»;
® «Mow ngeHtndukarop» — «IP-agpec», «192.168.2.1»;
® «Mow ceptudpukar» — «IKEv2 cert»;
® «Anroputm wndpposBaHna» — «AES», «256»;

® «[lpynna knroueint DH» — «2 (1024 bits)», «14 (2048 bits)».

VPN: IPsec: HacTpoiku TyHHens (= B
O6wan uHdopMaLMs cnpaska ()
OTrnoueHa ] OTrmoumTs 3Ty 3anmcs (asel 1
MeTog nogrnoYeHns Mo yMon4aHmio -
Bepcua ObmeHa KnoYamu V2 -

MNpoTtokon MHTepHeTa IPva .

WHTepdeic WAN .

PucyHok — Hacmpotika ¢ga3sei 1

5. OcranbHble napaMeTpbl OCTaBUTb NO YMOAYAHNKO N Ha>XaTb KHOTMKY «Coxpaan'b», a
3aTeéM KHOMKY «anMEHVITb N3MeHeHuna».

+

6. [na co3gaHHOW 3anucy HaXxaTb KHOMKY « » (cM. PucyHok — [lobaBaeHune 3anmcu

dasbl 2) ana gobaneHua 3anncu dasbl 2.
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VPN: IPsec: HacTpoiiku TyHHens (=
Mi3MeHeHMA yCnewHo NpUMeHeH .
«"  Tun YaanerHsii Wnioz Pexum: ®asza 1. [pepnoxerne AyTeHTUdHKauma OnucaHue
flokaneHas nogcete Yaanennas nogcete  Phase 2 Proposal
O IPv4 IKEv2 WAN Mo6unbHEIE KNMEHTEI AES (256 6MT) + SHAZ56 + [pynna DH 2,14  FAP-MSCHAPV2 € &£ 0 1@
v @ o+

] BkmounTe IPsec

PucyHok — [lobasneHue 3anucu ¢gassl 2

7. YkazaTb Ccnegyrolime 3HauyeHMa napamMeTpoB B OTKpbIBLUencs dopme (CM. PucyHok —
HacTtpownka da3bl 2):

® «Anroputmbl WndpoBaHUA» — GAAXKN YCTaHOBAEHb! ANA 3HaUYeHU «AES» n
«3DES»;

® «Anroputmbl xewa» — «SHA1».

VPN: IPsec: HacTpoiKku TyHHens (=
0O6was uHdopmaums cnpaexa (1)
OTKNOYEHa O
Pexm: .

TyHHenb |Pv4

PucyHok — Hacmpolika ¢a3sel 2

8. OcTtanbHble napaMeTpbl OCTaBUTb NO YMOAYAHNKO N Ha>XaTb KHOTMKY «COXpaHVITb», a
3aTteM KHOMKY «anIMeHI/ITb NU3MeHeHunA».

9. YcraHoBUTL ¢naxok ana napametpa «Bkarountb IPsec» ©n HaxaTb KHOMKY

«CoXpaHUTb».
25.2.1.4 War 4. Jo6baBneHue knroua IPsec
Ana pobaBneHna karoya IPsec HeO6XOAMMO BbINMOAHUTL CAeAytoLMe AeNCTBUS:

1. TMepentn B nogpaszen npeaBapuTesbHO BbigaHHbIX katoven («VPN» - «IPsec» -
«lMpeaBapuTeNbHO BblgaHHbIe KJIOUM») N HaXaTb KHOMKY «+/106aBUTb>.

2. YkazaTb cnefytolume HaCcTPOMKM B OTKpbIBLUENCS popMme (cM. PucyHok — [lobasneHuve
karoya IPsec):

o «UNpeHtndpukarop» — «User»,
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3.

VPN: IPsec: [lpegBapuTenbHO BblgaHHbIe KITHO4YU

® «[lpeaBapuTeNbHO BbiAaHHbINA KAKOU» — «123»;

® «Tun» — «EAP».

Q
|

n C o)
MaeHTM@MKaTOp user

O NpegeapwTencHo BEIAHHEIR KO 122

O Tun EAP -

PucyHok — [lobasneHue karo4da IPsec

HaxaTb KHOMKY «Coxpanrb», a 3aTeM KHOTKY «anMEHMTb N3MeHeHuna».

25.2.1.5 War 5. UmnopT ceptndunkata KANeHTy

MNepes Hayanom MMNopTa HeoHXoAMMO CO3AaTb OCHACTKY AnA paboThbl C cepTudukaTamu,

B KauecTBe npumepa byaet ncnosnbsosatbcs OC «Windows».

Mopsagok co3gaHna ocHacTkm ans pabotel ¢ ceptudmrkatamm Ha MK «Client» Heobxoammo

BbIMOJIHUTE Chegyrowmne AEIZCTBMH:

1.

HaxaTtb kombuHauumto knaBuw <«Win» + «R» 1 B MoABMBLUEMCA MEHIO
«BbINOAHNTBL» BBECTM «mmMC» U HaxxaTb Knasuwy «ENTER» ana 3anycka KkoHconu
yrnpasaeHus.

B mMeHio «®aiin» OTKPbIBLUENCA KOHCONW ynpaBieHus Bbibpatb «/,06aBUTb uam
YAANINTb OCHACTKY...».

B oTkpbiBLWenca dopme gobaBneHna 1 yaaneHns oCHacTok n3 ctonbua «LocrynHbie
OCHACTKM» BblbpaTh «CepTUduUKaTbI» 1 HaxaTb «/106aBUTb>.

Ha nepBoM Liare OTKprBLIJGI7ICFI OCHacCTKKN Bbl6paTb 3Ha4veHune «yl-IeTHOﬁ 3anucm
KOMMNbrOTEpPa» N Ha>XXaTb KHOMKY «,U,anee», B dJieAyroLieM Liare Bb|6paTb 3Ha4yeHne
«JIOKaJIbHbIM KOMMNbIOTEPOM>» 1 Ha>aTb KHOTKY «foToBOY».

Haxatb kHonky «OK» B popme pobaBneHns 1 yaaneHns oCHacTok (CM. PUcyHOK —
Co3paHue ocHacTku ansa pabotbl ¢ ceptudumkatamu Ha MK «Client»).
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| Qaiin  [eiictene  Buag  Wzbpannoe Owno  Crnpaeka - 8 x
L 1ol NEIN 7
| KopeHe konconm || Vs Hﬂeﬁq""” |

JoBaeneHne v yaaneHne OCHACTOK e PPEHb KOHCOAn e

JononHuTeneHele geiic... #
Bl MOXETE BRIDPETE DCHACTKM ANA 3TOM KOHCOMK U3 AOCTYMHBIX HA KOMMEKOTEPE OCHACTOK W 3ETEM HACTPOMTE MX. [LnA
PECWMPAEMBIX OCHECTOK MOKHD HECTPOWTE TPEGYEMOE PacWMPEHKE,

[lOCTYMHEIE OCHACTKM: BiifpaHHLIE OCHACTKN:

OcHacTka MocTaBwmk Ll _| KopeHs KoHCon W3MEHWTE pacUMpeHmA. ..
__o)JECepTMdJMKaTbl {nokansHeli Ko

§" NokaneHsie nofk...  Micosoft C...
.g MoruTop IP-Ges0...  Midosoft C...
ﬁMonTop GpanHam... MicrosoftC...

¥Ynanute

[22] OBuwe nanku Microsoft C... Beepx
"I Manka Kopropau. ..
(D Mnarmposwme sa {c) Kopnopa PLE
—_ . v PRapa. .. LobaeuTs =
@ MpocvoTp cobeimuit — (c) Kopropa. ..
_: PepakTop ofbek... MicrosoftC... |
_: PesyneTvpyiowa... Microsoft C...
@ CepTHdMKETEI Kopnopaum...
(%) CucTemHsit Morm. .. Kopnopaw...
o CryeBil Microsoft C...
= CmyrObl KoMnoHe, ., Microsoft C... w < 3 LoNonHHTEREHD. .

OnucaHue:

PucyHok — Co3daHue ocHacmku 018 pabomel ¢ cepmugpukamamu Ha K «Client»

6. MNpwn HeobXOAMMOCTN COXPaHUTb KOHCONb — BbibpaTb 3HaveHne «CoxpaHUTb» UAn
«CoxpaHUTb Kak» MeHto «®ann». PekomeHgyemoe nms «armacertmngr».

Ana vmnopTta cepTudurkaTa, skcnopTmposaHHoro Ha ware 1 (cm. «lar 1. Co3zpaHue
BHYTPEHHEero LieHTpa cepTudukaLmm»), He0O6XOANMO BbIMOAHUTb CAeaytoLine AeUCTBUS:

1. B ocHacTke ana paboTbl ¢ cepTudurKaTamMmm NepenTn B Mepapxmm no nyTu:

® «Ceptudukartbl (/IoKa/bHbIA KOMMbIOTEpP)» - «/loBepeHHble KOpPHeBble
LeHTpbl cepTuPpukaumnmn» - «Ceptupukartbi».

2. B meHo «[llerictBMe» KOHCOAM ynpaBieHus BbibpaTb «Bce 3apaum», a 3atem
«mnopT».

3. CnegoBaTb yKasaHWAM MacTepa uMnopTa ceptudukaTos, BblbpaB cepTudukar,
3KCMOPTUPOBaHHbIM Ha ware 1 (cm. «War 1. Co3gaHuve BHYTPEHHEero LeHTpa

cepTndurKkaumnm»).

25.2.1.6 War 6. HacTpoiika HOBOro ceTeBoro NOAK/IlOUEHUA.

B kauecTBe NpuMepa HaCTPOMKN HOBOFO CETEBONO MOAKAKOUYEHNS BYAEeT MCNO/Ib30BaATHLCS
co3gaHue un Hactporka nogkntoueHns B OC «Windows».

[Ana cozpanuna n Hactponkun VPN noaknroueHmns Ha MK «Client» Heo6xoAnMMO BbIMOAHUTb
cneayrowme fencTBUs:
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1.

Mepelitn B «[MaHenb ynpaBneHusa», YCTaHOBWUTb PexunmM npocMoTpa «Menkue
3HauUKM», BbIbpaTh paszen «LleHTp ynpaBaeHus ceTaMmu n o6wmum AoCcTynom» 1
HaxxaTb «Co3AaaHne n HaCTPoiika HOBOTO NMOAK/IIOUEHUA UIN CeTU».

B oTkpbiBLIEMCA MacTepe BbibpaTh «MogkntoueHne kK pabouemy mecty» 1 HaxaTb
KHOMKY «[lanee».

Ha cnepytowem ware Bbibpath «Mcnonb3oBatb Moe NOAK/IIOUEHUE K MHTEPHeTY
(VPN)», a B cnegyrowemM Lare 3azatb HaCTPOMKK NOAKAHOYEHUs (CM. PucyHok —
HacTpolika HOBOro CeTeBOro NOAKAKYEHUS):

® «Appec B IHTepHeTe» — «192.168.2.1»;
® «Mma obbekTa Ha3zHaueHusa» — «VPN-nogkatoueHne»;

N HaXXaTb KHOMKY «CO3AaTb».

< [J» Moaknouenne k pabouemy mecty

Beeaute agpec B IHTepHeTe

3T10T afipec MOXHO NOMYy4YWThL Yy CETEBOIN0 aAMWUHWUCTpaTopa.

Anpec B WintepHere: 192.168.2.1

Nma obbekta HazHaueHuA: VPN-noaxntoyenve

[ 1Wcnonszoeats cMapT-KapTy
[ 3anomumTs YUeTHbIE AaHHbIe

G l:‘ Paapemmb WMCNONL30BAaTh 3TO NOAKAYEeHWUe APYTKMM NONbL30BaTENAM

310T napameTp No3BONAeT J'IFOE)OMy NOAL30BATENHD, UMeoLLLEMY AOCTYN K 3TOMY
KOMMNBHOTERY, MCNOAL30OBAaTL AGHHOE NOAKIHYEHWE.

Coz3aaTb OtmeHa

PucyHok — Hacmpolika Ho8020 cemegozo NoOK/IHoHYeHUs

MNepentn B «lMaHenb ynpaBneHus», YCTaHOBUTb pexunm npocmoTpa «Menkume
3HauKkm», BbIbpaTb pa3gen «LLeHTp ynpaBsieHus ceTaAMM n o6Wwmm gocTtynom».

Bbibpath «M3mMeHeHue napameTpoB agantepa», HaxkaTb MPaBOW KHOMKOMW MbILUN
Ha co3gaHHoe paHee nogkatoveHne «VPN-noakatoueHmne» 1 BbibpaTs «CBOUCTBa».

MNepenTn BO BKkNajky «bezomacHocTb» (cM. PucyHok — Hactporvika napameTtpos

CETEeBOro NOAKAYEHNA) W yKa3aTtb aiefyroumne 3Ha4yeHA napaMeTpoB!:

® «Tun VPN» — «IKEv2»;
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® «lndpoBaHmne paHHbIX» - «obA3aTeNbHOE (OTKAKOUMTBCH, €Can  HeT
WnPpoBaHNA)»;

® «[lpoBepka NOAANHHOCTU» — GAXKOK ycTaHOBAEH «Microsoft: 3almLLEHHbIN
naposb (EAP-MSCHAP v2) (wndpoBaHme BKAHOYEHO)»;

N HaXkaTb KHOMKY «OK».
7 VPN-noaxiroueHwne: ceoicTea x

Obume MapameTpel Be3onacHocTe Cetes  [ocTyn

Tun VPN:
IKEv2 ™
JlononHuTensHele napaMeTpol
UindpoBanne OaHHbIX:
06A3aTensHoe (OTKMYMTLCA, BCMW HET LUMAPOBaHKuA) M

NpoBepka NoANMHHOCTK
(®) MpoTokon paclumMpexHoit Nposepkk NoANMHHOCTH (EAP)

Microsoft: 3awmwerHbid napone (EAP-MSCHAP v2) (v ~

CeolWcTBa

(C) Vicnonb3oeaTh cepTUdMKaTh KOMALIOTEpoB

OK OTMeHa

PucyHok — Hacmpolika napamempoe cemegozo noOK/IH0HYeHUs

Ana noaknroueHma VPN coeanHeHns HeEOHXOAMMO HaXkaTb NpaBO KHOMKOMW MbILIW Ha
co3gaHHoe paHee nogkntoyeHne «VPN-nogknroueHmne» 1 Bbibpatbh «MoaAKAOUNTE».
Beectn ayteHTMdMKaALMOHHbIE AaHHble, CO34aHHble Ha ware 4 (cm. «Lar 4. [lobaBaeHuve
Katova IPsec») n HaxaTb KHoMKy «OK» ana nogkaroueHums.

25.2.1.7 NpoBepka noaKat0UeHNA

[ns NpoBepKkM yCMeLWHOro NoAKArYeHNs HeobxoaMMO ybeanTbCca B COOTBETCTBYHOLLMX
3anucaAx B Cnefyowmnx nogpasgenax:

1. Cratyca apeHapbl agpecoB («VPN» - «IPsec» - «CraTtyc apeHabl agpecoB») (CM.
PrcyHok — «VPN» - «IPsec» - «CtaTtyc apeH/bl afpecoB»).
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VPN: IPsec: CtaTyc apeHfbl agpecos

Q
|

Myn: 10.0.8.0/24 HazHa4eHWe: 1/254 OHNalH: 1

MNone3oBaTens XocT Cratyc

user 10.0.8.1 [online)

PucyHok — «VPN>» - «IPsec» - «Cmamyc apeHObl adpecos»

2. ba3bl gaHHbIx 6e3onacHbix accoumaumin («VPN» - «IPsec» - «ba3a paHHbIX

6e3onacHbIx accouymnauymnm (SAD)») (cM. PucyHok — «VPN» - «IPsec» - «ba3a saHHbIX
6e3onacHbix accounaumn (SAD)»).

VPN: IPsec: Basa AaHHbIX Be3onacHbix accounaymi (SAD)

Ompasurens Monyarens Mporokan E AnropiT wihposaHIA Anropuri syTesTudiaA Hatemie
15216821 152168.2.100 s dscazsél rindael.che hmae-shal
1921682.100 1921682.8 EsP ctideBzd riindasb-cbe hmac-shal

PucyHok — «VPN» - «IPsec» - «ba3za daHHbix 6e3onacHeix accoyuayul (SAD)»

3. ba3bl gaHHbIX noanTnk 6esonacHocTn («VPN» - «IPsec» - «ba3a gaHHbIX NOAUTUK

6e3onacHoctn (SPD)») (cMm. PucyHok — «VPN» - «|Psec» - «basa gaHHbIX MOAUTUK
6e3onacHocTn (SPD)»).

VPN: IPsec: Baza AaHHbIX nonnTnk GesonacHocTh (SPD)

Orrpamiens Renysrens Homeusils ok TymHERE
10081 192.188.1.0/24 > 152.168.2.100 > 192.168.2.1
152.168.1.0/24 10081

15218821 » 1521682100

PucyHok — «VPN» - «IPsec» - «baza daHHeix nonumuk 6ezonacHocmu (SPD)»

25.2.2 HacTtpoiika IPsec B pexxume «ceTb — ceTb»

B kauectBe npumMepa HacTpourkn IPsec B pexunmMe «ceTb — Ce€Tb», UCMOJ/b3YeTCA CXema

CTeHAa, NpeAcCTaB/ieHHasa Ha pUcyHKe (cM. PucyHok — Cxema cTeHAa Ana HacTponku |Psec
B PEXNME «CETb — CETb»).

Server ARMA FW1 ARMA FW2 Client

192.168.1.10 WAN|198.51.100.51 WAN|]203.0.113.67

192.168.2.20

PucyHok — Cxema cmeHda 018 Hacmpolku IPsec 8 pexxume «cemb — cemo»
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Ans Hactponkun IPsec B pexurmMe «ceTb — CeTb» HEOOXOAMMO BbIMOAHUTL CAeaytoLine

warum:

1. Jobaeutb kntou IPsec.

2. Hactpoutb TyHHenb IPsec Ha ARMA FW1.

3. HacTtpoutb TyHHenb IPsec Ha ARMA FW2.

Mpumeuanne:

B cnyuae HeobxoammocTw, npu HacTpoumke 3anucy dasbl 2, B pexunmax
«TyHHenb IPvd» wam  «TyHHenb |IPv6», B 6noke Hactpoek «O6wan
MHPpopmMaLua» BO3MOXHO BbibpaTb NPOTOKO/, Tpaduk No KoTopomy byaet
HanpasaeH B TyHHenb. [Npu Bbibope npoTtokonos «TCP» nam «UDP» n Tnna
cetn «Agppec» uanm «CeTb» B 6aokax HacTpoek «JlokasbHas ceTb» U
«YpaneHHaa ceTb» JOMNOJIHUTE/NIBHO MOABATCA MapameTpbl «/inanasoH
NOPTOB UCTOUHUKaA» 1 «[luanasoH NOPTOB Ha3HaUEHUA» COOTBETCTBEHHO.

NMpumeuanne:

B cnyuae nepesarpyskun ogHoro ns ARMA FW aBTomMatnyecku BbIMOJHUTCA
nepesanyck IPsec Ha o6onx ARMA FW gna ganbHenlen KOppekTHOM paboTbl.

25.2.2.1 War 1. Ao6aBneHune knroua IPsec

Ana pobaBneHna karoya IPsec HeO6XOAMMO BbINOAHUTL CaeaytoLme AeNCTBUS:

1.

378

Ha MK «Server» B Beb-uHTepdenice ARMA FW1 nepentn B noapassgen
npeABapuTeNnbHO BblgaHHbIX katouen («VPN» - «IPsec» - «[pepBaputenbHO

BbiaaHHbIe KJ“O‘-II/I») N Ha>XaTb KHOMKY «+AOGaBI/ITb».

B otkpbiBwenca ¢opme (cm. PucyHok — [lobasneHue kntouva [Psec) ykasatb

cnegyroLime 3HauyeHnsa napameTpos:
o «UNpeHntndpukarop» — «<ANY»;
® «[peaBapuTenbHO BbigaHHbIN KAOU» — «12345»;

® «Tun» — «PSK».

arma.infowatch.ru
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VPN: IPsec: [lpegBapuTenbHO BbigaHHbIE K04

WoeHTudmnkatop ANY

i ] I'Ipenaapmeano BbIAaHHbLIM KNHY 12345

O Tun PSK .

PucyHok — [lobasneHue karo4a IPsec

3. HaxaTb kHonky «CoXpaHUTb», a 3aTeM KHOMKY «MpUMeHUTb U3MeHeHNA».

MapameTpbl CO3JaHHOrO Katova HeobxoaMMO OyaeT ykasaTb MPW HACTPOMKe TyHHens
IPsec Ha ARMA FW1 n ARMA FW2.

25.2.2.2 War 2. Hactpoiika TyHHens IPsec Ha ARMA FW1

Ans HacTpovkm TyHHens IPsec ARMA FW1 Heob6xoaMMO BbIMOAHUTb CheaytoLine
JNencTBUS:

1. Tepentn B nozgpaszen HacTponkn TyHHenen IPsec («<VPN» - «IPsec» - «HacTtpoiku

+

TYHHeNA») N HaXkaTb KHOMKY « ~ » Ana co3jaHunsa ¢assl 1.

2. YkazaTb Cegyrolme 3HauyeHma napamMeTpoB B OTKpbiBLUencs dopme (CM. PucyHok —
HacTtponka da3bl 1 Ha ARMA FW1):

® «YpanéHHb wnro3» — IP-agpec WAN mHTepdeinica ARMA FW2, B npumepe
«203.0.113.67»;

® «OnucaHune» — «peer 1»;

® «[lpeaBapuUTENbHO BbIAAHHBINA KNOU» — «12345%;
® «Anroputm wndposaHna» — «AES», «256»;

® «[lpynna katouen DH» — «14 (2048 bits)»;

o «Otkmountb MOBIKE» — $pnaxxok yctaHOBIEH;

® «O6Hapy>keHMe HeAOCTYNMHbIX MUPOB» — G/IaXKOK YCTaHOBJIEH.
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VPN: IPsec: HacTpolkun TyHHens

06was nHbopmauma cnpaexa (D
OTKntoueHa U otkntounts 37y 3anmcs dasel 1

MeTog NogKItYeHns
Anoa Mo ymonyaHuo v

Bepcua ObmeHa V2
Ktouamu

MNpoTtokon MHTepHeTa IPva .

WHTepdeiic WAN .

PucyHok — Hacmpodtika ¢aser T Ha ARMA FW1
3. OcTanbHble NapaMeTpbl OCTaBUTb MO YMOJYAHWUIO U HaXaTb KHOMKY «COXpaHUTb», a

3aTeM KHOMKY «anIMEHI/ITb N3MeHeHuna».

4. [Ina co3gaHHOW 3anmcy HaxaTb KHOMKY « *» (cM. PucyHok — [lobaBneHue 3anucy
da3bl 2 Ha ARMA FW1) ana gobasneHuns 3anucu ¢asbl 2.

VPN: IPsec: HacTpoiiku TyHHens

WzmeHeHna YCNewHo NpUMeHeHbl.

« Tan VaaneuHsli Wnwz Pexmm: @aza 1. MNpepnoxeHue AyTeHTUDUKAUMA OnUCcaHue 5 "

SloKaneHasA NOACeTs  ¥aaneHHas nogcets  Phase 2 Proposal 2-3anmucy

O IPv4 IKEv2 WAN 203.0.113.67 AES (256 6uT) + SHA256 + lpynnaDH 14 Mutual PSK peer1 ¢« s 0 O+
o +

[JBknto4uTs IPsec

PucyHok — [lobasneHue 3anucu ¢a3el 2 Ha ARMA FW1

5. YKaszaTb ciesyroline 3Ha4YeHNa NnapameTpoB B OTKpbIBLLENCA dopme (CM. PUCYyHOK —
Hactponka da3bl 2 Ha ARMA FW1):

® «OnucaHune» — «peer 1»;

® «Appec» (YaaneHHas ceTb) — agpec nokanbHou cetn ARMA FW2, B npumepe
«192.168.2.0», «24»;

® «Anroputmbl wMdpoBaHUA» — GAAKOK YCTaHOBAEH AJA  3HaYeHus
«aes256gcm16»;

® «Anroputmbl xewa» — «SHA1»;
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® «ABTOMaTUUYeCcKM NUHrynTe xoct» — IP-agpec LAN nHteppeinca ARMA FW2, B
npumepe «192.168.2.1».

VPN: IPsec: HacTpouku TyHHens

06wan uudopMauma cnpaska (1)
OTHNOYeHa O
Peskmn: TyHHenNs P4 -
OnucaHue peer 1
MpoTokon

Any -

NokaneHaa CeTe

@ Tun noaceTs LAN -
O Agpec: o
YnaneHHan CeTh
O Tun: Ceth -
® Apec: 192.168.2.0 24~
PucyHok — Hacmpoltika ¢a3sel 2 Ha ARMA FW1
Mpumeuanune:

B cnyuyae HeobxoAMMOCTV JOMOAHUTENBHOW HACTPOWKW MOAUTUK Tpaduka,
npoxoasaLero vepes nHtepdenc IPsec, cneayet BBectn IP-agpec B dopmate
CIDR B none napametpa «PyuHble 3anucu SPD».

6. OcTtanbHble napaMeTpbl OCTaBUTb NO YMOAYAHNKO N Ha>XaTb KHOTMKY «Coxpaan'b», a
3aTteM KHOMKY «anIMEHI/ITb U3MeHeHunA».

7. YctaHoBUTb ¢naxok ana napameTpa «Bkawountb IPsec» 1 HaxaTb KHOMKY
«CoXpaHUTb».

Ans  paspelweHna npoxoxzaeHus Tpaduka B ceTb LAN Heobxoammo co3gaTtb
pa3peLarowiee npasuno M3 (cMm. «Co3gaHme npaBusl MeXCeTeBOro 3KpPaHMPOBaHUA»)
ana nHtepodenca «[IPsec]», Bbibpas 3HaueHme «LAN ceTb» B nosie napameTpa «IP-apgpec
Ha3HaueHUA».
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25.2.2.3 War 3. Hactpoiika TyHHens IPsec Ha ARMA FW2

Ana

HacTpokn TyHHens IPsec ARMA FW2 Heo6xoAMMO BbINOJHUTL Chaeaytolime

NencTBuS:

1.

Ana

Mepentn B noapaszen HacTporiku TyHHenen IPsec («VPN» - «IPsec» - «HacTtpoinkm

=+

TYHHeNA») N HaXaTb KHOMKY « ~ » ANA co3jaHua dasbl 1.

YKazaTb cnegyrolime 3Ha4YeHNs NnapaMeTpoB B OTKPbIBLUENCA popmMe (CM. PUCYHOK —
Hactpowka da3bl 1 Ha ARMA FW1):

® «YpanéHHb wnro3» — IP-agpec WAN mHTepdennica ARMA FW1, B npumepe
«198.51.100.51»;

® «OnucaHune» — «peer 2»;

® «[peaBapuTenbHO BbigaHHbINA KAOU» — «12345»;
® «Anroputm wndposaHna» — «AES», «256»;

® «[lpynna knroueint DH» — «14 (2048 bits)»;

o «Otknrountb MOBIKE» — paaxxok yctaHOB/IEH;

«O6Hapy>)XeHMe HeAO0CTYNHbIX MUPOB» — GIa>XKOK YCTaHOB/EH.

OcTtanbHble napaMeTpbl OCTaBUTb NO YMOAYAHNKO N Ha>XaTb KHOTMKY «COXpaHVITb», a
3aTeM KHOMKY «anIMEHI/ITb N3MeHeHuna».

[INA CO3AaHHOM 3anNMCcU HaxaTb KHOMKY « T » ana fo6aBneHNs 3anucK pasbl 2.
Yka3aTb cnegyrolime 3HayeHna napamMeTpoB B OTKpbIBLUENCA GopMe:
® «OnucaHue» — «peer 2»;

® «Appec» (YaaneHHas ceTb) — IP-agpec nokanbHon cetn ARMA FW1, B npumepe
«192.168.1.0», «24»;

® «Anroputmbl wuUdpoBaHUA» — (NAXOK YCTaHOBAEH ANA  3HAYeHUs
«aes256gcm16»;

® «Anroputmbl xewa» — «SHA1»;

® «ABTOMaTU4eCcKMU NUHrymre xoct» — IP-agpec LAN nHtepdeinica ARMA FW1, B
npumepe «192.168.1.1».

OcTtanbHble napaMeTpbl OCTaBUTb NO YMOAYAHNKO N Ha>aTb KHOTMKY «Coxpaan'b», a
3aTeéM KHOMKY «anMEHVITb N3MeHeHuna».

YctaHoBUTL dnaxkok And napametpa «Bkarountb IPsec» ©n HaxaTb KHOMKY
«CoXpaHUTb».

pa3spelleHns npoxoxzaeHus Tpapuka B cetb LAN Heobxogvmmo co3patb

pa3peLarowiee npasuno M3 (cMm. «Co3gaHme npaBmsl MeXCeTeBOro 3KpPaHUPOBaHMUA»)
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ans nHtepdenca «[IPsec]», Bbibpas 3HaueHme «LAN ceTb» B nosie napameTpa «IP-agpec
Ha3HauYeHUA».

25.2.2.4 MNpoBepka NoAKAOUEHUA

Ans npoBepkn paboToCNnOCObHOCTM NOAKNKOUYEHMA HeObXx0oANMO Ha ogHoM 13 ARMA FW
nepenTtn B nogpasaen cratyca IPsec («VPN» - «IPsec» - «MIHpopmauma o ctatyce») u
ybeamnTbca B HaAMYMM aKTUBHOTO COefuHeHus (CM. PucyHok — NHbopmauma o cratyce
IPsec VPN).

VPN: IPsec: UHdopmauus o cTaTyce

Q
u

NoKanbHLIA NoKansHbIA IP- YaaneHHsld YaaneHHsId 1P- NokaneHana YoanenHan Cratyc
CoeguHeHue  Bepcua  MAeHTWdMKaTop afpec MASHTHKMKaTOP agpec ayTeHTHdMKaUMA AYTEHTUhMKALMA "

Site A (cont) IKEv2 203.0.113.67 203.0.113.67 198.51.100.51 198.51.100.51 pre-shared key pre-shared key *

JloKankHbIE NOZCETH SPI YaaneHHble NOQCETH CocTofAHue CTaTHCTUKA

192.168.2.0/24 EXOAALWMA : CT5aT03f 192.168.1.0/24 NSTALLED Bpemn: 179
MEXOOALMIA : cOfcTf46 MaplpyTHzupoBaH Bxopaupme GaiiTer: 0

Wexopawme baiiTs ;0

PucyHok — VIHgpopmayus o cmamyce IPsec VPN

25.2.3 KnonuposaHue ¢asbl IPsec
ARMA FW nogzep>xnBaeT BO3MOXHOCTb KJIOHMPOBaHUA ¢da3bl IPsec.

[Ana KnoHMpoBaHMA Kakou-1mbo dasbl IPsec HEOBXOAMMO BbIMOAHUTL CAeayrolne
JEeNCTBuUS:

1. Tepentn B noapasaen HacTporkn TyHHenen IPsec («<VPN» - «IPsec» - «HacTtpoinkm

=
TYHHeNA») 1 HaxaTb KHOMKY « 5 » HanpoTve dasbl, KOTOpylo Tpebyetcs

KNOHMPOBaThb.

2. Mpn HeobXxoAMMOCTM W3MEHUTb MNapaMeTpbl Ha OTKPbIBLUENCA CTpaHuLe
peAakTMPOBaHUA KNOHUPOBaHHOW da3bl.

3. HaxaTb kHornky «CoxpaHuTb», a 3aTeM KHOMNKY «MpUMeHNTb N3MEeHeHUA».

Ans OfHOBPEMEHHOro KNOHMPOBaHMS ¢a3 1 1 2 cneayeT BbINOJHUTL CaeayroLine
JeNCTBUS:

1. NHnuymmposatb npouecc knoHupoBaHua dasbl 1 (cM. PucyHok — KnoHupoBaHwue

da3zbl 1).
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VPN: IPsec: HacTpoiKku TyHHens

" Tun YaaneHHsbli LWinw3a Pexum: ®a3a 1. NpepgnoxeHue AyTeHTUDMKALMA  OnUcaHKe
JTOKaNEHaA MOCeTs  ¥AaneHHaA nogceTs  Phase 2 Proposal
(] IPv4 IKEv2 WAN 203.0.113.67 AES (256 6uT) + SHA256 + Mpynna DH 14 Mutual PSK peerl €« & o 0O +
] ESPiPvd tunnel  LAN 182.168.2.0/24 3e52568cm16 + SHAL + BeIK/. peer1 €« s o0 D

v o +

D Brnwo4mnTh IPsec

PucyHok — KnoHuposaHue ¢gasel 1

2. YctaHoBUTb ¢dnaxok ans napametpa «Ckonuposatb phase2» Ha oTkpbiBLIencA
CTpaHuLe peaakTMpoBaHua KIOHMpoBaHHOM ¢a3bl 1 (cm. PucyHok — KnoHnpoBaHue

da3z 1un?2).

VPN: IPsec: HacTpoWKK TyHHens

06wan uHopmauua cnpaswa )

CronupoeaTe phase2

OTHIKOYEHE (J OTknounTs 3Ty 3anKck hasel 1

PucyHok — KnoHuposaHue ¢asz 1 u 2
3. Haxatb kHonky «CoxpaHuUTb», a 3aTeM KHOMKY «MpuMeHUTb U3MeHEeHUA».
Mpumeuanne:

MNossnarowanca dasza 2 nocne Og4HOBPEMEHHOIO KJOHMpOBaHuA a3 byaer

HeakTMBHa (cM. PucyHok — ®asbl IPsec). Ans akTuBaLUnmM HEOBXOAMMO Ha)aTb

KHOMKY « * ».

VPN: IPsec: HacTpoliku TyHHens z =

M ™n YaaneHHsli LNz Pamum: ®aza 1. Mpegnoxenue AyTEHTUGDMKALMA  ONUcaHWe

SoKansHas NofceTs  ¥ganewHas nogcete  Phase 2 Proposal

O IPv4 IKEv2 WAN 203.0.113.67 AES (256 6mMT) + SHA256 + Mpynna DH 14 Mutual PSK peerl €« & 0 DO +
O ESPiPvd tunnel  LAN 192.168.2.0/24 aes256gcm16 + SHAT + Bbika. peer 1 €« s o0 D
O IPv4 IKEv2 WAN 203.0.113.67 AES (256 6mT) + SHA256 + Mpynina DH 14 Mutual PSK peer1 €« s 0D +
O w» EsPiPvdtunnel  LAN 192.168.2.0/24 3es2565cm16 + SHAL + BoiKA. peerl « s o D

v o +

Brnro4uTe IPsec

PucyHok — ®@asel IPsec
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25.3 OCT VPN

FOCT VPN - 310 peanusauma OpenVPN, ¢ npumeHeHnemM anroputmoB wndpoBaHus,
cootBetcTBytoWwmMx [OCT wn kpunTtorpadpuueckmx Cpeacts, MNpoLweanx npoueaypy
oueHkn cootBetcTBua B PCh Poccuwm.

ARMA FW niogaepxusaet paboty FTOCT VPN B pexunmax «ceTb — CeTb» N «y3eJ — CeTb»
C pexumMom paboTbl ycTpoucTBa «tun» C HacTpOMKaMW pexuma cepBepa,
npeacTaBaeHHbIMK B Tabauvue (cm. Tabavua «Pexnmbl pabotel cepeepa FTOCT VPN»).

Tabnuya «Pexumsl pabomei cepsepa OCT VPN»

CoepunHeHMe «ceTb — CETb» CoepgvHeHuMe «y3en — ceTb»
MupuHrosas cetb (SSL/TLS) YaaneHHbin goctyn (SSL/TLS)
YaaneHHbln aoctyn (ayTeHTMdUMKauma
nonb3oBaTens)

YaaneHHbin goctyn (SSL/TLS+ayTeHTUdMKaLms
nonb3oBaTens)

MNepes HaACTPOMKOM PEXMMOB MOAKAHOUEHNS HEOOXOAMMO BbIMOJHUTL YCTAHOBKY
nnuen3nm NOCT VPN.

Mpumeuanne:

Jlvgensma TOCT VPN He Bxogaut B komnekt noctaskm ARMA FW. [na
MCNOb30BaHMA QYHKLMOHANBHOCTN HeOobxoAMMO MNpuobpect AULEH3UIO
«OpenVPN-IFOCT» y BeHAOpa nav ANCTPUOBLIOTOPOB.

25.3.1 Undpopmauusa o anuensum NOCT VPN

YcraHoBka u obHoBneHve avueHsmm [OCT VPN gocTynHbl TONBKO € AOCTYNOM B
NHTepHeT. JInyeHsna npoaykTa AOMKHa ObiTb B BUAE TEKCTOBOMO K/KOUa, Hanpumep:

® «2JXC-4P5T-PAAH-NPFP».
Ana TOCT VPN cywecTtByroT cnegyroime TUnbl NULEH3NKL

® ueHTpanbHOro uwito3a - nossonser Hactpoutb ARMA FW cepsepowm,
reHepupoBaTh KAUN 1 cepTudunkatsi;

® war3a ¢puamana — MNO3BONSET MOAKNOUUTLCA K LIEHTPaJIbHOMY LURO3Y U
obecneunTb 3aWMLLEHHbBIN KaHaa C HUM;

® OTAe/IbHOrO KOMMbiOTepa — MO3BOAAET  OTAENbHOMY  YCTPOWCTBY
MNOAK/IHOUNTLCA K LEHTPANbHOMY LUAO3Y MO 3awndpoBaHHOMY KaHany.

Ansa pabotel TOCT VPN B pexumMe «ceTb — c€Tb» HE0OX0AMMO NCNOAb30BaTh C/ieAyroLine
TUMNbI TNLEH3UN:
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® LIeHTPa/bHOrO LWAKO3a B Ka4yecTBe cepBepHor nuueHsmum — Ha ARMA FW,
BbIMOJIHAOLLEM POJib CEPBEPA;

® wno3a dunvana B KayecTBe KJAMEHTCKOW nuueHsum — Ha ARMA FW,
BbIMOJIHAIOLWEM PO/b KJNEHTA.

Ans pabotel TOCT VPN B pexvme «y3sen — ceTb» Ha ARMA FW, BbinosiHAOLWEM posib
cepBepa, HeObXOAMMO WCMOJ/b30BaTh JIMLIEH3UNIO LIEHTPaNbHOrO LWK3a B KayecTee
CepBepHOW INLLEH3UMN.

25.3.2 YcraHoBKa nnu obHoBneHue avuyeHsum FOCT VPN

YcraHoBka nan obHoBneHne anueHsmm FOCT VPN ocylectBaseTcs ¢ NOMOLLBHO CKPUMTa
«openvpn-gost.sh».

MNepes nNepBOW  YyCTaHOBKOW  AWMUEH3UM  Heobxogumo  cdopmupoBatb  dann
nHuumanmzaumm ACY. ns 3Toro He0H6XOAMMO BbINOAHUTL CeAytoLLme AeACTBUS:

1. Tpowun3sectn ayTeHTUPMKALMIO B IOKaIbHOM KOHCONbHOM UHTEpdENce.

2. Haxatb knaBuwy «8», a 3atem knaBuuwy «ENTER» Ha knaBumatype ana Bbibopa
nyHkTa MeHo «Shell».

Ana BbiBejeHMA CNPaBOYHON MHPOPMALIMM O AOCTYMHBIX KAtO4Yax K CKPUNTY (CM.
PucyHok — CnpaBoyHaa nHdopmaLvsa) BBeCTM KOMaHay «openvpn-gost.sh -h».

) Ping host
Shell
pfTop
Firewall log
Reln:

Enter an option:
root@Barma: ™ # open
pBepHUl nuue OpenWPH-TOCT
Tb KAUEHTCHKUW nuuedzul OpentPH-TOCT
: uguan
¢ BriBecTu no KU MO goCTUNHEM OnUuam

Mpumep: openwpn-gost.sh -s AARA-BEEE-CCCC-DODD

root@Barma:™ # JJ

PucyHok — CnpagoyHas uHgopmayus

3. B uHTepdence KOMaHAHOW CTPOKWN BBECTN CNEAYIOLLYIO KOMaHAY:

openvpn-gost.sh -i

1 HaxaTb knaBuwy «<ENTER» ans cMeHbl KOAMPOBKM 1 KOPPEKTHOrO oTobpaxkeHus
BbIBOAMMOWN MHPOpMauum 1 ana 3anycka dopmmpoBaHma dania nHuMLmMannsaymm
nporpammHoro ACY. Mpwn obHoBAEHMM AnueH3un 3anyck dopmmnposaHua daina
MHUUManmnsaymm nporpammHoro ACH He ncnonbayercs.
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4. TlocnepoBaTe/lbHO HaXuMaTb Ha K/JaBMaType KAaBMULIUM, COOTBETCTBYHOLLME
yKa3aHHbIM B KOHCOAW CMMBOAaM (CM. PUcyHOK — 3anucb danna nHuumaansaumm
ACY). Mpwn npaBuabHOM BBOZAE ByAeT Npou3BeseHa 3anucb danna HMLManm3aumm
ACH.

MHMIMaJIM=2alMM BHIIOJIHEHA

+

PucyHok — 3anuce ¢alina uHuyuanuzayuu JCH

Ans ycTaHOBKM WAM OOHOBNEHWUS NULEH3UN HEOBXOAMMO BbIMOAHUTL CaeayroLine
JEeNCTBUS:

1. Tpowun3sectn ayTeHTUPMKALMIO B IOKaIbHOM KOHCOJNBHOM UHTEPdENCeE.

2. HaxaTb knaBuwy «8», a 3atem knasuuy «ENTER» Ha knaBuatype ans Bbibopa
nyHkTa meHro «Shell».

3. 3anyctuTb Npouecc NoayyeHuns TpedbyemMon ANLEeH3nu:

® N4 cepBepHof/'l JINLEH3NN BBECTUN KOMaHAY:

openvpn-gost.sh -s 4PJ2-DK5Y-ABTE-6T3W

rae «4PJ2-DK5Y-ABTE-6T3W» kntou AnLeH3nn Ana LeHTpasbHOro LWk3a, yKasaH
CMpPaBOYHO;

® /1719 K/INEHTCKOMN JIMLLeH3UN BBECTM KOMaHAY:
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openvpn-gost.sh -c BOPZ-E7K8-3PC1-YGSE

rae «B9PZ-E7K8-3PC1-YGSE» «kntou nvueHsnn ana  wato3a dunvana, ykasaH
CNpPaBOYHO;

n HaxxaTb knasuwy «<ENTER».
4. B cnyyae ycnewHoro noayyeHus anueHsnm yaet BoiBefeHO coobLeHme:
® /715 cepBepPHON JINLLEH3UU:

o «MonyyeH davn nnueH3nn. JIMUeH3MA yCnewHO coxpaHeHa B awnn
/opt/cryptopack4/ssl/cryptocom_server.lic»;

® [1/11 KJINEHTCKOW JINLLEH3UMU:

o «[lonyueH dann avueH3nmn. JIMLEH3Ns YyCNewHO coxpaHeHa B dawnn
/opt/cryptopack4/ssl/cryptocom_client.lic».

25.3.3 OcobeHHOCTU HacTpoiku noaknroueHmsa FOCT VPN

Mpwn Hactporke nogiatodeHns TOCT VPN HeobxoAnMo Npuaep>KMBaTbCA CeAyroLUMX
KpunTorpadpmnyeckmx ycTaHOBOK:

® B pexume cepsepa «MupuHrosas cetb (SSL/TLS)»:

¢ «Anroputm wmdpoBaHua» — «<magma-mgm (256 bit key, 64 bit blocks,
TLS client/server mode only)»;

o «[lavpxect-anroputm ayteHTudpukaumm» — «md_gost12_256 (256-
bit)»; «md_gost12_512 (512-bit)»; xmagma-mac(64-bit)»;

® B pexXxvMmax cepBepa «YaaneHHbin goctyn (SSL/TLS)», «YpaneHHbIW pocTyn
(ayTeHTUdUKaLMA nonb3oBaTena)», «YpaneHHbIU Aoctyn
(SSL/TLS+ayTteHTMdMKaumna Nosb3oBaTeNN)»:

e «Anroputm wmngpoBaHua» — «<magma-ctr (256 bit key, 64 bit blocks, TLS
client/server mode only)»; «<magma-mgm (256 bit key, 64 bit block, TLS
client/server mode only)»;

o «[flanpxecT-anroputm ayteHTudpukaumm» — «md_gost12_256 (256-
bit)»; «md_gost12_512 (512-bit)»; xmagma-mac(64-bit)».
25.3.4 Hactpoiika FTOCT VPN B pexxume «ceTb — ceTb»
B kauectBe npumepa npuseseHo onucaHme Hactpourkm FTOCT VPN B pexuvme «ceTb —

ceTb» 6e3 ayTeHTUPUKaumm TLS ¢ ncnosb3oBaHMEM CXxeMbl CTEHAA, NPeACTaBAEHHOW Ha
pycyHKe (cm. PucyHok — Cxema cTeHaa ans Hactpovikn OpenVPN B pexxnmMe «CeTb — CETb»).

Ana Hactpovikn TOCT VPN B pexunme «ceTb — CeTb» HeOOXOAMMO BbINMOJAHUTb
caeaytoLme warm:
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N o vk W

8.

. Co3patb goBepeHHbI LeHTp ceptudmkaumm FOCT Ha ARMA FW1. SkcnoptupoBatb

cepTMdUKaT N CEKPETHbIN KU ANS CO34aHHOTIO LieHTpa cepTudukaLmm.

Co3gatb ceptndukatol cepsepa n knmeHta FOCT Ha ARMA FW1. DkcnopTtupoBsatb
noab30BaTenbCckme cepTUdUKaT 1 KIKY, CO34aHHOro cepTudukata KaneHTa.

Hactpoutb cepsep NOCT VPN Ha ARMA FW1.

Hactpoutb npasuaa M3 Ha ARMA FW1.

MIMnopTnpoBaTb CO3aaHHbIN LeHTp cepTudmkaumm Ha ARMA FW2.
NmnopTtuposatb ceptudumkar kaveHta FOCT Ha ARMA FW2.
Hactpoutb knneHT FOCT VPN Ha ARMA FW2.

Hactpoutb npaBuna M3 Ha ARMA FW2.

25.3.4.1 Hactpoiika ARMA FW1

25.3.4.1.1 Co3paHune poBepeHHOro ueHTpa ceptupukaumm roCT

Ana

co3jaHnAa  AOBEpPeHHOro LUeHTpa CepTI/ICI)I/IKaLI,I/II/I HeO6XOAI/IMO BbINMOJIHUTb

cnepyrowme AencTBus:

1.

MepelTn B nogpasgen noaHoMounin («Cucrema» - «/LoBepeHHble cepTUPUKaTbI»

- «[MonHOMOUNA»).

2. Haxatb kHonky «+/106aBUTb>.

3. B oTtkpbiBlENCA POpMe yKa3zaTb 3HaUYeHMA NapamMeTpoB M3 Tabauvubl (cM. Tabanua
«3Ha4vyeHma napameTpoB LeHTpa ceptudukaunm FOCT»). 3HaueHnA napaMeTpoB, He
yKa3aHHble B Tabaunue, 0CTaBUTb MO YMONUAHMIO.

Tabauya «3HavyeHus napamempos yeHmpa cepmugpukayuu F[OCT»
Mapametp 3HaueHune

OnucatenbHoe nma GOST CA

MeToz, Co3gatb BHyTpeHHWI LeHTp cepTudumkaumm no FOCT

Koa cTpaHbl RU (Russia)

Obnactb Moscow

lopog, Moscow

OpraHuzauus InfoWatch

Jn. nouTa admin@infowatch.ru

CraHpapTHOE UMsA GOST CA

MNapametpbl «OnucatenbHoe wumA», «Kop crpaHbl», «O6nactb», «lopop»,
«OpraHunsauma», «n. noyta», «CraHaapTHOE UMA>» YKa3aHbl CNPaBOYHO.
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4. HaxaTtb kHONKy «COXpaHUTb».

5. HaxaTtb KHOMKM Hanpotme cepTudmkata (cM. PucyHok — Skcrnopt ceptudukata CA),
ANs 3KcnopTa:

® « =5 _ceptuduxara CA (1);

o « %5 _xnoua ceptnudpukata CA (2).

zInfoWatch, L=Moscow, CN=GOST CA, C=RU, S X
3:11 +0300 1
5:11 +0300

N e

PucyHok — kcnopm cepmucgpukama CA

MpoCcMOTp M KOMMPOBaHWE COAEPXXMMOrO 3KCMOPTUPOBAHHbLIX PanioB BO3MOXHbI C
MOMOLLbIO TEKCTOBOTO pesakTopa, Hanpumep, «Notepad++».

25.3.4.1.2 Co3zpaHune ceptudpukaros NrOCT

Ana co3paHunsa ceptndukatos cepsepa u kaneHta FOCT HeobxoAMMO BbIMOJHUTB
cnepyrowme AencTBUs:

1. TMepentn B nogpaszen ceptndukatos («Cucrema» - «JloBepeHHble cepTudpuKaTtbi»
- «CepTudunkarbi»).

2. HaxaTb KHOMKy «+/,06aBUTb».

3. B otkpbiBwenca dopme ana co3gaHuma cepsepa FOCT ykasaTb cregyrowme 3HaueHns
napameTpos:

® «Metop» — «Co3aaTb BHyTpeHHUI cepTudukat no NOCT»;
® «OnucarenbHoe umsa» — «GOST-server»;
® «LleHTp ceptupukaumm» — «GOST CA»,
® «Tun» — Ceptudukar cepsepa;
® «Bpemsa cyuwectBoBaHUA (AHWN)» — «365»,
o «CraHpapTHoe umsa» — «GOST-server».
N HaxaTb KHOMKY «CoXpaHUTb».
3HayeHMa NapamMeTpoB, He YKa3aHHbIX B NepeyHe, OCTaBUTb NO YMOJYAHWIO.

Mpumeuanne:

Bo3moxHOCTb co3gaHunsa BHyTpeHHero ceptudmkata NOCT pgoctynHa TONbLKO
npw aktneHoW anueH3sum FOCT VPN.

4. HaxaTb KHOMKy «+/lL06aBUTb>.
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5. B oTkpbiBwenca dopme ans co3gaHua ceptudukata kaventa FOCT ykaszaTtb
cneayroLime 3HauYeHnsa napameTpos:

® «Metop» — «Co3aaTb BHYTpeHHUI cepTudukat no FOCT»;
® «OnucatenbHoe nma» — «GOST-client»;
® «LleHTp ceptupukaumnm» — «GOST CA»;
® «Tun» — CepTndukat KNMEHT];
® «Bpemsa cyuwecrBoBaHua (4HN)» — «365»;
® «CraHpapTHoe nma» — «GOST-client»;
N HaXkaTb KHOMKY «COXpaHUTb».

6. HaxaTb KHOMKW Hanpotue ceptudmkata kKanmeHta (CM. PuUCyHOK — 3Kcnopt

ceptTnudukaTa KaveHTa), AN8 3KCnopTa:

3
® « = »—o0/b30BaTENLCKOro cepTndukara (1);

4
® « = »—0/b30BaTENbCKOro KtoYa cepTudukara (2).

3KCNOPTUPOBAaTh NOJb30BATENLCKMA cepTudmiaT

¢, CN=GOST-client, C=RU, (i} X 1

1 2

PucyHok — 3kcnopm cepmugpukama kaueHma

MpocMOTp M KOMMPOBaHWE COAEPXXMMOrO 3KCMOPTUPOBAHHbLIX PanioB BO3MOXHbI C
MOMOLLLbHO TEKCTOBOIO pesaktopa, Hanpumep, «Notepad++».

25.3.4.1.3 Hacrtpoiika cepBepa FOCT VPN

Ansa Hactporikn cepeepa FTOCT VPN HeO6X0AMMO BbINOAHUTL CAeAytoLme AeNCTBUS:
1. NMepentn B nogpasaen Hactponkn cepeepoB («VPN» - «<OpenVPN» - «CepBepbi»).
2. Haxatb kHonky «+/106aBUTb>.

3. B oTkpbiBwencs dopMe yKasaTb CiedyroLime 3HaueHns napameTpos cepeepa MOCT
VPN:

® «Tun» — «GostVPN»;

® «OnucaHme» — «GOST-server»;

® «Pexxum cepBepa» — «[lmpuHrosas ceTb (SSL/TLS)»;
® «WHTepdenc» — «\WAN»;

® «JloKanbHbIN NOPT» — «1194»,
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® «AyteHTUdUuKaumua TLS» — pra>kok He ycTaHOBANEH;
® «LleHTp ceptudpukaumm nupos» — «GOST CA»;
o «Ceptudukar cepsepa» — «GOST-server (GOST CA)»,

® «Anroputm wudpoBaHMA» — «<magma-mgm (256 bit key, 64 bit blocks, TLS
client/server mode only)»;

o «[lanpykecT-anroputm ayteHTUPUKauumn» — «md_gost12_256 (256-bit)»;
® «TyHHenbHasa cetb IPv4» — «10.10.0.0/24»;

® «JlokanbHaAa cetb IPv4» — «192.168.1.0/24»;

® «YpaneHHasa ceTb IPvd» — «192.168.2.0/24»;

® «YpoBeHb AeTa/IbHOCTU CO06LWEeHNN» — «3 (peKOMeHAyeTCs)»;

® «[puHyauTenbHo NpuHUMaTb JIOTMH U3 NepeonpeaesieHHbIX 3HauYeHUui
K/INeHTa» — G1aXOK YCTaHOB/EH;

N HaXkaTb KHOMKY «COXpaHUTb».
3HauyeHna NapamMeTpoOB, He yKa3aHHble B NepeyHe, OCTaBUTb MO YMOAUYAHMIO.
25.34.1.4 MepeonpeaeneHue 3HaUeHU KJINEHTOB

Ana pexuma cepBepa «[lMupuHroBas cetrb (SSL/TLS)» Heob6xoAMMO BbIMOJAHUTb
cnegyrome HacTPONKM:

1. Tepentn B HacTponkn nepeonpeseneHnsa 3HayeHnn knneHto OpenVPN («VPN» -
«OpenVPN» - «[epeonpeaeneHve 3Ha4YeHUN ANA KOHKPETHOrO KJIMEHTa») U
HaXaTb KHOMKY «+/,06aBUTb>.

2. B oTkpbiBLWeNcs dopMe yKa3aTb 3HaUeHUA NapamMeTpoB:

® «CepBepbl» — ncrnonb3yembin cepeep NOCT VPN;

«CraHaapTHoe UMA» — UMA cepTudumkata kameHta (cM. PucyHok — Wwma

ceptudmKaTa KAMeHTa);

® «TyHHenbHasa cetb IPv4» — «10.10.0.0/24»;
® «YpaneHHas ceTb IPv4» — «192.168.2.0/24».

# GOST-client GOST CA emailAddress=mail@mail.ru, ST=Moscow, O=InfoWatch, L=Moscow, CN=G0S5T-client, C=RU, o X 2 2 o
OerctenTened ¢ Thu, 06 Jul 2023 14:05:54 +0300
CA: Hert, Cepeep: Het OeicTerTensH go: Thu, 03 Oct 2024 14:05:54 +0300

PucyHok — Vima cepmugukama kaueHma

Mpumeuanne:

Mpw BKAOUEHHOW ayTeHTUdMKaumm TLS B none «CrtaHgapTHOE NMA» CefyeT
yka3aTtb «Root».
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3. HaxaTb KHomnky «CoxXpaHUTb».
25.3.4.1.5 Hacrpoiika npasun M3

[na koppekTHOM paboTbl VPN-TyHHENs Heob6X0ANMMO HacTpouTb NpaBuaa M3 (cMm. pasgen
«Co3saHme npaBul MeXCeTeBOro 3KpaHMpPOBaHWA» HaCTOALLEro pykKoBOACTBA), YKa3as

cnegyrome 3HayeHVa napaMeTposB:

e ARMA FW1 (npaBuno N21):
o «UHTepdenc» — «[WAN]»;
o «[JlercTBme» — «Pazpelwmntsb (Pass)»;
o «bbicTpas npoBepka» — «BkioueHO»,
o «Bepcum TCP/IP» — «|Pv4»;
o «[lpoTokon» — «UDP»;
e «IP-appec Ha3HaueHua» — «JTrobon»;
¢ «/lnana3oH NOpToB Ha3HaueHUa» — «OpenVPN»;
e «Onucanmne» — «Allow VPN»,

e ARMA FW1 (npaBuno N22):
o «UHTepPenc» — «[OpenVPN]»;
o «[JlericTBMe» — «Pazpelumntsb (Pass)»;
e «bbicTpasa npoBepka» — «BkntoueHo»;
o «Bepcum TCP/IP» — «|Pv4»;
o «[MpoTokon» — «Jltobon»;
o «OTtnpaButennb» — «LAN ceTb»,
¢ «/lnanasoH NOPTOB Ha3HauYeHUsA» — «Jltobon»;
e «OnucaHue» — «Allow VPN Traffic»;

e ARMA FW2:
o «WUntepdeic» — «[OpenVPN]»;
o «[llericTBue» — «Pazpelumntsb (Pass)»;
e «bbicTpas npoBepka» — «BkiOUeHO»;
o «Bepcum TCP/IP» — «|Pv4»,
e «MpoTtokon» — «Jltob6on»;
o «OTtnpaButennb» — «LAN ceTb»,

¢ «/lnanasoH NOPTOB Ha3HaueHUn» — «J1t060oN»;
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e «OnucaHue» — «Allow VPN Traffic».
3HayeHnsa NapameTpoB, He YKa3aHHble B MepeyHe, OCTaBUTb MO YMOIYAHMIO.
25.3.4.2 Hactpoiika ARMA FW2
25.3.4.2.1 MmnopT ueHTpa ceptudpmnkanmm

Ansa vmnopta ueHtpa ceptuédmkaumm FOCT HeobXxoAMMO BbIMOAHWUTL CheayloLine
NencTBUS:

1. TMepentn B Nnogpasgen nosHomMoumin («<Cucrtema» - «JloBepeHHble cepTupuKkartbi»
- «MonHoOMoOuUna»).

2. Haxatb kHOonkKy «+/106aBUTb>.

3. B otkpbiBwencs dopme (cM. PucyHok — Vimnopt ceptudukata CA) ykasaTb

cregyrouime 3Ha4yeHMA napamMeTpoB:

® «OnucarenbHoe nma» — «GOST CA», 4OIXKHO coBNaaatb C UMEHEM CO34aHHOTIO
ueHTpa ceptudukaumm (cMm. «CospaHre NOBEPEHHOro LieHTpa cepTudurKkaLmm
[OCT»);

® «Metop» — «/IMnopTMpoBaTh CyLLecTBYOWMI LeHTP cepTudukaumm no FOCT»;

® «/laHHble cepTudmKaTa» — CKONMPOBaAHHOE 3HAYEHNE 13 IKCMOPTUPOBAHHOIO
danna ceptndukara CA (cm. «CossaHne AOBEPEHHOrO LeHTpa cepTudukaLmnm
[OCT»);

® «CeKkpeTHbili kawou ceptudpukata (Heobs3aTeNbHO)» — CKOMMPOBAHHOE
3Ha4YeHune 13 3KCNOPTUPOBAHHOrO darna cekpeTHoro katoda CA.
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Cuctema: [loBepeHHble cepTuUdukaTbl: [lonHOMOYUSA

OnucaTensHoe UMA

O Metop

CylecTBYOLWMI LeHTp cepTudUKaLu

[NaHHble cepTudmkata

CeKpeTHbIl Koy cepTudmkata
(HeobsAzaTenbHO)

GOST CA

MMOPTUPOBaTE CYLLECTBYIOWMIA LIeHTp cepTudukal ~

MMNOPTUPOBaTE CYLLECTBYHWMIA LEHTP CepTUhUKaLMK

Co3gaTb BHYTPeHHWI LeHTp cepTuduKaLmm

C0203Ts NPOMERYTOUHBIN LLEHTP cepTUhMKaLMUK

B B Bt At EA e

MTIyOTU3WjBOMQswCQYDVQQGEWJSVTEPMAOGALU
EBwwGhW9zY293MRIWEAYDVQQK
DAlpbmZvd2F0Y2gxETAPBgNVBAMMCGdvc3RjYUIIMR
wwGgYJKoZlhveNAQkBFg1h

i Lot WO B D) o) IR Y R Y T ¥ WtV a i W T T YT T8 Y W - S TP £l

MIGAAgEAMBEGCCqFAWCBAQEBMBMGByqFAWICIWEG
CCqFAWCBAQICBCCaKzCY/bys
FyvWF/+gaguzcd+TLozixkKdk+wp+8RjfaA4MDYGoCqF
AwlJAwgBMSoEKJFomrzr
pX6kXHpX09CCisnczR27JwlctrciyTASiYsxFxOkWDtCra
B=

--——END PRIVATE KEY--—-

PucyHok — Imnopm cepmugbukama CA

4. HaxaTtb kHOMKy «CoXpaHUTb>».

25.3.4.2.2

Mmnopt ceptudukata KaMeHTa

Ana wnmnopta ceptndukata kaveHta [OCT Heob6XoAMMO BbLINOAHUTL CAeayroline

JEeNCTBUS:

1. MNepentn B nogpasgen nonHomoumin («Cnucrtema» - «JloBepeHHble cepTudpunKaTtbl»

- «CepTndUKaTbI»).

2. Haxatb kHonky «+/106aBUTb>.

3. B oTtkpbiBwelica dopme ykazaTb CeyroLine 3Ha4YeHNsa napaMeTpoB:

o «OnucatenbHoe umMa» — «GOST-client»;

® «Metop» — «/IMnopTtnpoBathb cywecTBytowmnin ceptuomkat no FOCT»;

® «/[laHHble cepTUduUKaTa» — CKONMPOBAHHOE 3HAYEHNE M3 IKCMOPTUPOBAHHOIO
davina ceptndmkarta kamenTa (cM. «Cosganue ceptudukatos [OCT»);

® «/[laHHble ceKpeTHOro

KJIlo4Ya» - CKoOnmnpoBaHHOE

3KCNOPTUPOBAHHOTIO <|>a|7u1a CEKPETHOro KJio4a KAneHTa.

4. HaxaTtb kHONKy «COXpaHUTb».
395
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25.3.4.2.3 Hacrpoiika knmenta FTOCT VPN

Ansa Hactporikn knneHTa FTOCT VPN HeO6X0AMMO BbINOAHUTL CAEAYIOLLME AENCTBUS:
1. TMepentn B Nnoapaszgen HacTponkn kKaneHToB («VPN» - «OpenVPN» - «KnaneHTbi»).
2. Haxatb kHonky «+/106aBUTb>.

3. B oTkpbiBencs popmMe ykaszaTb Caegyrolime 3HayeHmsa napameTpoB kaneHTta FOCT
VPN:

® «Tun» — «GostVPN»;

® «OnucaHue» — «GOST-client»;

® «Pexxum cepBepa» — «[lnpuHrosas cetb (SSL/TLS)»;
® «WHtepdenc» — «\WAN»;

® «YpaneHHbi cepBep, XocT unam agpec» — IP-agpec WAN nHTepdeirica ARMA
FW1;

® «YpaneHHbin cepBep, MopT» — «1194»;

® «JlokasbHbIN NOPT» — «1194»,

® «AyTteHTUPUKauma TLS» — haaxKok He ycTaHOBJIEH;
® «LleHTp ceptudpukaumm nupos» — «GOST CA»;

® «Ceptudukar knmeHta» — «GOST-client»;

® «Anroputm wudpoBaHMa» — «<magma-mgm (256 bit key, 64 bit blocks, TLS
client/server mode only)»;

® «JlanppKecT-aNroputm ayreHTMPUKaumm» — «magma-mac(64-bit)»;
® «TyHHenbHasa cetb» — «10.10.0.0/24»;
® «YpaneHHasa ceTb» — «192.168.1.0/24»;
® «YpoOBeHb AeTaJlbHOCTU COO6LLLEeHNN» — «3».
3HaueHMa NapamMeTpoOB, He yKa3aHHbIe B NepeYHe, OCTaBUTb MO YMOAUAHWIO.
4. HaxaTtb kHOMKy «CoXpaHUTb>».
25.3.4.2.4 Hacrpoiika npasun M3

Ana koppekTHon paboTel VPN-TyHHensa Heobxoammo HacTpouTb npaBuia M3 ¢
napameTpamu, ykasaHHbiMW B «Hactpovika npaeBua M3». He yka3saHHble napameTpbl

OCTaBUTb MO YMOJIHaHUIO.

MNocne npumeHeHns npaBua M3 HeobxoanMo ybeantbcsa B paboTte kaHana, A8 3TOrO Ha
ARMA FW2 nepevitn B nogpasgen cratycoB coeanvHeHns OpenVPN («VPN» -
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«OpenVPN» - «CraTyc coeanHeHUA»), 3HaueHne B cTonbLe «CraTyc» A0KHO ObiTb

«up».

25.3.5 Ocob6eHHocTn HacTpouikn FOCT VPN B pexxume «y3en — ceTb»

Mpw HacTporike TOCT VPN B pexuvme «y3en — ceTb>» CaeAyeT NpuAepXXmnBaTbCA MPUHLMNA

HacTpokn OpenVPN B aHanornuyHom pexume (cM. Pasgen «Hactpovika OpenVPN B

pexvmMe «y3en — CETb»») 3a UCKJIHOUYEHNEM CNEAYIOLLNX AENCTBUN:

397

® (CO3JaHVe AOBEPEHHOrO LieHTpa cepTudukaumm — B nogpasgene noJHOMOUMM

(«Cucrtema» - «/loBepeHHble cepTudukartbl» - «loaHOMoOUMnA»)
Heobxoanmo  BblbMpaTb  3HauveHne «Co3gaTb  BHYTPEHHUW  LLeHTP
ceptupukaumm no NOCT» ana napametrpa «Meroa» B dopme co3gaHusa
LeHTpa ceptTudunkaumm;

co3faHve ceptudumkata — B rnojgpasgene ceptmpukatos («Cucrema» -
«/loBepeHHble cepTudUKaTbl» - «CepTuduKartbl») HeO6X0AMMO BbIOUPATbL
3HayeHne «Co3paTb BHYTpeHHMU ceptudpukar no FOCT» gns napametpa
«MeTop>» B dopMe co3gaHuna cepTudurkaTa;

HacTpolka cepBepa — WCNOAb30BaTb KpunTorpapuyeckme yCTaHOBKW
yKa3aHHble B pa3gene «OcobeHHocTn HacTporikun noaxaroydenns FTOCT VPN».
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26 NMOPTA/1 ABTOPU3ALUUNA

26.1 Hacrpoiika nopTtana aBTopusauum

MNMopTan aBTOpM3auum — 370 Beb-CTpaHWLa aBTOpM3aunmM, Ha KOTOPYH MPUHYAUTENBHO
nepeHanpaBAAOTCA MO/b30BATENN, MOAKJOUMBLUNECA K BbIAENEHHOW CETU, Nepes Tem
Kak nonyumtb AocTyn K Beb-pecypcam. [MpuHumn paboTbl nopTtasna aBTopu3aLmu
3akntovaetca B nepexsate HTTP/HTTPS-ceccnn noakaHOUMBLLErOCA K BblAENEHHOW CETU
No/sb30BaTeNs W NepeHanpaBieHnn nx Ha Beb-cepBep aBTOpU3aLMK.

B

KauecTBe npumMepa byaeT pacCMOTPEH C/IeAYHOLNIA CLLEHAaPUIA UCNOIb30BaHWSA NopTasa

aBTopm3auum (cMm. PucyHok — ARMA FW B kayectBe noprasa astopusauunu and OPT1):

1.

FocTeBas ceTb Ha MHTepderice «OPT1».

AyTeHTUdUKaLMA Ha NnopTane yepes NokanbHyro 6a3y saHHbEIX ARMA FW.

2
3. [ocTtyn k Beb6-cepBepy MMeOT TONIbKO MOAb30BaTENN U3 TPYNMbl «guests».
4

Ana MK «Guest2» oTkAroHeHa Heo0bX0ANMOCTb aBTOPU3aLLUN.

Guest1 Guest?
E E
e N

192.168.2.101 192.168.2.102

WebServer ARMA FW

3] I —
&

WAN 92168 2.1

T52.165.5.1 g s L AN

— i T B B 192.1668.1.1 192.168.1.101

192.168.8.80

Admin

PucyHok — ARMA FW e kayecmee nopmana asmopu3sayuu 0151 OPT1

[ns HacTporikv nopTana aBTopmM3aLnmn HeO6XOANMO BbIMONHUTL CeAyoLMe 4eNCTBUA:

1.

Co3patb pns umHtepdernica «[OPT1]» npaBuna M3 (cMm. «Co3gaHve npasun

MEXCETEBOIO 3KDaHI/IDOBaHI/IFI»)I

® paspelarolliee AOCTYN K nopTtany asTopm3sauumm (k nopty 8000);

® paspeLuaroLne JoCTyn K Beb-cepBepy.

2. Co3paTb nopTan aBTOpMU3aL MM Ha BbiIbpaHHOM MHTepdence.

I'Iapalvleprl npasun npeacrtaBieHbl B CNNCKeE:

® [locTyn K nopTany aBTopu3auuu:
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«[lenAcTBUe» — «Paspewuntb (Pass)»;

«Untepdenc» — «<OPT1»,

«MpoTrokon» — «TCP»,

«OTnpaBurtennb» — «OPT1 ceTb»,

«|P-appec Ha3HaYeHUA» — «ITOT MEXCETEBOW IKPaH»;
«/lnana3soH NOpPTOB HasHaueHusa» — «/lpyroe/8000»;

«OnucaHue» — «/loctyn K nopTany aBTopusaym»;

® [loctyn k Beb-cepBepy no HTTP:

«[lencTBUe» — «Paspewuntb (Pass)»;
«Untepdenc» — «<OPT1»,

«MpoTokon» — «TCP»;

«OTnpaBurtennb» — «OPT1 ceTb»,

«IP-appec Ha3HaueHnA» — «192.168.8.80»;
«/lnana3soH NOpToB HasHauYeHUa» — «<HTTP»,

«OnucaHne» — «Paspewatowiee npasmio HTTP»,

® [loctyn k Beb-cepsepy no HTTPS:

«[lencTBUE» — «Paspewntb (Pass)»;
«UNHTeppenc» — «OPT1»;

«MpoTokon» — «TCP»;

«OTtnpasurtenb» — «<OPT1 ceTb»;

«IP-appec Ha3HaueHnA» — «192.168.8.80»;
«/lnana3oH NOpToB HasHaueHusa» — «<HTTPS»;

«OnucaHne» — «Paspewatouwtee npasmao HTTPS».

26.1.1 Llo6baBneHne nopTtasa aBTopusaLmn

Ans pobaBneHWs nopTana aBTOPM3aLMM Ha BblBpaHHOM UWHTepdelice HeobXoanMo

NepenTn BO BKAAAKY «30HbI» Mojpasjesa 30H nopTana aBTopusauun («Cayx6bi» -

«MopTan aBTOpM3aLMN» - «AAMUHNCTPUPOBAHME»), HaXaTb KHOMKY « T », ykasaTb

cneayrolme 3HaUeHUs napameTpoB:

® «BkatoueH» — Gnaxok ycTaHoOBAEH;

® «WHtepdeiicbi» — «OPT1»;

® «AyteHTndpUKaLua yepes» — «Local Database»;
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«3HaueHue TaMm-ayTa 6e3gencTBmA (B MUHYTaxX)» — «0»;
«3HaueHue TaM-ayTa ceaHca (B MUHyTax)» — «0»;

«MHOXXeCcTBEHHbIA BXOA, MoO/b30oBaTeNs B cUCTEMY» — OaXOK He
YyCTaHOBJIEH;

«CepTtudukar SSL» — «O1cyTcTBYeT>;

«Mma xocTta» — 0CTaBUTb NyCTbIM;

«Pa3pelueHHble agpeca» — OCTaBUTb MyCTbIM;
«Monb3oBaTeNnbcknii WabnoH» — «/IHTerpMpoBaHHbIN WabaoH»;

«OnuncaHue» — «[octeBon JOCTYM»;

N HaXXaTb KHOMKY «Coxpaan'b», a 3aTeéM HaXXaTb KHOMKY «anIMEHVITb».

Mpumeuanne:

He noapep>xunBaeTtca Ha3HauveHwe mHTepderca, nonyyatowero IP-agpec no
npotokony DHCP.

I'Ip|/| CO34aHnnN Nan pefakTUpoOBaHUN yXKe CO3AaHHOI\/’I 30Hbl pekoMeHaYyeTCA O6paTI/ITb

BHMMaHMeE Ha c/iesyroLime napameTpsbil:

«3HaueHue Taum-ayTa 6e3peicTBUA (B MMHYTaX)» — B N0Je 334aETCA BPEMS,
nocne KOTOPOro KAWEHTbl OyayT OTKAKOUYEHblI MPUHYAUTENBHO B C/y4ae
be3nencreus;

«3HaueHue TaiM-ayT ceaHca (B MUHYyTax)» — B MoJie 3a4aéTcs BpeMms, nocne
KOTOPOTO KANEHTbI ByAyT OTK/IOUEHbI MPUHYANTENBHO;

«MHOXeCTBEeHHbIA BXOA NO/Ib3OBaTe/Il B CUCTEMY» — MpPU BKAHOYEHUU
[aHHOro napameTpa BO3MOXHO BbIXOAUTb B CETb C OAHWM NIOTMHOM C Pa3HbIX
YCTPOWCTB OAHOBPEMEHHO;

«Mpo3pauHbii npokecu (HTTP)» — npu BKAKOYEHMM JAaHHOTO MnapameTpa
Tpaduk OyseT nepeHanpaBieH Ha MPO3pPayHbIi MPOKCU. HacTpomkmn npokcu-
cepsepa onuvcaHbl B pasgene «[1poKcr» HacToALWEero pykoBoACTBa;

«Mpo3pauHbiii npokcu (HTTPS)» — napameTp aHanornyeH npeapiayLiemy.

26.1.2 PaboTta noprtasa aBTopu3sauum

[ns aBTOpM3aummn B nopTane aBTopusaunm Heobxoanmo Ha MK «Guest1» oTKpbITb BEO-

6pay3ep n BBecTn IP-agpec Beb-cepBepa, «192.168.8.80». Mpn ycnewHown HacTpouike

nopTana aBTOpPM3aLlN NOABUTCA CI)OpMa BXOJa (CM. PucyHok — Popma Bxoaa B nopTan

aBTOpU3aLUN).
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@ 192.168.2.1:8000/index.htmifred. X =+ (+]

&« C A Hezawwwmeno | 192.168.2.1:8000/index.htmi?redirur=192,168.8.80/ o A

[obpo noxanoBaTb B nopTtan asTopusaunu!

wi®) INFOWATCH ARMA

iMa nonb3oBaTens:

Beeaute umAa nonbaoparens ‘

Maponk:

Beenure napons

PucyHok — ®@opma exoda 8 nopmasn asmopusayuu

Heobxoanmo BBecTn ayTeHTMMKALMOHHbIE AaHHble U HaXaTb KHOMKYy «Bowutu». Mpwu

yCneLwHown aBTopm3auumn otobpasmntcs 3anpalumBaemas ctpaHumua (cM. PucyHok — loctyn
K Beb-cepBepy).

[E Welcome to XAMPP X + (+]

<« C A Hesawwweno | 192.168.8.80/dashboard/ B & &

Apache Friends Applications FAQs HOW-TO Guides PHPInfo phpMyAdmin

XAMPP Apache + MariaDB +
PHP + Perl

Welcome to XAMPP for Windows 8.0.12

PucyHok — [locmyn k eeb-cepsepy

Ans  BbIXOZa W3 nopTana aBTOpM3auMyM HeobXoAMMO MepevTM Ha CTpaHuLy
«192.168.2.1:8000» 1 HaxaTb KHOMKY «BblMTKU» (cM. PucyHok — Bbixoa 13 noprana

aBTOpM3aLUN).
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@ 192.168.2.1:8000 x  + o
e

c A Hezawpueno | 192.168.2.1:8000 r 2

[obpo noxanoBaTtb B nopTtan astopusaymm!

PucyHok — Beixo0 u3 nopmasna asmopusayuu

26.2 [loctyn nonb3oBaTesien K NopTaay aBTopmsaLum

[locTyn nonb3oBaTtenein BO3MOXHO KOPPEKTMPOBaTb C1eAYHOLWMMI NapaMeTpamMu:
® «[punHYyaUTENbHO NCNO/Ib30BaThb JIOKaJIbHYIO Frpynmny»;
® «Pa3speweHHble appeca»;
® «Pa3speweHHble MAC-appeca».

26.2.1 NMapametp «MMpnHYAUTE/IBHO NCMO/b30BaThb JIOKaJIbHYIO Fpynny»

Mpn co3gaHUM WA pefakTUPOBaHWUWM YyXe CO34aHHOW 30Hbl JAOCTyNeH napameTp
«MpuHYANTEIbHO NCNO/1b30BaTb JIOKaJIbHYIO Fpynny» (CM. PucyHok — Beibop rpynnsbi
Ans nopTasna aBtopusauuu). Co3zaHue nonb3oBaTesen u rpynmn Mnojb3oBaTeNen ANs
nokanbHown B/l onuvcaHbl B pa3sgene «YUYETHble 3anucu U npaBa A0CTyna» HaCTOALLEro

PYKOBOACTBA.
MpUHYOUTENLHO TromEe .
MCNONL30BATE NOKANLHYH
rpynmny
3Ha4YeHWe Tailm-ayTa
beznedcTEnA (B MMHYTAX) admins
auditors

3HA4YeHWe TANM-3yT ceaHca (B
MHH‘}I’TH){} gUesls

MHOMEeCTEEHHLIA BX0 |

PucyHok — Belbop 2pynnei 015 nopmana asmopusayuu
B cnyuae Bbibopa rpynnbl 4octyn ByaeT TONbKO y NO/b30BaTenen 4aHHOW rpynmbl.

CornacHo npumepy, B aHHOM NapameTpe HeObXoAMMO BbibpaTh 3HaUEHNE «guests» U
HaXaTb KHOMKY «COXPaHUTb», a 3aTeM KHOMkKy «[MpuMeHuTb» Ans BCTyrnieHus

N3MEHEHWNI B CUAY.
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B cnyuae, ecan nonb3oBaTesib HE COCTOUT B BbIOpaHHOW rpynne, Npu ayTeHTUPUKaumm
6yaeT BbiBeseHa owmnbka (cMm. PucyHok — Ownbka ayteHTudukaumnm).

OWwKbKa ayTeEHTHPUKALMK

PucyHok — OQwubka aymeHmudgukayuu
26.2.2 NapameTtp «Pa3pelwueHHble aapeca»

MNpn co3gaHnun WA pefakTUPOBaHUWU YXe CO34aHHOW 30Hbl AOCTyrNeH napameTp
«Pa3spelueHHble agpeca» (CM. PucyHok — PaspelleHHble agpeca).

Pa3pelueHHble agpeca 192.168.1.102

€© Ounctuts BCe

PucyHok — Pa3speweHHble adpeca

Ans Bcex IP-appecoB van ceTen, ykasaHHbIX B MOJe AaHHOrO napameTpa, A4OCTynN B CeTb
NHTepHeT byaeT npeaoctaBaatbcs 6e3 ayteHTndburKaLumm Ha nopTane.

CornacHo npuMepy, B JAaHHOM MapameTpe HeobxoAMMO BbibpaTb 3HaueHune
«192.168.2.102» 1 HaxaTtb KHOMNKy «CoXxpaHuUTb», a 3aTeM KHOMKY «[pumMeHnuTb>» AnA
BCTYMNEHNA U3IMEHEHWU B CUTY.

26.2.3 Napametp «Pa3peweHHble MAC-agpeca»

Mpu co3gaHUM WAN PefaKkTUPOBAHUN YyXKe CO34aHHOW 30Hbl AOCTyNeH napameTp
«Pa3speweHHble MAC-agpeca» (cM. PucyHok — PaspelienHble MAC-aapeca). JaHHbIM

napameTp AOCTYMeH TONbKO NPW B3BEAEHWMN NEepeKIoYaTeNs «pacliMPEHHbIA PeXXum»
B BEpXHeW NeBOW YacT GOpPMbl B MOJOXKEHME « 0 »,

PaspeweHHble MAC-agpeca 00-0C-29-B6-C9-09
© Ouncruts Bee

PucyHok — Pa3speweHHbie MAC-adpeca

Ana Bcex MAC-aapecoB, yka3aHHbIX B NMoJie 4aHHOTO napamMeTpa, 4oCTyn K Beb-cepBepy
byaeT npepocTaBnaTbCa H6e3 ayTeHTUdUKaL MM Ha nopTane.
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27 YYETHDIE 3ANMUCU U NMPABA AOCTYMNA

MNMonb3oBatenbckme Y3 M WX NpUBMAETMM MNO3BOAAKOT KOHTPOAMPOBATb AOCTYN K
noapasgenam u cny>kbam ARMA FW.

27.1 Co3paHme Nob30BaTe/IbCKMX YUETHBIX 3anNMcer U Nx npuBuaerni

[nsa co3pgaHma Nonb3oBaTeNbCkon Y3 HEOOXOAMMO BbINMOAHUTL CleaytoLlme AeNCTBUS:

1. Mepentn B Nogpasgen ynpasneHvsa nonb3osatenamu («Cucrema» - «ocrtyn» -
«Monb3oBaTenun») N HaxaTb KHOMKY «+/lo6aBUTb>.

2. B oTkpbiBwencs dopme  3anonHUTb  obsA3aTenbHble  nNapameTpbl  «UmsA
nosb3oBatena» N «Maponb» (cM. PucyHok — Co3gaHne nonb3oBaTensckon Y3) m
Ha)<xaTb KHOMKY «CoXpaHUTb».

Cuctema: floctyn: Nonb3oBaTtenu

EI'IpaBKE l:._‘_)
OnpeneneH USER
O OTtrnoueHa O

© ma nonkbzoeaTens user

O Napone

(1111111}
(212111 T]
(noaTeepxaerne)

D CTEHEPH POEATh S3KOAWPOESH HBI naponb ANA NpeROTEP3LWEHMA NOKANbBHOro BXO4a ANA 3TOND NONbB30BaTENA.

PucyHok — Co30aHue nosie3oeamesibckoli Y3

Mpumeuanune:

3HauyeHue napametpa «Mima nonb3oBaTensa» He MOXeT:
® coaepxxaTb bonee 32 CUMBONOB;
® HauMHaTbCA C UNdpbI;

® cojep>aTb CUMBOJIbl, OTNUYHbIE OT LUNPP «0-9», «A-Z» BepXHero n
HUXXHEro PerncTpoB N CUMBOJIOB «.-_».

27.1.1 JononHuTtenbHble NapameTpbl ¥3

Ana 6onee TOUHOM M MOAHOM MHOPMAaLMKM O MOAb30OBaTeNe HeObXOAMMO 3aMO/HUTb
napameTpbl «[osnHOe UMA», «INeKTPoHHaA nouta» 1 «<KommeHTapunin».
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[Ans co3paHna BpeMeHHOW Nonb30BaTeNbCkon Y3 HeobXxoAMMO yKa3aTb JaTy OKOHYaHWS
Cpoka feWcTBMS B napameTpe «/laTa OKOHUYaHWUA cpoKa AelcTBuUA». [losb3oBaTenb
6yseT MMeTb BO3MOXHOCTb aBTOPM3aLLMK MO YKa3aHHYH AaTy BKAKOUNTENBHO.

Ans cncteMHom Y3 «root» OTCYyTCTBYET BO3MOXHOCTb OFPaHNyYeHnsa Cpoka AencTems Y3.

®naxok «CreHepupoBaTb 3aKOAUPOBaHHbIW Mapo/ib ANA NpeAoTBpalLeHUs
NIOKaNbHOro BXOAa ANA 3TOro nosb3oBatena» napametpa «[Maponb» MoxeT
MCNONb30BaTbCA, HanpumMmep, ANa co3gaHma Y3 ¢ SSH-katouom, HO 6e3 agocTtyna kK Beb-
NHTEpdENCy.

[Ana V3MeHeHWs CTapTOBOM CTpaHWULbl HeobxoAMMO 3ajaTb 3HaueHue napameTpa
«lMpeanouTtntenbHas uUeneBaa CTpaHMUa», Hanpumep, «ui/integritycontrol». T[lo
yMONYaHuio npu  aBTopu3aumm B Beb-uHtepderice ARMA FW nonb3oBatento
oTobparkaeTcs CTpaHULLa MHCTPYMEHTabHOW NaHenu — MHGOPMaLMOHHbIE BUAXKETbI (CM.
«MOHUTOPUHT CUCTEMbI C MOMOLLbEO MHQOPMAaLMOHHbIX BUAXKETOBY).

Ans paspeweHna Y3 poctyna K koHconbHoMy uHTepdericy ARMA FW Heobxoanmo
YyCTaHOBUTb GNaxoK Ana napameTpa «JocTyn K KOHCO/IbHOMY MHTepdency».

Ana co3paHua ceptudmkata HeobxogMMoO yCTaHOBUTbL Gnaxok Ana napameTpa
«CepTtudukar». CozgaHune ceptndukatos ncnonbsyerca ARMA FW ana Takux Lenen, kak
AocTyn k Beb-nHTepdency uepes HTTPS, poctyn k API, VPN, LDAP v 1.4.

Mpu HacTponke aByxdakTopHOM ayTeHTUdmkaumm B ARMA FW Heobxognmo
reHepMpoBaTb OAHOPA30BbIA Napob, ycTaHOBMB $aaxok B «CreHepupoBaTb HOBbIW
katou (160 6uT)» Nnapametpa «Bbigaua ogHOpa3oBbIX Napoien».

[ns npegocTaBneHVA NONb30BaTENHO JOCTYNa K KOHCONbHOMY MHTepdericy ARMA FW no
SSH (cm. «SSH-cepBep») HeOBXOANMMO BBECTU CreHEPUPOBAHHbI paHee OTKPbITbIN KAty
B NoJie napameTpa «ABTOPM30BaHHbIE K/IHOUMN».

Ana  nogknoueHus K HacTpovke MobunbHoro IPsec  Heobxoaumo  3asaTtb
npeABapuTenbHbIA O6WMIA KoY B nose napametpa «lMpeaBapuTenbHO BbiAaHHbIe
knroum IPsec».

MNMocne coxpaHeHns Y3 AoCTynHO co3gaHune karoyen APl ncnonbsyemblx, Hanpumep, Ans

+

noakntoveHma K ARMA MC. MNpu HaxaTtum KHOMNKK « ° » B napameTtpe «Knroun API»

6yaet co3zzgaH kntou APl ana Y3, a Takke ckayaH TEKCTOBbIV Gaiin, cogepiKallmii 3HaUeHums
«key» n «secret».

27.1.2 HasHaueHue npuBuierni nosb3oBatenbckomn Y3
Ha3HaueHve npmBuaernin Nonb3oBaTeNbCckon Y3 BO3MOXHO ABYMA cnocobamu:

® no06aBneHVe MOAb30BaTeNf B OMNPEAENEHHYHO Tpynny C YyXe 3ajaHHbIMK
NpUBUAErUAMUY;
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® BbLIGOpP npuBMAErMA M3 CNUCKA, YCTAHOBKOW  daaxka  HanpoTus
COOTBETCTBYHOLLEN NPUBMAETMM B B10Ke HacTpoek «CUCTeMHbIe NPUBUAETUN»
(cM. PUCYHOK — YCTaHOBKa CUCTEMHbIX MPUBUIETUN).

Ans ynobcrBa B 610Ke HacTpoek «CucTeMHble NPUBUAErMU> CyLLecTByeT nose GuabTpa
M QYHKLMN MHOXECTBEHHOTO Bblbopa:

® «Beb6-uHTepdPeiic: Bce ctpaHuLbI»;

® «DyHKUMA: OUNCTUTD BCE XXYPHabI»;

«BbI6paTb Bce (BMANMBbIE)»;

® «OTmMeHuUTb Bbl6op (BUAMMDIE)>».

CHUCTEMHEIE npyeEXNervu Pa;pemeHthe OnucanuMe

ml . MOMUCK
_ (duneTp)

BeG-uHTepdeic  Ajax: 3anpoc MHGopMaunK o cepencax @
Beb-uHTepheic Aja: 3anpoc CTaTUCTUYECKMY AaHHbX 6

O BeB-uutepdeiic  WuTepdeiics: GRE@

PucyHok — YcmaHoska cucmemHeix npususiezuli

B cnyvae HeobxoAMMOCTM Ha3HaueHMs Ana Y3 nonb3oBaTens BO3MOXHOCTM gobaBaeHns
WAN pesakTUpoBaHua Apyrux Y3, Tpebyetca B 610ke «CUcTeMHble npuBuaAernm» Gopmbl
peAakTMpoBaHusa Y3 nonb3oBaTens YCTaHOBUTb Gaxok ana npueunernn «Cucrema
Cuctema: U3MmeHNUTb HaCTPONKUN».

Mpumeuanne:

N3meHeHns npuBuaernin Y3 nonb3osatens BCTYNAT B CMIY, NOC/Ae 3aBepLUeHNA
aKTMBHOW Ceccum noJib3oBaTens.

B cnyuae ncnonb3soBaHus Beb6-npokcy, Ans obecneyeHns akTyaabHOro ypoBHSA
AOCTyna no/sb30oBaTens nociae M3MEeHeHWs npueuaerni Y3 cnepyeTt HaxaTtb
KHOMKY  «OumncTUTbL>» BO Bknagke  «Momowb» nogpaszena
aAMUHNCTPUPOBaHMA Be6-NpoKcy (CM. «loNoIHUTE/IbHbIE HACTPOMKM»).

27.2 Co3paHue rpynnbl u aobaBneHme nm npmBwuaeruin

Ana ypobctBa M NpOCTOTbI ynNpaB/ieHWa npaBamMu JOCTyna CyLlecTByeT BO3MOXXHOCTb
co3gaHva n pepaktmposaHua rpynn. Kaxgyro Y3 BO3MOXHO BK/IOUWTL B COCTaB
HeCKOJIbKMX TPyMnmn, B Takom cayyae Y3 byaer obnasate COBOKYMHOCTbHO MPUBMAETUN
Ka>kZlou 13 rpynn.

[na co3zgaHma rpynnel Noab3oBaTenen HeoH6XoANMO BbIMONHUTL CAeaytoLne AeUCTBUA:
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1. Mepentn B noapassen ynpaBaeHVs rpynnamy nosnb3oBaTesen («Cucrema» -
«loctyn» - «[pynnbl») 1 HaXaTb KHOMKY «+/,06aBUTb».

2. B otkpbiBweNica popMe 3anonHUTbL 0bs3aTenbHbl Napametrp «Mma rpynnbi» (M.
PucyHok — Co3aaHue rpynnbl N0ab30BaTeNein) N HaxaTb KHOMKY «CoXpaHUTb».

Cucrtema: floctyn: Npynnsl

© Onpepenex

O Mma rpynnsl Users

OnucaHwe

PucyHok — Co30aHue epynnel noss3osamesnel

27.2.1 lononHuTeNnbHble NapamMeTpbl rpynn

Ana ynobcTBa ncnonb3oBaHWs rpynn HeobxoanmMo Ao06aBUTb ONMcaHWe rpynnbl B noae
napametpa «OnucaHme».

Ans nobaBneHns nonb3oBaTtenen B co3gaBaemyto rpynny Heobxoammo B 610Kke HacTpoek

«Y4yaCTHUKM rpynnbi» nepeHectn MMeHa Nno/Jib30BaTeNeN M3 NEBOW YacTu B npaByto,

HaXaB KHOMKY « ?, (cm. PucyHok — [lobaBaeHne y4yaCcTHMKOB B rpynny).

YYaCTHUKM Fpynmbl

He yyacTHuk YyacTHuK
E—— .
.&U
€

PucyHok — [lobassieHue y4acmHukos 8 2pynny

27.2.2 HasHaueHue NpuMBUAEruA rpynne

[na Ha3HauYeHns NpMBUAETMIA FpynMne Noab3oBaTenen HeobxoANMO BbiIbpaTb NPUBUIETM
M3 CMucKa, YCTaHOBMB (GaXKOoK HamnpoOTMB COOTBETCTBYHOWLEN NpuBuaernn B 6Hi0ke
HacTpoek «CuUCTeMHble MNPUBUAEIMU»  aHAJIOTMYHO  Ha3HAUYEHUKO  MpPUBUAETUN
No/ib30BaTeNbCKOW ¥3 (CM. «HasHaueHme NpuBUNETMIA MONb30BATENLCKON Y3»).
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27.3 Hacrpoiika napo/sibHO NONTUKM

MaponbHas noavtnka — 310 Habop MpaBuA MPW CO3ZaHUN MApPOAs, MO3BONAROLLUX
noBbICUTb 6e3onacHocTb goctyna K ARMA FW.

ANna  BKAKOYEHUS M HACTPOMKW MNapPONbHOW MOJUTUKM HEOBXOAUMO  BbIMOJHUTb
cneayroLme fencTBUs:

1. MNepelTv B noapasaen pesakTMpoBaHUs cepBepoB aBTopusauun («Cuctema» -

«Jloctyn» - «CepBepbI») N HaXaTb KHOMKY « s

6a3a AaHHbIX» AN BXOAA B PEXUM peaakTUpOBaHMA.

» HanNpPoTMB CTPOKK «JloKasibHas

2. B otkpbiBwenca ¢opme yCTaHOBUTb Gnaxok Ana napametpa  «Bkarouutb
OorpaHM4YeHusA NOJIMTUKN Naposien».

3. TMpwn HeobxoANMOCTM 3asaTb 3HAYEHME B MOABMUBLUMXCA NapamMeTpax (CM. PucyHok —
HacTtpovka napoabHOW NOAUTUKMW):

L «chK AEﬁCTBMH>> — KOAn4yecTtBeo AHEIZ, B TE4YeHNe KOTOPbIX NMapo/jib OCTaeTCA
ﬂ,el\/’ICTBI/ITeJ'IbeIM,'

L «AIIVIHa» — MWHWMaJIbHaA AJ/IMHa NapoJif;

® «CNnoXXHOCTb» — COOTBETCTBME Maposid TPeboBaHWAM CAOXHOCTW: Mapob
AO/IKEH coaepxkaTb Lmdpbl, NPONUCHbIE BYKBbI, CTPOYHbIE OYKBbI, CreLunanbHble
CUMBOJIbI.

Cuctema: floctyn: CepBepbl

—_—
Crnpaexa ./

€ OnucarenbHoe MMA JlokaneHaq 6a3a AaHHLIX

O Tun JNokansHaa 6asa gaHHBIX
MonuTuka BrOYWTE OrpaHUYeHWA NONMTUKK Naponei
Cpok aelcTBKUA OTHMOYN TS -
AnuHa 8 .
CnomwHocTb [ BkniounTe TpeboBaHMA CNOXHOCTH

PucyHok — Hacmpotika napoasHoU noaumuku

4. HaxaTtb kHOMKy «CoXpaHUTb>».
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Mocne BHECEHHbIX M3MEHEHWI NPW BXOAE B CUCTEMY C Y3, Maposb KOTOPOM He OTBeYaeT
yCTaHOBNEHHbIM TPpebOBaHUAM, ByAeT NPesIoKEHO N3MEHUTbL NapOib.

27.4 AyteHTndunkauma

AyTteHTndumkauma — 3TO0 Npouecc NpoBepkn NOAJNHHOCTM BBEAEHHOrO MOJib30BaTeNEM
nmeHn u naposada. B ARMA FW Bo3moxHa ayteHTuduKauma € MCNoJb30BaHUEM
nokanbHOW wan BHewHen bJl nonb3oBaTenen. B kauectBe BHewHen bJ, cayxar
pa3anyHble BHelwHue cepsepbl aBTopum3aunn. ARMA FW noppepxunBaetr paboty co
cNefyrowmnMMn BHELWHUMW CepBepamu:

® «LDAP» — OpenLDAP, MS Active Directory, Novell eDirectory;
® «Radius».

Mo ymonyannio B8 ARMA FW ayteHTUdMKaUmMA OCYLLLeCTBAAETCA C UCNOAb30BaHNEM
nokanbHon B/ nonb3oBatenen. K  AOMOAHWTENbHBIM  MepaM  3awWuTbl  Npw
ayTeHTMdUKaLMM C UCMOJIb30BaHMEM BHYTPEHHErO cepBepa OTHOCUTCA Bayyep-cepsep.

K gonosHnTenbHbIM Mepam 3almTbl NPy ayTeHTUOUKALMM C UCMONb30BaHNEM BHELLIHNX
CepBepOB OTHOCUTCA CEPBUC ABYXPAKTOPHOW ayTeHTUPMKaL .

[ns aBTOpM3aLMMN U NPeAOCTaBNEHNA COOTBETCTBYHOLLUX MPUBUAETMIA NOJb30BaTENbCKOM
Y3, HacTpoeHHOW C MNOMOLLbKO BHELIHEro cepBepa, HeobxoAMMO MMMOPTUPOBAaTb
nosb3oBaTenbckyto Y3 B nokanbHyto b/l nonb3osatenei ARMA FW.

27.4.1 Bayuep-cepBep

Bayuep-cepBep wucnosb3yetca Ana obecneveHnsa ayTeHTUPUKauMm Ha nopTane
asTopm3aunv 8 ARMA FW.

Bayuep — 370 3anuck ¢ normHom 1 naponem, kotopyto ARMA FW reHepupyeT no 3anpocy.
Bayuepbl uMMelT HacTpavBaeMblil CPOK AeWUCTBUS, MO  UCTEYEHUW KOTOPOro
NoJ/Ib30BaTeNt0 HEOHXOANMO MONYUNTb HOBbIW Bayyep.

[na co3saHns M HacTPOMKW Bayyep-cepBepa HeOOXOAMMO BbIMOJHUTL Chaeayroline
JEeNCTBuUS:

1. Mepentn B Mogpasgen peAakTMpoBaHUA cepBepoB aBTopusaunmn («Cucrema» -
«[locTtyn» - «CepBepbI») N HaxaTb KHOMKY «+/,06aBUTb».

2. B otkpbiBwencs ¢opme (cm. PucyHok — Co3zaHune Bayyep cepsepa), B napamerpe
«Tun», BbibpaTb «Bayuep».

3. Mpy HeobxoAMMOCTM YCTaHOBUTb GAaxXok ans napameTpa «WMcnonb3oBaTb
npocrtbie Napoaun (MeHee 6e3onacHble)» 1 334aTb 3HAYEHNA 415 NaPaMETPOB:

® «OnucatenbHoe UMA>;

® «/lnnHa NMeHn Nosib3oBaTena»;

409 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

® «/[lnvHa naponsa».

Cucrtema: floctyn: CepBepbl

Ty
cnpaeka ../

© OnncatensHoe nma Bayqep CEDBED

O Tun Bayuep -

Vicnonb3oBaTh NpocTble O
naponu (MeHee 6e30NacHbIE)

ﬂ'J'I WHa HMEHW NONbL30BaTENA

[nwHa napons

PucyHok — Co30aHue say4yep cepsepa
4. HaxaTtb KHOMKy «CoXpaHUTb».
27.4.1.1 Ncnonb3oBaHne Bayuep-cepBepa A1 aBTOpU3aLum

,ﬂ,ﬂﬂ NCNoab30BaHNA Baydep-cepBepa Ha CO34aHHOM MNMopTane aBTOpPM3aLln HeO6XOﬂ,I/IMO
BbIMOJIHUTE Chegyrowmne AEIZCTBMHI

1. MNepentn B noapassen 30H nopTtana aBTopusaumm («Cayxbbl» - «MopTtan
aBTOpM3aLUUN» - <KAAMUHNCTPUPOBaHNE» - «30HbDbI»).

2. Haxartb KHOrMKy « s

» HanpoOTWB CO3JaHHOW 30Hbl U B OTKpbIBLUeNCA dopme, B
napameTtpe «AyTeHTU¢UKaLMA yepe3» BbIOpaTb CO3AaHHbIM Bayyep cepsep (CM.

PucyHok — Beibop meToaa ayteHTudburKaLmm) n HaxaTb KHOMKY «CoOXpaHUTb».

AyTeHTuUdMKaLuus Yepes Bayuep-cepBep v

© OunctuTe BCe

PucyHok — Belbop memoda aymeHmugukayuu

3. Mepertn B nopgpa3gen ynpaeneHns Baydepamun («Cnyx6bi» - «[Moptan
aBTOpM3aLun» - «Bayuepbi») 1 HaxaTtb KHOMKy «Co3aaTb Bayuepbl».

4. Tlpn HeobXOAMMOCTM B OTKpPbIBLUENCA POpPMe 3a4aTb 3HaUeHMA A5 NapaMeTpOB:
® «/locTOBEepHOCTb»;
® «WcTekaeTt nocne»;

® «KonunuectBo BayuepoB»;
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® «Wmsa rpynnbi»,
M HaxaTb KHOMKY «CreHepupoBaTb».

5. Co3zaHHbI Bayyep B dopmate «CSV» bByzeT npesnoxXeHO ckadaTb CpeAcTBamMM
ncnosblyemoro Beb-6pay3epa. CkayaHHbIM  Bayyep MO3BOJAET  YCMELHO
ayTeHTUPULMPOBATLCA Yepes3 NOpTan aBToOpM3aLunn.

27.4.2 AByxdakTOopHasa ayTeHTUPUKauma

AsyxdaktopHasa ayteHTudumkaums B ARMA FW — 3710 ayteHTudmkaums, B npouecce
KOTOPOW MOMMMO MOCTOAHHOrO Mapoas OT JIOKaJbHOW Y3, HeobxoAMMO ykKasaTb
BPEMEHHbIV O4HOPa30BbIN Naposb — «Time-based One-Time Password».

ARMA FW noaaepxuBaet RFC 6238. [lns noaaepxkun AByxpakTOpHOW ayTeHTUdUKaL MM
MCMOb3YOTCA MOBUbHBIE NPUAOXKeEHMA, coBMecTUMble ¢ RFC 6238.

Ans HacTponkun AByxdakTOpHOW ayTeHTUdMKaLMM HeOHXOAMMO BbIMOAHUTL CheayroLmne
warm:

1. [obaBuTb cepBep ayTeHTUdMKaLUN.
2. [lo6aBUTb AN HAaCTPOUTb NOAb30BaTeNbCKMNE Y3,
3. AKTMBMPOBaTb OAHOPA3OBbLIN NapOb.
4. [lpoBepuTb TOKEH.
27.4.2.1 War 1 - flobaBneHue cepBepa ayTeHTUpMKaL N

Ans pobaBneHns cepBepa ABYXHAKTOPHOMW ayTeHTUDMKALMN HEOHXOAMMO BbIMOAHUTDL
cneayrowime fencTBUS:

1. MNepentn B nogpasgen peAakTMpoBaHUA cepBepoB aBTopusaunmn («Cucrema» -
«[locTtyn» - «CepBepbI») N HaXaTb KHOMKY «+/,06aBUTb».

2. B otkpbiBwenica dopme 3a4aTb HACTPONKM B COOTBETCTBUM C Tabanuen (cM. Tabanua
«Hactponku cepBepa ayteHTMdMKaLMM»). 3HAa4YeHUs MapaMeTpoB B Tabauue

npuBeAeHbl CNPaBOYHO.
Tabauya «Hacmpotiku cepgepa aymeHmugukayuu»
Mapamerp 3HaueHue
OnucartenbHoOe M4 Cepsep TOTP
Tun NokanbHbln + CUHXPOHU3MPOBAHHBIA MO
BPeMeHW OAHOPa30BbI Napob

3. OcTasbHble NapamMeTpbl OCTaBUTb MO YMOJAYAHUIO N HaXaTb KHOMKY «CoXpaHUTb».

[lononHnTeNbHblE NapamMeTpbl:

L «AJ’IMHa TOKeHa» — MOXET 6bITb U3MEHEH npwum HeO6XOAMMOCTM,'
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L «MHTepBaJ’I BpeMeHUn» — MOXeT ObITb NU3MEHEH npum HeO6XOAMMOCTVI,'

® «PaspeweHHbIi nepuoa perucrpauumu» — KCMNOAb3yeTcs A/NA reHepauun
HEeCKOJ/IbKMX Pa3/InUHbIX TOKEHOB A5 Pa3HblX NMEPUOAOB BPEMEHUW W CPAaBHEHUSA
WX C TOKEHOM MO NnepesaBaeMoMy Napoto;

® «O6paTHbI NOPAAOK TOKEHa» — WCMONb3yeTCA AN YCTaHOBKWU TpeboBaHMA
napons nepes TOKEHOM.

27.4.2.2 War 2 - lo6aBneHne nam HacTpomKa nosib30BaTesIbCKOW YUETHOW 3anucm

Ana pobaBneHna Noab30BaTENLCKON Y3 HEOOXOAMMO BbIMONHUTL CEAYIOLLINE AENCTBUIS:

1.

Mepentn B nogpasgen ynpasneHus nosab3oBaTtenamu («Cucrema» - «foctyn» -
«Monb3oBaTenun») 1 HaxaTb KHOMKY «+/L06aBUTb>.

B oTkpbiBweKcs dopme  3anonHUTb  obasatenbHble napameTpbl  «ma
nosb3oBatena» v «Mapoab», ycTaHOBUTL PaaxKoK B 3HayeHUn «CreHepupoBaTb
HoBbIN k/tou (160 6uT)» NnapameTpa «Bbigaua oaHOpPa30BbIX NapPosen» 1N HaxaTb
KHOMKY «COXpaHUTb».

27.4.2.3 War 3 - AkTBauua oaAHOpPa3oBOro nNaposas

Ans akTMBauLMM HOBOrO OAHOPA30BOro Mapois HeObXOAMMO BbIMOAHUTL CAeaytoLine
NEenNCTBUS:

1.

> ~
HaxaTb kHomKy « ¢ » HanpoTUB CO3AaHHOM Ha wware 2 Y3 (cMm. «LLar 2 — [lobaBneHve

NN HAaCTPOMKA NOJb30BATENbCKON YYETHOM 3aMUCU»).

Haxatb kHonky «Ha)xmute, utob6bl NokasaTb» B napametpe «OTP QR kop» (cm.
PucyHok — AKT1BaLMa 04HOPa30BOro Nnapoas).

Bbinaua oanopasoBbix napone YU2TRGOOYRTI3OWPYUM75RA2QQ6C5H46

CreHepupoBaTh HOBbIGA Koy (160 6uT)

OTP QR wop

PucyHok — Akmusayus 00HOpa308020 napo/s

MossumBwurca QR-kOA WM  COAepXMMOe 3HaueHus MapameTpa «Bbigaua
oAHOPa30BbIX Naposien» HeobxoaMMO nepeaaTb BAaAENbLYy NOAb30BaTENbCKON Y3.

Bnagenbuy Y3 Ha  MOOGMABHOM  yCTPOWCTBE  OTKPbITb  OMNpeAenéHHoe
aAMUHUCTPATOPOM npuaoxeHue, Hanpumep, FreeOTP ans OC Android, wn
OTCKaHMpOBaTb MNoay4deHHbIn QR-KkOA WAM BBECTU MONYYEHHbIM OAHOPA30BbIN
naponb. [loaTBepAuTb NpPaBWAbHOCTL CckaHuMpoBaHmA QR-koga wan  BBOJA
OZlHOPAa30BOro Nnaposia 1 AOXAaTbCA NONYYEHNA TOKEHA B NMPUIOXKEHUN.
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27.4.2.4 War 4 - NpoBepka TokeHa

Ans  TecTMpoBaHMsA  ayTeHTUPUKALUMM  MOJIb30BaTeNs  HEOOXOAMMO  BbIMOAHWUTbL
cneayroLme fencTBus:

1. NMepentn B noapaszen cpeacts nposepkn («Cucrema» - «ocryn» - «CpepcrBo
NpOBEepPKn»).

2. YKka3aTb 3Hau4eHMWs NapaMeTpos:

® «CepBep ayTeHTUPUKALUUN» — CO34aHHbIA Ha ware 1 cepsep (cM. «Lar 1 —
JobaBneHune cepBepa ayTeHTUDUKALNN»);

® «WMmsa nonb3oBaTtensa» — 1Ms Nnosib3oBaTtens Y3, co3gaHHOM Ha ware 2 (cMm. «Lar
2 — [lobaBaeHME NAN HACTPOMKA NOJAb30BATENbCKON YUYETHOWM 3aNUCK»);

® «[lMaponb» — gaHHble B dopmaTe «[Token][Password]», rae:

e «[Token]» — 370 3HaueHMe TokeHa M3 wara 3 (cM. «Lar 3 — AkTnBaLms

OAHOPA30BOro Mapoaa»);

e «[Password]» — 310 maponb Y3, co3paHHoOM Ha ware 2 (cm. «Llar 2 —
JobaBaeHre nav HacTpovKa NoJb30BaTENbCKOW YYETHOM 3aMUCU»);

N HaxxaTb KHOMKY «lMpoBepka».

3. B cnyyae npaBWAbHOW HaAcTPOWKW cepBepa MOABUTCA yBeAoOM/eHWe 06 ycrelwHowm
nposepke (cM. PucyHok — YcnewHasa ayreHTudukaumsa). B cayyae ykasaHus

HEeKOPPEKTHbIX AaHHbIX MOABUTCA yBegoMaeHMe 06 owmnbke (cM. PucyHok — Owinbka
avTeHTUdmnKaumm).

Mpu ncnonb3oBaHMK ABYXPAKTOPHOM ayTeHTUOMKALMN HEOBXOAMMO yKa3biBaTb AaHHblE
B dpopmaTte «[Token][Password]» B nose napametpa «Maponb».

27.4.3 LDAP

LDAP - npotokon MpukKAagHOro YpPOBHA AnA JocTyna K cayxbe KaTanoros,
ncnonbsyrowmn TCP/IP 1 no3BonawoWmMii NPov3BOAUTL onepauunn ayTeHTudumKauuuy,
nmoucka M CpaBHeHWs, a Takxke onepauun JobaBneHus, U3MEHEHWUA VAN YAaneHus
3anuncen.

Mpumeuanne:

ARMA FW He nogaepxwBaeT ayteHTudwmkaumo LDAP B cayuae
ncnosib3oBaHMA Ha BHewHem LDAP-cepBepe aByxdakToOpHOW aBTOpU3aLUW.
Mpwn pobaBneHnn Heckonbknx LDAP-cepBepoB ans ayteHTudbukaumm byget
MCMONb30BATHCA TOJILKO MEPBbIN N3 CMNCKA.

MpumeuaHune:

Hauunnas ¢ Microsoft Windows Server 2003 ¢ naketom obHoBaeHus 1 (SP1),
No/sb30BaTeNn JAOMEHa MOryT WCMOAb30BaTbh MpeAblaylniA Mapoab Ans
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AOCTyNa K CETU B TeUEHWEe OAHOro Yaca nocsie cMeHbl naposs. O3HaKOMUTBLCS
C OMuCaHMeM npouecca M3MeHeHWs MOJUTUKU CETEeBOW ayTeHTudmKaLmm
NTLM Bo3MO>HO Ha caute Microsoft Learn.

B kauectBe npumepa Hactponkun LDAP byaet onvcaHa HacTpowika pabotel ARMA FW c
MS Active Directory cornacHo cxeme CTeHAa, NPEACTaBAEHHON Ha pUCyHKe (CM. PucyHok
— MNoakntoueHne BHellHero cepeepa LDAP), nms aomeHa LDAP — «test.local».

ARMA FW MS Active Directory

Swl

I I
192.168.1.1 192.168.1.200

PucyHok — lNodkaroueHue sHewiHe20 cepsepa LDAP

MNepes Hauvanom Hactpowkn BHelwHero LDAP-cepsepa Heobxogmmo ybeautbca B
HasM4MM ceTeBOro focTtyna Kk cepsepy Active Directory.

Mpwn ncnonb3oBaHUK yYETHbIX 3anucen LDAP-cepBepa ana goctyna Kk Beb-uHtepdency
ARMA FW Heob6xoanmo onpegennTb NpuBuaernm Y3, nyTém nMnopTa Noab30BaTeIbCKMX
¥3 n3 LDAP-cepsepa.

Mpumeuanune:

Mpn nmnopte nonb3osartenbcknx Y3 n3 LDAP-cepsepa nprHaaiexHoCcTb nx K
rpynnam nosb3oBaTener 0Tob6pa3nTcs Npu NepBoM BXxoze B Beb-nHTepdeiic.
[ns HacTpoVikm BHelHero cepBepa LDAP Heo6XxoAMMO BbIMOAHUTbL CeAytoLLMe waru:
1. Job6aButb BHewwHWI cepep LDAP.
2. [lpoTecTnpoBaTb coegnHeHue.
3. O6HOBWTbL HAaCTPOWKM JOCTYyMNa K CUCTEME.
4. VIMnopTupoBaTb Nosb3oBaTesibckune ¥Y3.
27.4.3.1 War 1 - flo6baBneHune cepBepa LDAP
[Ana pobaBneHus cepepa LDAP He06X0AMMO BbINOAHUTL CAeAytoLLME AENCTBUS:

1. MNepenTn B noapasfen pefakTpoBaHWA cepBepoB aBTopusauun («Cucrema» -
«[locTtyn» - «CepBepbI») 1N HaxaTb KHOMKY «+/,06aBUTb».
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2. B oTkpbiBwenca dopme 3agaTb HACTPOMKM B COOTBETCTBMM CO CMUCKOM HUXE.
3HaueHNs nNapamMeTpoB B CMMUCKE MPUBEAEHblI CMPaBOYHO W 3aBUCAT OT HACTPoek
BHewwHero cepsepa Active Directory.

® «OnucarenbHoe nma» — «LDAP server»;
® «Tun» — «LDAP»;
® «WNma xocra unm IP-agpec» — «192.168.1.200»;

® «[MpuBasaTtb napameTpbl AocTyna» — JaHHble Y3, wuMmetowen ponb
aAMWHWCTPaTOpa fOoMeHa. B HeKOTOpbIX ciyyasx HEOBXOAMMO yKa3biBaTb UMS
nosb3oBaTens B popmaTte: «<MMA_Nosb3oBaTens@uMsa_joMeHa»;

® «O6nacTb noucka» — «Llenoe noasepeso»;
e «ba3zoBbit DN» — «DC=test,DC=local»;

® «KoHTeliHepbl ANnA ayTeHTUPUKALUU» — HaxXaTb KHOMKy «BblbpaTb» u
BbibOpaTb M3 AOCTynHOro cnmcka (cMm. PucyHok — KoHTenHepbl ans

ayTeHTndunKaumm);

® «YrteHune cBOUCTB» — PNaXOK YCTaHOB/EH;

® «CUHXpPOHM3UMpOBaTb rpynnbl» — &naxok YycTaHoBaeH. [lpucBoeHune
No/b30BaTENtO FPyNnbl MPON30OWAET NpWU NepPBOU aBTOopu3aLmn B MHTepdence
ARMA FW.

BoibepuTe KOHTeNHEpbI AN ayTeHTuduKaunu:

CN=Users,DC=test,DC=local
[C1] ou=Domain Controllers,DC=test,DC=local

3aKpbITh

PucyHok — KoHmeliHepbl 015 aymeHmugukayuu
3. OcrtanbHble NapaMeTpbl OCTaBUTb MO YMONYAHMIO N HaXkaTb KHOMKY «COXPaHUTb».
[lononHnTeNbHble NapaMeTpbl:

® «PacwmpeHHbI 3anpoc» — MOXeT ObiTb MCMOAb30BaH Ans  Bbibopa
nosib3oBaTeNew, KOTopble ABAAKOTCA YleHaMW ONpeAeNEHHON rpynmnbl;

® «OrpaHuueHume rpynn» -— pPEKOMEHAYeTCSs WCMONb30BaTb TO/NbKO MNpW
HeobXxoANMOCTMH.
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27.4.3.2 War 2 - Tect coeagnHeHnsA

[ns NnpoBepkM NPaBMAbHOCTM HAaCTPOMKK cepBepa HeOHXOAMMO BbINMONHUTL CAeaytoLLne

NencTBuS:

1. NMepentn B noapaszen cpeacts nposepkn («Cucrema» - «ocryn» - «CpepcrBo
npoBepKm») (cM. PucyHok — MpoBepka npaBmabHOCTM HacTporikn LDAP-cepBepa).

Cuctema: [loctyn: CpeacTBO NPOBEpPKU

Cepeep ayTEHTUDMKALMK

Wma nonszoBatens

Mapone

LDAP server b

armovil

PucyHok — lNposepka npasuasHocmu Hacmpouku LDAP-cepsepa

2. B napametpe «CepBep ayTteHTUdMKaumMmn» BblibpaTb CO3AaHHbIM Ha wware 1 (cm.
«lWar 1 — [ob6asneHvie cepsepa LDAP») LDAP-cepBep, B napametpax «Wmsa

nosnb3oBaTtena» u" «I'Iaponb» BBECTUA y'-IéTHbIe AaHHble Ana NoAKNKOYEHUA K

BHewHeMy LDAP-cepBepy n HaxaTb KHOMKY «lpoBepka».

3. B cnayyae KOppPEKTHOM HaACTpPOWKM MOABUTCA YyBeAOMJeHMe 06 ycnewHou

ayTeHTudumKaumm (cM. PucyHok — YcneluHaa ayteHTudunkaums).

416

Cuctema: floctyn: CpeacTBo NpoOBEPKU

MonkzoeaTtens: armovil ayTeHTMQMKALMA NPoLWNa YCNeWwHo
3TOT NONL30BATENL COCTOMT B 3THX MPYNNax:
Group01

Attributes received from server:

dn == CN=lMNepebli Apmoe,CN=Users,DC=test,DC=local
objectclass == top

person

organizationalPerson

user

cn =~ MNepeslid ApMOE

5N == ApMOEB

givenname => [NepesIi

distinguishedname == CN=Tepeiii Apmoe,CMN=Users,DC=test,DC=local
instancetype =>4

vk e cematad —w AR AAAA0TIOCA AT

PucyHok — YcnewHas aymeHmucgpukayus
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4. B cnyyae HEKOPPEKTHOW HACTPOMKM WMAM OWMOKM B YYETHbIX AaHHbIX Oyaer
oTobpaxkeHa owmnbka ayteHTUdMKaLmKM (cM. PucyHok — Ownbka ayteHTndumKaLmm).

Cucrtema: [loctyn: Cpeacreo NpoBepKu

ObHapyeHsl cnegywwme ownbKK BEOAA:

* AyTEHTMDWKAUKWA HE NPOLLAA.

PucyHok — OQwiubka aymeHmugukayuu
27.4.3.3 War 3 - O6HOB/IeHUEe HACTPOEK AOoCTyna K cucteme

Ha paHHOM ware HeobxoAMMO W3MEHWUTb HACTPOMKM MO  YMOJYAHWUIO, YTOObI
nonb3oBatenbckne Y3 LDAP noayuman goctyn Kk ARMA FW.

[Ans o6HOBNEHMA HACTpPOeK AO0CTyna K CUCTeEME HeOBXOAMMO BbINMOJHUTL CaeayroLine
JNencTBUS:

1. Mepentn B nogpasaen Hactpoek ARMA FW («Cucrema» - «Hacrtpouikn» -
«AAMUHNCTPUPOBaHME>).

2. B 6noke «AyteHTudpMKauua» (cM. PucyHok — Beibop cepBepa ayteHTUbMKaLMK)
n06aBuUTL cepBep ayTeHTUbMKaunm «LDAP-cepBep», co3gaHHbIM Ha ware 1 (cm. «LLar
1 - [lobaeneHuve cepsepa LDAP»), n HaxaTb KHOMKY «COXpaHUTb».

AyTeHTUdMKaALMA

BCEPE‘EP LDAP server, flokaneHaa Ba3a DaHHbIX -
L otkniounts ECTRORHHYK 3y TEHTURMKAMKD

PucyHok — Belbop cepsepa aymeHmucpukayuu
27.4.3.4 War 4 - UmnopT nosb3oBaTe/IbCcKnx Y3

Ana npepoctaBneHna JOCTyrna K Beb-vHTepdency noab3oBaTeNbCkMM Y3 BHELIHero
LDAP-cepBepa, nx Heobxogmmo nmnoptmposats B8 ARMA FW.

Ans nmnopTa Y3 HeobxoAnMO BbINONHUTL CAeAytoLLne AeNCTBUA:

1. TlMepentn B noapasgen ynpasieHus nosb3oBatensiMu («Cucrtema» - «foctyn» -
«Monb3oBatenn») (cM. PucyHok — VimnopTt nonb3oBatenbckux Y3 LDAP-cepBepa).
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Cuctema: floctyn: [lonb3oBatenu

Mma nonbzoeaTens MonHoe umAa Ipynnbi

& root System Administrator admins &

& CuvcTeMHbIM agMMHMCTPaTOp @ OTKIKOYeHHbIW NonbzoBaTent & ObbMHDIM Nons2oEaTens

PucyHok — iMmnopm noae3oeamesnsckux Y3 LDAP-cepgepa

2. HaxaTb NOoABMBLUYHOCSA KHOMKY « ‘ww'» B MPaBOM HUXHEM Yray GopMbl.

3. B oTkpbiBweWcs ~ popMe  yCTaHOBUTb  dAaxku A8 UMMOPTUPYEMbIX
noab3oBaTeNibckux Y3 (cM. PucyHok — Bbibop MMNOPTUPYEMBbIX MOJ1b30BaATENbCKUX

¥Y3) n Haxatb KHoMNky «CoxpaHuTb». VIMNOpPT Npoun3BeséH yCcnewHo, ecin nocne
HaXkaTus KHOMKM He noABMAUCE coobuieHns o6 owmnbke ©n BbibpaHHble
nosib30BaTeNn oTobpaxkeHbl B 0OLLEM CNNCKE NONb30BaTeNEN.

@ | arma.localdomain — Maozilla Firefox — O x
Q Pﬂ https://192.168.1.1/system_usermanager_import_ldap.php 7 =
BriGepuTe nonszoeaTensi ANA MMNOPTA:
DefaultAccount CN=DefaultAccount,CN=Users,DC=test,DC=local O
abramovi CN=Abpamoe WeaH,CN=Users,DC=test,DC=local
armovi3 CN=TpeTtwuii Apmoe,CN=Users,DC=test,DC=local
krbtgt CM=krbtgt,CM=Users,DC=test,DC=local O

PucyHok — Beibop umnopmupyemeix noss3oeamensckux Y3

Mpumeuanne:

Y3, copepXawiMme B WMEHM MO/Ab30BATENS CUMBOJbI  KUPWUAAULbI, He
oTobpaxaroTcs B GOpPMe U He NoA/iexxaT UMMNopTy.

Mpumeuanne:

HeBO3MOXHO MMMNOPTUPOBATL U3 BHELUHEro cepBepa ayTeHTudukaumm Y3,
MMeHa Nosib30BaTeNel KOTOPbIX coBnasatoT ¢ Y3 B nokanbHoun b/, ARMA FW.

BO3MOXHO HAcCTpPOUTb CUHXPOHWM3ALMIKO MOJb30BaTeNe C MOMOLLbIO MAaHUPOBLLMKA
3agau Cron (cm. «Cron»). B cnyyae ncnosb3oBaHMA NAaHMPOBLUMKA 3a4a4 MPOU3BOANTCA
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aBToOMatTn4yeckoe AO6aBJ'IeHVIe HOBbIX N yaaneHne OTCYyTCTBYHOLWNX Y3 BHewWwHero cepeepa
LDAP.

27.4.3.5 NmnopT rpynn nonb3oBartesien

[Ana ncnonb3oBaHWsA MOJb30BATENLCKMX TPYNn BHelwwHero cepBepa LDAP Tpebyetcs mx
npeABapuTeNbHO MMMNOPTUPOBATb, ANA 3TOFO HEOOXOAMMO BbIMOAHUTL CeAyroLine
NencTBUS:

1. Mepentn B nogpasgen ynpasneHus rpynnamu («Cuctema» - «foctyn» -
«Fpynnbi») (cM. PucyHok — ImnopT nosib3oBatensckmx rpynn LDAP-cepsepa).

Cuctema: loctyn: pynnel

Mma rpynnoi Konuyecreo yyacTHUKOR OnucaHune

& admins 1 System Administrators &

& auditors 0 &
& [pynnacynepnonezoeaTens & O6biunan rpynna

PucyHok — ViMnopm nose308amesnsckux epynn LDAP-cepsepa

2. HaxaTb NoABMBLUYHOCSA KHOTMKY « ‘ww'» B MPAaBOM HUXXHEM Yray GopMbl.

3. B oTkpbiBwenca  dopmMe  yCTaHOBUTb  GAaxkun A8 UMNOPTUPYEMbIX
nosnb3oBatenbckmx  rpynn  (cM.  PucyHok - Bbibop — mmnoptupyembix

NOJ1b30BaTeNbCKMUX FPYMM) U HaXaTb KHOMKY «CoxpaHuTb». IMNopT npounsseaéH
YCMEeLWHO, eC/iv NMOC/e HaXaTusi KHOMKM He MOsABUMANCE coobuleHns o6 owmnbke m

BblOpaHHble rpynnbl oTobpaxkeHbl B 0bLwem crnvcke rpymnnm.

@ | arma.localdomain — Mozilla Firefox - O X
O 8& https://192.168.1.1/system_groupmanager_import_ldap.php 1B 97 =
Please select groups to import: (|
DnsAdmins DnsAdmins O
Group01 Group01
Group02 Group02

PucyHok — Beibop umnopmupyemeix nosie308amesibCkux epynn
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Mpumeuanne:

Mpynnbl, coaepXaline B UMEHN CUMBOJbI KUPUAAULbI, HE OTObpaxaroTca B
dopme 1 He nogaexar MMMopTy.

BO3MOXHO HacTpOUTb CMHXPOHM3ALMIO TPYMnn C MOMOLLBIO NJaHMpPOBLLMKa 3aday Cron
(em.  «Cron»). B cayyae uWCNoONb30BaHWA MAAHMPOBLUMKA 33ajad  MNpPOU3BOAMUTCA
aBTOMaTMyeckoe AobaBneHve HOBbIX W yAaseHne OTCYTCTBYHOLUMX FPYMmn BHELLIHEro
cepsepa LDAP.

27.4.4 Radius

Radius — ceTeBOM MPOTOKOJ, NpesHa3HaUYeHHbIN Ana obecrneyeHns LeHTPaaM30BaHHOM
ayTeHTMdMKauMK, aBTopu3auMmM U Yy4yéTa Nosb30BaTesiei, MNOAKAOUAOLIUXCA K
Pa3NNYHbBIM CETEBBLIM CyxXbHam.

ARMA FW noazepXuBaeT uncnonb3oBaHMe BHewHero Radius-cepBepa ana
ayTeHTMdMKauMmM nosb3oBaTesie NOCPeACTBOM MPOTOKOAA MPOBEPKU MOAAMHHOCTU
«MSCHAPvZ2» B cepBucax VPN (cm. «VPN») n noprana astopusaumm (cM. «[loptas

aBTOpU3aLMmn»).
MNepes Hauanom HacTpouku BHewHero Radius-cepBepa Heobxoavmo ybeantbca B
Ha/ YUK CEeTEBOro AOCTyNa K JaHHOMY CepBepy.

27.4.4.1 Lo6aBneHune BHewHero Radius-cepBepa

Ana pobaBneHns BHewHero Radius-cepBepa HeEOHXOAMMO BbINMOJHUTL ChAefytoLine
NEeNCTBUS:

1. Mepentn B nNogpasgen peAakTMpoBaHUA CepBepoB aBTopusaunmn («Cuctema» -
«[locTtyn» - «CepBepbl») N HaxaTb KHOMKY «+/,06aBUTb».

2. B otkpbiBenica dopme 3aaTb HACTPONKM B COOTBETCTBUM C Tabaunuen (cM. Tabaunua
«Hactponkun Radius-cepBepa»). 3Ha4YeHUs NapaMeTpPoOB MPUBELEHbI CMPABOYHO U
3aBMCAT OT HacTpoek BHewHero Radius-cepaepa.

Tabauya «Hacmpotiku Radius-cepsepa»

Mapametp 3HaueHune
OnwucaTtenbHoe NMS Radius server
Wz Radius
Nmsa xocta nav IP-agpec 192.168.1.254
O6LWNn CEKPETHBIN KU YKa3zaTb CEKPETHbIN KoY cepBepa
Mpeano>xeHHble cayxObl AyTeHTndukaumns n yyet
MNpoTokon MSCHAPv2
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3. OcranbHble NapaMeTpbl OCTaBUTb MO YMONYAHUIO U HaXaTb KHOMKY «CoOXpaHUTb».
27.4.4.2 MNMposepka pabotbl BHewHero Radius-cepBepa
MNepea NPOBEPKON NPABUABHOCTU HAaCTPOMKN cepBepa HEOBXOAMMO co3zaTb ABe Y3:
® «user» — ¢ 3anpetom goctyna K ARMA FW;
® «userl» — c pa3peweHunem goctyna K ARMA FW.

[ns NpoBepKM NPaBUAbLHOCTM HAaCTPOIMKK cepBepa HeOHXOAMMO BbINMOJHUTL CaeaytoLne
NencTBuS:

1. NMepentn B noapaszen cpeacts nposepkn («Cucrema» - «ocryn» - «CpepcrBo
NpOBEepPKn»).

2. B napametpe «CepBep ayTeHTUPUKaLMUN» BbiOpaTh co34aHHbIN Radius-cepsep, B
napametpax «Mma nonbn3oBatensa» v «llaponb» BBeCTM AaHHble Y3 BHeLHero
Radius-cepBepa n HaxaTb kHOMKY «[poBepka»:

® Y3 «user» — He MPOXOAUT ayTEHTUPMKALMIO C BbIBOAOM COOTBETCTBYHOLLEIO

yBegomaeHns (cM. PucyHok — Ownbka ayteHTudumkaumm);

® Y3 «user1» — npoxoauT ayTeHTUUKaLMIO C BbIBOAOM COOTBETCTBYHOLLEIO

yBegoMaeHns (CM. PUCYHOK — YcnelHas ayTeHTndurkaums).
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28 DR.WEB

Moayne DrWeb no3sonfer ¢ nomoubio Beb-NMPOKCK OCYLLECTBAATb 3axBaT U
CKaHMpoBaHue npokcupyemoro Tpadmka HTTP wn HTTPS Ha npegmer BUpPYCOB,
BpeaoHocHoro MO n np., a Takxe BbIMOAHATL GUAbTPaLMIO MO 6a3am HexenatenbHbIX
BPEeAOHOCHbIX WIN TeMaTUYeCKUX PecypcoB W B COOTBETCTBUM C MOJIb30BaTENbCKUMU
npasuaamu, peanmsyemoimn moaynem ICAPD.

NMpumeuanne:
Ana  dyHKunMoHMpoBaHus cayx6bl Dr.Web Ttpebyetca katou akTvBauum

NMLEH3UN.

Ana HacTpoOVKM N TeCTUPOBaHUA GYHKLUN aHTUBUPYCHOW 3aLUMTbl UCMOb3YETCA CXema
CTeHAa, npejcTaBNeHHas Ha pucyHke (cM. PucyHok — Cxema CTeHAa And HAaCTPOWKM W

TECTUPOBAHUA OYHKLINU aHTUBUPYCHOW 3aLLUThI).

Client ARMA FW

192.168.1.

192.168.1.100

PucyHok — Cxema cmeHOa 0151 HACMPOUKU U mecmupo8aHus oyHKYUU aHmuasupycHou
3awumel

Ana yctaHoBkn Dr.Web Ha ARMA FW Heo6x04MMO BbINOAHUTb Caeaytolme AeNCTBUS:
1. CkauaTtb Anctpmnbytns, NpeaocTaBAeHHbIN KOMNaHuen «/lokTop Beb».
2. Pasmectutb dann-ycraHoBlwmk Dr.Web B anpektopun «tmp» ARMA FW.

3. Ybeautbca B Ha/MuMM MNpaB Ha WCMNOAHeHWe dalna-ycTaHoBLMKa W  Npwu
HeobxoaMMOCTM obecneunTb COOTBETCTBYHOLLME NMpaBa.

4. YcraHosuTb naket Dr.Web.

Ana yctaHoBkn naketa DrWeb Ha ARMA FW Heob6xoAMMO BbINONHWUTL Caefytolime
AEeNCTBUS:

® pPOM3BECTN ayTEHTUPUKALIMIO B JIOKAJIbHOM KOHCOIbHOM NHTEpdence;

® HaXaTb Ha KnaBmaType KnaBuuy «8», a 3atem knasuwy «<ENTER» ans Boibopa
nyHkTa MeHro «Shell»;

® B 3anyLLEeHHOW KOMaHAHOW CTpOKe BBECTM KOMaHay «/tmp/drweb-11.1.4-av-
igw-freebsd-amd64.run -- --non-interactive» (cM. PucyHok — YcraHoBKa
Dr.Web).
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PucyHok — YcmaHoska Dr.Web

MNpu ycnewHOM 3aBeplleHMM YyCTaHOBKM naketa Dr.Web 6yaer BbiBeaeHo
cootBeTcTBYytOLLEee coobuieHne «Nothing to do, exiting...Dr.Web packages repository
is added to your repositories list.».

MNepea HaCTPOMKOM aHTUBMPYCHOW 3aLLmTbl HEOHXOAMMO HACTPOUTb MPOKCU-CcepBeEP (CM.
«HacTpovKa K3LKMPYHOLLEro MpoKCn-cepBepa»).

Ansa HacTporikn GYHKLUMM aHTUBMPYCHOW 3aLnTbl HEOHXOAMMO BbIMOAHUTL CheayroLmne
warm:

1. Brarouuts ICAP.
2. HactpouTtb cayx6y Dr.Web.
3. TNpoBepuTtb paboTy aHTUBUPYCHOM 3aLUUTHI.

Heobxoanmo y6eanTbCs B HaIMUMKM pa3peLLaroLLmX U OTCYTCTBMM 3anpeLLaroLLmnX NpaBu
M3 anda coegmHeHma no ykasaHHoMy agpecy ICAP.

B cnyuae ncnonb3oBanua agpecoB loopback cnegyet ybeantbca B Tom, uto loopback-
MHTEpPdEnchbl BKAKOUYEHbI 1 KOPPEKTHO HAaCTPOEHbI.

Mpumeuanne:

BkatouéHnHas cnyxba DrWeb npueoant Kk yBeanyeHuto notpebieHus
pecypcoB v noBsbllaeT TpeboBaHWA K annapatHoMy obecneueHuto. B cryyae
HexBaTKM pecypcoB BO3MOXHbI cboun B pabote ARMA FW.

28.1 War 1. BkaroueHue ICAP
Ansa BkaroueHns ICAP He0H6XOANMMO BbIMOAHUTL CAEAYHOLNE AEUCTBUSA:

1. MNepentn B nogpasgen HacTpoek npokcn-cepaepa («Cayxbbl» - «Be6-npokcun» -
«AAMUHNCTPUPOBaHME»).

w

2. PaCKprTb BKNAagky «I'IepeHanpaBnmou.l,vu‘/'l MPOKCU», HaXaB KHOMKY « » U

Bbibpatb  «Hactpowikm  ICAP»  (cM.  PucyHok — —  Bbibop  Hactpoek
nepeHanpaBAAOLLErO MPOKCN-CepBePa).
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epeHanpaenAKLLMA MpOKCH ‘ Cnuc

OCHOBHEIE HACTPOWMKKW MEQEHANPABNEHMA
HacTpoikiK FTP-npoKCK
CNWCOK yNpaeneHWA QOCTYNOM

HacTpolku ICAP

HacTpoidKK 3y TEHTHRMHALMK

HacTpoiikum areHta SMMP

PucyHok — Bbibop Hacmpoek nepeHanpas/isouje2o Npokcu-cepeepa

3. YcraHoBuTb ¢dnaxok «Bkarountb ICAP» 1 Haxatb KHOMKy «lMpuMeHUTb» (CM.
PucyHok — Hactporika ICAP).

Cnyxb6bi: Beb-npokcu: AQMUHUCTPUpPOBaHUeE s =
OCHOBHLIE HACTPOMKMW MPOKCH - MNepeHanpaenAwLWKWA NPOKCH CMMCKW KOHTPONA [OCTYNa Nomowb
) paciumpeHHbIA pERMM cnpaska (L)

© BrniouuTe ICAP

€ REQMOD URL icap://127.0.0.1:1344/reqgmod

@ REQMOD URLbypass [
© RESPMOD URL icap://127.0.0.1:1344//respmod

@ RESPMOD URL bypass [

ﬁ CNUCOK MCKNHHYEHHRA

© OuncTuTs Bee (A Copy E Paste

PucyHok — Hacmpolika ICAP

B cnyuae Heob6x0aMMOCTN MPOAOAXKEHNA HanpaBieHNsA Tpaduka NPOKCK CePBEPOM Mpu
yC/I0BUM OTCYTCTBMA AocTynHocTK cepBepa ICAP cneayeT ycTaHOBUTb (aaxKku Ans
napametpos «REQMOD URL bypass» 1 «<RESPMOD URL bypass», 3atem npumMeHuTb
M3MEHEHWA HacTPOeK.

28.2 Lllar 2. Hactpouka cnyx6b1 Dr.Web

[nsa HacTporikn cnyx6bl Dr.Web HeobXxoanMMO BbINONHUTL CeAyroLLIne AEUCTBUS:

1. Mepentn B nogpasgen Hactponkn DrWeb («Cayx6bi» - «Dr.Web» -
«KoHdurypauuma») (cm. PucyHok — BkitoueHvne cnyxbel Dr.Web).
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Cnyx6b1: Dr.Web: Kondurypauus

‘ O6Wwme HacTpoHKK ‘

() paclusmperHsIi pesim cnpasxa (L
BrnoumnTe cnywby Dr.Web

MpocnywueaeMsli IP agpec

127.0.0.1
MopT NPOCYLWHMEIHUA 1344
Benwlil cnucok
O Ouncrume sce ] Copy WY Paste
YepHEIA CNIMCOK
OumcTuTe Boe L] Copy Epazt:
CNUCoK pexnamM
@ ounctur e fic Dy Epatc
TaiM-3ayT CKAHMPOEAHMA 20
IBPUCTUHECKUIA AaHANK3

PucyHok — BknroueHue cnyxber Dr.Web

2. YctaHoBUTb ¢naxok «Bkarountb cnyx6y Dr.Web», octanbHble napametpbl
OCTaBWUTb 6e3 N3MeHeHMA N HaxkaTb KHOMKY «CoXpaHUTb».

Mpumeuanune:

B cnyuae oTcyTcTBMA KAtoua akTuBaumm avueHsum Dr.\Web, cryxba He byaet
3anyLyeHa.

3. lNepenTtn BO BkIaaKy «HacTpoMKu >XypHanmpoBaHUA», OCTaBUTb NapameTpbl 6e3
M3MEHEHUS U HaxaTb KHOMKy «CoxpaHuTb» (CM. PucyHok — Hactpoviku

XypHaavuposaHua Dr.\Web).
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Cnyx6bi: Dr.Web: Kondurypayus n >

‘ HacTpofikK #ypHaNMpoEaHMA

——
cnpaska 'L/

OBWwwM i ypoBEHb
HYPHANMPOBAHKA

MpuUMEYaHHE -

YpOBEHb XyPHANUpPOBaHUA

MpuMeYaHne -
Network checker

YpOBEHb KYyPHANUPOBaHUA
ICAPD

MpUMEYaHKHE v

YPOBEHE MYPHANNPOBAHWA

MpumevaHme v
06HOBNEHWIA

6 BKI4YUTE poTaumio
WYpHaNoE

KonuyecTeo xypHanoe 4

PazMep coxpaHAeMBIX
HYPHANOE

P
Ln
on

PucyHok — Hacmpoliku xypHanuposaHus Dr.Web

4. Tepentn B nogpasgen ynpasneHuns nnueHsnen Dr.Web («Cayx6bi» - «Dr.Web» -
«JlueHsmua») N HaxaTb KHonky «Bbibepurte davn» (cm. PucyHok — JlnLeH3us
Dr.Web). B oTkpbiBlLIEMCA OKHe MPOBOAHWKA yKa3aTb dans, cogep><alimii Katou
aKTMBaUUM NIMLEH3UN, NPefoCTaBAeHHbIM KOMMNaHuen «oktop Beb», n HaxaTtb

KHOMKY «OTKPbITb».

Cnyx6bi: Dr.Web: /lnuexsus n >
cnpaska (L)

& Cratyc He akTueeH

 Homep

O UcTekaer vyepes

AN KNN3 THLEHZNK BuiGepute dpain | ®aiin He exbpan

PucyHok — /luyeH3sus Dr.Web

Mo ncreueHnun HEMPOAO/IKNTENBHOIO BpeMEHU CTaTyC USMEHUTCA Ha «AKTUBHbIN» N
OTO6pa3I/ITCﬂ I/IHq)OpMaLI,I/Iﬂ O HOMEpPE, a TakXe AaTe U BpeMEHN OKOHYaHWNA nepnoja
aKTmBaLUunn.
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Mpumeuanne:

Ana oTobpaxkeHns akTyanbHOro CraTyca COCTOSHUA NNLEH3UN HeobxoaMMo
npeaBapuTeNbHO BKAOUNTb ciy>Kby Dr.Web.

]

5. HaxaTb Ha KHOMKy « * » ana nepe3anycka cay>x6bl Dr.Web.

6. Mepentn BO BkIaaKy «HacTpoiku 610KMPOBOK» noapasgena HacTponku Dr.Web
(«Cnybbl» - «Dr.Web» - «KoHpurypaumsa»), yctaHoBUTbL GAa>KKM HanpoTuB
KaTeropum, COOTBETCTBYHOLLNX TemaTtumke MHPOpMaLmy, noasiexaluen
610KMPOBAHMIO N HaXaTb KHOMKY «COXPaHUTb».

28.2.1 Co3paHue nosib30BaTe/IbCKUX NpaBu

Mogynb ICAPD B ARMA FW no3sosndeTr co3gaBaTb MoJib30BaTe/bCckue npasuaa A
duabTpaymm NpokcMpyemMoro Tpapumka.

Ana pobaBneHna Noib30BaTENbCKOro npasmaa GuAbTpaLUM Npokcmpyemoro Tpaduka
Heo6X0AMMO BbIMONHUTL CeAYIOLME AeACTBUSA:

1. Mepentn Bo Bknagky «MpaBuna» nogpasgena Hactpoirku Dr.Web («Cnyx6bi» -
«Dr.Web» - «KoH¢urypauma») (cm. PucyHok — Jivuensua Dr.Web) n HaxaTb

KHomKy « ¥ ».

Cnyx6bi: Dr.Web: KoHdurypauns z m

Mpaewna

Hma Ycnoeua OeicTena Komange!
RuleSetl direction request, url_hostin "ICAPD.Blacklist" BLOCK as BlackList LS OF
RuleSetl direction request, url_host not in "ICAPD.Whitelist", url match "ICAPD.Adlist" BLOCK as BlackList S Om
RuleSet3 direction request, url_host not in "ICAPD.Whitelist", url_category in "ICAPD.BlockCategory"  BLOCK as _match S O
RulesSets threat_category in "ICAPD.BlockThreat” BLOCK as_match £ DOE

+

NokazaHel € 1 o 4 s 4 33nucei

PucyHok — lNpasuna Dr.Web
2. B otkpbiBwenca dopme BbibpaTb Habop npaBua B none napametpa «Mmsa»,
3aMoNHUTb NOAA AN NapaMETPOB «YCNOBUA» N «[LeMCTBUA», 3aTeM HaXaTb KHOMKY
«CoXpaHUTb».

28.3 LWar 3. NpoBepka aHTUBMPYCHOW 3alUTbI

[Ana npoBepkn pPaboOTOCNOCOOHOCTM YHKLMM aHTUBUPYCHOM 3almTbl HEOHXOAMMO
BbIMOJ/IHUTL CIeAytoLne AeNCTBUA:
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1. Ha lNK «Client» 3anyctutb Be6-6pay3ep, nepenTn MO CCbIIKE:

® «https://www.eicar.org/download-anti-malware-testfile/»

1 ckayatb dann «eicar.txt» (cM. PucyHok — CkaumBaHue darina eicar.txt).

*
e ICO r EICAR = ABOUT TEAM NEWS PROJECTS MEMBERSHIP DOWNLOAD ANTI MALWARE TESTFILE Q

COM|

[ [ 2r | [ 2ir |

D D
DOWNLOA DOWNLOA
D D
Com-file 1 Text-file

68 Bytes 68 Bytes

1 Zip-file 1 Zip-file
184 Bytes 308 Bytes

PucyHok — Cka4usaHue ¢hatina eicar.txt

2. Ybeantbca B HaanMuum yBefoMaeHus B Beb-bpay3epe 06 0b6HapyxeHuu
BpegoHocHoro O npu ckaumBaHum ¢anna (cM. PucyHok — YBesomneHuve
aHTMBMpyca 06 obHapy>xeHun BpesoHocHoro [M0).

D URL zabnokuposad AxTMeEMpYCD X 4F

@ OnacHocte | https://secure.eicar.org/eicar.com.txt ATy

%' Dr.WEB

Anti-virus

@ URL 3a6nokupoBaH AHTMBMpYcom Dr.Web

hitps:/fzecure_eicar.org/eicar. com. txt

MpwuwHa:  OBHapyseHa yrpo3a (EICAR Test File (NOT a Virus!))
Oara: 5aer 2024 1, 15:57:26

AHTvEMpYC Dr\Web 3a1UMWasT Bal KOMMEMITED OT YTpOo3, NepefasaemMslx No ceT MHTepHeT.

Ecnu Bbl CYMTAETE, UTO AaHHBIA OGLEKT HE NPEnCTABNAET Yrposy, CoofluuTe Ham of owmbke.

| BepHyTLCA Ha NPENLIYLLYIO CTPAHWLY |

PucyHok — YsedomneHue aHmusupyca o6 obHapyxxeHuu epedoHocHozo 10

3. Ha ARMA FW yb6eantbcs B Hannumm 3anucert B xxypHane ICAPD («Cayx6bi» -
«Dr.Web» - «)KypHan ICAPD») (cm. PucyHok — Cobbitue B XxypHasne ICAPD).
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Cnyx6bi: Dr.Web: XypHan ICAPD

Nata CoobueHne

5 aBrycra 2024, 15:57:26 [60920] Motice: Blocked URL: https://secure.eicar.org/eicar.com.txt (EICAR Test File (NOT a Virus!) -
Known virus). User: Unknown from 192.168.178.99

PucyHok — Cobbimue 8 xypHane ICAPD

28.4 O6HoBneHue Dr.Web

Ana noasepxaHuna cnyxbbl DrWeb B akTyanbHOM cocTosiHUM cnepyetr obecneunTb
BO3MO>HOCTb CBOEBPEMEHHOIro 06HOBAEHN KOMNOHeHTOB Dr.Web n BupycHbIx 6as3.

Mo ymonuaHniwo B ARMA FW o6HoBneHne Dr.Web BkaoueHo wn 3anyckaetcs
aBTOMATUYECKWN COrNacHO 3anaHMpPOBaHHOMY BPEMEHMW.

B 3aBMCKMMOCTM OT Hannuusa A40CTyNna K CeTn MHTepHeT BO3MOXHbI cnhegyrouimne Cnocoobbl
BbIMOJIHEHNA OOHOBNIEHUS:

® O0O6HOBJ/IEHMe C JOCTYNOM K ceT IHTepHeT;

® pyyHoe obHOoBeHMe 6e3 pgocTyna kK ceTn MIHTepHeT (cM. «O6HoBaeHne Dr.Web
6e3 goctyna K cetn VIHTepHeT»).

Ana obHoBneHns DrWeb Heobxoammo nepentn B noapasgen obHosneHus Dr.Web
(«Cnybb1» - «Dr.Web» - «O6HOBneHus») (cM. PucyHok — O6HosneHve Dr.Web),
HaXkaTb KHOMKY «OBHOBUTb» 1 JOXAATbCA 3aBepLUEHNA NpoLecca 06HOBAEHNS.
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Cnyx6b1: Dr.Web: ObHoBneHus s || m
OBIWME HACTPORKK Py4Hoe obHOBNEHKE

D) pacwmpeHHeli pexeM cnpasxa )

© Bepona Agpa 7.00.59.12300

€ Bpema nocnegHero ycnelwHoro 0GHOBNEHUA 1 Axeapsa 1970, 3:00

€ Bpema cnegyollero 3annaHMpoBaHHoro -
0OHOBNEHKA

) BpemeHHan MeTKa BMPYCHOM Da3bl aHHLIX 2 anpens 2023, 22:19

) BrnwounTe 00HOBNEHMA BUPYCHLIX 033 gaHHBIX

) BrniouuTe 0BHOBNEHWE BEPCHIA
) BrntouuTe 06HOENEHUE BG-KATETOPHIA
© Npokcu

oo

PucyHok — ObHoeneHue Dr.Web

Mpu 3anycke npouecca obHoBNeHNA OyaeT BbiBE4EHO COOTBETCTBYHOLLEE YBeAOMAEHNE
(cM. PucyHok — O6HOBIeHME B npoLecce).

OBbHoBNEHME B npouecce. ﬂaman}rﬁcm OOHOMTECE OKOHY3HWMA O0HOBNEHHA,

PucyHok — ObHoesieHuUe 8 npoyecce

Mocne ycnewHoro 3aBepweHna oObHOBAeHMA bOyaeT oTobpaxeHa akTyanbHas
nHGopMaLmna O BepCcUW, BPEMEHWN MOCNEAHEro YCnewHoro obHOBNEHNA U BPEMEHHOMN
MeTKe BMPYCHbIX 6a3 AaHHbIX (CM. PucyHok — O6HOBAeHWE 3aBepLUEHO).
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Cny»6b1: Dr.Web: O6HoBneHUA

OBWKe HACTPORKK W Py4Hoe obHOBNEHWE

Q
|

(D) pacwmpeHHbIR pexmM
@ Bepcua agpa
© Bpema nocnenHero ycnewHoro o6HoBneHua

© Bpemsa cnegywero 3annaHnpoBaHHono
oBHOBNEHKUA

© BpeMeHHaA MeTKa BUPYCHOM Ba3bl BaHHLIX

© BKN0YUTE 0OHOBNEHMA BMPYCHBIX 632 SaHHBIX
) Binwounte 0bDHOBNEHME BEPCHI
) Brounts obHOBNEHME Bel-KaTeropuil

O NMpokcw

7.00.65.05230
25 dheepana 2025 ., 12:02

25 deepana 2025, 12:32

25 dheepana 2025 ., 10:52

PucyHok — ObHoeneHue 3a8epuieHo

28.4.1 O6HoBneHne Dr.Web 6e3 poctyna k cetn MiHTepHer

cnpaska L)

[Ana obHoBneHns Dr.Web B cnyyae otcytcTBMA focTyna K ceTn VIHTepHeT Heobxoanmo

BbIMONHUTL CJiegyroune AeﬁCTBMﬂZ

1. NMepentn BO BkNagky «PyuHoe o6bHoOBneHue» nospasgena obHosneHus Dr.Web
(«Cnybbl» - «Dr.Web» - «O6HOBAeHUsA») (cM. PucyHok — PyyHoe obHoBieHMe

Dr.Web).
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Cnyxb6bi: Dr.Web: ObHoBneHus

Q
|

Py4Hoe cOHOBNEHKE

| BribepuTe dain | @ain He BelBpaH

PucyHok — PyuHoe obHosneHue Dr.Web

2. HaxaTb kHOMKy «Bbi6bepute ¢paiin», B OTKpbIBLUEMCA OKHE MPOBOAHMKA yKa3aTb
apxmB Ana OBHOBAEHUA N HaxaTb KHOMKY «OTKPbITb».

MNopaep>xmBaeTcs ykasaHue apxmBoB B GopmaTax — «zip», «tar», «gz», «bz2», «xz».

3. Haxatb kHonky «O6HOBUTb» (CM. PrcyHOK — 3anyck pyyHoro obHosaeHusa Dr.\Web)

N A0XAaTbCA 3aBepLlieHnda npouecca ObHOBAEHMSA.

Cnyx6bi: Dr.Web: ObHoBneHus

@
|

PyyHoe 0BHOENEHKE

| Bribepute dain |drweb—updates.zip

PucyHok — 3anyck py4yHozo obHosneHus Dr.Web

B npouecce 3arpy3ku danna v nocie ycnewHoro 3aBepleHusa obHoBaeHua 6yayT
BblBE€EHbl COOTBETCTBYHOLIME YyBeAOMAEHUs (CM. PucyHok — ®awnn 3arpyxkaercsa) (Cwm.
P1cyHOK — YcnelwHoe 3aBeplieHne PyYHOro 06HOBAEHMS).

Dain sarpyxaetca. MomanyncTa NogoKouTE,

PucyHok — @atin 3az2pyxaemcs
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Q
a

Cnyx6bi: Dr.Web: O6HoBneHUS B

O6WMe HACTPORKK Py4HOE OOHOENEHKE W

BuibepuTe dain | drweb-updates.zip

PucyHok — YcnewHoe 3asepuwieHue py4Ho20 06Ho8/1eHUs
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29 DNSMASQ DNS

Dnsmasq — nerkoBecHbI 1 BbiICTpoKOHGUIyprpyembl npokcupytowmin DNS-, DHCP- n
TFTP-cepBep, NpeaHa3HauYeHHbIN AN paboTbl B HEOONbLUMX CETSAX.

B pexume DNS-cepsepa Dnsmasq obecneuvmBaeTr AOMEHHBIMW MMEHaMW NOKalbHble
XOCTbl, He MMetowwme rnobanbHbix DNS-3anucen. DHCP-cepBep nHTerpuposaH ¢ DNS-
CepBEPOM M Ha3HauyaeT xocTtam c IP-agpecom fOMeHHOe uMS, CKOHOUryprupoBaHHOE
paHee B KOHbUrypaumMoHHoM danne, nogaep>xmBaer npusasky IP-agpeca Kk xocTy wam
aBTOMaTMYeCcKyto HacTporKy IP-agpecoB 13 3agaHHoro gnanasoHa n BOOTP ans ceteBown
3arpy3sku 6e3aMCcKoBbIX MaLUUH.

B kauectBe npumepa Hactponkm Dnsmasq 6yaeT MCnNonb3oBaTbCA CXema CTeHAQ,
npeAcTaBAeHHaa Ha pucyHke (cMm. PucyHok — Cxema cTeHaa HacTtpounku Dnsmasq). Ha MK
«Client» ycraHosneHa OC Windows.

Client ARMA FW

I I

T T T 1]
LAN o VAN
TO2.T65.1.1 M s
- T T T 1]
I I

192.168.1.100

PucyHok — Cxema cmeHOa Hacmpotiku Dnsmasq

29.1 Hacrpoiika Dnsmasq DNS
Ansa Hactporikn Dnsmasq DNS Heo6xoAnMO BbINMOAHUTL CeAyoLne AeUCTBUISA:

1. Mepentn B noapasgen Hactpoek kawwmpyrouwero DNS-cepsepa («Cnyxbbi» -
«Kawmpyrowmin DNS-cepBep» - «Obume HacTpouku») 1 ybpatb Gaaxok Ans
napamMetpa «Bkarountb».

2. lMepentn B nogpasgen Hactpoek Dnsmasq DNS («Cnyx6bi» - «Dnsmasq DNS» -
«HacTtpoukn») (cm. PucyHok — BkntoueHre Dnsmasq), ycTaHOBUTb (AaXKoK Ans
napamMeTpa «BkalounTb» 1 Haxatb KHOMNKY «CoOXpaHUTb».

Cnyx6bl: Dnsmasq DNS: HacTpoliku

OB wWme HaCTPOIKK cnpaska (1)
© BrniynTe

TMopT NpoCnyUMEaHKA

PucyHok — BkaroyeHue Dnsmasq
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Mpumeuanne:

MNpy WCNONb30BaHUM AMHAMUYECKMX WHTEPHENCOB HE pPeKoMeHAyeTcs
NPVBA3bIBATLCA K ajpecam M3 3TUX NHTePdEnCoB.

29.1.1 LononHuTenbHble HacTpoukn Dnsmasq DNS

MNapameTp «DNSSEC» pekomeHayeTca BKAOUATb B LeNAX MWHUMWU3NPOBAHWUA aTak,
CBA3aHHbIX ¢ nogmeHon DNS-agpeca npu paspeLleHn JOMEHHbIX MMEH.

BapuaHT «lepeHanpaBnenue 3anpocoB DNS» napametpa «[lepeaapecauma DNS-
3anpocoB» peKOMeHAyeTcs BKAtoYaTb Ana onpoca DNS-cepepoB no nopsaky,
yKa3aHHOMY B 610ke HacTpoek DNS-cepBepa («Cucrema» - «Hactpoiikn» - «O6wme
HaCTPOMKM»), BMECTO NapannenbHOro 3anpoca Bcem ykasaHHbiM DNS-cepBepam.

ANs co34aHNA OTAE/bHBIX 3aNnCein onpeaesieHnsa XocTa Uan JOMeHa HeobXxoAMMO HaxaTb

+

KHOMKY « ¥ » B COOTBETCTBYHOLWEeM b6aoke (cM. PucyHok — [NepeonpeseneHve xocta nav

[LOMeHa), 3a4aTb 3HaYeHWA B OTKPbIBLIENCS GOpMe M HaxaTb KHOMKY «CoXpaHUTb», a
3aTeM KHoMky «MpUMeHUTb U3MeHeHUs».

MepeonpepeneHme xocTa
Xoct Aomen IP-agpec Onucanne +

3anucK B 3ToM pasiene NepeonpefenaT OTAENLHbIE PE3YLTATH OT NEPEHANPABNAUMX CEpBepoB. MCnonb3yiiTe ux Ana n3meHeHun pesynstatos DNS
WM LOBABNEHWA 3anuceid 3aKazHoro DNS.

MepeonpepeneHWe goMeHa
AomeH IP-agpec Onucanmne +

3anvcy B 3TOi 30HE NEPEONpPeaensaioT LEMbIA [OMEH, YKa3biBas NonHoMoMHbIA DNS-cepeep, KOTopbIi 6y4eT 3anpawwnBsaTbCs NN 3TOMO AOMEHa.

PucyHok — lNepeonpedeneHue xocma unu domeHa

29.1.2 DunbTpauma AMHaMMUUYECKUX NOAAOMEHOB € NomMmolbio Dnsmasq

Dnsmasq npeaocTaBasieT BO3MOXHOCTb OFpaHUM4uTb  AOCTYN K ONpeaenéHHbIM
AVHaMNYECKUM NOALOMEHAM.

B kauectBe npuvmMepa paccMoTpuM H6JA0KMPOBKY AOCTyNa K JOMeHy «google.com» n K ero
ANHAMUYECKUM noasomeHam. [Ins 3Toro HeobxoAMMO BbINMOAHUTbL CAeAyroLLMe AeCTBUS:

1. Co3paTtb NCEBAOHUM C MMeHeM «google» n TMNnom «BHewWHUN (pacluMpeHHbIN)»
(cm. «Co3paHme NCeBAOHUMOBY).

2. Otkntountb «Kewmpyrowmii DNS cepBep».
3. MNepenTn B HacTporkn «Dnsmasq DNS».

4. Haxartb KHOTKY «lMoka3saTb AONOJIHNUTEe/IbHbIe MapaMeTpbl» B TYHKTE
«AOHOIIHI/ITe.ﬂbHO» n BBECTM B OTKpbIBLUEECA MOJEe NapaMeETpPbI q)I/IJ'IpraLI,I/II/I -
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«ipset=/google.com/google» (cm. PucyHok — Hacrtponka 640KMPOBKK
NOAAOMEHOB).

i) FIREWALL ¢

@ VHCTpyMeHTsI o
Cny»6bi: Dnsmasq DNS: Hactpoliku
| Co3parme oTHeTOR

#  MemceTesol 3kpan

U O6HapymseHUe BTOPMEHMIA OBuie HacTpoiikm

= Cucrema  BrnouuTh
i VeTepdeiicsl
TMopT npocnywneaHna 53
3
B cemn
F  Mapwpytusauua =
CeTeBsle MHTEphEACE! Bee (pexoMengyeTc) -
£ Cnywbel
MopTan aeTopUzaLMK Fi) PeXUM NPHBASKK U crporas npuenska nHTepdeiicor
DHCPv4 @
€ DNSSEC O BrnounTs noagepxky DNSSEC
DHCPVE @
Dnsmasg DNS ® Peructpauua DHCP O Pernctpupoeats 3anpocel DHCP
Emgpi MepeonpensneHie AOMEHHOMO UMeHNM DHCP
HypHan
Dr.web & CTaTHYeCKHKiA DHCP O
GMP-npoxcK ¥
Mpeano4uTaemsiii DHCP [ Paspewnte chadana oTobpamenue DHCP
LLDFd in
Monit L MNepeagpecauua DNS-zanpocoe O MepeHanpaeneHune 3anpocoe DNS
CeTeBoe BpeMA o]
£ [ Tpeforath AomMenHoe uMA
Nginx LY
RSPAN . [ He nepenanparnaTs BHYTPEHHWI 06paTHRIR 3anpac
'S r i DNS-
Kawnpywowwmit DNS-cepeep L [ONONHNTENLHO ipset=/google.com/google
Be6-npokcy ¥
Q@ ven

PucyHok — Hacmpolika 6s10kuposku noddomeHo8

5. YcraHoBUTb Pnaxok ansa napameTtpa «BkarounTb» 1 HaxaTtb KHOMKY «CoOXpaHUTb».

6. Co3gaTb Ha OCHOBe MnceBAOHMMa «google» 6nokupytowee npaBuno M3 (cm.
«Co3aHvre nNpaBua MeXCeTeBOro 3KPaHMPOBaHUA»).

7. Ha knneHtckmx komnbtotepax ykasate ARMA FW B kauectBe ocHoBHoro DNS-
cepsepa.

Ecam npw co3gaHum 6aokupytrolero npasmaa He 6bin 3agaH napameTp «CébpacbiBaTh
YCTaHOBJIEHHbI@ COCTOAIHUA», TO BCE COEAMHEHWS, YCTaHOBJEHHbIE A0 MPUMEHEHUS
npaBuAaa, Nnpogosxar paboraTsb.

29.2 Mpoeepka pabotbl Dnsmasq DNS

Ana npoepkyn paboTbl Dnsmasq DNS Heob6xo041MO BbIMONHUTL CaeayroLme 4eNCTBUSA:
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1.

Ha MK «Client» yka3atb 418 MCMNO/Ab3yeMOro CeTeBOro noakatoueHusa IP-agpec

ARMA FW B kauecTBe npegnountaemoro DNS-cepBepa (cM. PucyHok — HacTtpoika

rnapameTpoB CETU).

2.

Ha TIK

canry.

437

Ceoiicrea: IP eepcun 4 (TCP/IPv4)

Obwue  AnbTepHaTHBHaA KOHGWrypaLA

MapameTpel [P MOXHO HA3HAYSTE SBTOMETUYECKM, ECNM CETE
noaaepXMBaET 3TY BO3MOXKHOCTb. B npoTuBHOM cnydae y3HaitTe
napamMeTpel IP y ceTesoro aaMMHHMCTpaTopa.

@ MonyuuTs IP-agpec aBTOMaATUYECKM

(O Wcnonbsosatsb cneayiowmin IP-agpec:

() NMonyuTs anpec DNS-cepsepa a5TOMATUHECKM
(® Wcnonw3osaTs cneayrowwe agpeca DNS-cepsepos:

MpeanounTaemsiit DNS-cepeep: ‘ 192.,188. 1 . 1 ‘

AnbTepHaTMBHBIA DNS-cepsep:

[]roaTsepawTs napameTpe! npu sbixoae JononHuTEnsHo. ..

- [oc ][ omen

PucyHok — Hacmpolika napamempos cemu

«Client» oTkpbiTb Beb-6paysep ©n nepentn

Ha

CalT  «ya.ru».

PaboTtocnocobHoctb Dnsmasq DNS npoBepseTca ycnewHbiM MNOAKAHOYEHNEM K
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30 IGMP-NMPOKCH

ARMA FW nogzep>XvBaeT rpynroByro nepezaydy AaHHbIX C UCMOJb30BaHUEM MNPOTOKOa
IGMP, B cnyyae HeobxoammocTn obecneyeHms MHOrOaAPECHOTO BELLAHWA.

B kauectBe npumepa HacTtponkn IGMP-npokcn ByaeT MCnosb30BaTbCA CXEMA CTEHAQ,
npeAcTaBAeHHasa Ha pucyHke (cM. PucyHok — Cxema creHaa ans Hactponkmn IGMP-npokcn).

Server Client

52 sz
198.51.100.51 192.168.7.10

PucyHok — Cxema cmeHOa 015 Hacmpouiku IGMP-npokcu

30.1 Hactpowka IGMP-npokcu
Ansa Hactporikn IGMP-npokcn Heo6X0AMMO BbINOAHUTL CAeAytoLme AeNCTBUS:
1. NMepentn B nogpaszgen Hactponkn IGMP-npokcn («Cayx6bi» - «IGMP-npokcn»).

2. HaxaTb kHoOMKy «+/06aBUTb» BBeCTM B OTKpbiBWeNCs dopMe caegyrowme
napametpbl (cM. PucyHok — Hactponika IGMP-npokcn):

® «UHTepdeiic» — «WAN»>;
® «Tun» — «[ly6anuHbIV HTEpdEnc»;

® «CeTb» — ajpec CeTM WCTOUYHMKA MHOTOAAPECHOro BellaHWs, Hanpumep
«198.51.100.0»;

® «CIDR» — macka cetun, Hanpumep «24»;

N HaXaTb KHOMKY «COXpaHVITb».
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Cnyx6b1: IGMP-npokcu

PefaKTHpoBaTh IGMP-NpoKcK cnpaska (D
O Viutepdeiic WAN -

Onucadue

Tnn MyGnu4HEIN MHTepdERC

Mopor

O Cets (-1 Certs CIDR

198.51.100.0 24 -

OTMEHUTE

PucyHok — Hacmpoltika IGMP-npokcu

3. Haxatb kHomKy «+/,06aBuUTb» BBeCTM B OTKpbiBWeNCA dopme caegyrowme
napameTpsil:

® «WHtepdenc» — «LAN»,
® «OnucaHue» — «multicast»;
® «Tun» — «BHyTpeHHWUI nHTEpdenc»;
® «CeTb» — ajpec ceTn Ha3HaueHus, Hanpumep «192.168.7.0»;
® «CIDR» — macka cetun, Hanpumep «24»;
M HaxaTb KHOMKY «COXpaHUTb».

Mpumeuanne:

He cnepyet nob6aBnATb HECKONbKO MybANUHbIX MHTEepdeNCcoB (CM. PUCYHOK —
IGMP-npokcn).

Cnyx6si: IGMP-npokcu c =
nma Tun 3HAYEHKHA OnucaHune
WAN upstream 198.51.100.0/24 N i |
LAN downstream 152.168.7.0/24 multicast & o

NobaesTe nybnuyHeIR MHTEpdERC, paspellaeMble MOACETH M EHYTPEHHWE MHTEPgEeRcsl, KOTOPLIE PAa3PELIMT NPOKCKM-CEpEED. MoeT
BbITE TONBKO OAMH «NyBNMYHEIA: MHTepDhEeRC.

PucyHok — IGMP-npokcu
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Ans obecneyeHuns nepesaum Tpaduka HEOOXOAMMO Co3zaTh paspeLlarome npasuia M3
(cM. «Co3aaHMe NpaBuI MEXCETEBOrO 3KPaHVPOBaHUA») CO CeAYHOLW MMM NapamMmeTpamMu:

® npaswuio N91:
e «[leiicTBMe» — «Pazpewntb (Pass)»;
o «WHTepdeiic» — «\WAN»;
e «HanpaBneHue» — «Bx.»;
e «[MpoTtokon» — «IGMP»;
e «OTnNpaBUTeNb» — <1060,

e «IP-appec HazHaueHuA» — «EANHCTBEHHBIN XOCT nan cetb», «224.0.0.0»,
«4»;

e «OnucaHue» — «Allow IGMP»;
¢ «/lonosnHuTe/IbHble NapaMeTpbI»:
o «Pa3spewntb napameTpbi» — GNaXKOK YCTaHOB/EH;

® npasuio N92:

o «[lencTBmne» — «Paspewwmnts (Pass)»;

o «MUHTepeiic» — <\WAN>;

° «HanpaBHEHVIe» - «BX-»;

° «npOTOKOI'I» — «UDP»;

e «OTnpaBuUTeNb» — «NHO60N»;

e «|P-apgpec Ha3HaueHnA» — «EANHCTBEHHbIN XOCT UAn ceTb», «224.0.0.0»,
«4»;

e «OnucaHue» — «Allow UDP»;
¢ «/lononHuTeNbHbIE NapaMeTpbI»:
o «Pa3spewmnTb napameTpbl» — GAAXKOK YCTAHOBEH;

® npasuio No3:

o «[llericTBue» — «Pazpelumntsb (Pass)»;

o «UHTtepdeiic» — <LAN»;

e «HanpaBneHue» — «Bx.»;

o «OTtnpaButenb» — «LAN ceTb»;

¢ «J/lonosHUTeNbHbIE NapaMeTpbI»;

o «Pa3spewntb napameTpbi» — GNaAXKOK YCTaHOB/EH.
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31 CRON

Cron — 370 cnyxba, ncnosb3lyemas B KauecTBe naaHMposLymka 3agzay 8 ARMA FW.

MnaHMpPOBLUMK 3ajay MO3BOASET BbIMOAHATL Pa3NNYHble 3afaHWA B OMpeAeséHHOoe
BPEMSA UAN C ONpPeAeNEHHON NEPUOAMNYHOCTbIO.

B kauectBe npumepa OyseT pacCMOTPEH CAeayroLWmiA CLeHapuii UCNO/b30BaHMA
nnaHvpoBLLmMKa 3agaHum Cron:

® seictBue — nepesarpyska ARMA FW;
® epuoANYHOCTb — Kaxayto cy660Ty;
® Bpems nepesarpyskun — 18 yacos 30 MUHYT.
Ana pobaBneHns 3asaHNA HEOOXOAMMO BbIMONHUTL CeAyroLIne AeNCTBUS:

1. Mepentn B nopgpassen nnaHvposlmKka 3agay («Cucrema» - «Hactpouikn» -

«lMnaHupoBwmK 3apaa4u Cron») 1N HaxaTb KHOMKY « *s.

2. B nossuBwenca ¢opme (cM. PucyHok — PepakTnmpoBaHuve 3azayu) ykasaTb
cneayrolme 3HayeHns Ana napameTpos:

® «MuH» — «30»;

® «Y» — «18»;

® «/leHb Hepgenu» — «6»,

e «KomaHaa» — «BbiNONHUTL Nepesarpysky»;

® «OnucaHue» — «[lepe3arpyska Kaxay cy660Ty».
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PepgakTupoBaTh 3apady

cnpassa L)
© Brumoyen
© Mun 20
04 18
© lens mecaya *
D Mecauw =
O lens Hegenu 6
© Komaupa BLINOMHUTL Nepe3arpy3ky M
© NapameTpsl

© Onucanme Nepesarpyska Kawmywo cyoboTy

PucyHok — PedakmupoeaHue 3ada4yu

3. HaxaTtb KHOMKY «COXp3HI/ITb», a 3aTeM HaXaTb KHOTMKY «an/IMEHI/ITb».

B pe3ynbtrate HOBaA 3ajaua 6yper gobaeneHa B cnmMcok (cM. PucyHok — Cnuvcok

MNNaHVPOBLUMKA 3a4ady) U Kaxayro cybboty B 18:30 byaeT BbiNo/sHEeHa nepesarpyska
ARMA FW.
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Cucrtema: Hactpouku: MnaHupoBlmK 3agay Cron

3apaun
Q | Mouck = T =
[] Bxnwuen MuH L | a Mecausi AHu Heg... Onucanue KomaHpa PepakTu...
O DO 00 00 z z 2 idsruleup... O6HOBUTL... « [ &
O o 00 00 * * * importopti... WmnopTnp... # 0O ®
0O = 30 18 * * 6 Mepezarpy... BbiNonHWT... & [ @&
+ W
| . ) MokazaHbl ¢ 1 No 3 M3 3 3anuceit
PucyHOK — Cnucok njiaHuposwuka 3aday
NMpumeuanne:

Mo ymonuyaHMIO B MAaHMPOBLLMKE cO3jaHbl ABe 3agaum COB, sBastowmecs
CUCTEMHBIMW W HE NMoAnexallme yaaneHuto.

31.1 OcobeHHOCTM NapamMeTpoOB, UCNOJ/Ib3yeMbIX B 3agadax

Bo Bcex nosfAx BpeMeHHbIX MapaMeTpoB 3ajavyM BO3MOXHO YyKa3aTb efVHUYHOEe
3HaueHVe, NepeyeHb 3HaYEHWI, Pa3feNEHHbIX 3HAaKOM «3anaTas», U AMana3oH 3Ha4YeHNN,
pa3feneHHbIX 3HaKOM «MUHYC»:

o «4»;
® «1,3,6»;
® «2-7».
3HaueHus pasHbIX NapameTpoB 6yayT o6beanHeHbl, HanpuMep, AN NapaMeTpoB:
® «MwuH» — «20,30»;
® «Y»—«10,22»,
® «Mecau» — «1,3»,
® «[leHb Hepaenn» — «1-5»,

3aja4a byAeT BbINOAHATLCA C MOHeAeNbHMKA MO NATHULY, AHBapsa 1 MapTa, B 10:20,
10:30, 22:20 n 22:30.

443 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

31.2 3agaun nnaHMpoBLLMKa

MAaHMpPOBLLMK 3aZay NO3BOASET BbINMOAHATL CNeAYOLWME 3a4aHMS:

444

«ABTOMaTMUeCcKMii 6aH ANA  aTakyloWMUX XOCTOB» —  BbIMOJHAET
610KMpPOBaHME aTakKyOLNX XOCTOB;

«BocctaHoButb DH napametpbli» - reHepupyer DH napametpbl and
BBEAEHHOW A/IMHbI KJKOYa, yKasaHHoro B nose «Mapametpbi». Ecav anvHa
KNtOYa He yKasaHa, TO napameTpbl FEHePUPYHOTCA ANA CAEAYIOWMX 3HAYEHWN:
«1024», «2048», «4096>;

«BbINONHNTbL Nepe3arpy3Ky» — BbiNoaHAeT nepesarpy3ky ARMA FW;

«BbINONHATL nepuopnueckoe o6HOBNeHMe uHTepdelca» — OOHOBAsAET
HacTponkn uHTepdernca (cM. «CeTeBble MHTepdENChbI»), YKa3aHHOro B rnose
«MapameTpbl». Ecan nHTepdelic He ykasaH, TO BbINOAHAETCA OOHOB/EHME

nHtepdpenca «WAN»;

«MmnopT npaBun COB» — nmnoptupyet npasmna COB cornacHo HacTponkam,
yKa3aHHbIM B nogpa3zesne HacTponku nvnopta npasmn COB («O6HapyxeHue
BTOp)XeHU» - «HacTpoiika nmnopTa npaBun»);

«06HOBUTb ACL c BHellHero npokcu» — OoH6HOBAAET YEPHbIN CNNCOK Beb-
aApecoB nNpokcu-cepaepa (cM. «[1pokcm») cornacHo cnmckam KOHTPOoAs JoCTyna.
Cnunckn ykasblBatoOTCA B MOApasjene yrnpaBaeHns Cnuckamm KOHTpoaa AoCTyna
(«Be6-npokcn» - «kAAMUHUCTPUPOBaHNE» - «CNUCKN KOHTPOAA AOCTyna»);

«O6HOBMTb ACL C BHelHero nNpPoKCcM W nepesarpysntb CepBUC» —
AononHuTenbHo Kk «O6HoBuTb ACL € BHewHero npokcu» Mpoun3BOAUT
nepesanyck cayx6bl, oTBevarowlen 3a paboTy Mpokcu-cepBepa B Cay4vae
HeyAa4yHOW 3arpy3kun YEPHOro cnmncka Beb-aapecos;

«O6HOBUTb GeolP» — BbinonHAeT o6bHOBAeHMe nokanbHoW 6a3bl IP-agpecos
(cMm. «OB6HOBAEHME NoKaabHOW 6a3bl IP-aapecoB»);

«O6HOBUTb W nepe3arpysutb fnpaBusa O6HapY>XeHUA BTOPXKEHUN» —
pobaBnseT MMNOPTMPOBaHHbIE MpaBuaa B Aencteyrowme npasuna COB wu
nepesanyckaeT ciy>0y, OTBeuYatoLLyto 3a npasBuaa ObHapy>XeHUS BTOPXKEHUM
(cM. «Cuctema obHapy>XXeHUsa ¥ NpeAoTBPALLLEHNS BTOPXEHUN»);

«O6HOBMUTb U Nepe3arpysutb NceBgoHNMbI 1 GeolP mexxceTeBoro skpaHa»
— BbIMNOJHAET nepesanyck cayxbbl, oTBevaroLllen 3a nceBAOHUMbI M3 (cm.
«Co3/aHMe NCEBAOHUMOBY);

«Mepe3arpy3utb npaBuia O6GHapy)XeHUA BTOPXKEHUA» — BbINONHAET
nepesanyck cay>6bl, OTBeYaroLLEen 3a NpaBmaa OOHapPyXXEHUs BTOPXKEHWUI (CM.

«Cncrema obHapyxeHus 1 npeaoTBpaLleHus BTOD)KEHI/II\/’I»);
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445

«Mepe3sanyctutb FRR» — BbinosHsAET nepesanyck cepBuca MapLupyTu3auum
FRR;

«lMepe3arpy3sutb cepBuc IPsec» — BbIMONHAET nepe3anyck CayXbsbl,
oteeuyatoLlen 3a VLAN IPsec (cm. «VLAN»);

«[lepe3anycTuTb cepBUC NopTasia aBTOpPU3aLMN>» — BbINOJHAET nepesanyck
cny>x6bl, OTBEYaroLLLen 3a nopTan aBTopm3aunm (cM. «[lopTtan aBTopU3aLLnm»);

«Mepecuntatb BCe UYeK-CyMMbI» — BbINOJHAET MPOBEPKY KOHTPOAA
LLe/IOCTHOCTN CUCTEMBI, MPOLLECC 3anycka MPOBEPKM KOHTPOAS LLeJOCTHOCTU
onuvcaH B pa3gene «KoHTpoab wenoctHocTu» PyKoBOACTBa agMUHUCTPaTOpa
ARMA FW;

«[MpoBepuTb 06HOBNEHUA NpaBuA suricata» — BbINOAHAET MPOBEPKY HaNUMA
obHoBneHun npasun COB Ha BHewHem cepBepe (cM. «O6HOBAEHME MpaBuKA

COB c BHellHEero cepBepa»);

«CnHxpoHunsauma LDAP rpynn» — BbINOJHAET CUHXpPOHM3auuto rpynn LDAP
(cm. «<LDAP»), npun HacTpoeHHoM cepBepe LDAP, otanuHbim oT Active Directory,
BO3MOXHO OTCYTCTBME Pa3zeNieHNs MMNOPTMPYEMbIX FPYMM 1 NoAb3oBaTeNew;

«CuHxpoHunsauma LDAP nonb3oBaTenen» — BbINOJHAET CUHXPOHMU3ALMNIO
nonb3oBatene LDAP (cm. «LDAP»), npu HactpoeHHOM cepBepe LDAP,
OTAnMYHbIM  OT Active Directory, BO3MOXHO OTCYTCTBME pa3jeneHus
MMNOPTUPYEMbIX TPYNN 1 NO/b30BaTeNew;

«JKCMOPT KOHPUrypaumm» — BbIMOJHAET 3KCNOPT KOHbUrypauum Ha
YAANEHHbIA CepBep, MPOLeCC 3KCMopTa KOHGUrypauum onucaH B pasgene
«3KCNOpT KOHUrypaumm Ha yaanéHHbin FTP/SMB-cepBep» PykoBoacTBa
aamuHuctpatopa ARMA FW.
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32 SPAN

®yHkuma SPAN npepHasHadeHa AnA 3epkanvpoBaHUA Tpaduka, NPOXOAALLEro yepes
ceTeBOM MOCT. DyHKLMA NCNONb3YyeTCA ANA aHann3a Tpadurka U JOKHa NOAAEPXKMBATLCA
MPVHMMAIOLWMUM YCTPOMUCTBOM, Hanpumep, KOMMYTaTOPOM.

32.1 Hactpouka SPAN

B kauecTBe Npumepa HaCTpOMKM 3epkanmpoBaHma Tpadurka byeT NCnoib30BaTbCA CXEMa
CTeHAa, TNpeACTaBleHHas Ha pucyHke (cM. PucyHok — CreHA Ana  HaCTPOWKM
3epkanvpoBaHma Tpadurka).

SPAN—I_IOpT — T T T
) e

- 1 1]
Network Switch

PucyHok — CmeHO 01 HacmpoUku 3epkaauposaHus mpaguka

[Nna HacTpOVKM 3epKanvpoBaHWs HeOOXOAMMO MNepenTV B MNOAPA3AeNn HaCTPOWNKM
nHtepdenca, wucnonbdyemoro B kadyectBe SPAN-nopta, Hanpumep «OPT2»
(«HTepdencb» - «[OPT2]»), ycTaHOBUTb GAaxku Ans napaMeTpoB «Bkawountb» n
«bnokupoBatb Tpadpuk Ha SPAN nopty», He v3MeHAA Apyrne napamMeTpbl HaXaTb
KHOMKY «COXpaHUTb», a 3aTeM HaXaTb KHOMKY «[puMeHNTb n3meHeHUnA».

32.2 Hacrpowka SPAN ¢ ucnosnbsoBaHuem ceTeBoro Mocra

B kauecTBe NpumMepa HaCTPOMKM 3epkanmpoBaHmsa Tpadurka byeT MCNob30BaThCS CXeMa
CTeHZa, TNpeACTaB/leHHas Ha pucyHke (cM. PucyHok — CTreHA Ana  HaCTpOWKM
3epkanvpoBaHua Tpadvka), Co CaeayroWwmnMm napaMmeTpamu:

® uHTepdencbl «<OPT1» n «<LAN» obbesmHeHbl B CeTeBOW MOCT;

® uvHTepderic «OPT2» ncnonblyetca B kayectse nopta SPAN.
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Web-Server

ARMA FW ]

I---- OPT1 i192.168.1.200

192.168.1.100

Admin

Traffic Analyzer

PucyHok — CmeHO 0 HacmpolUku 3epkaauposaHus mpaguka
N5 HacTPOVKK 3epKaanpoBaHUS HEOHXOAMMO BbIMOJHUTL CeAYHOLLNE AeACTBUS:
1. Bkatountb nHTepdenc «OPT2».

2. ObbeamHuTb MHTepdencol «OPT1» n «LAN» B ceTeBOM MOCT C yKka3aHWeM nopTta
SPAN.

3. HactpouTb co3aaHHbI CETEBOIN MOCT.

Ana npoBepku Hannuna Tpadurka Ha MHTepderice «<OPT2» ByaeT NCNoNb30BaTbCA YyTUANTA
«Wireshark», 3anywerHas Ha K «Traffic Analyser».

32.2.1 BknroueHue nHtepgeinca «<OPT2»
Ans BkntoueHna nHtepdenca HeobxoANMO BbINONHUTL CleAytoLLne AeNCTBUA:

1. Mepentn B noapasgen HasHayeHus noptoB («UHTepdeircbl» - «HasHaueHus
NopToB») 1 CO34aTb HOBbIM WHTepdenc ¢ umeHem «OPT2» (cM. «HasHauyeHwue

NOPTOB»).

2. B pazpene wuHtepdeincoB («UHTepdenchbl») BbibpaTb CO3JaHHbIM MHTEPPENC,
yCTaHOBUTb GNaxky Ans napameTpoB «Bkatountb» 1 «bnokupoBaTtb TpapuK Ha
SPAN nopty», He n3MeHsAa Apyrne napameTpbl HaXaTb KHOMKYy «CoxpaHuUTb», a
3aTeM HaxaTb KHOMKy «lMpumeHUTb U3MeHeHMA» (CM. «HacTpolika ceTeBbIx

NHTEpPdEnCcoB»).

32.2.2 06beanHeHune nntepgperico «<OPT1» n «LAN» B ceTeBOM MoCT

Ana o6besnHeHns nHTepdencoB HeOBXOAMMO BbINMOJAHUTL CAeAyroW e 4eNCTBUS:
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1. TMepentn B Noapasgen HacTponkun ceteBbix MocToB («MHTepdenchbl» - «pyrue
T™MNbI» - «CeTeBOM MOCT») N CO3AaTb ceTeBoM MOCT (cM. «Co3aHue ceTeBoro

MOCTa»), yKa3aB B KayecTBe NHTepdencoB-yyacTHUKOB NopTbl «OPT1» 1 «LAN».

2. HaxaTb kHOMky «loka3aTb AONO/IHUTE/IbHbIE NMapamMeTpbl» 1 B OTKPbIBLUENCA
dopme ykazatb «OPT2» B napametpe «Mopt SPAN» (cm. PucyHok — Beibop noprta

SPAN), 3aTeM HaxaTb KHOMKY «CoOXpaHUTb».

Mopt SPAN OPT2 .

PucyHok — Beibop nopma SPAN

Ans koppekTHON paboTbl pexxnma SPAN Heob6XxoAMMO M3MEHUTb 3HAYEHMUA CNEAYHOLLMX
napameTtpos («Cucrema» - «<Hacrtponkmn» - «MapameTpbi»):

e «net.link.bridge.pfil_member» — «0»;
e «net.link.bridge.pfil_bridge» — «0».

[laHHble 3Ha4YeHVa napameTpoB OTKAOYaoT GuabTpaunto co ctopoHsl ARMA FW ans
KOMMYTUPYEMBbIX KaLpOB.

,ﬂ,flﬂ M3MEHEHWA NapaMeTpPOB HeO6XOAI/IMO BbIMOJIHNTb Ceayroune ,D,el\/lICTBI/IFIZ

1. Mepentn B nopgpasgen napametpoe ARMA FW («Cucrtema» - «HacTtpolku» -
«MapameTpbi»).

2. HaxaTtb KHOTKY « < > HanMnpoTMB U3MeHAeMOoro napamMmeTpa M 3ajatb 3Ha4eHUE B

none «3HaueHue».
3. Haxatb kHOMKy «CoXpaHUTb», @ 3aTeM HaXaTb KHOMNKY «[TpnMeHuTb u3MmeHeHus».
32.2.3 HacTpoiika ceTteBOro mocra

Co3paHHbIN CETEBON MOCT HEODBXOAMMO HAaCTPOUTb aHAIOTUYHO anropuUTMy, YKazaHHOMY
B pa3gene «Co3saHve CeTeBOro Mocra» HacTOALLEro pykoBOACTBa.

B pe3ynbTate HacTponkun Becb Tpaduk, NPOXOAALLMI MO CO3LaHHOMY CETEBOMY MOCTY,
byaeT 3epkanmpoBatbcs Ha MHTepdenc «OPT2».

Hactponka npuHumatowero Ttpadbuk ycTpOWCTBa AOJKHA MNPOU3BOAUTLCA COrNacHO
COOTBETCTBYHOLLEN MHCTPYKLIMN N HE OMMCaHa B HaCTOALLLEM PYKOBOACTBE.

32.2.4MNMpoBepkKa 3epkanupoBaHna Tpadpuka

Ans npoBepkn 3epkanMpoBaHus Tpaduka HeOobXOAUMO BbIMOAHUTL CAeAytoLine
JeNCTBUS:

1. Ha NK «Admin» 3anyctutb Be6-6pay3ep 1 nepentn no agpecy «192.168.1.200» (cm.
PucyHok — loctyn k Be6-cepBepy c MK agMmmnHUcTpaTopa).
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E(] Welcome to XAMPP ® -+ o

&« C A Heszawmueno | 192.168.1.200/dashboard/ & * &

Apache Friends Applications FAQs HOW-TQ Guides PHPInfo phpMyAdmin

XAMPP Apache + MariaDB +
PHP + Perl

Welcome to XAMPP for Windows 8.0.12

PucyHok — [locmyn k eeb-cepsepy c K admuHucmpamopa

2. Ha MK «Traffic Analyzer» 3anyctutb nporpammy «Wireshark» 1 BbINONHNTb aHanu3
Tpaduka ¢ Punbtpom no IP (cm. PucyHok — 3epkannpoBaHHbIN Tpaduk Ha

nHrepdemnce «OPT2»).

A" 9 RRBSes=FTasEHaaqan

[i ||-|Dll‘1EHrITh aucnnedHsIn dunetp .. <Cirl-/> =3 -+
Mo. Time Source Destination Protocol  Length Info ~
r 1 &.2e0008 192.168.1.10& 192.168.1.200 TCP 6@ 65195 + 8@ [FIN, ACK] Seq=1 Ack=1 Win=2
g 2 B, 2egaal 192.168.1.18@ 192.168.1. 288 TCP 68 65194 + 8@ [FIN, ACK] Seg=1 Ack=1 Win=8
L 3 ©.080881 192.168.1. 288 152.168.1.18@ TCP 6@ 88 + 65195 [ACK] Seq=1 Ack=2 Win=253 Le

4 @.ee888l 192.168.1. 208 192.168.1.108 TCP 68 88 - 65194 [ACK] Seq=1 Ack=2 Win=256 Le

5 9.800229 192.168.1.16& 192.168.1.200 TCP 6@ 65197 + 8@ [FIN, ACK] Seq=1 Ack=1 Win=8

b B.2ea23e 192.168.1.208 192.168.1.100 TCP 60 8@ + 65197 [ACK] Seq=1 Ack=2 Win=256 Le

7 B.828339 192.168.1.188 192.168.1. 288 TCP 6@ 65193 + 88 [FIN, ACK] Seg=1 Ack=1 Win=1

3 0.28035%2 192.168.1.18@ 152.168.1. 288 TCP 6@ 65198 + 8@ [FIN, ACK] Seg=1 Ack=1l Win=8

S 9.008622 192.168.1. 208 192.168.1.108 TCP 6@ 8@ -+ 65193 [ACK] Seq=1 Ack=2 Win=256 Le

18 @.288841 192.168.1.208 192.168.1.106 TCP 6@ 8@ + 65198 [ACK] Seq=1 Ack=2 Win=254 | —

11 9.22e341 192.168.1.20@ 1592.168.1.18@ TCP 6@ 8@ -+ 65193 [FIN, ACK] Seg=1 Ack=2 Win=2 W
£ >

Frame 1: 6@ bytes on wire (48@ bits), 6@ bytes captured (48@ bits) on interface ‘Device\NPF_{A39DDS3A-A1ED-4E32-B771-8BEA
Ethernet II, Src: VMware_b6:c9:09 (80:8c:29:b6:c9:89), Dst: VMware f9:74:8c (90:0c:29:10:74:8¢c)

Internet Protocol Wersion 4, Src: 192.168.1.188, Dst: 192.168.1.228

Transmission Control Protocol, Src Port: 65195, Dst Port: 88, Seq: 1, Ack: 1, Len: 8

. >
@8 Bc 29 9 74 8c 8@ @c 29 b6 ¢9 @9 B8 @@ 45 B0 R R S B E ~
@8 28 43 &b 4@ 89 B9 ©6 32 c8 c® a8 @1 64 cd® a8 (C@ Zeaeods
@1 c8 fe ab @2 5B 8@ 28 6a 9 ee fh 8e a@ 50 11 S R P
v
O 2 wireshark_VMware Network Adapter VMnetl3NOWC1.pcapng || Maketes: 40 - Moxazano: 40 (100.0%) || Mpodwne: Default

PucyHok — 3epkanuposaHHelti mpaguk Ha uHmepgpetice «OPT2»
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32.3 OcobeHHocTu HacTpouikn ARMA FW pgnsa o6bpaborkun COB 3epkannpoBaHHOro
Tpadpuka

B kauectBe npumepa npueeséH nopsasok Hactporikn ARMA FW c npezaBaputenbHoO
NOAKAOUYEHHBIM MHTepderncom «OPT2» k nopty SPAN kommyTaTopa.

Ansa koppektHon paboTel ARMA FW npu obpaboTtke COB 3epkanmpoBaHHOro tpaduka
Heo6X0AMMO BbIMONHUTL CeAyOLME AeNCTBUSA:

1. Tepentn B Nnogpassgen Hactpoek nHTepdenca «OPT2» («HTepdeiicbl» - «[OPT2]»)
n ybeantbCs, YTO B MOAAX A4 napameTpoB «Tun koHpurypaumm IPv4» n «Tun
KoHurypauum IPv6» yctaHoBAEHO 3HayeHne «OTCyTCTBYeT».

Mpumeuanne:

Ana obpaboTtkn COB Tpadmka, nocrynatowero mn3 VLAN cetn, Heobxoanmo
OTKNHOUNTb GUAbTPaLMIO annapaTHoro obecneyeHus, yka3aB WHTepdenc
«OPT2» B A[OMOAHUTENBHO MOABMBLUEMCA Noae (CM. «PacliunpeHHble

HaCTPOUVIKWN»).

2. Mepentnn B Nnogpaszgen obwmx npasun M («MexxcereBon 3kpaH» - «MpaBuna» -
«[06wme]») 1 co3gate NPaBUO, YKa3aB caeayroline napameTpsbi:

® «[lerictBue» — «bnoknposaHue (Drop)»;
® «UNHtepdenc» — «OPT2»;
® «HanpaBneHue» — «Jltoboe».

He yka3aHHble mapameTpbl ciesyeT ocTaBUTb MO ymonydaHuto. Co3aaHne npasua M3
onuncaHo B pasgene «Co3aHne NpaBma MeXXCETEBOIO IKPaHMPOBaHMA» HACTOALLLEro

PYKOBOZCTBA.

3. MNepeunTn B nogpasaen agmnHuctpmpoaHuna COB («O6Hapy>keHne BTOpPXKEeHUN» —
«AAMWHUCTPUpPOBaHME») N BO Bkiagke «HacTrpouku» BBeCcTM chegyrowme
napameTpbl:

® «BknroueH» — paaxokK yctaHOBANEH;
® «CMellaHHbIN PeXXUM» — GNaXKOK YCTaHOBJIEH;
o «UNHtepdencbi» — «<OPT2».

Hactpoutb Heobxoanmble npasuia ¢unbtpaunm Tpadmka. Hactporika npasun COB
onucaHa B paszene «Cucrtema obGHapy>KeHWs 1 MpeAoTBPaLLEHUS BTOPXKEHU»

HacToALlero pykosoacrsa.

[lna NpoBepKn yCnewHoCT NOAKAYeHNa cneayeT ybeantbca B Haanumm Tpadurka Ha
nHTepdence «OPT2».
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33 RSPAN

®yHkuma RSPAN npegHa3HauveHa ana Ayb6/avpoBaHMA MNakeToB MopTa  YAaNEHHOTO
KOMMyTaTopa Ha NopTy APYroro KOMMyTaTopa. YCTPOMCTBa, NCMONb3yeMble MO MapLUpyTy
ANA Nepefayn 3epkanmpoBaHHOro Tpadumka, 4okHbl nogaep>xmsate RSPAN.

33.1 Mpumep HacTpouikn RSPAN

B kauectBe npumepa HacTponkm RSPAN ncnonb3yertcs cxema cTeHAa, NpeAcTaBieHHas Ha
pucyHke (cM. PucyHok — Cxema cteHza ans Hactpovikn RSPAN).

Admin
LEFE
192.168.1.100 ARMA FW
Swl T T T T
EE I OPT 1 I B N OPT2
—_— S B M e RSPAN VLAN m——
T T T T
— T T 1
Web-Server '
Traffic
Analyzer
[ |
SRS
192.168.1.200

PucyHok — Cxema cmeHda 0115 Hacmpotiku RSPAN

Ansa Hactporikn RSPAN Heo6X0A4MMO BbIMONHUTL CAEAYIOLLINE AEeACTBUS:

1. Mepentn B noapasgen Hactpoukn wuHTepdenca «OPT1» («NHTepdpencbr» -
«[OPT1]»), yctaHOBUTbL daxku ansa napametTpos «Bkaountb» n «bnoknposatb
Tpaduk Ha SPAN nopty», BbibpaTth 3HaueHne «OTCyTCTBYeT» ANA NapamMeTpoB «Tun
KoHpurypaumm IPvd» 1 «Tun koHpurypaumm IPv6», He wusmeHas apyrue
napameTpbl HaxaTb KHOMKY «CoXpaHuUTb», a 3aTeM HaxaTb KHOMKy «fMpumeHnTbL
n3MeHeHUa» (CM. «<HacTponka CeTeBbIX MUHTEPDENCOB»).

2. Mepentn B noapasgen Hactponkn VLAN («AHTepdenchbl» - «[ipyrue Tvnbi» -
«VLAN»), HaxaTb KHOMKy «+/l06aBUTb» W yKaszaTb C/leAyrolMe 3HauyeHus
napameTpos:

® «Poautenbcknini nHtepgpenc» — «[OPT2]»;

«Ter VLAN» — «100»;

® «OnucaHme» — «RSPAN_VLAN100»;
® «ABTOMaTUuecKn Ha3HaAUYUTb nopT™ — q)fla)KOK YCTaHOB/EH;

N HaXaTb KHOMKY «COXpaHVITb».
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3. MNepert B  nogpasgen  Hactpoukn  uHTepdenca  «RSPAN_VLAN100»
(«<nTepdenicbl» - «[RSPAN_VLAN100]»), yctaHOBUTb dAaxok AnA napametpa
«BkAOUNTb» N, HE M3MeEHAA Apyrve napamMeTpbl HaxaTb KHOMKY «CoXpaHWUTb», a
3aTeM HaxaTb KHOMKY «[1pumMeHNTb U3MeHeHnn».

4. Co3patb paspewatowee npasmao M3 (cm. «Co3gaHuve nNpaBua  MEeXCEeTeBOro
3KpaHupoBaHusa») Ha WHTepdence «[RSPAN_VLAN100]», ykaszaB cneayrowme

napameTpbil:
® «[lenctBue» — «Pa3spewntb (Pass)»;
® «WUHtepdeiic» — «RSPAN_VLAN100»;
® «HanpaBneHue» — «1t0601»;
® «OnucaHne» — «Allow RSPAN»,

5. lMepentn BO BkIagky «O6wwme HacTpoukm» nogpasgena OpenVSwitch
(«HTepdenicbl» - «OpenVSwitch» - «O6ume HacTPOMKK»), yCTaHOBUTL GNaXKOK
ANa napametpa «BkaAwUUTb» M HaxaTb KHOMKYy «CoxXpaHUTb» (CM. PUCyHOK —
Bkstoyenre RSPAN).

NHuTepdencei: OpenVSwitch: Obuwure HacTponku

OOWmMe HAaCTPORKK

cnpaska L)

BKNHYMTE

PucyHok — BknroyeHue RSPAN

6. MNepevtn Bo BkAaaky «RSPAN» nogpaszena OpenVSwitch («AHTepdencobr» -
+

«OpenVSwitch» - «O6wue HaACTPOUKU»), HaxXaTb KHOMKY « », yKasaTb
cneaytroLime 3Ha4YeHna napameTpos:

o «Nmsa» — «<RSPAN»;

® «[Moptbi» — «<OPT1», «<RSPAN_VLAN100»;

® «3epkana» — «<RSPAN_VLAN100».

3aTeM HaxkaTb KHOMKy «CoxpaHutb» (cM. PucyHok — Hactporika RSPAN) 1 HaxaTb

KHOMKy «lMpuMeHuTb M3MeHeHus» (CM. PucyHok — [lpumeHeHvne W3MeHeHWM
RSPAN).

452 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wi®) INFOWATCH ARMA

Pepaktuposate RSPAN

cnpaska (D)
O 1na RSPAN
O Nopral OPT1, RSPAN_VLAN100 -
0 OYUCTHTE BCE
© 2eprana

RSPAN_VLAN100

© OuncTHTe Bee

PucyHok — Hacmpotika RSPAN
UHTepdenci: OpenVSwitch: 06wme HacTpoukm

(]
|

KoHdurypauus OpenVSwitch u3MeHsHa

Bbl QOMMHEI TPMMEHUTE MZMEHEHWA, 4TOOEI OHM ECTYMWAKM B CUITY.
OBWMe HACTPORKK RSPAN ‘ LACP

Q | nNowck ST A
Wma MopTl 3epkana Komauas!
RSPAN QOPT1,RSPAN_VLAN100 RSPAN_VLAN100 S O w
+

. B . MokazaHel ¢ 1 o 113 1 3anucei

PucyHok — lNpumeHeHue usmeHeHul RSPAN

33.2 NMposepka RSPAN

[Ans nNpoBepkn 3epkanvMpoBaHMs Tpaduka HeobXOAUMO BbIMOAHUTL Chaeayrolme
NEencTBuS:

1. Ha NK «Admin» 3anyctutb Be6-6pay3ep n nepentn no agpecy «192.168.1.200».

2. Ha MK «Traffic Analyzer» 3anyctute nporpammy «Wireshark» v BbINONHNTL aHanm3
Tpaduka ¢ puabTpom no IP.
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34 MOHUTOPUHT, CTATUCTUKA, ANATHOCTUKA

34.1 MOHUTOPWHI CUCTEMbI C MOMOLLbIO UHPOPMALMOHHbIX BUAIKETOB

ARMA FW nos3Bonsfer npousBoAuUTb MOHUTOPUHI TeKYLLEro COCTOAHMA C MOMOLLbHO
Pa3NYHbIX BUAXKETOB.

MNaHenb BUAXKETOB AOCTyMNHa B pa3gene «MHCTpYMeHTbI», ABAAOLWMMCA MO YMOJYaHUIO
cTaptoBbIM pa3genom nocae ayteHtupumkaumm B ARMA FW (cm. PucyHok — [NaHesb

BUAXKETOB).

MHCprMEHTH © [obaenTe BugmeT Cronbubi:2
CucTeMHas MHbDOpMaUMA #F - n Cnyxbsl F - %
MmA arma.localdomain Cnywba OnucaHue Cratyc
Bepcuu InfoWatch ARMA Firewall 3.14.2-amd64 configd feMOH HAaCTPOMAKK CUCTEMEI 2 n

FreeBSD 11.2-RELEASE-p20-HBSD

OpenSSL 1.1.1w 11 Sep 2023 dhepd DHCPv4-cepeep cnm

Tan U Intel(R) Core(TM) i7-10510U CPU @ dhcpdt DHCPvE-cepep D >

1.80GHz (4 cores) . -
' ’ firewall MEKCETEEON IKPAH

3arpy3ka LN 100 B _
ifmend AeMOH MOHWTOPKHIA
0

Q

o n
COCTOAHKMA MHTEpdERcoR

CpenHas 0,57 0,54 0,45 . . A

license_client KAUeHT NMLEHINK o
Harpysxa
Bpema paBoTel 00:21:52 login Mone3oBaTeny U rpynnel =
Tekywan gata/  BTOPHUK, 27 MaA 2025 r. 10:22:57 MSK nginx PeEepc-npoKcy M B20- - n
BpeMA cepeep
NocnegHee BTOPHMK, 27 Man 2025 r. 09:20:40 MSK ntpd fleMOH CeTeBOro BpeMeHn < n

PucyHok — NaHesns sudxemos

CyLiecTByeT BO3MOXHOCTb NMepeMeLLeHNs BUAXKETOB C MOMOLLbHO MblwK. [Jns 3Toro
HeobXoAMMO HaBeCT! KYpCOP MbIW Ha 3aroN0OBOK BWUAXETA, 3aXaTb JIeBYHO KHOMKY
MbILUW, MEPEMECTUTb BUAXET B Tpebyemoe MONOXKEHNE U OTNYCTUTb JIEBYKO KHOMKY
MbILLMN.

KonnuectBo otobparkaemMbix CTONOLOB BbIbMpPaETCs C MOMOLLbHO BbiNajaroLero cnucka
«Cronbubl» B BEpXHEW NpaBOM YacTu pa3sena.

[Ana coxpaHeHUs MeCTOMOJIOXKEHUS BUIXKETOB M KOAMYECTBA CTONOLLOB HeoHxoAMMO
HaXkaTb KHOMKY «COXpaHUTb HaCTPOMKUN».

34.1.1 JlobaBneHue BUAXKETOB
Ana pobaBneHna BuaKeTa HEOHXOANMO BbIMONHUTL CeAytoLne AeNCTBUA:

1. Haxatb kHOMKy «+/06aBUTb BuAXKeT» 1 BbiIbpaTh Tpebyembln BUAXET B
OTKpbIBLUENCA GOpMe AOCTYMHbIX BUAXKETOB (CM. PrcyHok — /lobaBaeHve BUAXKETOB).

3a OAVH pa3 BO3MOXXHO Bbl6paTb HEeCKOJIbKO BUAXKETOB.
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2. HaxaTb KHOMKY «3aKpbITb», a 3aTEM HaXaTb KHOMKY «COXPaHUTb HaCTPOMKN».

[ oCTynHble BUAKETDI

OpenVPN
CucremHas mHdopmaums
Tennoesle gaTYMKK

[padmkn Tpathmka

3aKpbiTh

PucyHok — [lobasneHue sudxemos

B ARMA FW goctynHbl ciegyrowme BUAXKETbI AN MOHUTOPUHIA TeKYLLEero COCTOAHUA:

455

«CARP>» — oTobpaxkaeT cTaTyC yCTPOUCTBa B pexmmMe paboTbl kKiactepa;

«Ucnonb3oBaHmne LM» - otobpaxaer rpaduk 3arpyskm LI B pexume
peasbHOro BpeMeHu;

«lWno3bl» — oTobpaxkaeT cTaTyc paboTbl HACTPOEHHbIX LUAKO30B, BpeMS
NpvémMa-nepesaun 1 NPOLLeHT NoTeps;

«MHTepdenicbl» — oTobpaxaeT BKAHOUEHHblE ceTeBble UHTepdencbl U ux
OCHOBHble NapaMeTpbl: UMs, CKOPOCTb U pexxnum nepegaun, IP-agpec;

«CraTucTMKa uHTepdeinca» — oTobpaxaeT CBOAHytO Tabauuy no BcCeMm
HaCTPOEHHbIM UHTepdencamM B pexxrMme peanbHOro BpeMEHY;

«IPsec» — oTobpaxkaeT HacTpoeHHble IPsec TyHHeny;
«UHdopmauma o anueHsumn» — otobpaxkaet MHPoOpMaL Mo O ILLEH3NY;

«)KypHan me)xceteBoro 3KpaHa» — oTobpaxaeT Tabauuy cobbitn M3 B
pexurmMe peasbHOro BpeEMEHY;

«Monit» - oTobpaxaeT COCTOSHMS MNOYTOBLIX CEPBEPOB, [AOCTYMHOCTb
Pa3NNYHBIX CEPBMCOB U PECYypCOB, COCTOSIHNE CETEBbIX CEPBUCOB;

«CeTeBoe BpemaA» — oOTobpaxkaeT TeKkyliee BpeMs CUCTeMbl, a TakXe
MHbOPMaLMIO O cepBepe CUHXPOHU3ALMN BPEMEHM;

«OpenVPN» — otobpaxaeT HacTpoeHHble OpenVPN cepsepb;

«Cnyx6bl» — O0TODOpaXkaeT CTaTyc paboTbl HACTPOEHHbIX CYX6O M Mo3BoaseT
OCTaHOBWTb/3anyCTUTb/Nepe3anyCcTuTb BbIOpaHHYHO Cyxoby;

«CucremHasa wHopmauma» — oTobpaxaeT OCHOBHYHO WHPOpMauuo o
cncreme;
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® «KypHan Syslog» — oTobpaxaer Tabsauuy >XypHana Syslog B pexume
peasbHOro BpeMeH!;

® «TennoBble AaTunKM» — otobpaxkaeT no gaHHbiM ACPI Temnepatypy LM, M,
NO3BONAET 334aBaTb pPa3/iNyHble NOPOroBble 3HaYEHNA TemnepaTypbl;

o «[lpadumku Tpadpuka» — otobpaxkaer rpadumk BxogdaLero/ncxoasailero tpadmka
B peXuMme peasbHOro BpeMeHMU.
34.2 C6op u ctatuctnka Netflow

NetFlow — ceteBOM NpPOTOKO/, NpeAHa3HaYeHHbIN ANa yuyéTa ceTeBOro Tpaduka,
pa3paboTtaHHbin koMnaHuen Cisco Systems. [poTokon 3axBaTbiBaeT MOJHbIE MOTOKMU
MakeToB, BK/OYas UCTOUHWK, IP-agpec Ha3HauyeHns n Homep nopTa.

ARMA FW no3Bonsetr cobupatb paHHble NetFlow, npoxoaawwme uepes M3 and
NOC/NIeAYIOLLLErO aHaAn3a, a Tak>ke 3KCMOPTUPOBaTh 3TW JaHHbIe ANA aHaAN3a CTOPOHHUM
no.

34.2.1 Hactpoiika NetFlow
Ans HacTporikn NetFlow He06x0AMMO BbINONHUTL CleaytoLLne AeNCTBUS:

1. NMepentn B nogpaszgen Hactporikm NetFlow («Co3paHue oTueToB» - «NetFlow») (cm.
PucyHok — MapameTpbl pabotbl NetFlow).

Co3paHue otyeToB: NetFlow

3axsar
(D pacwmpenHsii pexaim cnpaeka (1)
MpocnywKeaemble HHTepdeickl LAN, OPT1, WAN -
© DumcTuts BCe
UuTepdeiicel WAN WAN -
© OuncruTe Bce

3axBaThIBaTk EHYTPEHHWIA Tpaduk

Bepcua vo

MonyyaTenu

€ OuncruTs Bee

PucyHok — lNapamemper pabomer NetFlow
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Ykazatb nHtepdencol, Ans KOTopbix Heobxoanmo cobupaTtb gaHHble NetFlow.
YKazaTb HTepdEeNC, NCNoNb3yeMblil B Ka4ecTBe Bbixoaa B rnobanbHyto cetb — WAN.

YcTaHOBUTL P1axkoK AnA napameTpa «3axBaTbiBaTb BHYTPEHHUN Tpapuk» ANs
cbopa nokanbHbiX faHHbix Ha ARMA FW. JlokanbHbIA K3W XPaHUT TONAbKO
nocneanve 100 M6auT gaHHbIX.

Mpwn HeobxoammocTn BbibpaTtb Bepcmto NetFlow, no ymonuyaHuto BbiIbpaHo 3HaueHmne
«V9».,

B napametpe «[lMonyuatenu» ykasaTb ajgpeca noJsydvatenen AaHHbIX, eCav none
OCTaBUTb NYCTbIM — BYAET OCYLLECTBAATLCA TONbKO JIOKaAbHbIA COOP AaHHbIX.

®dopmat 3anonHeHus:
® «|P-agpec:Homep nopta», HanpumMmep «192.168.1.100:2550».
HaxaTb KHOMNKY «[MpumMeHnTb>.
Mpumeuanne:

Mpwn ncnonb3oBaHMM CTOPOHHeEro cbopuymka gaHHbix NetFlow, B 6onblinHCTBE
cnydaeB, HeobxoanmMo HactpouTtb nepesady SNMP (cm. «SNMP») n co3gaTtb
npasuao M3 (cm. «Co3paHve npaBui  MeXCEeTeBOro 3KPaHMPOBaHUA»),
pa3pewatouee Tpadmk SNMP Ha BbibpaHHOM nHTEpdeice.

B cnyuae cbopa nokanbHbIX AaHHbIX Ha Bkaagke «Kaw» nogpasgena «NetFlow» 6yget

OTODBpaXKEHO KOIMYECTBO COBPaHHbIX MAaKeTOB Ha pa3/InYHbIX MHTepdercax (CM. PucyHok
— [anHble kawa NetFlow).
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Co3paHue otyetoB: NetFlow

Kaw

MoTok WuTepdenc Mony4aTtenn OTnpaedTenu MNakeTn
ksocket_netflow_em0 netflow_em0 0 0 0
ksocket_netflow_em1 netflow_em1 0 0 0
ksocket_netflow_em2 netflow_em?2 0 0 0
netflow_em0 em0 T 11 1391
netflow_em1l eml 8 1 1441
netflow_em?2 em? 0 0 0

OBHOBWTL

PucyHok — [laHHele kawa NetFlow

Mpwn Hactporke NetFlow n BkAtOUEHMM NepekntoyaTeNns «pacClUMpPEeHHbIN PeXXnum» B
NeBon YacT GOpMbl B MONOXKEHME « ©» AOCTYMNHbI AOMNOAHUTENbHbIE NapaMeTpbl:

L «Ta|7|M-ay'r AKTUBHOCTU» — ,u,po6neH|/|e ANNTENBHbBIX MOTOKOB Ha KOPOTKKNE,
L «Ta|7|M-ay'r HEAKTUBHOCTU>» — Pa3pPbliB HEAKTUBHbIX MOTOKOB,;

® «Bpemsa poraummu flowd.log» — Bpems potauymm co3gaBaemoro ¢anna c
AaHHBIMW, Anana3oH JOCTYNHbIX 3HaueHu oT 10 go 120 cekyHa,

34.2.2 AHanun3 paaHHbix Netflow

B cnyuae ycnewHoun Hactporkm NetFlow (cm. «Hactponka NetFlow») B nogpasgene

aHannza Tpaduka («Co3gaHue oTUeTOB>» - «AHaNn3») byaeT oTobpaxkeHa MHbopmauus
o Tpaduke (cm. PucyHok — CBogHaa nHopmaLma Ha ocHoBaHuK gaHHbix NetFlow).

B BepXxHel yacTu cTpaHuLbl CyLLEeCTBYET BO3MOXHOCTb BbIOOpa BPEMEHHOTO MPOMEXYTKa
npeAcTaBAeHMsA U3 BbiMajatoLwero cnmcka.

Mpwn BbIbOpe 3HauyeHWs Ha Auarpamme OyAeT BbINOJHEH Mepexos Ha BKAAAKY
«MopgpobHocTn» ans 6osnee feTasbHOrO NPEACTaBAEHNS AAHHBIX.

Ha Bknagke «3kcnopTt» nogpasgena «AHaams» BO3MOXHO NPOU3BECTM 3KCMOPT AaHHbIX
NetFlow. [1ns 3Toro Heob6xoaMMo BbIbpaTh TpebyeMble 3HaUEHMS B BbiMaatoLLmx CrmMckax
N HaxkaTb KHOMKY «JKCMOPT».
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Beero | MNoapobHocTa SxcnopT
NocnenHwe 2 4aca, 30 CEHYHI B CRSHEM =

DEume paHHEIE No MHTepDeRcam (BuT/c)

o

@ Stecked  QStream (O Expanded [ T=apl an @wan
EM
1]
00000 1020000 10c35:40 L] 1000 12540 420 1200000 11640 123320 14
W
@smed  OSteam () Expanced ®ceT1 En @wan
EM
M
[ 1)
10:00:00 1020000 103640 1055320 11000 12640 14320 1270000 121640 123320 124

CaMEN MCTHOTEEYEMESR NTOPTE [ WCTOMHIKK (DakT)

wan - [0 O, BapTHransHIi npocMoTp

[ JFck———-rr 125 TemmmE

[ JEcre e R ]
. [ JF-re ] 1E 6
6%

[ v R

[ Q-] 125 T 0
' @ izETE— 1B TS
T QizmETEENET 0 Wi
[ Ll R 5. 140
g YR 152 165731
SizmETE S2amm—h
P {omary

HAMMITE HE KPYTORYI AWarpamuy ans Banss neapoBHoil WSopHaLLH

Bx. Hox Bcaro
MakeTs 915.72K T42.06 K 188M
Baiitel 1236 3E43M 1276

PucyHok — Ceo0Hasa uHgpopmayusa Ha ocHoeaHuu daHHeix NetFlow

34.3 AvnarHoctuka M3

[AnarHoctnka M3 no3BosigeT npocmaTpueaTb 06Ly0 MHOPMaLMIO 1 CTaTUCTUKY M3,
aKTMBHble B Tekyliee BpemMa Mapwpytbl, |IP-agpeca, 3anncaHHble Kak MCeBAOHUMBI,
npocnywmnearowme coketol ana IPv4 n IPv6, akTMBHbIE COCTOSIHWUA, OTCOPTUPOBAHHbIE
COCTOAHMA MO pPasNuUYHbIM KputTepuam. NoMnumMo npocmoTpa MHOPMaLUN MMeeTCA
BO3MOXHOCTb YAaNeHNS aKTUBHbIX COCTOSIHUI N OTCNEXMBAHWSA NCTOYHUKA.

34.3.1 AuarHoctuka pfinfo

Ana npocmotpa obwen vHPopmaumm 06 MD HeobXxoAMMO NeperTU B MOAPA3Aen
anarHoctukm pfinfo («MedkceteBoi skpaH» - «[inarHoctuka» - «pfinfo») (cm. PucyHok
— [AvnarHoctuka pfinfo).
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MexceTeBoM 3KpaH: AinarHoctuka: pfinfo
WHdopmauma

Status: Enabled for @ days 86:26:28 Debug: Urgent

Hostid: Bxefaebb@?2
Checksum: ©x28654dbb8c9529812ced29b5e42421c5

Interface Stats for emd IPv4 IPvGE
Bytes In a a
Bytes OQut a 18868
Packets In

Passed
Blocked
Packets Out
Passed 5] 117
Blocked 5] 8

State Table Total Rate
current entries 34
searches 1720555 S.A/s Y

PucyHok — [JuazHocmuka pfinfo
CyLiecTByeT BO3MOXHOCTb NepPeKNtOYEHUs MO BKIALKaM:

® «UNHdopmauma» — otobpaxkaeT pasnnuHyro obuyro nHdopmaumo o pabote
M3;

® «[MamaTb» — oTOobpaxkaeT 3afiaHHble OrpaHNYEeHNsA NaMATY;

® «Talim-ayTbl» — OTO6paXkaeT HGOPMaLMIO O TaM-ayTax;

® «WHTepdencbl» — otobpaxaet nHbopmaunto 0b nHtepdencax;

® «[MpaBuna» — otobpaxaet nHdbopmauuto o Npasuaax M3.
34.3.2 AnarHoctuka pfTop

[ns npocmoTpa AOCTYMHbIX MapLpPyTOB B TeKyllee BpPeMs HeobxoAMMO neperTn B
nogpasgen gnarHoctmkm pfTop («MedxcereBomn akpaH» - «[inarHoctuka» - «pfTop»)
(cM. PucyHok — finarHoctuka pfTop).

CyLLI,eCTByeT BO3MOXHOCTb WU3MEHWUTb BWJA, HACTPOUTb COPTUMPOBKY WIMN YKa3aTb
KONMYECTBO CTPOK B COOTBETCTBYHOLL WX BblMajakoLWnX CNCKax.
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MexceTeBoM 3KpaH: luarHoctuka: pfTop

Bupg: CopTupoBaTe No: Konu4yecTeo COCTOAHMIA:

Mo yMonyaHueo - Bospact - 200 -

pfTop: Up State 1-29/29, View: default, Order: age

PR DIR SRC DEST

tcp In 192.168.73.1:49615 192.168.73.145:443
tcp Out 127.8.8.1:55299 127.6.6.1:8658

tcp In 127.8.8.1:55299 127.6.8.1:8658

tcp In 127.8.8.1:49388 127.6.8.1:8658

tcp Out 127.8.8.1:49388 127.6.6.1:8658

PucyHok — luaeHocmuka pfTop
34.3.3 AmnarHoctuka pfTables

Ans npocmoTtpa IP-agpecoB, yka3saHHbIX B MCEBAOHMMax HeobXxoAMMO nepevTn B
nogpasgen gauarHoctmkn pfTables («MexcereBou 3KpaH» - «[lnarHoctuka» -
«pfTables») (cm. PucyHok — [inarHoctuka pfTables).

Bbinagatowme cnmcky Mno3BONAKOT Bbi6paTb MCEBAOHMM, OYUCTUTL U OBHOBUTL 6asy
NCeBAOHUMA, Ha>kaB COOTBETCTBYHOLLIME KHOMKMN.

MexceTeBol 3KpaH: AunarHoctuka: pfTables

QuuncTnTe + bricTpoe gobaeneHve agpecca Q Haiitv coBnageHna 3arpyznTe bogons us apxvea

Q

bogons -

[+

m
1

Q | Mouck 20+

- — — —

IP-appec naxets BaiiTel naKeTsl GaiiTe
0.0.0.0/8 ]

127.0.0.0/8 ]

O O O O

169.254.0.0/16 ]
PucyHok — [luazHocmuka pfTables

34.4 AnarHocTnka cncrembl
34.4.1 leicTBUA Nnoab3oBaTenen

[na npocmMoTpa AeUCTBMM MNO/b30BaTeNe, B TOM UYUCNE CUCTEMHbIX MOJb30BaTeNEN,
HeobXoAMMO nepenTV B NOAPas3Aen OTCAEXMBAHUA aKTUBHOCTW MOJb30OBaTeNen
(«Cuctema» - «[iMarHoCTNKa» - «KAKTUBHOCTb») (CM. PUCyHOK — AKTUBHOCTB).
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Cucrema: JMarHoCTUKa: AKTUBHOCTb

Q | Mowmex 10~ =~
[ PID USERNAME PRI NICE SIZE RES STATE C TIME WCPU COMMAND
O n root 155 ki3l 0 32K RUN 0 39558 100.00% [idlefidle: cpuo}]
[0 55348 root 21 0 41M 28M  select 0 0:01 0.98%  fusrflocal/bin/php-cgi{php-cgi}
[0 70985 root 20 0 1385M 1269M nanslp 0O 9:42 0.00%  jfusr/local/bin/suricata -D --pcap=em1 --pidfile jvar/run

/suricata.pid -c fusr/local/etc/suricata/suricatayaml{FM#01}

PucyHok — AkmugHocme
34.4.2 AnnapaTtHasa naat¢popma

[Ans o3HaKoMeHUs ¢ MHGOpMaLLMen OT AaTUMKOB annapaTHoW NaaTGopPMbl, NOJyYaemMon
NOCPeACTBOM YTUAUTBI «ipmitool», HeobxoaMMO neperTn B nojpasgen ANarHoCTUKM
annapatHon naatdopmebl («Cnucrema» - «inarHocTuka» - «<AnnaparHasa naarpopma»)
(cM. PucyHok — AnnapatHasa naatdopma).

Cuctema: ilnarHoctuka: AnnapaTtHas nnatgopma

FANL | 6480 RPM | ok
FAN2 | 6408 RPM | ok
FAN3 | 6720 RPM | ok
FANA | 6728 RPM | ok
FANS | 6720 RPM | ok
+5VDUAL | 5.85 Volts | ok
+3. 3VDUAL | 3.35 volts | ok
+VCCIN | 1.83 volts | ok
+VCCKRHV_SB | 1.33 volts | ok
+P12V | 11.97 volts | ok
+P1vas COMBINED | 1.87 Volts | ok
+DDR4_VPP | 1.25 Volts | ok
+P1V2_VDDQ | 1.18 volts | ok
+PBVE VTT | .61 Volts | ok
+P1V@5_PCH | 1.86 Volts | ok
+P2V3_PCH | 3.35 Volts | ok
BAT | 3.11 volts | ok
CPU_TEMP | 41.58 degress C | ok
TEMP_5YS1 | 2@.5@ degrees C | ok
TEMP_5YS2 | 31 degrees C | ok
PSUL_PRESENT | exee | ok
PSUL VIN | 232 volts | ok
PSUL_PIN | 25 watts | ok
PSUL TEMP | 47 degrees C | ok
PSII? PRESFMT | Avrn a's P

PucyHok — AnnapamHas nnamghopma

462 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

Otobpaxkaemas MHPOPMaLMA aBTOMATMUECKN OOHOBASETCA KaXable 5 cekyHa.

Mpumeuanne:

B cnyuae otcytctBuA nopaepxku IPMI annmapatHou nnatdopmon, byger
oTobHpaxkaTbCs COOTBETCTBYHOLAA MHPOPMaLMa (CM. PUCYHOK — YCTPOUCTBO He
nogaepxusaet IPMI).

Cuctema: [lnarHoctuka: AnnapaTtHas nnatgopma

YcTpolcTED He noggepxueasT IPMI gnA nony4eHWA WHOOpPMaLMKW

PucyHok — Ycmpoticmeo He noddepxxusaem IPM]

Mpumeuanne:

He rapaHtupyetca abcontoTHas AOCTOBEPHOCTb MHGOPMALMK, MONyYaeMown
NoCpeaCcTBOM YTUAUTBI «ipmitool».

34.4.3 Cnyx6bl

[Ana npocMoTpa W ynpaBAeHWs HACTPOEHHbIMW cayxxkbamun HeobxoAMMO nepenTn B
noapasgen ynpaeneHusa cnyxbamu («Cucrema» - «[inarHoctuka» - «Cnybbi») (cMm.
PucyHok — Cnyx6bi).

Ans cny>x6 BO3MOXHbI CiesytoLme 4eACTBUSA MPU HAaXaTUM COOTBETCTBYHOLWEN KHOMKW:
® « ™ »—0CTaHOBUTb CYX6Y;

® « " »—3anyctutb ciyxoy;

o

® « ™ »—nepe3anycTutb ciyxoy.

Cuctema: finarHoctTumka: Cnyxobl

Crnywbel Onucaxue Craryc
captiveportal MopTan agTopU3aumm o
configd JleMOH HACTPOIKKM CUCTEMBI o m
dhepd DHCPv4-cepeep c m

dhcpds DHCPv6-cepeep n >

PucyHok — Cayx6ebl
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34.5 AnarHocTtuka ceTeBbiX NHTepdeicoB
[lnarHocTnka ceTeBbIX MHTEpPdENCOB NO3BOAET BbIMONHATL CleAytoLne AeNCTBUS:
® npocmatpuBatb Tabanuy ARP;
® 3anyckaTb ckaHmpoBaHue ARP;
® npocmatpuBaTb Tabanuy DNS-3anucey;
® npocmatpumaTb Tabanuy NDP-3anuce;
® 3KCMOPTMPOBATb Aamn Tpadurka onpeAenEHHOIO CEeTEBOro HTepdenca;
® BbINOJIHATL U NPOCMATPMBATL Pe3yNbTaTbl KOMaHAbI «ping»;
® BbINOJHATL NPOBEPKY NOPTa Ha HaMuMe NOAKAFOUYEHWS;
® BbLINOJHATbL MapLUPYT TPACCUPOBKM.
34.5.1 ARP-Tabaumua

Ans npocmoTtpa ARP-Tabanubl HeobxoanmMO nepenTy B nogpasgen npocmotpa ARP-
Tabanybl («<UHTepdeincol» - «inarHoctuka» - «ARP-tabamua») (cMm. PucyHok — ARP-
Tabanua).

NHTepdencol: lnarHoctuka: ARP-tabnuuya

Q, | Nowmck 10~ i=~
IP-appec MAC-agpec Mpowzsoautens Wutepdeic Uma untepdenca Wms xocTta
192.168.73.1 00:50:56:c0:00:08 VMware, Inc. eml wan
192.168.73.2 00:50:56:f4:c2:2¢ VMware, Inc. eml wan
192.168.73.145 00:0c:29:a2:bb:3a VMware, Inc. eml wan
192.168.73.254 00:50:56:ff:4b:af VMware, Inc. eml wan
192.168.1.1 00:0c:29:a2:bb:30 VMware, Inc. em0 lan
NMPUMEYAHWE: NokansHbie IPVE nupbl ucnonbzyioT npoTokon NDP emecTto ARP.
B . , MNokazaHbi c 1 no 5 w3 5 zanucen
Ouncruts ObHOBUTL ¥

PucyHok — ARP-mabauya
34.5.2 MpocmoTp DNS-3anucen

Ana nowucka IP-agpecoB w1 3anucer, npuHagaexawmx 3aZaHHOMY WMEHW XOCTa
HeobxoaMMO nepenTn B nogpasgen npocmorpa DNS-zanucen («AHTepdenchbr» -
«[AnarHoctuka» - «lMpocmorp DNS-3anuncen») (cm. PucyHok — [Mpocmotp DNS-
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3anucen), ykasatb B napametpe «Mmsa xocra nan IP-aagpec» IP-agpec n Haxatb KHOMKY
«Mpocmotp DNS-3anucein».

NHTepdeicol: lnarHoctuka: NMpocmoTtp DNS-3anucen

MNpeobpazoeate DNS-umsa nam IP-agpec

Wma xocta unu IP-agpec 192.168.1.100

OteeT T Anpec

192.168.1.100

Bpems pazpewenus Cepeep Bpema 3anpoca

CEPEEPOM NOMEHHDBIX MMEH

i 192.168.73.2 85 msec

PucyHok — lMpocmomp DNS-3anucet
34.5.3 NDP-Ttabanua

Ana npocmoTtpa NDP-Tabamubl, B KOTOPOW NepeyncaeHbl 1I0KaabHO NOAKJAHOUYEHHbBIE Y3bl
IPv6 HeobxoauMo nepentn B nogpasgen npocmotpa NDP-tabanubl («<UHTepdeicbr» -
«[AlnarHoctuka» - «<NDP-tabamuya») (cMm. PucyHok — NDP-Tabauuia).

WuTtepdeticoi: AunarHoctuka: NDP-Tabnuua

Q Momck 10~ =~
IPv6 MAC-appec MpowzeoauTenn WuTepdeic Wma untepdeiica
fed0::20c:29ff:fea2:bb3a%em1_vlan100 00:0c:29:a2:bb:3a VMware, Inc. eml_vlan100
feB0::20c:29ff:fea2:bb3a%em1 00:0c:29:a2:bb:3a VMware, Inc. eml wan
feB0::20c:29ff:fea2:bb30%em0 00:0c:29:a2:bb:30 VMware, Inc. em0 lan

MNokazaubl ¢ 1 no 3 vz 3 3anucen

OBHOBUTL

PucyHok — NDP-mabauya
34.5.4 Netstat

[na npocMmoTpa cTaTUCTUKK paboTbl C CETEBbIMU MHTepdencaMmm HeobxoAMMO NepenTn B
noapaszen anarHoctnkmn Netstat («<MHTepdencbl» - «luarHocTuka» - «Netstat») (cm.
PucyHok — Ctatuctrka pabotbl Netstat).
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CratncTvka paboTbl € ceTeBbIMU UHTEPECaMM OTODBPaKaeTCs B rpynnuMpoBaHHOM BUAe
BO BKJIajKax:

® «Bpf» — bpf-cratncruka;

® «UHTepdencbl» — cTaTUCTMKa NO nHTepdencam;
o «Mamarb» — mbuf-cTraTncTnka;

® «Netisr» — netisr-ctatnctuka;

® «[MpoTtokon» — cTaTUCTLKA MO NPOTOKOAM;

® «CoKeTbl» — CTaTUCTMKA MO COKETAM.

WHTepdencol: lnarHoctuka: Netstat

WnTepdenco &

B statistics

[lan] (em0) / 00:0c:29:a2:bb:30

em() /192.168.1.1

em() [ feB0::20c:29ff:fea2:bb30%em0

[lan]
[lan]
[ (eml) /00:0c:29:a2:bb:3a

[wan] {em1} / feB0::20c:29ff:fea2:bb3a%em1l
[wan] (em1) /192.168.73.145

[em2] / 00:0c:29:a2:bb:44

lc0]/ o0

lo0]/ =1

0] / feB0:1%l00

(
(
wan]
]
]

[

[

[

[le0] f127.0.0.1
[IPsec] (encQ) [ encO
[pflog0] / pflog0
[pfsync0] / pfsyncO
[eml_wlan100]/ 00:0c:29:a2:bb:3a

[eml_wlan100]/ fe80::20c:29ff:fea2:bb3a%eml_vlan100

[ovpnsl] [ ovpnsl

[ovpnsl] [ fe80::20c:29ff:fea?:bb30%ovpnsl v

HHHHHHHHHHHHHHHHHH

PucyHok — Cmamucmuka pabomei Netstat

34.5.5 3axBaT NnakeToB

®PyHKUMA 3axBaTa MakeToB MNpeAoCTaBAAeT BO3MOXHOCTb 3anucu AamnoB Tpaduka ¢
NOC/NeAYHOLLNM 3KCMOPTOM B Palin C paclUMPEHNEM «cap>», HaNpuMep, AN NPOBeAEHMs
paccnegoBaHua nHUnaeHTos Ub.

B kauectBe npumepa byaetr paccmotpeH 3axBat HTTP-tpaduka ¢ K «Admin» go K
«Webserver» no wuHtepdeincy «LAN» (cm. PucyHok — Cxema creHga Ans NpoBepKu
dyHKLNM 3axBaTa NakeToB).
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i ARMA EW WebServer

I

T T T 1

LAN-----OPT1
192.168.1.1 o nem s mmm 192.168.2.1

[ I

e I I
192.168.1.100 192.168.2.100

PucyHok — Cxema cmeHOa 015 nposepku ¢yHKyUU 3axeama nakemos

[nsa 3anycka mexaHn3ma cbopa gaMmnoB HEOHXOANMO BbIMONHUTL CEAYIOLLNE AEUCTBUA:

1. MMepentn B noppasgen AnarHoCTUKM 3axBaTom nakeToB («MHTepdenchbi»

«[lnarHoOCTUKa» - «3axBaT NakeToB») (CM. PUCYHOK — 3axBaT NakeToB).

WHTepdencor: iInarHocTuka: 3axsaT NaKeToB
3axeaT NaKkeToB cnpaska (1)
O WnTepdenc LAN

6 CrewanHbI pexmm (M|

€ CemelicTao agpecor

Mobon -
© NpoTokon TNioBoi .
€ IP-appec xocTa
O Nopt 80
© NnuHa nakerta
O Konwuecrtso 100

PucyHok — 3axeam nakemos
2. YkasaTb ciiefyroLine 3HaueHnsa napameTpos:
o «UNHtepdenc» — «LAN»;
o «Mopt» — «80»;
OCTa/ibHble MapaMeTpbl OTCTaBUTb 6€3 M3MEHEHNIN N HaxkaTb KHOMKY «3anycTUTb».

3. Ha NK «Admin» oTkpbITb Be6-bpay3ep 1 nepentn no agpecy «192.168.2.100».
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4. B nogpassene «3axBaT MakeToB» HaXaTb KHOMKY «OcraHOBUTb». [lamn Tpaduka

OyaeT OTOOPaXKEH B HUXXHEW 4YacTu CTpaHuubl nogpasgena (cMm. PucyHok — [amn
Tpadmka).

Ana npocmoTpa 3axBayeHHbIx naketoB B Beb-mHTepdenice ARMA FW Heobxogmmo
HaxaTb KHOMkKy «[lpocmMoTp 3axBaueHHbIX MaKeToB». YPOBEHb JeTanv3auuu
npocMaTpvBaeMbix MNakeToB BblbMpaeTca B  BbiMNajaloWweM Cnucke «YpoBeHb
AeTanusauum».

[Ns coxpaHeHUs Aamna 3axBayeHHbIX NakeToB Ha JoKabHbI MK HeobxoaMMo HaxaTb
Ha runepccobiky «packetcapture_emX.cap», rge «X» — 310 HOmep ¢wu3Myeckoro
nHTepdelica, 1 BbINOAHWUTb COXPaHEHWE C MOMOLLbIO MHTepdelica Beb6-6pay3sepa.

[MpocMoTp HacTpoek

YpoeeHe u
P HopmaneHbin v

aeTanuzaunm

0BpaTHEIM 2anpoc
DNS

BanyCTwa HpOCMOTp 2AXE3YEHHDIX MAKETOE Y,':Lanm‘rn FAXBAYEHHbIE NAaKaTbl

CkayaTb 2aXBa4YeHHbIE NAKeTbI

PucyHok — [lamn mpaguka
KpaTtkoe onuncaHve napameTpoB NMpu 3axBaTte NakeTos:

® «CMellaHHbIN peXUM» — YCTaHOBKA ¢Jsiaxkka MO3BO/ISET MPUHUMATb BCe
nakeTbl Tpadurka, HE3aBUCMMO OT ajpecaTa;

® «CemelcTBO agpecoB» — NO3BOAAET OCTaBAATb TOAbKO Tpaduk IPv4 nan IPv6;

o «IP-appec xocra» — yka3biBaeT |P-agpec/cetb nonydatenda wam UCTOYHWUKA,
TakXe CyLecTByeT BO3MOXHOCTb YKa3aHUA WCKJAHOYEHUA WM MHOXECTBO
3HaYeHWI, UCNOb3YyA NOTMYECKOe BblipaXKeHWe C aprymeHTamMmun «not» n «and»;

® «I'IopT» — YKa3blBaeTCAa nopT noayyarena nin MCtTovyHmka;

® «AIIVIHa naKeTa» — YKa3biBa€TCA 3HayeHune KoJam4yecrsa ouT Ka>a0ro
3aXBa4€HHOTIO MakKeTa,

o «KonunuecrBo» — YKa3bIBae€TCA 3Ha4YEHME KOJIMUECTBA 3aXBaTbiIBa€MbIX MaKeTOB,;

® «O6patHbii 3anpoc DNS» — yctaHOBKa ¢naxka MNO3BO/AET 3axBaTbiBaTb
naketbl Tpadmka, accoummpyemble co Bcemu IP-agpecammn obpatHoOro 3anpoca
DNS. Ans 3toro B 6/710ke HacTpoek «3axBaT MaKeToB» HeobxoAMMO yKkasaTb
3HaYeHNs NapaMeTpPoB CaeayroL MM obpa3om:
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o «WHTepdeinchbl» — BbIbpaTh MHTEpPdENChI AN 3axBaTa Tpaduka;

e «CMellaHHbIA PpeXxxum» — YCTaHOBUTb G&naXokK Ans TOro, 4Tobbl
NPWHMMaTb BCe NakeTbl, HE3aBMCUMO OT TOrO, KOMY OHW aZpeCcoBaHbl;

e «CemeincTBO agpecoB» — BbibpaTb TN Tpaduka;

o «[lpotokon» — BbIbpaTb NPOTOKON A/A 3axBaTa Tpaduka;
e «|P-appec xocra» — BBecT |IP-agpec nctouHmnka;

o «[lopT» — BBECTN NOPT;

e «/[lnnHa nakerta» — BBECTU A/NVHY NakeTa (B butax);

o «KonunuectBo» — BBECTM KOAMYECTBO MMaKeTOB, KOTOpbI€e 6yAyT
3axXBaTbIBaTbCA.

34.5.6 Ping
Ping — ytunvTa ana NnpoBepkmM LEeNoCTHOCTU U KayecTBa coeanHeHnm B cetax TCP/IP.

®yHKLMA ping NCMONb3YeTCs, HaNnpUMep, AN NPOBEPKM HAaNNUMA AOCTyna K YCTPOMNCTBY
cetn. B kauectBe npumepa byaeT paccmoTpeHa npoBepka Haanuma poctyna Kk [1K
«Admin» (cM. PucyHok — Cxema cTeHAa Aas NpoBepPKN QYHKLIMM 3axBaTa MakeToB).

[Ans 3anycka yTuanTbl ping HEOHXOAMMO BbIMOAHUTL CeaytoLlme AeCTBUS:

1. NMepentn B noapasgen auarHoctnkm ping («MHTepdencbr» - «[AnarHocTuka» -
«Ping») (cMm. PucyHok — Ping).

2. Yka3zatb IP-agpec «192.168.1.100» B napameTtpe «X0CT» 1N HaxkaTb KHOMKY «Ping».

NHTepdencol: AnarHoctuka: Ping

XocT 192.168.1.100

MpoTokon IP IPva -

IP-agpec MCTOMHKMKA
ap Mo ymonyanmio -

Konuyectso

PucyHok — Ping

3. Pe3ynbtaT KOMaHAbl OTOOPAsUTCs B HMXKHEW 4YacTu CTpaHuubl (CM. PucyHOK —
Pe3yabTaT BbiNOJIHEHUA KOMaHAbI Ping).
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# fsbin/ping -c 3" "182.188.1.188°

PING 192.168.1.180 (192.168.1.188): 56 data bytes

64 bytes from 192.168.1.188: icmp seq=8 ttl=123 time=08.388 ms
64 bytes from 192.168.1.188: icmp_seq=1 ttl=123 time=68.441 ms
64 bytes from 192.168.1.100: icmp_seq=2 ttl=128 time=0.383 ms

--- 192.168.1.188 ping statistics ---
3 packets transmitted, 3 packets received, 8.8% packet loss
round-trip min/avg/max/stddev = 8.388/8.4081/8.441/8.828 ms

PucyHok — Pe3ysiemam geinosiHeHUs komaHobl Ping

34.5.7 NMpoBepka nopTa

OyHKLMA MPOBEPKM MOpTa MUCMONb3yeTca ANA BbIMOAHEHWA npocTtoro Ttecta TCP-
CoeZMHEHMA MO yKa3aHHOMY nopTy. B kauecTBe npumepa byaet paccmoTpeHa npoBepka
Hannuma goctyna k MK «WebServer» no nopty «443» (cm. PucyHok — Cxema creHaa A4
NpoBepKn QYHKLIMW 3axBaTa NakeToB).

[ns npoBepku coeanHEHNA HEOHXOAMMO BbIMONHUTL CeAytoLMe AeACTBUS:

1. Mepentn B nogpasgen nposepkn nopta («HTepdpencobl» - «flnarHocTmka» -
«lMpoBepka noprta») (cCM. PucyHok — [poBepka nopra).
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UuTepdencei: ilnarHoctuka: NNpoBepka nopta

3Ta Bef-CTPaHKMLA NOSEONAET BLINONHWTE NPOCTON TECT coeAMHaHWA TCP, 4yTobbl oNpeenuTs, paboTasT nu W
NPUHWMAET MK XOCT COEAMHEHWA HA AAHHOM NOPTE. 3TOT TeCT He paboTaet gnA UDP, NOTOMY 4TO HET HUKAKOTO
cnocoba HagewHo oNpefennTs, NPUHMMAET NW NopT UDP-coeguHeHme 3TUM cnocoGom.

Lens sToro Tecta —OTKPbITE COEQMHEHWE W DTGBPEISV_I: BOSEPdT AaHHBIX CEPBEDOM (onuWoHaNLH D:, HHKaKKWe
A3HHbIE YAaneHHOMY XOCTY OTNp3aBneHbl HE E-"’ﬂ,'_\-'_.

Mpoeepka nopra cnpaexa (1)

O Xocr 102.168.2.100

0 Nopt 443

© NpoToken IP Pya -
© IP-anpec Mo YMON4aHMIo -
MCTOYHMES

© MopT MCTo4HKKS

O NokazaTe TeKeT € O

YOANEHHOTO CEpEEpa

PucyHok — [lposepka nopma
2. YKazaTb cnefyrolime 3HayeHma napaMmeTpos:
® «Xoct» —«192.168.2.100»;
o «[MopT» — «443»,
OCTa/ibHble MapaMeTpbl OTCTaBUTb 6€3 N3MEeHEeHUI 1 HaxaTb KHOMKY «MpoBepka».

3. Pe3ysnbtaT KOMaHAbl OTOOPA3UTCA B HMXKHEW 4YacTu CTpaHuubl (CM. PUCYyHOK —
Pe3ynbTat BbINONHEHMA KOMaH/Abl MPOBEPKN NOPTa).

# fusr/bin/nc -w 16 -z -4 '192.168.2.1e8" "443°
Connection to 192.168.2.188 443 port [tcp/https] succeeded!

PucyHok — Pe3ysnemam 8einosiHeHUs KOMaHObl Nposepku nopma
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34.5.8 MapuwpyTt TpaccupoBKu

TpaccmpoBka Maplipyta npejHasHadeHa Aaa OnpejesieHna MapLipyToB C/iefloBaHWA
AaHHbIX B cetax TCP/IP. B kauvectBe npumepa OyaeTr pacCMOTPEHO onpeaeneHune
mapupyTa K MK «Admin» (cm. PucyHok — Cxema cTeHza A4 npoBepkn QYHKLMM 3axBaTa

rnakeTos).

Ans  BbINOJHEHUS TPACCMPOBKM MapLlipyTa HEeOobXOoAMMO BbIMOJHUTL ChaeaytoLine
NencTBUS:

1. Mepentn B noapasgen Tpaccmposku  mapuwpytoB  («UHTepdencobr» -
«flnarHoctuka» - «Mapuwpyr TpaccmpoBKu») (cM. PucyHok - Mapuwpyt
TPacCMpPOBKMK).

NHTepdenchbl: AMarHocTuka: MapLupyT TpacCUpPOBKMY

Xoct 192.168.1.100

MNpotokon IP IPv4 -
IP-agpec McTOMHKMKA Mo yMonyaHuio -
MaKcrManbHOe KONMYECTBO Nepexofos 18 -
ObpaTHoe NpeobpasoBaHKUe afpecos O

Wenonb3oBats ICMP O

PucyHok — Mapwipym mpaccuposku

2. YkazaTtb «192.168.1.100» B napameTtpe «XoC€T» M HaxaTb KHOMKY «TpaccupoBKa
NPOXOXKAEHNA».

3. Pe3ynbtaT KOMaHAbl OTOOPAsUTCs B HMXKHEW 4yacTu CTpaHuubl (CM. PucyHOK —
Pe3y/ibTaT BbINOJHEHWS KOMaH/AbI TPACCUPOBKM).

# fusr/sbin/traceroute -w 2 -n -m "18° '192.168.1.188°
traceroute to 192.168.1.188 (192.168.1.168), 18 hops max, 48 byte packets
1 192.168.1.188 ©.719 ms @.335 ms @.428 ms

PUCyHOK - Pesyﬂbmam 8bINOJIHEHUS KOMAHObI mpaccuposku
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34.6 AnarHocTnKa cTaTM4ecKon MapLipyT1saumm

Ana puarHocTukm ctatndeckon mapuwpytmsaumm B ARMA FW npeaycMoTpeHbl ABa

nogpasaena:

® craTyc mapuwpyTtmsaumm («Cucrtema» - «MapwpyTtbl» - «Cratyc») — B
nogpaszene npvBejeHa Tabavua MaplwpyToB cCUCTEMbl (CM. PucyHok —
[varHocTu1ka crtaTm4yeckon mMapLipyTnsaumnm);

Cuctema: MapwpyTtbi: CtaTtyc

Q Mowuck 10+ =

NpoTtokon Mony4atens Winwz Gnanku Wcnonbzoeath MakcuManbHbIi pasMep Kagpa WHTepdenc Wma nHTepdenca WcTekaer LeicTENE
ipvd default 192.168.73.2 uGs 607 1500 eml wan W
ipv4 10.0.8.0/24 10.0.8.2 UGS 0 1500 ovpnsl &
ipv4 10.0.8.1 link#9 UHS 0 16384 loD oW
ipv4 10.0.8.2 link#9 UH 0 1500 ovpnsl ]
ipv4 127.0.0.1 link#4 UH 1144 16384 lo0 o
ipv4 192.168.1.0/24  link#1 u 40 1500 em0 lan )
ipv4 192.168.1.1 link#1 UHS 0 16384 lo0 o
ipv4 192.168.73.0/24 link#2 u 6526 1500 eml wan &
ipv4 192.168.73.2 00:0c:29:a2:bb:3a  UHS 4 1500 eml wan oW
ipv4 192.168.73.145  link#2 UHS 0 16384 loD &

N Mowkazarel ¢ 1 no 10 m3 21 3annceit

[]  Mpeobpasosanue umen 0BHoENTH 2
BRnIouMT 370, 4TOBbI NONLITATECA ONPERENHTE UMEHE NPH OPMUPOBAHUMN TaBAML, BKIKUSHHE ONPERENEHUA HMEH YEENHUMBAET BPEMA BLINONHEHMA SANPOCOE.

PucyHok — JluazHocmuka cmamu4eckol Mapuipymu3sayuu

® >ypHan MapuwpyTtusaummn («Cucrema» - «MapuwpyTtbl» - «XKypHan») — B

nogpasgene otobpaxeHbl COObITUA M3MEHeHVA MapLpyToB (CM. PuCyHOK —
XKypHan cTaTM4yeckon MapLupyTU3aLmnm).
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Cucrema: MapwpyTbl: XXypHan

Q | Mowck o 20 B
Nata CoobuieHne
23 cenTAbpA 2024, 13:43:01 radvd[86918]: removing /var/run,/radvd.pid
23 ceHTROpA 2024, 13:43:01 racvd[86918]: sending stop adverts
23 cenTAbpA 2024, 13:43:01 radvd[86918]: exiting, 1 sigterm(s) received
23 cenTAbpA 2024, 13:41:31 rtsold[22666]: <rtsol_check_timer= Mo answer after sending 3 RSs
23 cenTAbpA 2024, 13:41:21 radvd[14193]: version 2.18 started

a &

MokazaHe! ¢ 141 no 145 vz 145 3anucel

PucyHok — XypHan cmamuyeckol mapwpymu3sayuu

34.7 AvarHocTuKa AMHAMWUYECKO MapLUpyTU3aLumn

Ans  puarHoCcTvkm AnHammdeckon Mapuwpytmsaumm B ARMA FW npegycMoTpeHsl
cnegyrowime BKAaAKN B nogpasgene obwmx HacTpoek AMHAMMYECKOW MapLupyTu3aumnm
(«MapwpyTtunsauma» - «JilnarHoctmka» - «0O6wme HacCTPONKM»):

® «MapuwpyTtbl IPv4» — oTobpaxaeT gaHHble 0 MapwpyTax |Pv4 (cMm. PucyHok —
MapuwpyTbl [Pv4);

MapwpyTtusauyma: inarHoctuka: 061wme HacTpoiiku z =

MapwpyTsl IPv4 |

Q | Nomck o 1 =

Kop CeTe AQMHHUCTPATH. .. MeTpuia WHTepdeiic WmMA uHTepdeiica Yepes Bpemsa

K 0.0.0.0/0 1] 0 em2 wan 172.16.230.1 6d15h15m
[ 10.0.8.0/24 0 1 gre0 GRE Directly Attached 6d15h15m
G 172.16.230.0/24 1] 1 emz2 wan Directly Attached 6d15hism
G 192.168.167.0/24 0 1 em3 OPTL Directly Attached 8d15h15m
Qe 192.168.168.0/24 110 20 gre0 GRE 10.0.8.1 6d15h15m
o] 192.168.169.0/24 110 10 eml lan Directly Attached 6d15h15m
[ 192.168.169.0/24 0 1 eml lan Directly Attached 6d15h15m

NoKazaHel € 106 7 Uz 7 3anucein

Pucyrok — Mapwipymer IPv4

® «MapuwpyTtbl IPv6» — oTobpaxaeT gaHHble 0 MapwpyTax IPv6 (cMm. PucyHok —
MapuwpyTbl IPv6);
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[#]
|

MapuwpyTtusaunsa: narHoctuka: O6wme HacTpokn

lapwpyTe IPvd MapwpyTsl IPvE ‘ JanywexHan KoHpHrypauns

Q | nowck o I Ee
Kop CeTk AJMUHUCTPATH... MeTpuKa UHTepheic WMA uHTepdenca Yepez Bpema
S fe80::/64 0 a greo GRE Directly Attached 6d15h18m
j& fes0:/64 0 1 lo0 Directly Attached 6d15h19m
G fe80::/64 0 1 em3 OPT1 Directly Attached 6d15h19m
o fes0:/64 0 1 em2 wan Directly Attached 6d15h19m
G fe80::/64 0 1 eml lan Directly Attached 6d15h19m

. n . | s Nokasanel ¢ 1no 513 5 3anncei

PucyHok — Mapwpymer IPv6

® «3anyweHHaa KoH$urypauma» — oTtobpaxaer o6uyto KOHPUrypaumto
HaCTPOEHHbIX AMHaMUYeCcKMX MapLlipytoB (cM. PucyHok — 3anylieHHas
KOHOUrypaums).
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MapwpyTtmnsauusa: inarHoctuka: 0bwme HacTporKu

2anyLeHHan KoOHQUIypaumra o

Building configuration...

Current configuration:

l

frr version 8.5.4

frr defaults traditional
hostname TP-1.local

log file fvar/log/frr.log
log syslog notifications
I

interface gree

ip ospf area 2.0.8.0
exit

l

interface eml

ip ospf area ©.90.8.4
exit

I

interface em2

ip ospf passive
exit

l

router ospf

area ©.0.8.2 ns=a

area ©.0.8.2 nssa nNo-summary
area 8.0.8.3 stub no-summary
area 8.8.8.4 stub

area ©8.8.8.5 stub
exit

I

end

PucyHok — 3anyujeHHas koHguzypayus
34.7.1 OSPF
Ans NpocMoTpa AaHHbIX O HACTPOWKe AMHAMWYECKON MapLUpyTU3aLmMK No NpoToKoay

OSPF B ARMA FW npeagycmoTpeHbl cneaytowme Bknagaku B noapasgene OSPF
AVHammnyeckon mapwpyTtnsaumm («MapuwpyTtmnsauma» - «AlnarHoctuka» - «OSPF»):

® «0630p» - oTObOpaxkaeT obwMe JaHHble O HaCcTPOVKe AUHAMUYECKOM
MapLpyTtusauumn no npotokony OSPF (cm. PucyHok — O630p);
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MapwpyTtusaumsa: lnarHoctuka: OSPF

D6z0p ‘ Tabnwua MapLwpyTH3aLmMm baza gaHHbIX Cocenm WHTepdeice

MOKMCK

routerld : 192,168.159.9
tosRoutesOnly : true
rfc2328Conform : true
spfScheduleDelayMsecs: 0
holdtimeMinMsecs : 50
holdtimeMaxMsecs : 3000
holdtimeMultplier: 1
spflastExecutedMsecs : 574541044
spfLastDurationMsecs: 0
lsaMinintervalMsecs : 5000
IsaMinArrivalMsecs : 1000
writeMultiplier : 20
refreshTimerMsecs : 10000
maximumPaths : 64
preference: 110
abrType : Alternative Cisco
asbrRouter : injectingExternalRoutinginformation
lsaExternalCounter: 0
lsaBxternalChecksum : 0
lsaAsopaqueCounter: 0
lsaAsOpaqueChecksum : 0
attachedAreaCounter: 5
E areas

0.0.0.0

0.0.0.2

0.0.0.3

0.0.0.4

0.0.0.5

PucyHok — O630p

® «Tabnuua wmapuwpyTMsaumm» — otobpaxaer Tabauuy MapLpyTU3auum
cetn/poyTtepa (cM. PucyHok — Tabavia MmapLipytusaumm);
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MapwpyTtusauns: [inarHoctuka: OSPF

s | |
Taf1nua MapwpyTUzaumm o ‘ Ba3a AaHHb Cocean AHTEpdench
Q  Mowmcx o 7. =e
Tun CeTb CToMMOCTE 06nacte Yepea Yepes nntepdeitc Via interface name
NJA 192.168.168.0/24 20 0.0.0.0 10.0.8.1 gred GRE
N 192.168.169.0/24 10 0.0.0.4 Directly Attached eml lan
R 192.168.168.4 10 0.0.0.0 10.0.8.1 gre0 GRE

¢ » MokazaHel ¢ 1 1o 3 M3 3 3anuceil

PucyHok — Tabauya mapwipymusayuu

® «ba3sa paHHbIX» — 0TO6paxkaeT MHGOPMALMIO O COCTOSHUM CBA3M (CM. PUCYHOK
— basza gaHHbIX);
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MapuwpyTtusauyusa: inarHoctuka: OSPF

063op Tabnuua MapLpyTu3aLmu Baza AaHHbIX Cocepu WHTepdeiics

NOMCK

routerld : 192.168.169.9
=& areas
B 0.0.0.0
& routerLinkStates
Bo

Isid: 192.168.168.4
advertisedRouter: 192.168.168.4
IsaAge : 316
sequenceNumber : 8000016a
checksum: 1577
numOfRouterLinks : 1

Isld : 192.168.169.9
advertisedRouter: 192.168.169.9
lsaAge : 1476
sequenceNumber : 80000179
checksum : 591e
numOfRouterlinks: 1
routerLinkStatesCount: 2
& summaryLinkStates
Ho
Isld : 192.168.168.0
advertisedRouter: 192.168.168.4
lsaAge : 156
sequenceNumber : 80000153
checksum : 7661
summaryAddress : 192.168.168.0/24
1
summarylLinkStatesCount: 2
& 0.0.0.2
routerLinkStates
routerLinkStatesCount : 1
summaryLinkStates
summaryLinkStatesCount: 1

0.0.0.3
0.0.0.4
0.0.0.5

PucyHok — ba3za 0aHHbIx

® «Coceaun» — otobpaxaet Tabauuy cocesgeu (cM. PucyHok — Cocean);
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MapuwpyTtusauus: lnarHoctuka: OSPF

ID cocepueiicanan  Mpuoputet
192.168.169.9 1

192.168.167.6 1

® «WHTepdeiicbl» — OTODOpaxkaeT faHHble O HACTPOEHHbIX

PucyHok — Cocedu

PucyHok — IHTepdenchl).

480

s L]
233 iaHHL Cocepu ‘ HTepdelich
Q | nNomck [S TR =.
Cocrosnme Taiim-ayT [ms] Anpec WHTepdeiic Retransmit Cou...  Request Counter DB Summary Co...
Full/- 38120 10.0.8.4 gre0:10.0.8.1 0 0 0
Full/- 38118 10.0.8.3 grel:10.0.8.2 0 0 0

MNokazausl € 110 2 M3 2 3anuceit

nHTepdencax (cm.
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MapuwpyTtusauyusa: inarHoctuka: OSPF

NHTepheiics & L

NOWCK

& interfaces

gre0

B em3
ifUp : true
ifindex: 4
mtuBytes: 1500
bandwidthMbit : 10000
ifFlags : <UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST=
ospfEnabled : true
ipAddress: 192.168.165.6
ipAddressPrefixlen : 24
ospflfType : Broadcast
locallfUsed : 192.168.165.255
area: 0.0.0.3 [Stub]
routerld : 192.168.167.6
networkType : BROADCAST
cost: 10
transmitDelaySecs: 1
state: DR
priority : 1
drid: 192.168.167.6
drAddress: 192.168.165.6
mcastMemberOspfAllRouters : true
mcastMemberOspfDesignatedRouters : true
timerMsecs : 10000
timerDeadSecs : 40
timerWaitSecs : 40
timerRetransmitSecs: 5
timerHelloInMsecs : 7362
nbrCount: 0
nbrAdjacentCount : 0

PucyHok — MlHmepdpelicel

34.7.2BGP

[na npocMoTpa AaHHbIX O HAaCTPOWKe AMHAMMYECKOW MapLipyTu3aumm No MpoTOoKOay
BGP B ARMA FW npeaycMOTpeH COOTBETCTBYHOLWMIA nogpasgen («MapwpyTtusauus» -
«[mnarHoctuka» - «BGP»). Bo Bknagke «IPv4 Tabaunua mapwpyTtusauum»
oTObpaxaroTcsa cneayrolme JaHHble:

® «BannpHbin»;
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o «Jlyuwmin»;

® «BHyTpeHHMI npedpuUKc»;

[ ] «CETb»,'

o «Cnepyrownii war»;

® «Metpuka»,

® «JloKanbHble NpeanoUYTEeHNA>,
® «BecoBoi KO3PpPULNEHT»;

o «[lyTb»;

o «[pouncxoxxaeHune».

Bo Bknazkax «lMopgpobHoctn», «Cocepam», «CBopka» OTOGpaXkatoTca NoApObHble
JlaHHble O coeAnHEHUN K coceanx (cM. PucyHok — BGP. MoapobHocTtw).

Q
u

MapwpyTtusauusa: finarHoctuka: BGP

2 routerld : 192.168.130.1, localAS : 1
MogpoBHoCTH i

IPv4 Unicast Summary (VRF default):

BGP router identifier 192.168.130.1, local AS number 1 vrf-id @
BGP table version 2

RIB entries 3, using 576 bytes of memory

Peers 1, using 718 KiB of memory

Meighbor Vi AS  MsgRcwd  MsgSent  TblVer InQ OutQ Up/Down State/PfxRcd Pfxsnt Desc
172.16.23@.180 4 2 383 3@a3 e 2 @ 84:58:52 1 2 N/A

Total number of neighbors 1

PucyHok — BGP. [ModpobHocmu

34.8 AwnarHoctunka COB/CIB

Ana npocmortpa aaHHbix COB/CIB 8 ARMA FW, B nogpasgene agmuHuctpmposaHma COB
(«O6Hapy>XeHue BTOPXXeHUN» - «AAMUHUCTPUPOBaHUE»), NPeAyCMOTPeHa BKAajkKa
«)KypHannposaHue» (cM. PucyHok — [lnarHoctuka COB/CI1B).
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06Hapy)KeHHe BTOp)KeHI»‘Iﬁ: Aﬂ,Ml‘IHHCTpHpOBaHHe = [ |
HypHanuposaHue ‘
Q | MNowuck Wypran COB - Bce > O 20 =
OaTta CooBlueHue
4 man 2022, 10:34:25 suricata[33822]: [Alert] [1:2210046:2] SURICATA STREAM SHUTDOWN RST invalid ack [Classification:

Generic Protocol Command Decode] [Priority: 3] {TCP} 192.168.56.1:9003 -> 192.168.73.146:38651

4 maqa 2022, 10:34:25 suricata[33822]: [Alert] [1:2210045:2] SURICATA STREAM Packet with invalid ack [Classification:
Generic Protocol Command Decode] [Priority: 3] {TCP} 192.168.56.1:9003 -= 192.168.73.146:38651

4 man 2022, 10:29:45 suricata[33822]: [Alert] [1:2210046:2] SURICATA STREAM SHUTDOWN RST invalid ack [Classification:
Generic Protocol Command Decode] [Priority: 3] {TCP} 192.168.56.1:9003 -> 192.168.73.146:35775

PucyHok — [luazHocmuka COB/CTB

34.9 AnarHoCTKa CUHXPOHU3aL MU BPEMEeHU

[na npocmoTtpa faHHbIX O cuHXpoHu3auum BpemeHn B ARMA FW npegycmotpeH
noApasjen cratyca ceTeBoro BpemeHu («Cayxbbi» - «CeteBoe Bpema» - «CraTyc») (CMm.

PrucyHok — [IMarHocTvka CMHXPOHM3aLMV BPEMEHM), MOKa3blBAOLMA TEKYLLMIA CTaTyC
CeTeBOro BPeEMEHM.

Cnyx6b1: CeTeBoe Bpema: CTaTyc z =m
CTaTyc NPOTOKONA CETEBOTO BPEMEHH
Craryc Cepeep Ref ID Yacosoii cnoi Tun Korpa Onpoc Oxgar 3apepxka CmeweHne HeycToi4meocTe
Kangupat §1.2097 555 622315 2 u 284 512 377 31.225 -2.339 0.834
AKTHBHBIA NUp 5183250 .PPS. 1 u 58 512 355 104.091 -1.687 2.295
Pe3Ko OTKNOHRAKOLWESCH 3HAYEH WS 80.82 5= 202.70 F—=—= 2 u 75 512 377 86.085 -0.247 47.141
Kangmpar 85.21 SSeum 80,100 == 2 u 85 512 377 31.434 -1.802 0.526

PucyHok — JluaezHocmuka cuHxpoHU3ayuu epemeHu

34.10 Awnxanus pamna Tpaduka

[na npocmoTtpa v aHanu3a pgamna Tpadwuka, 3axsadeHHoro COB, B ARMA FW
npesycMOTpeH noapasgen XypHanmpoaHua («CeTb» - «AHanus Tpadpuka» -
«)XypHanupoBaHune») (cM. PucyHok — AHanv3 Tpaduka). AHanm3 obecneumBaetcs

MHCTPYMeHTOM «Tshark».

[na otobpaxkeHunsa 3anmcen HeobxoaMMO BbiIbpaTh 13 BbiNajaroLEro CNMCKa B BEPXHeK
neBou Yactn popmbl Tpebyembin Gann XXypHana. PasbreHure XXypHanoB OCyLLEeCTBAAETCS
No JaTe M BPEMEHW Hayana 3anucu.
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CeTb: AHanus Tpaduka: XypHanupoBaHue

HamMMTe KHoNKy 0GHOBNEHMA ANA 0BHOBNEHWA Pe3yNLTATOR NOCNE U3MEHEHNS MNETPa

22 man 2024, 16:39:21 - DUNETP 0TOOPaKEHWA
o 50~ E- & pgg
Oata OTnpaBuTeNL Nonyyatens NpoTtokon Coflep#anue NefcTens
22 man 2024, 16:3%:21 151,139 488  192.168.167.105 TCP 1464 80 > 49580 [PSH, ACK] Seq=1 Ack=1 Win=21 Len=1410 [i]
22 mas 2024, 16:3%:21 151.1393 = 192.168.167.105 TCP 1464 80 + 49580 [ACK] Seq=1411 Ack=1 Win=21 Len=1410 (1]
22 man 2024, 16:3%:21 182.168.167.105 151.139.¢5==%y TCP 60 49580 » 80 [ACK] Seq=1 Ack=2821 Win=4108 Len=0 [1]
22 man 2024, 16:3%:21 151.139: % 192,168.167.105 TCP 1464 80 + 49380 [ACK] Seq=2821 Ack=1 Win=21 Len=1410 a
22 mas 2024, 16:3%:21 151.139 /=== 192.168.167.105 TCP 1464 80 -+ 49580 [ACK] Seq=4231 Ack=1 Win=21 Len=1410 i ]
22 man 2024, 16:3%:21 192.168.167.105 151.139.%=%=%= TCP 60 49580 > 80 [ACK] Seg=1 Ack=5641 Win=4108 Len=0 a

PucyHok — AHanuz mpaguka

ARMA FW no3Bonser obHapyxuBaTb BTOPXEHWA W OCYLWECTBAATb MOHUTOPWHT
cneayroLmx NPOTOKOJIOB:

e DNP3;

e ENIP/CIP;

e |EC 60870-5-104;

® |EC 61850-8-1 GOOSE;

e |EC 61850-8-1 MMS;

® KRUG Kpyr lNK-koHTponnep;

® Modbus TCP;

® Modbus TCP x90 func. code (UMAS);

e OPC DA | OPC UA;

® Profinet;

® S7Comm | S7Comm Plus.
34.10.1 Hacrpoiika aHanusarTopa

[na oTobpaxkeHns KoppekTHon nHdopmauum B Tabauvue XypHannpoBaHua («CeTb» -
«AHanu3 Tpaduka» - <«KypHanmpoBaHue») O 3axBayeHHbIX MakeTax MOXeT
noTpeboBaTbCA A4ONONHUTENbHAsA HACTPOMKa aHaan3aTopa.

B cnyuae nepesauv ceTeBbIX MaKeTOB Yepe3 MOPT, OTAUYHbIA OT CTaHAAPTHOTO A4S
MCNOJIb3yeMOro NPOTOKOIA, MHOpMaLWs, oTobpaxkaemas B Tabanue XXypHaanpoBaHus,
0 NepeAaHHbIX MakeTax MOXeT BbiTb HeakTyaslbHa.

B kauectBe npumepa nNpuBeAEH MOPAZOK HACTPOWKM MepeonpeseneHus nopta Ans
npoTokosia npw 3axeate Tpadwuka, nepegaHHoro no npotokony IEC 104 uepes nopt
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«2407». B gaHHOM c/iydae O nepesaHHbIX MakeTax M3HayanbHO OyaeT oTobpaXkaTbcs
cneayrowas nHoopmauma (cm. PucyHok — ViIndopmaums o naketax).

CeTb: AHanus Tpaduka: XypHanmpoBaHue

HamMm1Te KHOMKy 06HOBAEHNA ANA 0BHOBNEHUA PE3YNETATOR NOCNE M3MEHEHUA BMNLTPa

24 man 2024, 12:48:35 - tep.port == 2407
o so- Br & pgy
Nata OTnpaBuTens NonyyaTens NpoTokon CopepxaHue AeiicTens
24 man 2024, 12:48:35 192.168.38.211 192.168.30.17 TCP 5453349 - 2407 [ACK] Seq=1 Ack=1 Win=525568 Len=0 [:]
24 man 2024, 12:48:35 192.168.30.17 192.168.38.211 TCP 60 53349 » 2407 [PSH, ACK] Seq=1 Ack=1 Win=525568 Len=6 Li]
24 man 2024, 12:48:35 192.168.38.211 192.168.30.17 TCP 60 2407 -» 53349 [PSH, ACK] Seq=1 Ack=7 Win=525568 Len=6 [:]
24 man 2024, 12:48:35 192.168.38.211 192.168.30.17 TCP 60 53349 + 2407 [PSH, ACK] Seq=7 Ack=7 Win=525568 Len=6 i
24 man 2024, 12:48:35 192.168.38.211 192.168.30.17 TCP 70 2407 - 53349 [PSH, ACK] Seq=7 Ack=13 Win=525568 Len=16 [:]
24 man 2024, 12:48:35 192.168.30.17 192.168.38.211 TCP 7653349 > 2407 [PSH, ACK] Seq=13 Ack=23 Win=525568 Len=22 [ ]
24 man 2024, 12:48:35 192.168.38.211 152.168.30.17 TCP 762407 - 53349 [PSH, ACK] Seq=23 Ack=35 Win=525568 Len=22 i}
24 man 2024, 12:48:35 192.168.30.17 192.168.38.211 TCP 7053349 » 2407 [PSH, ACK] Seq=35 Ack=45 Win=525312 Len=16 [ ]
24 man 2024, 12:48:35 192.168.38.211 192.168.30.17 TCP 702407 - 53349 [PSH, ACK] Seq=45 Ack=51 Win=525312 Len=16 L]

PucyHok — lHgpopmayusa o nakemax

Ans HacTpoinkM nepeonpesesneHns nopTta A/ls MNPOTOKOAAa HEObXOAMMO BbIMOJAHUTL
cnepyrowme AencTBuUs:

1. MNepentn B nogpasgen HaCTpovkn aHanmsatopa («CeTb» - «AHanus Tpapuka» -

«HacTporkm») 1 HaxkaTb KHOMKY « * (cMm. PucyHok — HacTponka aHaamMsatopa).

CeTb: AHanus Tpadwmka: Hactpounku

Q | nNowck o I BB
Tun cnoa Cenekrop PazbupaTe Kak NpoToKon Komangel
HeT naHHbBIX
-+

MokazaHel c 0 no 0 M3 0 3anucel

PucyHok — Hacmpolika aHaauszamopa
2. B oTkpbiBLIEMCA OKHE yKa3aTb CleAytoLlne napameTpbi:
® «Twun cnoa» — «tcp.port»;
o «Cenekrop» — «2407»;
® «Pa3bupartb kak npoTokon» — «iec60870_104»;

M HaxaTb KHOMKY «CoxpaHnTb» (CM. PucyHok — [epeonpegeneHvie nopra).
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PepakTupoBsaTk "Pa3bupaTtb Kak"

cnpasxa (L
Tun cnosa ICp;pDI’t -
CenexTop 2407
Paz0upaTk Kak NpoToKon iec60870_104 -

OTMEHWTE

PucyHok — lNepeonpedeneHue nopma

3. Mepentn B nogpasgen >XypHannmpoBaHus («CeTb» - «AHanu3 Tpadpuka» -
«)KypHanupoBaHue»), Bbibpatb dann XypHana, BBECTM 3HaueHue «tcp.port ==

=
=

2407» B none «®UNbTp 0TO6paXkeHUs» 1N HaxaTb KHOMKY « »,

B xxypHane ans nHTepecyowmx naketoB byaet otobpaxaTbca akTyanbHasa nHGopmMauma
(cm. PucyHok — NHdopMaLmsa 0 makeTax Npy HAaCTPOEHHOM NepeonpeaeneHny nopTa).

CeTb: AHanus Tpaduka: XypHanupoBaHue

HamMK1Te KHOMKy 06HOBAEHWA ANA OOHOBNEHUA PE3YNLETATOR NOCNE M3MEHEHUA BUALTPa

24 man 2024, 12:48:35 - tep.port == 2407
2 s~ Er & g
Nata OTnpasuTenb NonyyaTens NpoTokon Copepkanue NeiicTBus
24 man 2024, 12:48:35 192.168.38.211 192.168.30.17 TCP 5453349 2407 [ACK] Seq=1 Ack=1 Win=525568 Len=0 [i]
24 man 2024, 12:48:35 192.168.30.17 192.168.38.211 IEC 60870-5-104 60 <- U (STARTDT act) L]
24 man 2024, 12:48:35 192.168.38.211 192.168.30.17 IEC 60870-5-104 60 -= U (STARTDT con) ;]
24 Man 2024, 12:48:35 192.168.38.211 192.168.30.17 IEC 60870-5-104 60 =- 5 (0) i}
24 man 2024, 12:48:35 192.168.38.211 192.168.30.17 IEC 60870-5 ASDU 70 ->1 (0,0) ASDU=1 M_EI_NA_1 Init IOA=0 1]
24 man 2024, 12:48:35 152.168.30.17 192.168.38.211 IEC 60870-5 ASDU 76 =- 1 (0,0) ASDU=65535 C_CS_NA_1 Act I0A=0 [ ]
24 man 2024, 12:48:35 192.168.38.211 192.168.30.17 IEC 60870-5 ASDU 76 -= 1 (1,1) ASDU=1 C_CS_NA_1 ActCon I0A=0 a
24 man 2024, 12:48:35 192.168.30.17 192.168.38.211 IEC 60870-5 ASDU 70 <- 1 (1,1) ASDU=65535 C_IC_NA_1 Act I0A=0 [:]
24 man 2024, 12:48:35 192.168.38.211 192.168.30.17 IEC 60870-5 ASDU 70 ->1(2,2) ASDU=1 C_IC_NA_1 ActCon I0A=0432 L]

PucyHok — lHgpbopmayus o nakemax npu HacmpoeHHOM nepeonpedesieHUU nopma
34.10.2 dkcnopt gamna Tpaduka

B cnyuae Heobxogmmoctn 3kcnopTa gamna Tpaduka cneayer B nogpasgene
XypHanvpoBaHua («Cetb» - «AHanus Tpadpuka» - «KypHanumpoBaHue») B
3aBMCMMOCTU OT Tpebyemoro dopmara Bbirpy>xaemoro dania Haxatb:

® KHOmMKy « ¥ » — nns 3kcnopTa daina ¢ paclumpeHnemM «pcap»;

L o
® KHOMKY « » — N5 3KCNopTa daiia ¢ paclUMpPeEHNEM «CSV»,
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34.11 [AwnarHoctuka cocroaHna ARMA FW
34.11.1 CHMMOK COCTOAHUM

[na npocMoTpa aKTMBHbIX COCTOSIHUMA B Tekywuni mMomeHT BpemeHn B ARMA FW
npeaycmotpeH nogpasgen coctosHui ARMA  FW  («MexxceTteBon 3KpaH» -
«JlnarHocTukKa» - «CHUMOK COCTOAHMM») (CM. PucyHok — CHUMOK cocTosiHu MD3).

Me)ceTeBo# 3KpaH: [lMarHoCTUKa: CHUMOK COCTOSHUI

OBulee KONMYECTBO COCTOAHNIA B JaHHBIA MOMEHT BoipaseHue dunsTpa:

4
WHTepderc NpoTokon QOTnpaeuTens -> MapwpyTtuzatop -> Monyyarens CocToAHWe
all tcp 192.168.1.1:443 <- 192.168.1.100:55122 FIN_WAIT_2:FIN_WAIT_2 x
all tcp 192.168.1.1:443 <- 192.168.1.100:55124 FIN_WAIT_2:FIN_WAIT_2 x
all tcp 192.168.1.1:443 <- 192.168.1.100:55126 FIN_WAIT_2:FIN_WAIT_2 x
all tcp 192.168.1.1:443 <- 192.168.1.100:55172 ESTABLISHED:ESTABLISHED x

PucyHok — CHumok cocmosHuu M3

34.11.2 C6poc cocTosHUMA

Ana ypaneHusa akTUBHBIX COCTOSIHUM W/UAM oTcaexuBaHua uctouyHuka B ARMA FW
npeaycMoTpeH nogpa3gen cbpoca coctosHuA  («MexkceTeBOM  3KpaH» -
«[AnarHoctuka» - «C6poc cocTtoaHmuin») (cM. PucyHok — Cbpoc coctosaHur M3). Ans
BbIMOJIHEHUA AaHHbIX AENCTBUN HEOBXOAMMO YCTaHOBUTb COOTBETCTBYHOLLMIN (aaxKOK U

Ha>XaTb KHOTKY «OuncTUTL>.

MexceTeBol 3KpaH: JuarHocTuka: C6poc cocToAHMi

HO YCTaHOBUTS. 3T (GYHKLIMA MOMET NOTPEBOBATCH, ECAN GhUIU BHECEME SHAUMTE/bHbIE U3MEHEHNS B NPABHN3 EXCETEEOM
nnu IPvE).

OBLI4HO M CETEB0il JKPaH OCTABNAET Ta6MMUL! COLTORMIII GE3 13HEHEH I, KOTRA NPABAR MEHIOTCR
TIPMHEMEHHE: CCM Bt OSHCTHAN Ta67HLLY COCTORHMI MEHCETER0rD 3KDAH3, CEaE BPay3CRa MOKET 33BHCHYTS NOCAS HAMETUR Ha KNABULLY <OHHCTHTbs, B TaHOW CNY4at MPOCTE OBHOBHTE CTRAHMLY ANA TPOROMHEHA
¥ Mposenka MCTouHIKa MK CeTERLM aKpaHOM

OuwCTIa Ta6AMUbE NPOBEPOK NCTONHNI YAMHT BCE ACCOUMALINM AAPECOB MCTONHNKA/HASHANEH S, 3TO IHAWMT, 4T aduic anpec ner ByayT CTEDTBI AR BCEX KANERTOE.

PucyHok — Cépoc cocmoaHut M3
34.11.3 CBoaKka COCTOAHMN

Ana npocmoTtpa coctosHun M3 B ARMA FW npegycMOTpeH nogpassen CBOAKM
coctosHnn («MedxceTeBOM 3KpaH» - «/lnarHoctmka» - «CBOAKa COCTOAHUIA»).
MNMopgpa3aen No3BoAseT NpocMaTpmMBaTh AaHHble, OTCOPTUPOBaHHbIE MO Tabanuam:

® «[o IP-agpecy ncrounmnka» — PucyHok — Csoaka coctoaHnmn M3 «[o IP-agpecy

NCTOYHUKA»;
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MexceTeBol 3KpaH: flnarHocTuka: CBOfKa COCTOAHUM

Mo IP-agpecy MCTO4HMKA
IP-anpec # CocTosHuR MNpotokon # CocTomHMA MopT UETOuHMKA MopT HasHaueHUs

192.168.1.1 2

192.168.159.139 4

PucyHok — Ceodka cocmosHut M3 «[To IP-adpecy ucmoy4Huka»

® «Mo IP-appecy HasHaueHusa» — PucyHok — CBoaka coctoaHuin M3 «[lo IP-
afpecy Ha3HayeHua»;

Mo IP-appecy HasHaueHnR

IP-agpec # CocToAnma Proto # CocToAnma MopT ucTouHNKa MopT HasHauenns

127001 4

192.168.1.100 5

tep 5 1 5

PucyHok — Ceodka cocmosaHuu M3 «[lo IP-adpecy HazHa4yeHuUs»

® «Bcero no IP-appecy» — PucyHok — CBogka cocrtoaHui M3 «Bcero no |P-
aapecy»;

Beero no IP-agpecy
1P-appec #CocTosHns
127.00.1 8

192.168.1.1 5

192.168.1.100 5

PucyHok — CeoOdka cocmosaHut M3 «Bcezo no IP-adpecy»
® «[o nape IP-appecoB» — PucyHok — CBoaka coctoaHui M3 «[lo nape |P-
ajpecoB»;

Mo nape IP-agpecos
IP-agpec # CocTosHna Proto # CocTosHMS MopT MeTouHIKa TopT HasHaverna

192.168.1.1 - 192.168.1.100 5

127.0.0.1->127.0.0.1 )

PucyHok — Ceodka cocmosiHuti M3 «[o nape IP-adpecoe»

34.12 Cratuctuka Tpadumka

Ans npocmoTpa TeKyLlen 3arpy3ku BCEX CETEBbIX MHTEPDENCOB B pexXunme peanbHOro
BpeMenn B8 ARMA FW npeaycMoTpeH nogpaszen otciexmvsaHnsa tpapuka («CospaHue
oTyeToB» - «TpaPpuk») (cM. PucyHok — Tpaduk).
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CozpgaHue oT4eToB: Tpadmk

BxogAwas cropocTe (BuT/c)

@LAN OPT1 WAN IPsec
38k

30k f‘." /\
A

\ A
o \ / / ‘ \ / J/\
0k I‘l_f__ﬁ__/ \ \ _,-i,ﬂ/\\__i_J — \; \\_,

Hoxogswan cropocts (6ut/c)

@LAN OFT1 WAN IPsec
52k

A A A NN A N

20k

0.0

Urrepdeiic Copruposats no GunsTp Tpadura Orobpanats Bepxnwii npenen

LAN - Bxop Bw - ToxansHeii - IP-anpec - 10 -

1P-appec xocTa BxopAuas nponycxHas Wexopswan nponyckHan Beero noyuero Beero oTnpasneno
cnocobrocTs cnocobrocTs

192.168.1.200 _' 0.00b 0.00b  396.19k 81.69k
PucyHok — Tpaguk

34.13 Monit

CepBuc Monit aBAseTCA BCTPOEHHbIM B CUCTEMY MakeToM. ITO YyTUAMTa MOHUTOPUHTa C
BO3MOXHOCTbHO BbINMOJIHEHWNS CKPUMTOB B KaYeCTBe peakLn Ha 3aZlaHHoe CcobbITHe.

Monit ncnonb3yetca Ans cheayrowmx AeUCTBUM:
® OTC/IeXXUBaHUEe COCTOSIHUA CepBepPoOB — JOCTYMHOCTb, NOTpebaeHne pecypcos;

® MOHMTOPMUHI CEPBUCOB — COCTOAHWE, NOTpebaseMble pecypchbl, KOJMYECTBO
A0YEPHMX NPOLLECCOB;

® MOHMUTOPUHI CeTeBbliX CepBUCOB — BO3MOXHOCTb NOAKAHOYEHUA
KOPPEKTHOCTb OTBETA,

® BbINOJIHEHNE AEeNCTBUA — BCTPOEHHbIX WAN COOCTBEHHbIX, CO34aHHbIX C
MOMOLLIbFO CKPUMTOB, 3aMyCKaeMbIX MPW CBEPLUEHUN ONpPeAeNEHHbIX COBbITNN;

® oTnpaBKa YBeAOMJIEHUW — MO 3/IeKTPOHHOW MOYTE UAWN B LLeHTPan30BaHHbIM
Beb-nHTepdenc Monit.

34.13.1 BxnroueHue cepsuca Monit
Ansa BkaroueHns Monit Heo6Xx0AMMO BbINOAHUTL CAeAyroLLMe AeNCTBUSA:
1. TMepentn B nogpasagen HacTponkn Monit («Cayx6bi» - «Monit» - «Hactponku»).
2. YcTtaHoBUTb dnaxok «Bkarountb Monit».
3. TNpu HeOBXOANMOCTM yKa3aTb 3HaUYEHMA NapPaMETPOB:
® «WHTepBan onpoca» — MHTEpPBaa OonNpoca B CEKYHAAX;

® «3ajepiKKa cTapTa» — 3ajepXka 3anycka npoBepok Monit nocne 3arpysku
ARMA FW B cekyHgax;
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«MoutoBbI cepBep» — IP-agpec nan gOMeHHOe MMS MOYTOBOrO CepBepa.
Heckonbko ajpecoB HeobxoaAMMO pa3gensATb 3HAKOM «3anatas». [lo

«MopT noutoBOro cepsepa» — MOPT, NPOC/YLUVMBAEMbIN MOUYTOBLIM CEPBEPOM;

«Ama nonb3oBatena» — nMMa Nob30BaTe N Aand ayTeHTI/Iq)I/IKaLl,VII/I,'

°
YMOJIYaHUIO 334aHO0 3HaueHue «127.0.0.1»;

°

°

® «[Maponb» — naponb ana ayteHTMdunKauny;

°

«3awmwéHHoe coegnHeHne» — GNa>xKoK YCTaHOBUTb, €C/IM NMOYTOBbIA CepBEp
ncnonbsyet wndposaHme.

3HaueHuns napametpoB «lMouTtoBbIN cepBep», «<MMAa nonb3oBatens», «Mapoab»

YKa3aHbl CNpPaBOY4HO.

— BkaroueHve Monit).

Cnyxbbi: Monit: Hactpoiku

HacTpoiiku Monit M3MeHEHE!

Brl DONHHLI I'I|J!-‘I\-1€HL’IT|:L13\-19HEHMF|_.‘-{T06bI OHUW BCTYNKHAW B CHY.

OCHOEHBIE HACTPORKH

) paclunpeHHelf pexM

BKAKYMTE monit

WHTepean onpoca

3apfepmKa cTapTa

Mo4TOELIA cepEEp

120

120

smtp.example.ru

© OuncTiTh Be

MopT nouyToBOrO CEpBEpa

HaxaTb KHOMKy «CoXpaHUTb», a 3aTeM HaxkaTb KHOMKY «MpumeHnTb» (CM. PUcyHOK

Q
=]

cnpasxa (L

25

WmA nonszoBarens

MNapone

JawmBHHoe coefuHeHne [

34.13.2

PucyHok — BkaroueHue Monit

HacTtpoiika paccbiiku coobueHumn

[lna HaCTPOWKM pacCbiNKM COOBLLEHNA HEOBXOANMO BbINONHUTL CNeAYHOLLME AENCTBUS:
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1. TMepentn Bo BKkNagky «HacTpoMku coobuweHuin» nogpasgena HacTponku Monit
+

(«Cnyx6b1» - «<Monit» - «<HacTpolkn») 1 HaxkaTb KHOMKY «  ».

2. B oTkpbiBWeNcs dopMe yka3aTb 3HaUeHWA NapamMeTpoB:

«BKIIOUMTb CO06LLLEHNA» — P1AXKOK YCTaHOBNEH;
«Monyuarenb» — agpec Ana paccbiNkm COOOLLEHNN;

«CobbITMA» — CNUCOK COBLITWI, 3amycCKaroWmMxX paccbiaky. 3HauveHve «He
BbIOpaHO» 03HauaeT BbI6OP BCeX COOLITUN.

3. TMpw HEOBXOAMMOCTM yKa3aTb 3HaYEHUS NapaMeTpPOB:

«Not on» — dnaxok yctaHOB/eH, ecan TpebyeTcs OTNpPaBAATb COOOLLIEHNs Ans
COBbITUI KPOME BbIOpPaHHbIX;

«®opmMaT nouTbl» — apec OTNPaBUTENS, afpec ANs OTBETa U TeMa COOBLLEHNs,
Hanpumep:

From: sender@example.ru
Reply-To: support@example.ru
Subject: $SERVICE at $HOST failed

«HanomMunHaHme» — KO/JIMYEeCTBO MOBTOPHbIX COOBLITUI A/ HanoMUHatoLLEen
pPaccbINKu.

4. HaxaTtb kHOMNKy «CoXpaHUTb», a 3aTeM HaxaTb KHOMKY «MpumMeHUTb».

34.13.3 HacrpoWika npoBepku cepBuca

[na HacTpOVKN NPOBEPKN CcepBmnCca HEOOXOANMO BbINOAHUTb CAeaytoLime AeUCTBUS:

1. MNepentn BO BkNagky «HacTtpoilkm cnyx6bl» nogpasgena Hactporku Monit

(«Cnybb1» - «Monit» - «<HacTporkmn») 1 HaxkaTb KHOMKY «

+ »,

2. B otkpbiBWweENCA dopMe yKazaTb 3HaUEHNA NapaMeTpOB:

«BK/IIOUMTb NpOBEpPKU cNYXK6» — GaxoK yCTaHOBNEH;
«ma» — nma cepseuca;

«Tun» — TN npoBepku. 3HaueHne «HacTpoeHHOe noab3oBaTesemM» BblIbUpPaTb
npy  HeobXoAMMOCTW MNPUMEHEHWS  MO/Jb30BaTEe/NIbCKOro  CKpunTa  (CM.
«OcobeHHOCTM HacTponkn Monit ¢ MCNoab30BaHMEM MOAb30BaTE/IbCKMX

CKPUNTOB»).

3. ﬂpl/l HeO6XO,£||I/IMOCTI/I YKa3aTb 3Ha4YeHNA AOCTYMHbIX MapaMeTpOB B 3aBUCMMOCTU OT

Bbl6paHHOFO TrMNa NpoBEPKU:
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«PID ¢ainn» — dpain, cogepkainin yH1KanbHbIN naeHTMdMKaTop NpoLecca;
«CoBnageHune» — NOMCK NpoLecca no wabaoHy;
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® «[yTb» — nyTb K hanny nav anpekTopuu;

® «Appec» — ueneson IP-agpec;

o «WUHTtepdeiic» — nHTepdeic;

® «3anycTUTb» — CKPUNT 3anycka CepBuICa;

® «OCTaHOBUTb» — CKPUNT OCTaHOBKWN CEPBUCA;

® «Tectbl» — TecTbl cepBUcoB. Ecnm B cnncke oTcyTcTBYeT Tpebyemblil TecT,
HeobX0AMMO NpeABapUTE/IbHO HAaCTPOUTL ero Bo Bkaagke «HacTpouku TectoB
cny>6»;

® «3aBUCUT OT» — CEepBMUCbl, OT COCTOAHMA KOTOpbIX 6yaeT 3aBuUCETb
HacTpanBaeMblil CEpBUC.

4. HaxaTtb KHOMKy «CoXpaHUTb», a 3aTeM HaxaTb KHOMKY «MpuMeHNTb>».
34.13.4 Hacrtpowka Tecta

[Ans HacTPOMKM TeCToB, VMHULMMPYEMbIX CepBUCOM Monit, HEOBXOAMMO BbINOAHUTb
cnepyrowme AencTBus:

1. NMepentn Bo BkNaaky «HacTpoilkm TectoB cnyx6» nogpasgena Hactporku Monit
(«Cnybbl» - «Monit» - «<HacTporkmn») 1 HaxkaTb KHOMKY « *s.
2. B oTkpbiBLWeNcs dopMe yKa3aTb 3HaUeHUA NapamMeTpoB:
® «UNma» — nm4a tecTa;
® «YcnoBue» — yC/0BMNE BbINONHEHNS;
® «[leiicTBMe» — BbINOJHAEMOE JeNCTBUE:
o «[Mpeaynpeantsb (Alert)»;
o «[llepe3anyck»;
e «3anycTuTb»;
¢ «OcTaHOBUTbL»;
e «BbINONHUTDL»;
o «[lepectaTb MOHUTOPUTBL>.
3. Haxatb KHOMKy «CoXpaHUTb», a 3aTeM HaxXaTb KHOMNKY «[MpnMeHnTb».

34.13.5 CueHapuu ucnonbzoBaHma Monit

34.13.5.1 Hactpoiika nepesanycka cay6bl «Suricata» Ha Begywem
YCTPOMCTBE OTKa30yCTOMUYMBOIO Kiacrepa

Ana HacTpoukm nepesanycka cayXxbbl «Suricata» Ha BeaywleM YCTPOWCTBE
OTKa30YyCTOMUYMBOrO KiacTepa HEO6XOAMMO BbINONHUTL CleaytoLLne AenCTBUS:
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1. Bkarouuntb cepBuc Monit (cM. «BkiroueHve cepmca Monit»).

2. MepeiiTn BO BKAaAKy «HacTpoiiku TectoB cayx6», HaxaTb KHOMKY « T » u B
OTKpbIBLUENCA POopMe yKasaTb CiefytoLe napameTpsbi:
® «UNmsa» — «ChangedStatusRestart»;
® «YcnoBue» — «changed status»;
® «[lleicTtBMe» — «[lepesanyck».

3. HaxaTtb kHOonKy «CoXpaHUTb».

4. Tepentn Bo BkNaaKy «HacTpouku cnybbi», HaxaTb KHOMKY « < HanpoTtue
MMeHn «carp_status_change» v B OTKpbIBlieWcs dopme ykaszaTb Cregyroine
napameTpbl:

® «Bknrountb NnpoBepkmn cayx6» — Gaaxok ycTaHOBNEH;
® «3anycTutb» — «/usr/sbin/service suricata start»;

® «OcTaHOBUTb» — «/usr/sbin/service suricata stop»;

® «Tectbl» — «ChangedStatusRestart».

5. HaxaTb kHomnKy «CoxXpaHuUTb», a 3aTeM HaxxaTb KHOMKY «MpumMeHnTb» (CM. PYCyHOK
— [prMeHeHne N3MeHEHUN).

Cnyx6bi: Monit: HacTpouku

HacTpoik Monit MameHeHsl
Bbl JOMKHEI NPUMEHWTE M3MEHEHMA, 4TI OHM BCTYMWAK B CHITY.

HacTpoiku ciywobl

Q | Mowuck ST S

[ Bunwuen Wm=a PefakTH...

0 = SHOST S OE

0 = RootFs £ 0w

O &= carp_status_change & O m

L O gateway_alert & 0O
+

PucyHok — lNpumeHeHue usmeHeHUU
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34.13.5.2 Mepe3anyck cepBuca npu ero oTkase

B kauectBe npuMepa paccMOTPEH MOHWUTOPWHI M nepe3anyck cepBuca ARPwatch B
clyyae ero oTkasa.

1. Bkatoumtb cepsuc Monit (cm. «BruitoueHve cepsurca Monit»).

2. NMepentn BO BKNagky «HacTpoikm TectoB cnyXKb», HaXkaTb KHOMKY « *sus
OTKpbIBLUENCS GOpPMe yKasaTb CleaytoLLme napaMeTpbl:
® «WNmsa» — «arpwatch_check»;
® «YcnoBue» — «changed status»;
® «[lencTBme» — «[lepe3sanyck».

3. Haxatb KHonky «CoxXpaHUTb».
4. Mepentn BO BkNagky «HacTpoMku cayX6bi», HaxaTb KHOMKY « * 5 n s
OTKpbIBLUENCA POopMe yKasaTb Ciefytole napaMeTpsbl:
® «Bknrountb NpoBepku cayx6» — GAaxok ycTaHOBNEH;
® «WUmsa» — «arpwatch_restart»;
® «Tun» — «[lpouecc»;
® «PID ¢ann» - «/var/run/arpwatch-vmx1.pid»;
® «3anycTutb» — «/usr/sbin/service arpwatch start»;
® «OcTaHOBUTb» — «/usr/sbin/service arpwatch stop».

5. Haxartb KHOMKY «Coxpanrb», a 3aTeM HaXaTb KHOTKY «an/IMeHI/ITb».

34.13.5.3 Ocob6eHHOCTH HaCTPOMKM Monit (d MCnosib30BaHUEM
NoJ/Ib30BaTe/IbCKUX CKPUMTOB

MpeactaBneH obWMKM NOAXOA K HacTpoukaM cepBuca Monit, koTopble HeobxoanMmo
N3MEHATb C YYETOM KOHKPETHbIX CUTYaL M.

Mpumeuanne:

MNpyMeHeHne noAb30BaTENbCKUX CKPUMNTOB TpebyeT yBEPEeHHOCTM B UX
6e30MacHOCTM M MOHWUMAHWUA MOCNEACTBUN, K KOTOPbIM MOTYT MPUBECTU
JeNCTBUS, NCNONHAEMbIE CUCTEMOW.

,ﬂ,]’lﬂ HaCTpOI7IKI/I OTBETHOrIoO AGVICTBVIH C NCMNOJib30OBaHMEM MOJIb30BATE/IbCKNX CKPUNTOB
HeO6XOAI/IMO BbINOJIHUTb Ceayrouine AeIZCTBMﬂI

1. [obaButb ckpunt B auvpektopuro ¢dannoson cuctembl ARMA FW, Hanpumep
«/usr/local/scripts/».
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2. Co3patb TecT BO Bknagke «Hactpoika TectoB cnyb» (cMm. «HacTpoika Tecta») u

yKa3aTb 3HaueHus B NapameTpax:
o «UNmsa» — nmsa tecra;
® «YcnoBue» — ycnoBue cpabatbiBaHUA M NyTb K #0HABIEHHOMY CKPUNTY;
® «[leiAicTBMe» — BbIMOJJIHAEMOE AeNCTBUE.

3. [dobaButb npoBepky BO BkAagke «HacTpoiikm cayx6bi» (cM. «HacTtpoika
MNPOBEPKM CEpBMCa») U yKa3aTb 3HAUEHUS B MapamMeTpax:

® «Bknrountb npoBepkmn cny)x6» — GAaxKoK ycTaHOBNEH;
o «Mmsa» — nma cepsuca;
® «Tun» — «HacTtpoeHHoe noab3oBartenem»;

® «TecTbl» — Ms J06aBIEHHOTO TecTa.

34.14 Co3paHue OTUETOB

B ARMA FW peann3oBaHa BO3MOXHOCTb (POPMMUPOBaAHMA OTYETOB, COAEpP KaLLmX
MHPOpPMaLMIO O NakeTax, COCTOAHUN cUCTeMbl Uan Tpaduke B BUAe rpadmkos 1 Tabany,

[Ans 3xkcnopTta oT4éTa HEOBXOAMMO BbINONHUTL CleaytoLne AeUCTBUS:
1. TMepentn B Nnoapassgen coctosiHme («Co3gaHme oTueToB» - «COCTosIHUE»).

2. Haxatb kHonky «Bkn.» («CospaHue otuetoB» - «Tpapuk») (CM. PucyHok —
OtuéTtbl) ans gobaBneHns oTobpaxkeHns Tabany,

CospaHue ot4yeToB: CocTossiHUe

NakeTel ~

YpoBeHb npubnmxeHns: OB6paTHbIit PaspeweHue: Mokasatb
204 604 770 6Tona nopagoK: CrangaptHoe Cpegres Boicokoe Tas."IHLI,bII
Boikn. Brn. Bmh‘n‘

PucyHok — Omuémel

3. Haxatb kHOMkKy «3arpy3utb Kak CSV» B 6noke «Tekywun Bug — NMoapo6HbIii»
(cMm. PucyHoK — 3kcrnopT oT4yéTta) Ans 3arpy3ku daina otuéra.
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Tekywmnii Bug — MogpobHbii

Pextmm 0TOOPaeHNS BPEMEHM:

Bpemennan metia Full Date & Time

BpeMeHHas
# mMeTka inpass outpass inblock

- s e Tl e b T T Y R R G R R T L TaT A Pt ] P I Yl e T s ot | i ata s It aTatalr b s FaW B

PucyHok — 3kcnopm omyéma

34.15 [AwuarHoctuka OpenVSwitch

Ana npocmoTtpa gaHHbIx 0 KOHOUrypauum RSPAN n LACP B nogpasaene AmnarHOCTUKM
OpenVSwitch («MHTepdencbl» - «OpenVSwitch» - «[lnarHocTnka») npesycMOTPEHbI
cnepytolme BKNAAKMN:

® «CBopgka» (CM. PucyHok — Bknaaka «CBoaka»);
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NHTepdencol: OpenVSwitch: iluarHocTuka

)
CeOAKA o WHpopMauma MocTh MopTs JepKana

LACP

Q
|

NOKWCK

B ovs_RSPAN

_uuid : d75dad86-0f47-45e5-9bb1-74ed251d4a90
auto_attach

controller

datapath_id : "00000800275fbbf4"
datapath_type : netdev
datapath_version : "=built-in="
external_ids: [}

fail_mode

flood_vlans

flow_tables: {}

ipfix

mecast_snooping_snable : false

mirrors

name : ovs_RSPAN
netflow
other_config : {}

ports

protocols
rstp_enable : false
rstp_status: {}
sflow

status = {}
stp_enable: false

B ob_lal

_uuid : 30be1652-2584-4761-96d0-62cc78d6311e
auto_attach

controller

datapath_id : "00000800275fbbf4"
datapath_type : netdev

PucyHok — Bknadka «Ceo0ka»

o «MHpopmauyua» (cM. PucyHok — Bknasaka «VIHbopmauma»);
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Q
|

NHTepdeincol: OpenVSwitch: lnarHocTtuka

Ceopka WHdopmaumna & | MocTh OpTh JepKana LACP Bond

3819268b-82b1-4d49-aBee-abacdlleadic
Bridge ob_lal
datapath_type: netdev
Port lal

Interface em3

Interface em2
Port ob_lal
Interface ob_lal
type: internal
Bridge ovs_RSPAN
datapath_type: netdev
Port ema
Interface emd
Port ob_lal_vlanlee
Interface ob_lal vlanlee
Port ows_RSPAN
Interface ows_RSPAN
type: internal

PucyHok — Bknadka «MHgpopmayus»

® «MocTbl» (CM. PucyHoK — Bknaaka «MocCTbl»);

Q
|

NHTepdencol: OpenVSwitch: lnarHocTtuka

Ceopnka WudopMauma MocTsl & ‘ OpTh JepKana LACP Bond

_uuid : d75dadB6-@f47-45e5-%bbl-742d251d45%90
auto_attach : [1]

controller : [1]

datapath_id : "eoeensea27sfbbfa”

datapath_type i netdev

datapath_version : "<built-inx"

external_ids : 1}

fail mode : [1]

flood_vlans : [1]

flow_tables : {}

ipfix : [1

mcast_snooping enable: false

mirrors : [75%aab86-8e@bb-4d62-9cef-6ebb93544549]
name i ovs_R5SPAN

netflow : [1

other_config : 1}

ports : [193béd7d-af8d-4ccc-acc3-018e072a5488, c3el53c2-5b2f-4a%e-bdbl-c%aadel54c3a, ¢
protocols : [1

PucyHok — Bknadka «Mocmei»

® «[lopTtbi» (cCM. PucyHok — Bknagka «[1opTbi»;
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499

WHTepdeircor: OpenVSwitch: [lnarHocTuka c =
Ceopnka WudopMaluma MocTh MopTsl ‘ Jeprana LACP Bond
_uuid : 193b6d7d-af8d-4ccc-acc3-01020872a5400
bond_active_slawve : [1
bond_downdelay a
bond_fake_iface false
bond_mode : [1
bond_updelay t @
cvlans : [1
external_ids : {}
fake_bridge : false
interfaces : [22aedbb9-bfaf-43el1-a501-bfal?56cdc51]
lacp : [1
mac : [1
name :emd
other_config 3 10}
protected : false
qos : 1

PucyHok — Bknadka «[Mopmei»

® «3epkana» (CM. PucyHok — Bknasaka «3epkana»);

WHTepdencei: OpenVSwitch: uarHocTtuka S
Ceoaka WNHpopMauma MocTh: MopTh Jeprana o ‘ LACP Bond
_uuid : 75%9aabd6-88bb-4d62-9cef-6ebb93544a40

external_ids
name
output_port
output_vlan
select all
select_dst_port
select src_port
select_vlan
snaplen
statistics

: {1

: em@_mirror

: 193b6d7d-af8d-4ccc-acc3-010=072a5408
: [1

: true

2 [1

: [1

: [

: [1

: {tx_bytes=346, tx_packets=3}

PucyHok — Bknadka «3epkana»

® «LACP» (cMm. PucyHok — Bknaaka «LACP»);
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500

NHTepdeicel: OpenVSwitch: AuarHocTuka

CeogKa WHdopmMauma MoCTh MopTw LACP 2
---- 1al1 ----
status: active

sys_id: @53:08:27:5f:bb:f4
sys_priority: 65534

aggregation key: 1

lacp_time: slow

member: em2: current detached

port_id:

2

port_priority: 65535

may_enable: false

actor sys_id: 88:80:27:5f:bb:f4
actor sys_priority: 65534

actor port_id: 2

actor port_priority: 65535

actor key: 1
actor state: activity aggregation collecting distributing

partner
partner
partner
partner
partner

partner

sys_id: @8:0@:27:5fT:bb:f4
sys_priority: 65534

port_id: 1

port_priority: 65535

key: 1

state: activity aggregation collecting distributing

member: em3: current detached

port_id:

1

port_priority: 65535

may_enable: false

actor sys_id: @8:0@:27:5f:bb:f4
actor sys_priority: 65534
actor port_id: 1

actor port_priority: 65535
actor key: 1

Q
|

PucyHok — Bknadka «LACP»

«Bond» (cM. PucyHok — Bkiagka «Bond»).
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«Q
|

NHTepdenicel: OpenVSwitch: inarHocTuka

Bond & ‘

----1lal ----

bond_mode: active-backup

bond may use recirculation: no, Recirc-ID : -1
bond-hash-basis: @

lb_output action: disabled, bond-id: -1
updelay: @ ms

downdelay: @ ms

lacp_status: configured

lacp_fallback_ab: false

active-backup primary: <nonex

active member mac: 9@:98:00:88:80:82(none)

member em2: disabled

may_enable: false

member em3: disabled

may_enable: false

PucyHok — Bknadka «Bond»

34.16 [AwnarHoctmuka VPN

[na npocmoTpa fAaHHbIX O KOH$Urypauum cepsepa wan kaneHta VPN-coeanHeHns B
ARMA FW npegycmoTpeHa Bknagka B nogpasgene Hactpoinkm OpenVPN («VPN» -
«OpenVPN» - «KoHurypauma») (cMm. PucyHok — KoHdurypaums).
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VPN: OpenVPN: KoHdurypauus

server2.conf

dev ovpns2

verb 3

dev-type tun

tun-ipve

dev-node fdev/tun2

writepid fvar/runfopenvpn_server2.pid
script-security 3

dasmon

keepalive 18 &8

ping-timer-rem

persist-tun

persist-key

proto udp

cipher AES-256-CBC

auth SHA25&

up fusr/lecal/etc/inc/plugins.inc.d/openvpn/ovpn-linkup
down fusr/flocal/etc/inc/plugins.inc.d/openvpn/ovpn-linkdown
log-append fvar/log/openvpn/openvpn-server-2.log
local 172.16.2308.189

ifconfig 19.10.0.1 16.18.8.2

lport 1194

management fvar/etc/openvpn/server2.sock unix
push “route 192.168.109.8 255.255.255.8"

route 192.168.125.8 255.255.255.8

secret [var/etc/openvpn/server?.secret

comp-lzo adaptive

PucyHok — KoHgpuzypayus
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35 YNPABNEHUVUE MTNTAHUEM

Pazgen «lMwutaHme» no3BO/NAET Mepe3arpy3nTb W BbIKAKOUYUTL CUCTEMY, a Takxe
3aBepLUNTb MOJIb30BaTENbCKYH CECCUHO.

35.1 MNepe3arpyska

[ns nepesarpy3ku cucteMbl HEOOXOAMMO NePEeNTH B NOAPa3Aen ynpaBieHNa NuTaHnem
(«Cucrema» - «lMutaHne» - «lMepesarpyska») 1 HaxaTb KHOMKY «fla» (CM. PUCYHOK —
[lepesarpyska cucremsl). llocie nepesarpyskm CMCTEMbl OTKPOETCA OKHO BXOAa B CUCTEMY.

Cucrtema: NMutaHue: Nepezarpy3ka

Bl YBEPEHEI, UTO XOTHTE MEPE3arpyIMTh CHCTEMY T

Het

PucyHok — lNepe3azpy3ka cucmemsi

35.2 BbiknoueHue

[Nna BbIKNHOUYEHNSA CUCTEMbI HEOBXOAMMO MEePEenTN B NMOAPA3AEeN ynpaBaeH A MUTaHUEM
(«Cucrema» - «fMutaHmne» - «BbiKAOUEHUE») N HaxaTb KHOMKY «fa» (cM. PucyHok —
BoikntoueHune cuctemsl). Cnctema 3aBepLunt CBoro pabory.

Cuctema: NMurtaHue: BoiknwyeHue

Bl YBE PEHBI, YTO XOTHTE BBIKIIYMTE CHCTEMY T

HeT

PucyHOK — BoiknrouyeHue cucmemel

35.3 Bbixop,

Ans 3aBeplleHNs MONb30BaTENbCKON CECCUM HEeOoBXOAMMO HaxaTb Ha WKOHKY
nonb3oBaTens B BepxHeW npaBoun 4actu Beb-uHTepderca v BbibpaTb «Bbixoa» (cMm.
PucyHoK — 3aBepLueHmne nosib3oBaTesbckon ceccum). Mpon3onaet MOMeHTaNbHbIN BbIXOA,
M3 CUCTEMbI N OTKPOETCA OKHO BXOZa B CUCTEMY.
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root@arma.localdomain

Q1 2 -

Bbixopg
#S - %

PucyHok — 3asepuwieHue nosb3o8amesibckoli ceccuu

504
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36 )XYPHA/IUPOBAHUE

36.1 O6LwwMe HaCTPOMNKM XXYpPHa/IMPOBaHUA

B nogpasaene xypHaanpoBaHus («Cucrema» - «<Hacrponkn» - «XKypHanmpoBaHue»)

COZep>KaTCsi HaCTPOMKM, MO3BOIAOLLME YNPABAATb XyPHAaIMPOBaHNEM B CUCTEME.

Ob6wwme napamMmeTpbl XXypHaANPOBAHUA:

® «O6paTHbIV NOPAAOK OTOBpaXkeHnA» — Npu BKIOYEHUN JaHHOrO napameTpa

nocneAHve 3anncun B XXypHane oTobpaaroTcs CBepxy Crmncka;

«Pa3mep >xypHana (6amT)» — B none CyLecTByeT BO3MOXHOCTb 3aaTb pa3Mep
darnoB XxypHana B amanasoHe oT 5120 go 100000000 6ant, N0 yMOAYaHWUIO
pa3mep 500 K6;

«XKypHan Be6-cepBepa» — Npu BKIOYEHMM JaHHOTO NapameTpa owmnbkm Beb-
cepBepa, B TOM 4uCae nopTana aBTopv3auuuv, 6yayT 3anucaHbl B [aBHbIV
CUCTEMHbIN XypHan;

«JloKanbHbIe 3aNUCU» — npw BKJAKKYEHUN JaHHOIo NapamMeTpa 3annmcb XXypHasa
Ha NI0OKaNbHbIN ANCK MPOn3BOANTBECA HE 6yp,eT;

«C6poc 3anucein» — NPy HaxkaTum KHOMKN «OUunCcTUTb Ppaiinbl XXYpHa/IOB»
byaeT Npon3BeseHa OUNCTKaA BCEX JIOKAbHbIX XXYPHa0B.

[na 60NbLUINHCTBA XYPHANOB AOCTYMHbI:

505

® BO3MOXHOCTb COXpaHeHNA 3anncen B TEKCTOBbIN q)al\/’lfl C NOMOLWbHO KHOMOK:

® « & » — COXPaHAET 3aruncu XypHana, npeacraB/€HHbIE B ,D,aHHbII\/l| MOMEHT

B dopme;
3
® « = » — COXpaHsAeT BCe 3aMnncu XypHana;

yaaneHume 3anucen c MOMOLLbHO KHOMOK «Ounctntb XYPHaM» U « C »;

MOWUCK B XYpPHaie C NOMOLLbIO CTPOKKM rnomncka (cM. PucyHok — Ctpoka nowmcka);

Q nMowuck

PucyHok — Cmpoka noucka

HacTponka ¢uabTpaumm, obHoBAEHME, BbIBOP KOANYECTBA CTPOK U CTONOLOB
3anmcen XypHana C NMOMOLLbO 610Ka KHOMOK YynpaB/ieHUs OTobpakeHnem
3anmcen XypHana (cM. PucyHok — Baok KHOMOK ynpaBieHvs OTobpakeHnem

3anucen XypHana).
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Y & 20~ =~

PucyHok — biok kHonok ynpasaeHua omobpaxeHuem 3anuceu XypHaaa
36.1.1 HacTpoiiku >xypHanmpoBaHua cobbitun M3

Boibop pernctpupyembix cobbITMin A8 XKypPHaNMPOBAHUS MEXCETEBOrO 3KpaHa
NPON3BOAMTCA B MoOApaszene >XypHanmpoBaHua («Cuctema» - «Hactpoukm» -
«)XypHanupoBaHue») (cM. PucyHok — HacTpolika >XypHaanpoBaHus).

Cuctema: HacTpoiku: XXypHanupoBaHue

NokankHeIe oMLK 2aNKUcK cnpasia (D

OBpaTHEIA NOpAACK
cTobpameHnAa

Pazmep xypHana (GaiT)

CobbITHA MEXCETEBOTO 3KPaHa E34ypranupoBaTh NakeTkl, COOTBETCTEYIOWME NPABMAAM BAOKMPOBKH NO YMONUaHHI0 U3 HaBopa npasun
M0 YMON4aHMIo

E34ypHanupoBaTh NaKeThl, COOTESTCTEYIOWME NPAEUNANM PA3DELUEHNA NO YMON4AHMIO M3 HaBopa Npagmn
E54ypHanupoeaTh NakeTsl, BNOKUPOBAHHEIE NPABUNOM «BNOKMPOBATE DOGON ceTis
E254ypHanupoEaTh NaKeTsl, BOKWPOBAHHbIE MPABHNOM <BNOKMPOBATE YACTHbIE CETHS
MypHan eefi-cepeepa B 0wnbka 3anncy us-2a chos cepeepa
O Nokansksie 3anucn (CBemniounTE 33nMce XypHana Ha NOKaNLHLIR GUCK

COpoc zanucait ~
P == O4MCTUTE ainel KypHanos

PucyHok — Hacmpolika xypHaaupoeaHus

B aaHHOM nogpasaene cywecTByeT BO3MOXHOCTb BblbpaTb COObITMA, reHepupyemble
ARMA FW v noanexatiune XypHaampoBaHUIO.

Bbibop cobbITuI OCyLLLeCTBASETCA YCTAaHOBKOW/CHATUEM daaxkKa HanpoTuB cobbiTua, ANs
NMPVYMEHEeHNA N3MeHeHNa HeobXOAMMO HaxaTb KHOMKY «CoxpaHuUTb». [10 yMoa4aHuIo
bnaxkn ycTaHOBAEHbI HAMNPOTUB BCEX COBLITUN.

CyLlectByeT BO3MOXHOCTb XYpPHanMpoBaTb MakeTbl, COOTBETCTBYHOWME npasuiam Mb3.
Ans 3TOr0 HeobxoAuMMO B napameTpax CO34aBaeMOro/Cco3fjaHHoOro npasuaa (cm.
«HacTponku XxypHaanpoBaHus cobbitnini M3») yCTaHOBUTbL Gp1adkoK HaNpOTUB NapameTpa

«)KypHannpoBaHue» (CM. PUCYHOK — BkaroUeHme XXypHaampoBaHusa ang npasua M3).

Mpumeuanune:

B cayuae BkatoueHUs napameTpa «XKypHanmpoBaHMe» HeobxoAMMO
3anoNHUTb NoJsie NapameTpa «OnucaHme» A414 HacTpanBaeMoro npasuaa M.

506 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

XypHanupoeaHue XypHanupoBaTb NaKeTbl, COOTEETCTBYOLWMWE NpaBUy

PucyHok — BkaroueHue xxypHaauposaHusa 014 npasua M3

36.1.2 HacTpoiikm >XypHa/ZimpoBaHuA AeACTBUIA Nob30BaTesien

Ana BKNHOUEHMA XXYPHAANMPOBAHUA AEeNCTBUM MOJb30BaTeNel HeobxoaMMo nepentn B
nogpasgaen agMmuHuctpuposaHns ARMA FW («Cuctema» - «Hacrtpoukn» -
«AAMUHNCTPpUpPOBaHME») N MocTaBUTb Gaaxxok B none «XKypHan pocryna». [lns
COXpPaHeHUA U3MEHEHNN HeObXOANMO HaxaTb KHOMKY «CoOXpaHUTb».

36.2 XypHanbl M3

XKypHanbl M3 HaxopaTca B nogpasgene xypHanoB M3 («MexceTeBOW 3KpaH» -
«XKypHanbi»).

XKypHansl M3 B ARMA FW pendatca Ha ABa Buja:
® «B peanbHOM BpemeHun»;
® «OTKpPbITbIA BUAY>.

[lononHnTenbHO NpucyTcTByeT nogpaszsen «063op», cogepxawmin B cebe pasnnyHble
KpYroBble AvarpamMmMbl.

36.2.1 XXypHan «B peanbHOM BpemeHn»

XypHan otobpaxaeT cobbiTua M3 B pexume peasbHOro BPEMEHW B BUAE CMUCKA C
ANHAMUYECKUM n3MeHeHueM (cM. PucyHok — XKypHan cobbitun M3 B peasibHOM BPEMEHN).

BaokmpoBaHHbIe NakeTbl BbIAENAOTCA KPACHbIM LIBETOM, Pa3peLléHHble — 3e/1EHbIM.

HaxaTne KHOMKM « o, HanNpoTMB 3anucu OTKpoeT GopMy C AOMOJHUTENbHOW
nHGopmaLmen o 3anuncu.

MexceTeBOW 3KpaH: XXypHanbl: B peaibHOM BPEMEHU

& ABTOMATMYECKOE 06HOBNEHNE

duneTp 25 -
[ Q Oto6pamarh UMeHa XOCTOB
NHTepdeiic Bpema OTtnpaButens Monyuyatens Mpotokon MeTka

» o0 < Dec1515:02:28 127.0.0.1:51114 127.0.0.1:8050 tcp Pass loopback [i]
» o0 € Dec1515:02:28 127.0.0.1:51114 127.0.0.1:8050 tcp Let out anything from firewall host itself [i]
» o0 = Dec1515:02:22 127.0.0.1:10805 127.0.0.1:8050 tcp Pass loopback [i]
» lo0 € Decl515:02:22 127.0.0.1:10805 127.0.0.1:8050 tep Let out anything from firewall host itself [i]
» o0 = Dec1515:02:16 127.0.0.1:32694 127.0.0.1:8050 tcp Pass loopback [i]
P> o0 € Decl1515:02:16 127.0.0.1:32694 127.0.0.1:8050 tep Let out anything from firewall host itself a
@ wan < Dec1515:02:15 192.168.73.1:138 192.168.73.255:138  udp MpaBuno 6AOKMPOBKW MO YMOM4aHWK [i]
» o0 2 Dec1515:02:10 127.0.0.1:19044 127.0.0.1:8050 tcp Pass loopback [i]
P lo0 € Dec1515:02:10 127.0.0.1:19044 127.0.0.1:8050 tcp Let out anything from firewall host itself (i ]

PucyHok — XypHan cobeimuti M3 e peaseHom epemeHu
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36.2.2 )XypHan «OTKpbITbIV BUA>»

XKypHan (cM. PucyHok — XKypHan cobbitui M3, OTKPLITbIA BUA) XPAHUT B OPUTMHAIbHOM

dopmate, B BUAE OAHOM TEKCTOBOW CTpokM, 6e3 AononHuTenbHOW 06paboTky,
cneayrowme cobbitna M3:

obwue npaBuna;
npaBuaa KOHKPETHbIX NHTEPdENCOB;
API npaBuna;

aBTOMATUYEeCKN reHepupyemble npaBuaa M3 npu BKAOYEHUN OTAENbHbIX
onuuin Beb-nHTepdenca.

Mpn HaxaTum KHOMKM «OuUMCTUTb dKYPHaN» B HWXHEN 4acTu CcTpaHuubl 6yaet

NPeaNoXeHO YAannTb BeCb XypHan M.

MexceTeBoi aKkpaH: XXypHanbi: OTKpbIThbIA BUA,

Q | row o 0 Ee
Oata Coo0uweHune
16 man 2025, 16:02:01 filterlog: 6,,,0,vmx1,match,block,in,4,0x10,,128,0,0,none,17,udp,328,0.0.0.0,255.255.255.255,68,67,308
16 man 2025, 16:01:57 filterlog: 59,,,0,l00,match,pass,in,6,0x00,0x00000,1,udp,17,76,fe80::250:56ff:febd:5495,ff02::1:2,546,547,76
16 Man 2025, 16:01:57 filterlog: 56,,,0,vmx2,match,pass,out,5,0x00,0x00000,1,udp,17,76,fe80::250:56ff:febd:5495,ff02::1:2,546,547,76
16 man 2025, 16:01:56 filterlog: 6,,,0,vmx1,match,block,in,4,0x10,,128,0,0,none,17,udp,328,0.0.0.0,255.255.255.255,68,67,308
16 man 2025, 16:01:56 filterlog: 6,,,0,vmx1,match,block,in,4,0x10,,128,0,0,none,17,udp,328,0.0.0.0,255.255.255.255,68,67,308
16 man 2025, 16:01:17 filterlog: 7,,,0,vmx1,match,block,in,6,0x00,0x00000,1,ip,0,36,fe80:: . . fff,ff02::1,HBH,RTALERT,0x0000,PADN,
16 maf 2025, 16:01:17 filterlog: 6,,,0,ymx1,match,block,in,4,0x0,,1,0,0,none,2,igmp,36,0.0.0.0,224.0.0.1,datalength=12

PucyHok — XypHan cobbimuti M3, omkpeimeit gud

36.2.3 MNopapaspen «0O630p»

Moapasaen ob3opa xypHanoB («MexxceTreBoit 3kpaH» - «XKypHanbl» - «O630p>»)

COLEPXXUT CneayroLme KpyroBble gMarpammbl:

508

® «[lecTBMA» — OTOOpPaXkaeT NPOLLEHTHOE COOTHOLLUEHNE OCHOBHbIX AEUCTBUN,

KOTopble OblIM MPUMEHEHbI MpaBuAaMK: «pass» — paspewntb / «block»
(«drop»/«reject») — 6nokmpoBaTtb (CM. PucyHok — [lerictBus);

® «UHTepdencbl» — oTobpaxaeT NPOLEHTHOE COOTHOLEeHne nHTepdencos, Ha

KOTOpbIX cpabaTbiBaan npaBwuna. Ha fgaHHOW AwnarpamMme  BO3MOXHO
NpoaHann3MpoBaTh, Ha KakoM MHTepdence npasuna cpabaTbiBatoT yalle (CM.
PucyHok — VIHTepdenchl);

® «[poTtokonbl» — oTO6pPaxKaeT NPOLEHTHOE COOTHOLIEHME MPOTOKOAOB, MpPW

paboTe KoTOpbIX ObLIM cpaboTaHbl npaBuaa M3: UDP, TCP, ICMP, n 1.4. (cm.
PucyHok — [MpoTokobl);
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® «IP-agpeca nctouHuka» — otobpakaeT NPOLLEHTHOEe COOTHOLWeHMe IP-agpecos,
C KOTOPbIX OTNPABASAJNCL MakeTbl, OTMEYEHHble B cpaboTaBliem npasuae M
(cm. PucyHok — IP-aapeca nctouyHuka);

® «IP-appeca Ha3HaueHua» — oOTOOpakaeT MNpPOLEHTHOE COOTHOLEeHMe [P-
ajpecoB, AN KOTOPbIX OTMPaBAANMCL MaKeTbl, OTMEYEHHble B cpaboTaBLueM
npasune M3 (cm. PucyHok — IP-agpeca Ha3zHauyeHus);

® «lMopTbl UCTOYHMKaA» — OTOOpaxkaeT MPOLIEHTHOE COOTHOLLEHME MOPTOB
MCTOYHWKOB, C KOTOPbIX OTMPaBAANNCE MaKeTbl, OTMeYeHHble B cpaboTaBluem
npasuae M3 (cm. PucyHok — [MopTbl CTOYHMKA);

® «[lopTtbl Ha3HaueHMA» — oTObOpaxKaeT NPOLLEHTHOEe COOTHOLUEHWEe MOPTOB
Ha3Ha4YeHus, 41A KOTOPbIX OTNPaBAAANCH NaKeTbl, OTMEYEHHble B cpaboTaBLleM
npasuae M3 (cM. PucyHok — [opTel HazHavyeHua).

MexceTteBom 3kpaH: XXypHanbi: 0630p

Cneaywwme cBOAKH BNk cobpaHbl U3 NOCNEQHMX cTPOK 4057 #ypHana BpaHgMayspa (MakcuMym — 5000). OUUCTTS HypHaN

OeitcTeua

@ block pass

feicTemna Konu4ecteo

PucyHok — [leticmsus
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WHTepdelicel
®lcd  WAN @LAN
WuTepdeiick Konuyectso
PucyHok — MlHmepdpelicel
lNpoTokonel
@TCP  UDP @IPVE-ICMP IP @ICMP
MpoTokonel Konnuecteo

PucyHok — [Npomokoiel
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IP-agpeca UCTOYHWKA

®127.0.01 . 192.168.73.145 ©192.168.731 fe80:20c:29fffea2:... @ 192.168.2.100
19216811 @fe80:64b9:bcbd:dbJe. ..

|P-agpeca ncTodHMKa Konwuyecteo

PucyHok — IP-adpeca ucmoyHuka

IP-agpeca HasHaYeHWA

@127.001  ©192168.73.145 @192.16873.255  ff02:1 @192.168.10.1 0 91.2097
@35215=% 08082 @5183.55 ©192.168.73.1 @ apyroe

—
g

|P-appeca HasHaueHWa Konuuecteo

PucyHok — IP-adpeca HazHa4yeHus
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MopTbl HCTOYHKKA

9123 137 @59195 43992 @33925 42648 @33511 (0138 @68 8154
@ apyroe

2

MopTel MCTOYHMKA Konwuuecteo

PucyHok — [Nopmel ucmoyHuka

HDPTI:I Ha3Ha4YeHWA

@38050 123 ©443 137 @53 (1338 @67 (33437 @33436 (33435 @ apyroe

MopTel Ha3HaUYEHMA KonuuecTteo

PucyHok — lTopmel Ha3Ha4yeHuUs
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36.3 XXypHanbi COB

Hactpovika xypHannpoBaHua COB npousBoauTca B nogpaszene agMUHUCTPUPOBaHUS
COB («O6Hapy)xeHue BTOpPXXEHUN» - «AAMUHUCTPUPOBaAHME»), BKJaAKa
«HacTpoikn».

NmetoTca 4 napameTpa ana ynpasaeHus XypHaanposaHnem cobbitnin COB:

® «ApxMBMpoOBaTb >XYpPHan» — 33JaéT MNepUOANYHOCTb apPXUBUPOBAHUSA
XypHanoB npeaynpexaeHnin COB, no ymonuyaHuio — KaXjoe BOCKPECEHbE B
23:00;

® «CoXpaHuUTb >XXypHa/bl» — yKa3biBaeT Koanyectso damnos xypHanos COB,
xpaHawmxca 8 ARMA FW;

o «Copep)xMmMmoe naketra ANA XypHana» — fo06aBnseT B XXypHan MOJE3HYH
Harpysky naketa Tpapuka;

® «)KypHanupoBaTb naker» — 06aB/AeT B XypHan BeCb NakeT Tpaduka.

MapameTpbl «Cogep)kxMmoe naketra ANA XXypHana» N «)KypHanupoBaTb naker»
AOCTYMNHbI NOC/Ee NEPeBOAa NepekatovaTeNs «pacliMPeHHbI PEXXUM>» B MONOXEHUE «

Ana COB npeaycMOTpeHO ABa XypHana:

® «)KypHan pa6otbl COB»;

® «)KypHan owmbok pabotbl curHatyp COB».
36.3.1 XXypHan owmbok pabotbl curHatyp COB

XKypHan (cMm. PucyHok — XKypHan owmnbok pabotel curHatyp COB) pacnonoxeH Ha BKaaake

«)KypHanupoBaHue» nogpasgena agmuHuctpupoBaHna COB («O6Hapy>keHue
BTOP)XEeHUN» - <AAMUHUCTPUPOBaHNE») 1 Pa3LeNEH Ha ABe YacTu:

o «KypHan COB» — xpaHuT 3anuncu, cogepxalime owmnbkm 1 npeaynpexxaeHns
MO «Suricata» O HEBO3MOXHOCTU 3anyCTUTb WAM BKAKOUUTb Kakune-anbo
CUTHATYpPbl C YKa3aHWeM NPUUNHDbI;

® «KypHan 3arpysku npaBui» — XPaHUT 3anucuy, cogepiKallive Oowunbkn u
npeaynpexaeHua 3arpyskun npasma COB.

MepekntoyeHNne MNPOUCXOAMUT B BbINAAAMOWEM CNUCKE B BepxHer dactm GopMbl
noapasgena. Takxke B BepXHel 4actu popmbl nogpassgena Haxoastcs G¢opma nomcka u
BbIMaatoLLMI CMIMCOK BbiIbOpa YPOBHA COOHLLEHWNI.

Mpw HaXKaTM KHONKM «OUNCTUTB XKypPHaN» B H/XKHeN YacTh Gopmbl ByaeT npeasioxKeHo
yAaNnuTb BeCb XypHan M.
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O6Hapy«eHne BTOpXXeHUI: ALMUHUCTPUPOBAHMKE

Mpasmna HypHannpoeaHue ‘

OaTta

4 man 2022, 10:34:25

4 man 2022, 10:34:25

4 man 2022, 10:29:45

HypHan COB

CooBlueHue

Q
|

Bce

20+

Q

suricata[33822]: [Alert] [1:2210046:2] SURICATA STREAM SHUTDOWN RST invalid ack [Classification:
Generic Protocol Command Decode] [Priority: 3] {TCP} 192.168.56.1:9003 -> 192.168.73.146:38651

suricata[33822]: [Alert] [1:2210045:2] SURICATA STREAM Packet with invalid ack [Classification:
Generic Protocol Command Decode] [Priority: 3] {TCP} 192.168.56.1:9003 -= 192.168.73.146:38651

suricata[33822]: [Alert] [1:2210046:2] SURICATA STREAM SHUTDOWN RST invalid ack [Classification:
Generic Protocol Command Decode] [Priority: 3] {TCP} 192.168.56.1:9003 -> 192.168.73.146:35775

PucyHok — XypHan owubok pabomei cueHamyp COB

36.3.2 XXypHan npeaynpexxaeHnin COB

XKypHan (cM. PucyHok — XKypHan npeaynpexaerHuii COB) xpaHuT 3anucn o cpabaTbiBaHWM

npasunax COB. XypHan

pacrnonoxeH B

noapasaene

(«O6Hapy>xeHue BTop>xeHuin» - «Mpeaynpexaenus (Alerts)»).

O6HapyxeHue BTopxeHuit: Mpepynpexaenus (Alerts)

BpeMeHHas

MeTKa SID

31 man 2024,
12:31:08

1000010

31 man 2024,
12:28:48

3701704

31man 2024, 3701703

12:28:26

feAcTEne

allowad

allowed

allowed

Y 2024/05/3112:32

Mopt
WHTepdec OTNpaE1TENk WMCTO4YHHMKA
eml 172.16.230.127 31510
eml 10.254.0.250 55845
eml 10.254.0.250 55845

DD

Mopt

I'Ionywarenh nony4arena

162.168.127.100 443

172.16.230.127 22

172.16.230.127 22

2

1%
npeaynpexaexHnin  COB
7 - Monck (5
MpenynpeguTs
BamHOCTL (Alert) WHopmauna
POSSBL SCAN &
NMAP KNOWN
TCP (type -sT)

PucyHok — XypHan npedynpexderuti COB

MNpn HaxaTum KHOMKU «
NoABUTCA MHGOPMaLMOHHOE OKHO (CM. PucyHOK — VIHpopmaLma o npeaynpexaeHum).

514

#

ARMAEnd of SSH &
session flag FIN

ARMA S5H INIT &
SESSION Key
exchange

», Hanpotue coobueHna o cpabatbiBaHun npasuaa COB,

arma.infowatch.ru
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HazeaHue npaewvna

BFIEMEH HafA METHK3

test rule

2024-09-06T14:32:44,359527+0300

MpegynpeguTs test message
(Alert)

MoeHTudwrraTop 4209406727
npenynpexaeHUa

(alert)

MpoToKon TCP

Appec MCTOYHMKS 192.168.128.10
Appec HazHavenwa 152.168.139.11
MopT UCTOYHMKS 502

MopT HazHavyeHwa 43360
MHTepdeic lan

HactpoeHuoe BrnryeH
OeACTEME _

manunmaeniETe (&l ars -

3AKPLITE

PucyHok — VIHgbopmayus o npedynpexxoeHuu

B wuHPopmaumoHHOM oOkHe, cpaboTaBliero noab3oBaTenbckoro npasuaa COB,
AOMONHUTENbHO OTObpaXkaeTca kHonka «lMepeTn B NnpaBuiIO», HaXaTVeM Ha KOTOPYHO
BO3MO>HO BbINOJHUTL Nepexos Kk bopme peaakTmpoBaHMa Npasua.

36.3.2.1 Skcnoprt XXypHana npegynpexaeuuin COB

B cnyuae HeobxoauMmocTv 3KcnopTa >XypHana npegynpexaeHuii COB cnepyet B
3aBUCMMOCTU OT Tpebyemoro ¢opmarTa:

® HaxaTb KHOMKY « = » — /15 3KCropTa paiina ¢ PacLUMpPEHNEM «CSV»;

® HaxaTb KHOMKY « = » — gns skcropta daiina ¢ paclwumpervem «pdf»,
COAEepP>KaLLLeroca B apxmBe C pacluMpeHneM «zip».
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[na KoppekTHOro oTobpaxkeHns XypHana ¢ pacwmpeHnem «csv» B «MS Office Excel»
cnegyeT UMMOPTUMPOBATb XXYPHan B KayecTBe BHELUHWX AaHHbIX M3 TeKCTa, yKa3biBas
dopmat dparina «65001 : KOHukopa (UTF-8)» 1 pasgenvtens «Touka Cc 3ansiTon».

36.4 CncTteMHble )XypHabl

CuctemHble XXypHanbl pacnonaratoTca B nogpasgene XypHaanposaHus («Cucrtema» -
«XXypHanbi»). Bcero B nogpasaene cogep>Xumrca 6 XXypHanos:

«)XypHan Syslog»;

«Backend >xypHan»;

«)KypHan Be6-uHTepdenca»;
«)KypHan cobbiTnin 6esonacHocTn»;
«XKypHan cucTteMHbIX COBbITUIA»;

«)KypHan gencTBuii Nnosib3oBaTens».

36.4.1 XXypHan Syslog

XKypHan (cm. PucyHok — >KypHan Syslog) xpaHuT 3anucu, cogepxkawime cobbitus
cnefyroLwmx TUMNoB:

516

YCNEWHOCTb BXO4a B CUCTEMY,

COO6LLI,€HI/IFI, CBA3aHHblIE C aKTVIBaLI,VIeI?I Nz HpOBepKOIZ NNUeH3nu,
n3MeHeHne BHYTpeHHero npeacraBieHmna BpeMeHu;

M3MEHEHME NapOoiIA NMONb30BaTENA,

N3MEHEHNE HAaCTPOEK CUCTEMDbI;

pobaBneHne, N3MeHeHwue, yaaneHne 1 noayyeHne nHbopmaumm ob anemeHTax
cucTeMbl — noJsib3oBaTensax, npasun M3, npasun v rpynn npasun COB;

yBefoMeHns 06 oTkaze moaynen;

YCMeLHOCTb AOCTyNa Nosib30BaTesIei K Pas/iiHbIM CTPaHWULLAM CUCTEMBI;
coobueHns ot syslog-napcepos;

coobuieHns 06 nmnopTe KOHPUrypaumu;

coobuieHmnsn, cBasaHHble ¢ paboton ARMA FW, Bxoaswero B COCTaB
OTKa30yCTOMYMBOrO KnacTepa.

arma.infowatch.ru
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Cucrtema: XypHansl: XXypHan Syslog

Q | Nowuck Bee - O 20 =s
Nata CoobueHue
27 mapTa 2025, 09:52:37 dhcpBc[58172]: set |1A_PD
27 mapTa 2025, 09:52:37 dhcpbc[58172]: set option request (len 4)
27 mapTa 2025, 09:52:37 dhcpBc[58172]: set elapsed time {len 2}
27 mapTa 2025, 09:52:37 dhcpBc[58172]: set identity association
27 mapTa 2025, 09:52:37 dhcp6c[58172]: set client ID (len 14)
27 mMapTa 2025, 09:52:37 dhcp6e[58172]: Sending Solicit
27 mapTa 2025, 09:50:54 dhclient: Creating resolv.conf

PucyHok — XypHan Syslog
36.4.1.1 ®unbTp XXypHana Syslog

B >xypHane Syslog npeaycmoTpeH dunbTp 3anmcen cobbiTnin, Npesnoaaratowmii Beibop
CNeAyroLNX 3HaUYEHWN:

® «Bce» — 1CNoib3yeTcs NO YMONYAHWIO;

® «Carp» — a5 NpocMoTpa 3anuncer cobbITui, kacarowmxcs pabotsl ARMA FW B
coCTaBe OTKa30yCTOMUYMBOro knaactepa (cM. PucyHok — O@uabTpauus Mo

3HayeHuo «Carp»).

Cuctema: XypHanbi: XXypHan Syslog

Q, | Mowck Carp - 3 20- =+
farta CoobweHune
25 mMapTa 2025, 18:05:41 kernel: carp: demoted by 0 to 0 {pfsync bulk done)
25 mapTa 2025, 18:05:40 kernel: carp: demoted by 0 to 0 {pfsync bulk start)
25 mapTa 2025, 18:04:29 kernel: carp: 2@em2: BACKUP -» MASTER (master timed out)
25 MapTa 2025, 18:04:29 kernel: carp: 1@em0: BACKUP -> MASTER (master timed out)
25 mMapTa 2025, 18:04:26 kernel: carp: 2@emz2: INIT -> BACKUP (initialization complete)
25 mMapTa 2025, 18:04:26 kernel: carp: 1@em0: INIT -> BACKUP (initialization complete)

a X

. . |z MokazaHel € 1 no 6 1z 6 3anucei
O4WCTHTD KypHAnN

PucyHok — @uaempayus no 3HadeHuro «Carp»
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36.4.2 Backend >xypHan

XypHan (cm. PucyHok — Backend >kypHas) XpaHWT 3anucy, cogep>kaline cobbiTus

caegyrowmnx Tmnose:

® (CreHepupoBaHHble 3a CYET ucnonb3oBaHua APl cepBepa — nepesarpyska,
OCTaHOBKa, 3aMyCcK CepBUCOB;

® U3MeHeHWe KOHOUrypauum — reHepupoBaHue KOHOUIypaumin CepBmMcoB Mpu
COXpaHeHun dopm.

Cucrtema: XypHansi: Backend xypHan

Q | nNowck 0 20" =
Nata CoobweHune
15 man 2025, 12:37:00 configd.py: [d7db5406-e168-46b0-ach3-b34e275e15fe] request IPsec status
15 Man 2025, 12:36:50 configd.py: [3e2e8373-b8bc-4074-30a9-3ba5ad4747fe] Show system activity
15 maA 2025, 12:36:50 configd.py: [93d964b4-0c89-45f1-91d0-2fc445bd4b1f] request content of pf sshlockout table
15 man 2025, 12:36:15 configd.py: [f10a2420-5afd-4352-9120-9b6228bd704c] request content of pf bogons table
15 Man 2025, 12:36:15 configd.py: [6f31435e-2758-40f3-befc-05b3746801e7] request list of pf tables
15 Man 2025, 12:36:15 configd.py: [587a061c-88fF-40c8-b54e-6751e5dc417h] request content of pf sshlockout table
15 manA 2025, 12:36:15 configd.py: [3bb7b207-beb0-4940-aaa2-0a9f5ebdcec8] request pfiop statistics

PucyHok — Backend xypHan

36.4.3 )XypHan Be6-uHTepdeiica

XKypHan (cM. PucyHok — XXypHan Beb-nHTepderica) xpaHWUT 3anncu, cogepkalime cobbitus
Beb-cepBepa «lighttpd».
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Cuctema: XypHansi: XXypHan Beb-untepdenca

Q | Nowex T/ R
faTa CoobweHune
14 Man 2025, 11:12:58 lighttpd[90023]: (server.c.1488) server started (lighttpd/1.4.55)
14 man 2025, 11:0%:17 lighttpd[33880]: (mod_openssl.c.1762) S5L: -1 5 54 Connection reset by peer
14 Mana 2025, 11:05:42 lighttpd[33880]: (server.c.1488) server started (lighttpd/1.4.55)
14 Man 2025, 11:05:42 lighttpd[9737]: (server.c.1970) server stopped by UID =0 PID = 68849
14 man 2025, 11:02:53 lighttpd[9737]: (server.c.1488) server started (lighttpd/1.4.55)
14 Mana 2025, 10:58:22 lighttpd[80264]: (server.c.1488) server started (lighttpd/1.4.55)

o X

MokaszaHel ¢ 1 N0 6 U3 6 3anuceil

PucyHok — XypHan eeb-uHmepdbelica
36.4.4 XXypHan cobbiTnin 6e3onacHoCTU

XKypHan (cm. PucyHok — XKypHan cobbiTvii 6€30MacHOCTM) XPaHWUT 3anncK, cogepxkalime

cobbITUA CneayroLwmx TUMNOB:

® 15 COB — cpabatbiBaHMe CUTHATYP;

® 115 M3 — cpabaTtbiBaHWA NPaBUA MEXCETEBOrO 3KPaHa;

® 54 arpwatch:
® MNOAKIHOYEHME HECAHKLIMOHNPOBAHHOIO YCTPOUCTBA;
e 0b6HapyxeHue koHbAnKTa IP-agpecos;
e 06HapyxeHue nameHenuns IP, MAC-azpeca;
e O0b6HapyxeHue noameHbl IP-agpecos;

® /s nopTana aBTopu3auumM — 3arnyck/oCTaHOBKa/mepesarpyska nopTasa
aBTOpM3aUMM 1 nor-Gaabl C 3anUCAMM O COBBLITUAX B XPOHOJOrMUYECKOM
nopsAKe.
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Cucrtema: XXypHanbi: XXypHan cobbitumn 6esonacHocTun

PDF - 3KcnopT

Y 2 20~

nun
m
1

Wmna

Hata Mexanuzm OTnpaeuTens MNony4yatenn NencTewne Onucanwe nonb3oBaTens Info
17 pewabps MexceTesol 127.0.0.1 127.0.0.1 pazpeweHue Pass Li]
2021, 15:37 3KpaH (pass) loopback
17 pexabpn MexceTesol 127.0.0.1 127.0.0.1 pazpewexne Letout (i}
2021, 15:37 3KpaH (pass) anything

from firewall

host itself
17 pexabps MemceTesom 192.168.73.145 %2  paspeweHwne Letout (i ]
2021, 15:36 3KpaH (pass) anything

from firewall

host itself

(force gw)

PucyHok — XypHan cobeimuti 6ezonacHocmu
Haxatne KkHOMKM « 0, HaNpOTMB 3anucy OTKPOeT GOpMYy C AOMOJHUTENLHOMN
nHGopmaLmen o 3anuncu.

[na akcnopTa XypHana HeobxoA4MMO B BEPXHEW YacTu CTpaHuLbl BbibpaTb dopmaT dparna
N HaXkaTb KHOMKY «JKCMOPT».

36.4.4.1 ®unbTpbl XXypHana cobbiTuii 6e3onacHOCTH

B >xypHane cobbiTi 6€30MacHOCTM NOAAEPXKMBAETCA BO3MOXHOCTb buabTpaumm
oTobpaxkaeMblx 3anmcen.

Mpu HaxaTn KHOMKA « 7 » JOMONHWTENLHO MOABATCA MOAA ANS BBOAA 3HAUYEHWI
cneayoLmnx GuUAbTPOB:

® «/lmanasoH par»;
o «[Mounck»;

o «MexaHnsm»;

o «OTnpaButenn»;
o «[lonyuartennb»;

® «[leAcTBME>;

® «OnucaHue»;

® «VMmsa nonb3oBaTtensi».
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Ans Hactponkn ¢unbtpa «Momck» HeobXoAMMO BBECTVM B Mojie AaHHOro ¢uabTpa
MCKOMOE 3HaUeHMe 1 HaxkaTb KHOMKY «MpruMeHUTb».

B >xypHane byayTt otobpaxkeHbl 3anucy, cogepxatyme nHbopmaLnio, COOTBETCTBYHOLLYHO
MCKOMOMY 3Ha4YeHUto (CM. PUcyHoK — @unbTp «[1omck»).

NMpumeuanne:

®unbTpaumsa BbINOMHAETCA MO  AaHHbIM, OTobpaxkaembiM B dopme ¢
AOMNONHUTENbHON NHPOPMaLIMeN.

Cuctema: ypHanbi: ypHan cobeiTnii 6esonacHocTH

PDF hd FKenopT
?o o 20~ =
MpuMeHnTE
[nanazoH aart Mouck udp
Mexauuam OTnpaBuTens
Monyuatens NeiicTBUE
OnucaHue Wms nonszoeatens
Nata MexaHnaM OTNpaeuTENL Nony4atens NlefcTBue Onucanue VMA Nonk3oBaTens Info
24 okTA0OpA 2024, 09:18:30 MeKCeTeBO#d 3KpaH  172.16.230.109 85.24 855555y  paspewenue (pass) Let outanything from firewall host itself (force gw) (1]
24 okTA0OpA 2024, 09:18:05 MexceTeBOid 3KpaH  172.16.230.109 04.58.%% “¥  pazpewenme (pass) Letoutanything from firewall host itself (force gw) (1]
24 oKkTAOPA 2024,09:17:57 MewceTeBol 3kpaH  feB0::250:56f:febd:ad8g  ff02:1:2 paspewenue (pass) Passloopback [i]
24 oKkTROPA 2024,00:17:57  MewceTeBol 3kpan  feB0n250:56ffebd:adsg  ffo2:1:2 paspewwenue (pass) Allow dhcpvé client out WAN [i]

PucyHok — @unemp «[Touck»

Ans ounctkn dunbtpa «Momnck» HeobXxoaUMO yAanuTb 3Ha4yeHWe W3 MNosA AaHHOro
bunbTpa 1 HaxaTb KHOMKY «MpuMeHNTb>.

Ounbtpbl «MexaHnsm», «OTnpaBuTtenb», «Monyuatenn», «eicrBue», «<OnucaHmne»,
«Ima nonb3oBatens» nO3BOMAKT 0TOOpPa3nTb 3anucu cobbiTvi, MHGOpMaLMa O
KOTOPbIX B COOTBETCTBYHOLLMX CTONOLax, byaeT cogep>kaTb MICKOMOE 3HaueHue.

HacTponka gaHHbIX GUABTPOB BbIMOJHAETCS aHANOMMUYHO HacTponke duabtpa «Monck»
(cM. PucyHoK — Quabtp «OTNpaBuUTEib»).

521 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wi®) INFOWATCH ARMA

Cuctema: ypHanbi: ypHan cobeiTnii 6esonacHocTn

DUALTPLI

[nanazoH aart

Mouck

PDF

- 3KcnopT
Y® o -

MNpuMeHnTL

Mexaumuam OTnpasuTens 192.168.168

MonyuaTens [NeiicTBue

OnucaHue Wms nonszoeatens
Nata MexaHuzM OTnpaeuTent Nomy4artens DeiicTene OnucaHue WMA nene3oeaTens Info
23 okTAOpA 2024, 16:48:43  MeMCESTEBOA 3KPaH 192.168.168.109 T2.148. =R paspeweHue (pass) Allow any ]
23 okTAOpA 2024, 16:46:12  MeMCESTEBOM 3KPaH 192.168.168.109 192.168.168.255 paspeweHue (pass) Allow any [i)
23 oKTROpPA 2024, 16:38:51  MemceTeBON 3KPAH 192.168.168.109 90,191 AEpEEEs paspeleHue (pass) Allow any [ ]

36.4.4.1.1 ®OunbTp «AnanasoH aar»

PucyHok — @unemp «Omnpasumesiob»

OunbTp «/[uanasoH pgar» Mo3BOJfAEeT OTOOpPa3nTb 3anMmMcM B XKypHasne cobbITU

6e30nacHOCTM 3a onpeAenEHHbIV MPOMEXYTOK BPEMEHM.

Ansa Hactponkn ¢unbTpa «[AmnanasoH par» HeOO6XOAMMO BbIMOAHWUTL CheayloLine

AEeNCTBUA:

1. Haxatb JIKM Ha nose ¢punbTpa «inanasoH gar».

2. B nosBuBLUENCA POPME HaxkaTb Ha HaYabHYHO N KOHEYHYHO AaTbl, yKa3aTb 3HaUeHUA
BPEMEHM N HaxkaTb KHOMKY «MpumeHnTb» (CM. PucyHoK — PuaibTp «/InanasoH gar»).

Mpumeuanne:

B dmnbTpe nogaepKmBaeTca ykasaHne MUHYT 3HaYeHMEM, KPaTHbIM «5».
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L4 OxkTROpL 2024 Hoabpe 2024 >
Br Cp Yt TMir C&6 Bc T Br Cp Yt T[ir C& Bc TH
o A1 2 3 4 5 6 28 29 30 ¥ 1 2 3
7 8 g 10 11 12 13 4 5 & 7 8 g 10
14 15 16 17 18 19 20 1 12 13 14 15 16 17
21 22 gl 24 25 26 27 18 19 20 21 22 23 24
28 29 30 3 1 2 3 25 26 27 283 29 30 1
4 5 6 7 8 g 10 2 3 4 5 6 7 8
13 . 55 14 200

23 okt 2024, 13:55 - 23 okT. 2024, 14:00 OYHCTHTR m

PucyHok — @unemp «Juana3oH dam»

3. 3ateM HaxaTb KHOMKY «MpuMeHnTb» (CM. PUCYHOK — PUbTPbI XXypHana cobbiTmm

6e3onacHoCTH).

Cuctema: XypHanbi: ypHan cobbiTnil 6esonacHocTn

PDF - | 3KcnopT
O <= -

OunETpEl

Auanazon aat 23 OKT. 2024, 13:55 - 23 0KT. 2024, 14:00 Mownck

MexaHmuam OTnpaeuTens

MonyuaTens JNeiicTBue

OnucaHue Wms nons3oeatens

PucyHok — @unempel XxypHana cobbimuti 6e3onacHocmu

Ana ounctkn nona ¢unbtpa «[AmanasoH par» Heobxogmmo Haxatb JIKM Ha none
dunbTpa «fnanasoH par», HaxaTb B MOABMBLUENCA POpMe KHOMKY «Ounctutb» U
HaXaTb KHOMKYy «MpuMeHnTbL>.

36.4.5 )KypHan cucteMHbIX cobbITUA

XypHan (cM. PucyHok — XKypHas cuCTeMHbIX COBbITUI) XpaHWUT 3anucK, cogepkaliue

cobbITUA CneayroLwmx TUMNOB:

® NTP-cepsep:
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e 3anyck, OCTaHOBKa WAW Nepe3arpyska cepBepa;
e ycCrnewHas CUHXPOHU3aLNsA BPEMEHN;

e OTCcyTCTBME NoakntoueHne Kk NTP-cepsepy;

® cbon nopTana aBTOpM3auUMM — HeycrnewHasa MoMbiTka BxoZa B MopTan
aBTOpM3aLMY;
e COB:

e 3anyck, ocTaHoBKa uau nepesarpyska COB;
e cb6oun COB;
® cob6bITnA, CBA3aHHbIe C cocToAHneM uHTepderica CARP;
® COObITMA KOHTPOAA LEeNOCTHOCTY;
® 3anyck Beb-cepsepa;
® HeyCneLHbIA AOCTyN K CTpaHuue Beb-nHTepdenca;

® COObLLEHNA NpU 3arpy3Ke CUCTEMBI.

Cucrtema: XypHansi: XXypHan cucTeMHbIX cobbiTUl

PDF hd IKcnopT
Y 2 0~ B~
Nata CoobuweHmne
15 man 2025, 14:00:00 MepecyeT KOHTPOEHBIX CYMM: YCMEWHO
15 Man 2025, 13:37:33 NTP-cepeep Bepcvi 4.2.8p14(@1.3728-0 3anyweH
15 man 2025, 13:37:28 HeT nogwmoyeHun Kk NTP-cepeepy no agpecy 3.pool.ntp.org
15 man 2025, 13:37:28 HeT nogrnoyeHus K NTP-cepeepy na agpecy 2.pool.ntp.org
15 man 2025, 13:37:28 HeT noprikyeHus K NTP-cepeepy no agpecy l.pool.ntp.org
15 man 2025, 13:37:28 HeT nogrmoyeHus K NTP-cepeepy na agpecy 0.pool.ntp.org
15 man 2025, 13:36:40 NTP-cepeep BuIKNHYEH

PucyHok — XypHan cucmemHeix cobeimuti

[nsa akcnopTa XypHana HeobxoAMMO B BEPXHEW YacTu CTpaHuLbl BbiIbpaTb dopmaT dparina
N HaXkaTb KHOMKY «JKCMOPT».

36.4.6 XXypHan peicTBMIA Nnonb3oBaTensa

XKypHan (cM. PucyHok — XKypHan AercTBMI N01b30BaTENSA) XPAHUT 3anuncK, cogepkalyme
cobbITUA CneayroLwmx TUMNOB:

® BKJItOUEeHUe/oTKArYeHne MD;

524 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

® BitoYeHue/oTkaro4eHne COB;

® so06aBneHne/n3MeHeHne/yaaneHne npasma M3;
® V3MeHeHWe HacTpoek M3;

® u3meHeHune npasun COB;

® u3MeHeHune HacTpoek COB;

® ycrelwHas/HeycnelwHas aBTopu3auma B rpad. WHTepdenc un uHTepdeinc
KOHCOAW;

® V3MeHeHWe pa3mepa 3anucen B webgui xxypHane;
® coobueHuns npu paboTe c Nosb3oBaTENAMU U FPyNNamMmn NoAb30BaTeNEN;

® (CoobLEeHNs, CBA3aHHbIE C M3MEHEHMEM HACTPOEK MOHUTOPWHIa COCTOAHMS
CUCTEMBI Ha CTpaHuLLe aHaiv3a Tpaduka, HaCTPOeK Monit;

® repesarpyska CUCTeMbI;
® VHPOpPMaLMA O HeLITaTHOM 3aBepLUEHNN PaboTbl CUCTEMBI.

Cuctema: XypHanbl: XXypHan AelcTBUNA NoNb3oBaTeNs

PDF - 3IKcnopT

-
W]
(=]
[=]
q
q

Mma
[ata noNL30BaTENA Appec OefcTena Cratyc

12 man 2025, 10:50:32 root@152.168.1.123 192.168.1.123 root@192.168.1.123: GBINC M3MEHEHO NP3EMNO MEKCETEBOTO 3KPAHA HA YenewHo
Sfirewall_rules_edit.php
I'Io;po&ir—ocm MOMHO NOCMOTPETE NO

12 man 2025, 10:50:22 root@192.168.1.123 62.168.1.123 root@192.168.1.123: GLIN0 M3MEHEHO NPAEUN0 MEMCETEEOTO IKPAHA HA Yonewdo
[firewall_rules_edit.php
MoapeSHOCTH MOKHO NOCMOTPETE N0

12 man 2025, 10:38:30 CucTema 3anyuieHa
PucyHok — XypHan delicmeuli nosib308ames
[na akcnopTa XypHana HeobxoAMMO B BEpPXHEW YacTu CTpaHuLbl BbibpaTb dbopmat dparina
M HaXaTb KHOMKY «JKCMOPT».

36.5 XXypHan OpenVSwitch

XypHan (cm. PucyHok — XKypHan OpenVSwitch) xpaHUT 3anncm cobbITUA, OTHOCALLMECS K
pabote OpenVSwitch, B yactHoct no npotokonam RSPAN un LACP.

XypHan pacnonoxeH B nogpa3sgene xypHaampoBaHus OpenVSwitch («<UHTepdencbl» -
«OpenVSwitch» - «XKypHannpoBaHue»).
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WHTepdencki: OpenVSwitch: XXypHanuposaHne

Q | Nowck

20~ iE-

Q

Nata Coobwexmne

17 pekabpn 2024, 12:52:36 00047 |memeory|INFO|handlers:1 idl-cells:220 ports:3 revalidators:1 rules:5 udpif keys:2
17 pexabpn 2024, 12:52:36 00046|memory|INFO|19580 kB peak resident set size after 10.1 seconds

17 pexabpn 2024, 12:52:26 00045|bridge|INFO|bridge ovs_RSPAM: using datapath ID 0000080027587562

17 nexabpn 2024, 12:52:26 00044|bridge|INFO[bridge ovs_RSPAN: using datapath ID 0000080027338d3f

17 pexabpn 2024, 12:52:26 00043|bridge|INFO|bridge ovs_RSPAN: added interface em3_vlan100 on port 2

17 pexabpna 2024, 12:52:26 00042 |bridge|INFO|bridge ovs_RSPAN: using datapath 1D 0000080027587962

17 nexabpna 2024, 12:52:26 00041|bridge|INFO|bridge ovs_RSPAN: added interface em2 on port 1

17 pekabpsn 2024, 12:52:26 00040|connmgr|INFO|ovs_RSPAN: added service controller
"punix:/var/runfopenvswitch/ovs_RSPAN.mgmt"

17 pexabpsn 2024, 12:52:26 00039|bridge|INFO|bridge ovs_RSPAN: using datapath ID 00008e20ca26fcd?

17 pekabpn 2024, 12:52:26 00038|bridge|INFO|bridge ovs_RSPAN: added interface ovs_RSPAN on port 65534

PucyHok — XypHan OpenVSwitch

36.6 XXypHanbl maplpyTusauuv
XKypHanbl MapLupyTM3aLmn 4eNATCa Ha ABa Tuna:

® «KypHan ctaTuueckoi MapLIpyTU3aLun»;

® «)KypHan AMHamMMuecKoW MapLIpyTU3aLumn>.
36.6.1 XKypHan ctatmueckoi MmapLipyTmsauum

XypHan (cMm. PucyHok — JKypHan cratMyeckon MapluipyTu3aumm) XPaHWUT 3anucy,
cozepxalupme coobleHma OoT NpoTokonos mMapwpytusaumm ZEBRA, OSPF/OSPF6, RIP, a
TaK>kKe OT APYrMX CepBNCOB, paboTaroLLMX CO CTaTUUYECKMMWN MapLLUpyTaMun CETU, HanpuMep,

radvd u rtsold.

XypHan pacnonoxeH B nojpaszesie XypHanmposaHusa mapupytmsaumm («Cucrema» -
«MapuwpyTtbi» - «<)KypHan»).
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Cuctema: MapwpyTbl: XXypHan

Nata CoobueHme

23 ceHTADpA 2024, 13:43:01 radvd[86918]: removing /var/run/radvd.pid

23 ceHTAOpA 2024, 13:43:01 radvd[86218]: sending stop adverts

23 ceHTADpA 2024, 13:43:01 radvd[86518]: exiting, 1 sigterm(s) received

23 ceHTADpA 2024, 13:41:31 rtsold[22666]: <rtsol_check_timer= Mo answer after sending 3 RSs
23 ceHTAOpA 2024, 13:41:21 radvd[14153]: version 2.18 started

o X

Mokazadel C 141 no 145 1z 145 3anucein

PucyHok — XypHan cmamudeckol mapuwpymu3ayuu

36.6.2 XKypHan guHaMuuyecKon MapLupyTusaLmm

OcHoBon paboTbl gaHHOro XypHana ssasetca MO Quagga. Mo ymonuyaHmio BegeHuve
AAaHHOrO XypHana BbIK/JHOYEHO.

XypHan (cm. PucyHok — JKypHan avHaMu4yeckor MapLipyTu3almm) XpPaHUT 3amnucy,
cogepxalume coobuieHns OT NpPOTokoaoB MapwpyTtmu3auum ZEBRA, OSPF/OSPF6, RIP,
3a4,eMCTBOBaHHbIX B MpoLecce AMHaMUYeCcKon MapLUpyTM3aLmm, CieayroLwmnx TUMoB:

® hello-coobuweHnsa ot ZEBRA u gpyrue coobuieHnsa npotokona ZEBRA;
® coobuleHns ot OSPF/OSPF6;

® coobuieHnsa ot npoTtokona RIP;

® OLWMBKN KOHOUIypaL MM NPOTOKONOB ANHAMUYECKOW MapLUpyTU3aLLny;
® 3anyck, OCTaHOBKa WM Nepe3arpyska cepeuca quagga (frr).

XKypHan  pacnonoxeH B nogpasgene  XypHaiMpoBaHUA  MapLupyTusaLum
(«Maplpytusaumsa» - «flnarHoctmka» - «XXypHaamposaHue»).

[ns BKAOUYEHUA HaMONHEHMA >XypHana HeobxoaMMO nepevTn B nogpasgen obuimx
HacTpoek MaplpyTtnaumm («MapwpyTnsauma» - «Obume HaCTPOMKUN»), YCTaHOBUTb
bnaxkn ana napametpos «BkmounTb» 1 «CospaHue d¢aina XKypHana» 1 HaxaTtb
KHOMNKY «COXpaHUTb».
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MapuwpyTtusauua: finarHoctuka: XXypHainpoBaHue

Q | nomck o 0 =
fara CoobuweHne
4 oKTAOpA 2024, 14:27:06 OSPF: [N945F-NPEFF][EC 100663209] setsockopt_so_sendbuf: fd 14: SO_SNDBUF set to 2087152 (requested 8388608)
4 oKTROpA 2024, 14:37:06 ZEBRA: [VOBVO-MTWPF] client 22 says hello and bids fair to announce only ospf routes vrf=0
4 okTROpPA 2024, 14:27:05 OSPF: [SHWNK-NWTSS][EC 1006863304] Command returned Incomplete on config line 30: area 0.0.0.0
4 ouTROpA 2024, 14:27:05 OSPF: [SHWNK-NWTSS][EC 100663304] Command returned Incomplete on config line 28: area 0.0.0.1

a

Mokazanel ¢ 141 no 144 us 1443anmcei

PucyHok — XypHan duHamuyeckol mapuipymusayuu

36.7 XXypHan noprtana aBTopusauuv

XKypHan (cM. PucyHok — XKypHasn noprasa aBTopuv3aumm) XpaHUT 3anncuy, cogepxatime
nHpopmaumo o pabote cepsuca Captive Portal, otBevarowero 3a paboty noprana

aBTOpM3aumun. B xxypHane npeactaBaeHbl caeaytoLine TUMbl COObITUNA:
® coobuleHne 06 OTCyTCTBMM Y NONb30BaTeNa AocTyna Kk onpegenéHHomy URL;
® 3aryck, OCTaHOBKa MWW nepesarpyska cepBuca;
® oLwwKnbKkN cepBuca.

XKypHan pacnosoxeH B nojpasfene >XypHaavpoBaHMA ropTajsa asTopu3auum
(«Cny>bbi1» - «[MopTan aBTOpr3aunmn» - «XKypHan»).

Cnyx6bi: MopTan aBTopusauumn: XypHan

Q Mounck o 20 =~

OaTa CoobueHune
16 pekabpsa 2021, 17:05:18 config[17861]: Service suricata started

16 nekabps 2021, 17:05:18 config[17861]: [OPNsense\IDS\IDS:general.UpdateCron] CBA3aHHOe 3a4aHVie NNaHUPOBLLMKA He
HaligeHo.

14 pekabps 2021, 08:31:30 api[72809]: uri /ui/js/from_opnsense_legacy.js?v=5c¢29362b6eal663a not accessible for user root
PucyHOK - )KypHGﬂ nopmaJsiaa aemopusayuu

36.8 XXypHan DHCPv4

XKypHan (cm. PucyHok — XypHan DHCPv4) xpaHuT 3anucuy, cogep>kalime cobbitma o
pabote DHCP-cepBepa Ha ceTeBbIX MHTepdEencax cnesyromx TMNos:

® BitoveHne DHCP-cepBepa Ha nHTepdelice;
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® Ha3HaueHue IP-agpeca ycTpOWCTBY B CETW.

XypHan pacnonoxeH B nogpasagene xypHaamposaHus DHCP («Cay»6bi» - «<DHCPv4»
- «XKypHan»).

Cnyx6b1: DHCPv4: XXypHan

Q, | Nowuck o 0« B~
Oata CoobueHue
12 man 2025, 10:54:04 dhcpd: Server starting service.
12 man 2025, 10:54:04 dhcpd: Sending on Socket/fallback/fallback-net
12 man 2025, 10:54:04 dhcpd: Sending on BPF/em0/08:00:27:62:31:b7/192.168.1.0/24
12 man 2025, 10:54:04 dhcpd: Listening on BPF/em0/08:00:27:62:a1:b7/192.168.1.0/24

PucyHok — XypHan DHCPv4

36.9 XypHan dnsmasq

XypHan (cM. PucyHok — XypHan Dnsmasg DNS) xpaHuT 3anuncu, cogepxkalime cobbiTus
paboTbl cepBuca dnsmasq cieayroLmx TUMOB:

® 3anyck, OCTaHOBKa W nepesarpyska cepBuca;
® yCrelHoe YTeHne apecoB 13 KaTa/loros:
e «/etc/hosts»;
e «var/etc/dnsmasq-hosts»;
® yCrneLHoe YTeHre KOHPUrypaumm s katanora «/etc/resolv.conf»;
® CNOJb3yeMble NPOCTPAHCTBA UMEH.

XypHan pacnosoxeH B nogpasgene XypHaavpoBaHua dnsmasq («Cnyx6bi» -
«Dnsmasq DNS» - «)KypHan»).
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Cnyx0Obi: Dnsmasq DNS: XXypHan

Q Nowck r 20~ =~
OaTta Coolwenne
24 mapra 2022, 0T:49:31 dnsmasq[44376]: FAILED to start up
24 mapra 2022, 07:49:31 dnsmasq[44376]: failed to create listening socket for port 53: Address already in use
24 mapra 2022, 0T:48:31 dnsmasq[36746]: FAILED to start up
24 mapra 2022, 0T:48:31 dnsmasq[36746]: failed to create listening socket for port 53: Address already in use

[:3

Mokazamel ¢ 1Mo 4 1z 4 zanmcen

Pucyrok — XypHan Dnsmasq DNS

36.10 JKypHanbi Dr.Web
B noapa3zene Dr.Web («Cnyx6bi1» - «<Dr.Web>») cogep>xatca cnegyrowime xypHanbi:
® «O6wuin XypHan»;
® «)KypHan Network Checker»;
o «KypHan ICAPD»;
® «KypHan o6HOBNEHMW».
36.10.1 O6wmin >xypHan

XypHan (cM. PucyHok — OBLIMIK >KypHai) XpaHWUT 3anucy, cogepxkalime cobbiTus

cnesyoLwmx TUNoB:
® BKJIHOYEHWe, BblkaroueHne cny>xbbl Dr.Web;
® uHdoOpMaLMa O NNLIEH3UN;
® 3anyck, OCTaHOBKa OBHOB/IEHNS;
® uvHbopMaLma O 3arpy>xeHHoM danne;

® uvHbOopMaLMa O KOANYECTBE NCMOJb3yeMbIX 3anncen B 6ase faHHbIX.
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Cnyx6ei: Dr.Web: O6bwunia xxypHan

Q. | Mowuck

0

20~ i=~

Oata CoobueHne
25 cheepans 2025, 11:57:31 [SE-94031] Notice: Using 12374748 virus records in 111 loaded bases

25 cheppans 2025, 11:57:31 [SE-94031] Motice: dwm11038.vdb 11.00
d828d3c27114d8c882388128252332400 2023/10/31 11:02, 2275 records

25 cheppans 2025, 11:57:31 [SE-94031] Notice: dwm11037.vdb 11.00 36eb%98ea2d2d75cceasc305fc671040
2023/09/05 11:35, 2522 records

25 heepans 2025, 11:57:31 [SE-94031] Notice: dwm11036.vdb 11.00 d4362e60cf0Tc8d1dbbe3193360fef5T
2023/07/18 10:52, 2531 records

25 cheppans 2025, 11:57:31 [SE-94031] Notice: dwm11035.vdb 11.00
abefd21ab256d166538e2eddefb 77712 2023/06/06 11:09, 2585 records

25 heppans 2025, 11:57:31 [SE-94031] Notice: dwm11034.vdb 11.00 c98e646913ffa4121a064907d50dceTT
2023/04/25 11:44, 2980 records

PucyHok — Obwjut xxypHan
36.10.2 XXypHan ICAPD

XKypHan (cm. PucyHok — XypHaa ICAPD) xpaHuT 3anucu, cogep>atime cobbitua paboTbl
cepsepa no npotokony ICAP.

Tunbl cOBbITUIA, coAepKaLLUXCA B XXYpHane:
® oLwwunbkn cepBepa;
® 3anyck, OCTaHOBKa WAW Nnepe3arpyska cepeepa;

® obOHapy>eHune Bupyca.
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Cnyx6b1: Dr.Web: XXypHan ICAPD

Q | Nouck o 20 =~
Nata CoobuieHme
5aerycra 2024, 15:38:07 [60920] Notice: Blocked URL: https://topwar.ru/armament/weapons/Tysclid=lzgz8vhzgh681503653
(Violence). User: Unknown from 192.168.178.99
5aerycta 2024, 15:36:33 [60920] Notice: SIGHUP received, config will be ordered from ConfigD
5 aerycTta 2024, 15:32:05 [60920] Notice: ICAP Server started: 127.0.0.1:1344
5aerycra 2024, 15:32:05 [60920] Notice: ICAPD 11.1.9.22052316840
5 aerycTa 2024, 15:32:02 [55933] Notice: Exit with status 107 (Process terminataed by signal)
5 aerycTa 2024, 15:32:02 [55933] Notice: Termination signal received, exiting...
5 aerycrta 2024, 15:29:16 [55933] Motice: ICAP Server started: 127.0.0.1:1344
5 aerycta 2024, 15:29:16 [35933] Notice: ICAPD 11.1.9.2205231840
o X
1 N . Nokazadel € 21 o 27 w3 27 3anucei

PucyHok — XypHan ICAPD
36.10.3 XXypHan o6HOBNEeHN

XKypHan (cM. PucyHok — XKypHas 06HOBIEHWIW) XpaHUT 3anucK, cogepkalime cobbitna

cneAyroLnx TUMOB:
® 3anycK, OCTaHOBKa OOHOBNEHMS;
® OLNBKM OBHOBAEHUS;

® unHPOpMaLMs O 3arpy>keHHoM daine.
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Cnyx6bi: Dr.Web: XXypHan obHoBneHun

0

Q. Nowck

20~ =~

Oarta CoobweHne

26 peepann 2025, 17:53:38 [27510] Notice: All downloads finished

26 heepans 2025, 17:53:38 [27510] Notice: Downloaded dwfmlw_addon.dws.lzma (108426 bytes)
26 theepansa 2025, 17:53:38 [27510] Notice: Downloaded dwffse_addon.dws.lzma (124873 bytes)
26 theepana 2025, 17:53:38 [27510] Notice: Downloaded timestamp (10 bytes)

26 cheepann 2025, 17:53:38 [27510] Notice: Downloaded dwrtoday.vdb (79274 bytes)

26 cheepann 2025, 17:53:38 [27510] Notice: Downloaded dwntoday.vdb (128096 bytes)

26 peepann 2025, 17:53:38 [27510] Notice: Downloaded dwmtoday.vdb (4439 bytes)

26 heepans 2025, 17:53:38 [27510] Notice: Downloaded drwtoday.wdb (533777 bytes)

26 theepans 2025, 17:53:38 [27510] Notice: Downloaded timestamp (10 bytes)

26 theepans 2025, 17:23:35 [27510] Notice: All downloads finished

26 cheepann 2025, 17:23:35 [27510] Notice: Downloaded white_dwfwpn.dws.lzma (941 bytes)

26 cheepann 2025, 17:23:35 [27510] Notice: Downloaded white_dwfvln.dws.lzma (1825 bytes)
PucyHok — XypHan obHosneHul

36.11 JXKypHan NTP

XKypHan (cM. PucyHok — XKypHan ceTeBOro BpPEMEHM) XPaHUT 3anucuy, cogepaluue

cobbiTns o pabote cepsuca NTP cneayromx TMNoB.:
® 3anyck, OCTaHOBKA WY nepe3arpyska cepBuca;
® OLWKMbKN CepBuCa;
® YCMNELHOCTb CUHXPOHM3ALMN BPEMEHM.

XypHan pacnofoxeH B Noapasgene XypHaavpoBaHus ceTeBoro BpeMeHu («Cay6bi» -
«CeTeBoe Bpemsa» - «)XKypHan»).
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Cnybbi: CeTeBoe Bpemsa: XXypHan

Q | Nouck o 0 .
Nata CoofweHne
14 man 2025, 10:58:44 ntpd[9833]: Command line: usr/local/sbin/ntpd -g -c fvarfetc/ntpd.conf-p fvarfrun/ntpd.pid
14 mas 2025, 10:58:44 ntpd[2833]: ntpd 4.2.8p14@1.3728-0 Mon Jun 28 14:01:01 UTC 2021 (1): Starting
14 man 2025, 10:58:44 ntp: Starting NTP Daemon.
14 man 2025, 10:58:44 ntp: Giving up on time sync after 3 attempts.

PucyHok — XypHan cemegoeo epemeHu

36.12 )KypHan owmpyrouiero DNS

XKypHan (cm. PucyHok — XKypHan kswupyrowero DNS) xpaHuUT 3anucn, cogepkalime
cobbiTnsa pabotel DNS-cepBepa cneayroLmnx TMnos:

® 3arnyck, OCTaHOBKa M Nnepe3arpyska cepBepa;
® 06LMe CBeAEHMS O KIWNPOBAHNN N PEKYPCUMN Ha cepBepe.

XypHan pacnonoxeH B nogpaszene xypHanumpoBaHus DNS («Cnayx6bi» -
«Kawnpyrowmn DNS-cepBep» - «XKypHan»).

Cnyx6bi1: Kawnpyrowmn DNS-cepeep: XypHan

Q Mownck

Q

20+ =~

Nata CoobuweHue

21 pekabps 2021, 08:45:38 unbound: [84489:0] info: start of service (unbound 1.10.1).
21 pekabps 2021, 08:45:38 unbound: [84489:0] notice: init module 0: iterator

21 pekabps 2021, 08:45:38 unbound: [84489:0] notice: Restart of unbound 1.10.1.

21 pekabps 2021, 08:45:38 unbound: [84489:0] info: server stats for thread 1: requestlist max 0 avg 0 exceeded 0 jostled 0
PucyHok — XypHan kawupyroujeco DNS

36.13 J)KypHan Be6-npokcu

XypHanbl Be6-NpOKCK AenaTcs Ha Tpu Tvna:
o «KypHan Kd3wa»;
o «<)KypHan poctyna»;

® «)KypHan xpaHeHUs».
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36.13.1 XypHan k3wa

XKypHan (cM. PucyHok —XKypHa K3La) XpaHUT 3anmcu, Cogep Kallne cCoobLeHnsa oTaaakm

M owmnbok, reHepupyemble MO «Squid».

XypHan pacrnonoxeH B noapaszene XypHaanmpoBaHua npokcun-cepeepa («Cayxkbbi» -
«Be6-npokcn» - «XKypHan Kawa»).

Cnyx6bi: Beb-npokcu: XXypHan kawa

Oarta

24 mapta 2022, 07:21:02
24 mapta 2022, 07:21:01
24 mapTa 2022, 07:21:01
24 mapTa 2022, 07:21:01
24 mapra 2022, 07:21:01
24 mapta 2022, 07:21:01
24 mapTa 2022, 07:21:01
24 mapta 2022, 07:21:01
24 mapta 2022, 07:21:01
24 mapTa 2022, 07:21:01

24 mapta 2022, 07:21:01

Q Mowmck 20~

Q

il
4

Coobuienune

kid1| storeLateRelease: released 0 objects
pinger: ICMPv6 socket opened

| pinger: ICMP socket opened.
pinger: Initialising ICMP pinger ...

kid1| Accepting HTTP Socket connections at local=192.168.1.1:3128 remote=[::] FD 11 flags=3

kid1| Adaptation support is off.

kid1| Squid plugin modules loaded: 0

kid1| Pinger socket opened on FD 13

kid1| HTCP Disabled.

kid1| Finished loading MIME types and icons.

kid1| Set Current Directory to /var/squid/cache

PucyHok — XypHan kawa

36.13.2 XypHan pocryna

XKypHan (cm. PucyHok — XKypHasa A0CTyrna) XpaHWT 3anucu, cojepikalive cBefeHus o
MNOAK/IOYEHMAX K BED-NPOKCH.

XypHan pacrnonoxeH B nogpasgene >XypHaavpoBaHUA NpoKcu-cepeepa («Cayxbbi» -
«Be6-npokcn» - «XKypHan gocryna»).
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farta

24 mapta 2022, 07:42:54
24 mapta 2022, 07:42:54
24 mapta 2022, 07:42:53
24 mapTa 2022, 07:42:53

24 mapra 2022, 07:42:51

24 mapta 2022, 07:42:51
24 mapta 2022, 07:42:51
24 mapTa 2022, 07:42:47
24 mapta 2022, 07:42:47
24 mapTa 2022, 07:42:42
24 mapta 2022, 07:42:42

24 mapTa 2022, 07:42:42

wi®) INFOWATCH ARMA

Cnyx6bi: Beb-npokcu: XXypHan goctyna

Q Mouck 20~

ane
m
4

Q

Coobutenve

13 192.168.1.200 TCP_MISS/200 640 POST https://mc.yandex.ru/webvisor/56471927 - ORIGINAL_DST/87.250 &&= image/gif

27192.168.1.200 NONE/200 0 CONNECT 87.250. #9:443 - ORIGINAL_DST/87.250.5 -

0192.168.1.200 NONE/503 4530 GET https://static.doubleclick.net/instream/ad_status.js - HIER_NONE/- text/html

49192.168.1.200 NONE/200 0 CONNECT 64.233.#%===%i1:443 - ORIGINAL_DST/64.233.%

36 192.168.1.200 TCP_MISS/200 663 POST https://www.youtube.com/youtubei/vl/log_event? - ORIGINAL_DST/142.250. ===
application/json

46 192.168.1.200 NONE/200 0 CONNECT 142.250.==

$:443 - ORIGINAL_DST/142.250.8==5-

68 192.168.1.200 TCP_MISS/200 640 POST https://mc.yandex.ru/webvisor/56471927 - ORIGINAL_DST/87.250.5=====5 image/gif

18 192.168.1.200 TCP_MISS/200 640 POST https://mc.yandex.ru/webvisor/56471927 - ORIGINAL_DST/87.250.====% image/gif

31192.168.1.200 NONE/200 0 CONNECT 87.250.#:%

%2443 - ORIGINAL_DST/87.250. # 5 ==-

24192.168.1.200 TCP_MISS/200 640 POST https://mc.yandex.ru/webvisor/5647981? - ORIGINAL_DST/87.250.4 = image/gif
64 192.168.1.200 TCP_MISS/200 640 POST https://mc.yandex.ru/webvisor/56471927 - ORIGINAL_DST/87.250 &&=== image/gif

27 192.168.1.200 TCP_MISS/200 640 POST https://mc.yandex.ru/webvisor/56471927 - ORIGINAL_DST/87.250 #=%i& image/gif

PucyHok — XypHan docmyna

36.13.3 XXypHan xpaHeHusA

KypHan (cM. PucyHok — XKypHan xpaHeHWs) XpaHUT 3anucuy, cogepxxatyme nHpopmaumto
06 obbekTax K3Lla, KakK XPaHALLMXCA B AaHHbI MOMEHT Ha ANCKE, TaK U YAANEHHbIX.

XypHan pacrnonoxeH B nogpasgene XypHaanpoBaHua npokcn («Cayxbbi» - «Be6-
npoKcn» - «)KypHan xpaHeHUn»).

Cnyx6bi: Be6-npokcu: XXypHan xpaHeHus

Q Mouck 20~

Q

e
m
4

Lata Coolutenue

24 mapTa 2022, 07:44:37 RELEASE -1 FFFFFFFF 8900000000000000873A010001000000 0 -1 -1 -1 unknown -1/0 CONNECT 173.194.5==51:443

24 mapTa 2022, 07:44:32 RELEASE -1 FFFFFFFF 8B00000000000000873A010001000000 200 1648107872 -1 -1 application/javascript 0/0 POST

https://beacons.gvt2.com/domainreliability/upload-nel

24 mapTa 2022, 07:44:32 RELEASE -1 FFFFFFFF 8A00000000000000873A010001000000 200 1648107872 -1 -1 text/html 0/0 OPTIONS

https://beacons.gvt2.com/domainreliability/upload-nel

24 mapTa 2022, 07:44:27 RELEASE -1 FFFFFFFF 8800000000000000873A010001000000 0 -1 -1 -1 unknown -1/0 CONNECT 173.194.%5=

24 mapta 2022, 07:44:27 RELEASE -1 FFFFFFFF 8700000000000000873A010001000000 0 -1 -1 -1 unknown -1/0 CONNECT 173.194.5%===x:443
24 mapTa 2022, 07:44:17 RELEASE -1 FFFFFFFF 8200000000000000873A010001000000 0 -1 -1 -1 unknown -1/0 CONNECT 64.233 &#E5:443

24 mapra 2022, 07:44:17 RELEASE -1 FFFFFFFF 8300000000000000873A010001000000 0 -1 -1 -1 unknown -1/0 CONNECT 64.233.&=522:443

24 mapta 2022, 07:44:17 RELEASE -1 FFFFFFFF 8100000000000000873A010001000000 0 -1 -1 -1 unknown -1/0 CONNECT 64.2332 1443

24 mapta 2022, 07:44:14 RELEASE -1 FFFFFFFF 8600000000000000873A010001000000 200 1648107854 -1 -1 application/javascript 0/0 POST

https://beacons.gep.gvt2.com/domainreliability/upload

24 mapta 2022, 07:44:14 RELEASE -1 FFFFFFFF 8500000000000000873A010001000000 200 1648107854 -1 -1 application/javascript 0/0 POST

https://beacons.gep.gvt2.com/domainreliability/upload

PucyHok — XypHan xpaHeHus
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36.14 )XKypHan IPsec

XKypHan (cMm. PucyHok — XypHan IPsec) xpaHUT 3anucuy, cogepxalme cobbitns paboTbl

npotokona IPsec VPN cneayrowmx Tmnos:
® MOAK/NOYEHNE HOBOTO KJIMEHTa K TYHHENO:
e |P-agpec;
e Jloruh;
® OTK/IFOYEHWe KINEHT];
® YyCrewHOoCTb ayTeHTudunKaumu;
® BKJ/IFOUYEHWe, BbIK/IHOUeHWe 1 nepesarpyska IPsec-TyHHens;
® owunbkn n npegynpexaeHuns IPsec-TyHHens.

XKypHan pacnonoxeH B nogpasgene >xypHanvposaHusa IPsec («VPN» - «IPsec» -
«KypHan»).

VPN: IPsec: XXypHan

Q o 20~ =.
Aara Coobuenne
24 mapTa 2022, 11:25:53 charon: 15[CFG] added configuration "con1’
24 mapTa 2022, 11:25:53 charon: 15[CFG] id '192.168.2.254' not confirmed by certificate, defaulting to 'C=RU, ST=277?, L=Moscow, O=IWARMA, E=info@iwarma.ru, CN=192.168.2.254'
24 mapTa 2022, 11:25:53 charon: 15[CFG] loaded certificate "C=RU, ST=2222, L=Moscow, O=IWARMA, E=info@iwarma.ru, CN=192.168.2.254" from '/usr/local/etc/ipsec.d/certs/cert-1.crt'
24 mapta 2022, 11:25:53 charon: 15[CFG] adding virtual IP address pool 10.0.8.0/24
24 mapTa 2022, 11:25:53 charon: 15[CFG] received stroke: add connection 'conl
24 mapTa 2022, 11:25:53 charon: 00[JOB] spawning 16 worker threads
24 mapra 2022, 11:25:53 charon: 00[LIB] loaded plugins: charon aes des blowfish rc2 sha2 shal md4 mds random nonce X509 revocation constraints pubkey pkes1 pkes7 pkes8 pkes12 pgp dnskey sshkey

pem openssl fips-prf curve25519 xcbc cmac hmac gem drbg attr kernel-pfkey kernel-pfroute resolve socket-default stroke vici updown eap-identity eap-md5 eap-mschapv2 eap-
radius eap-tls eap-ttls eap-peap xauth-generic xauth-eap xauth-pam whitelist addrblock counters

24 Mapra 2022, 11:25:53 charon: 00[CFG] loaded 0 RADIUS server configurations

24 MapTa 2022, 11:25:53 charon: 00[CFG] expanding file expression '/ust/local/etc/ipsec.secrets.opnsense.d/* secrets' failed
24 MapTa 2022, 11:25:53 charon: 00[CFG] loaded EAP secret for user1

24 Mapra 2022, 11:25:53 charon: 00[CFG] loaded RSA private key from '/usr/local/etc/ipsec.d/private/cert-1.key

24 mapra 2022, 11:25:53 charon: 00[CFG] loading secrets from '/usr/local/etc/ipsec.secrets

PucyHok — XXypHan IPsec

36.15 JKypnHan OpenVPN

XKypHan (cm. PucyHok — XypHan OpenVPN) xpaHuT 3anuvcu, cogep>kalime cobbitus
paboTtbl cepuca OpenVPN cneaytoLmx TUMOB:

® MOAKNOYEHME HOBOTO KNNEHTa;
® Has3HaudeHue |P-agpeca;

® YCMNeLwHOCTb ayTeHTudrKaumny;
® TuN ayTeHTUdbMKaunn:

e JIOrMH/Naponb;
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e 06WMN KNHOY;

® BKJIFOUEHWE, BbIK/IHOUEHME M Nepe3arpyska cepBepa;

® OoWwunbKN N NpesynpexaeHns cepeepa.

MNpesycMOTpeHO pa3geneHve cobbiTM MO HacTpoeHHbiM cepBepaMm OpenVPN ¢

MOMOLLIbIO BbiMaatoLLero cnncka «Tun punabTpa» B BEPXHEW YacTu CTPaHULbI.

KypHan pacnonoxeH B nogpasgene xypHaampobaHua OpenVPN («VPN» - «OpenVPN»

- «XKypHan»).

VPN: OpenVPN: XXypHan

NaTta

31 mapTa 2022, 15:40:49
31 mapTa 2022, 15:40:49
31 mapTa 2022, 15:40:49
31 mapTa 2022, 15:40:49
31 mapTa 2022, 15:40:49
31 mapTa 2022, 15:40:48

31 mapTa 2022, 15:40:48

538

20~ =~

Q

Q Mownck Tun dmneTpa -

CoobuieHne

openvpn[90834]: Initialization Sequence Completed

openvpn[90834]: UDPvE link remote: [AF_UNSPEC]

openvpn[90834]: UDPvE link local (bound): [AF_INET6][undef]:1194

openvpn[90834]: setsockopt({IPVE_VEONLY=0)

openvpn[90834]: Could not determine IPv4/IPv6 protocol. Using AF_INETE

openvpn[90834]: jusr/local/etc/ing/plugins.inc.d/openvpn/ovpn-linkup ovpns1 1500 1622 10.0.8.1 10.0.8.2 init

openvpn[90834]: /sbinfifconfig ovpns1 10.0.8.1 10.0.8.2 mtu 1500 netmask 255.255.255.255 up

PucyHok — XypHan OpenVPN
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