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TEPMWUHbI N COKPALLEHNA

B HacTosAwem pykoBOACTBE MCMONAb30OBaHbl ONpeaeneHns, npeacraBaeHHble B Tabavue
(cm. Tabamua «TepMUHbI U COKPALLLEHUS»).

TepMmuHbl 1
COKpaLueHus

Nb

M3

o3y

OoC

Nno

COB

y3

LI

ARMA CreHa
CIDR

DHCP

DVI
FTP
FQDN

HTTP

HTTPS

LAN

Tabauya «TepMuHbI U COKpawjeHus»
3HaueHue

NudbopmaumoHHaa 6esonacHoCTb
Me>xceTeBOW 3KpaH

OnepaTtnBHOE 3aNOMUHatoLLEee YCTPONCTBO
OnepaumoHHasa cnctema

MporpammHoe obecneveHmne

Cnctema 0bHapy>KeHNA BTOPXKEHNIA
YuéTHasa 3anuncb

LLeHTpanbHbIM Npoueccop

InfoWatch ARMA CreHa

Classless  Inter-Domain  Routing -  6ecksiaccoBas
MeXXAOMeHHas MapLLpyTU3aLms

Dynamic  Host  Configuration Protocol, npotokon
ANHAMNUYECKOW HaCTPOWNKM y3na

Digital Visual Interface — undposoi BuaeonHtepdenc
File Transfer Protocol — npotokon nepesauv dpaninos no cetu

Fully Qualified Domain Name, nonHOCTbiO onpeaenéHHoe
MMA  JOMeHa — UMMA  JAOMEHa, He  uvMelollee
HeoZHO3HaYHOCTEW B onpeaeneHnm

HyperText Transfer Protocol, npotokon nepesaun
rmneprekcTa — NPOTOKOA MPUKNAAHOIO YPOBHA MNepesayun
AaHHbIX

HyperText Transfer Protocol Secure - pacwupeHue
npotokona HTTP pgna nopaaepxkun wudpoBaHUAa B Liensx
noBbILeHNa 6e30nacHOCTH

Internet Protocol, MEXXCEeTeBOM NPOTOKO -
MapLpyTU3MpPyeMbI MPOTOKON CETEBOTO YPOBHSA CTeka
TCP/IP

Local Area Network — nokanbHad BbluMCAUTENbHAA CETb

arma.infowatch.ru
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TepMuHbI K
CcOoKpaleHunsA

NTP

SSD
SSH

STP

TCP

USB

VRRP

WAN
Zabbix

3HaueHue

Network Time Protocol, npotokon ceteBOro BpemMeHu —
CeTeBOV MPOTOKOA A/ CUHXPOHM3ALMN BHYTPEHHMX YacoB
KOMMbOTEPA C MWCMONb30BaHMEM CeTEW C MEepPeMEHHOW
NaTEHTHOCTbIO

Solid-State Drive — TBepAOTeNbHbIA HaKOMUTENb

Secure Shell, 6e3onacHas obonouka — ceTeBON MPOTOKON
NPUKNAAHOTO  YPOBHSA,  MO3BOAANOWMA  NMPOU3BOAUTb
YAANEHHOE ynpaB/iieHMEe OMnepaLMoOHHON CUCTEMOU W
TyHHennpoBaHue TCP-coeamHeHNN

Spanning Tree Protocol, npotokon OCHOBHOro aepesa —
KaHaJIbHbI/ NPOTOKO, npe,u,Ha3HaquHb||7| AN yCTpaHeHus
rnetenb B Tonoaornm cetu Ethernet

Transmission Control Protocol, npoTtokon ynpaBneHua
nepesayer — OA4MH N3 OCHOBHbIX MPOTOKOJOB Mepejayu
AaHHbIX MHTEpHeTa

Universal Serial Bus — yHuBepcanbHaa nocnegoBaTesibHas
WHa

Virtual Router  Redundancy  Protocol, npotokon
pe3epBMpPOBaHMsA  BUPTyaJlbHOrO  Maplupytusatopa —
CeTeBOV MPOTOKOJ, NPeAHa3HaUYeHHbIA AN YBeJUYeHUs
AOCTYMHOCTM  MapLUpyTM3aTOPOB, BbIMOJHAOWMUX  POJb
LWH03a MO YMONYAHUIO

Wide Area Network — rnobanbHag BbluMCIUTEIbHAA CeTb

CBobogHas cncTema MOHWTOPWHTa CTaTyCOB
pa3HOO6pPa3HbIX CEPBMCOB KOMMbIOTEPHOW CETH, CEPBEPOB
n ceteBoro obopyaoBaHuma

B HacToAWweM pykOBOACTBE MCMOJIb30BaHbl CCbINIKM Ha AOKYMEHTbI, MpeAcTaB/ieHHble B
Tabanue (cm. Tabanua «CMexHble JOKYMEHTbI»).

CokpauiéHHoe
HanmeHoOBaHue

Tabauya «CmexHole O0KyMeHMb|»

NMNonHoe HanmeHoBaHue

PyKOBOACTBO NMoJib30BaTenA PyKOBOﬂ,CTBO noJib30BaTend no 3KCnayataunm

ARMA CreHa

InfoWatch ARMA CreHa

arma.infowatch.ru
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AHHOTALUA

HacTosillee pyKkoBOACTBO aAMWHMCTpPaTOpa MpeAHa3HayeHO Ans MoJsib3oBaTenen,
NPOV3BOAALLMX YCTAaHOBKY, 3amMyck W MepBOHaYa/lbHYl0 HACTPOMKYy KOHPUrypauum
pabotbl InNfoWatch ARMA CreHa v.4.6.

K nepBoHayanbHbIM HaCTPOMNKaM OTHOCATCS:
® Hactpovika IP-agpecos;
® aKTMBaUUA NNLEH3NN;
® (CO03/aHue NoJIb30BaTENbCKNX YUETHbBIX 3arnCe.

Ponb nonb3oBatens W agMUHUCTPATOPA MOXET BbIMOAHATb OAMH  COTPYAHMK
NpeAnpUATUS.

7 arma.infowatch.ru
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1 YCTAHOBKA U NMEPBOHAYA/IbHASl HACTPOUKA CUCTEMDI

B HacToAwem pasgene npeacrtaBieHO OMWCaHWe YCTaHOBKW W MepBOHAYaNbHOM
HacTpownku cuctembl ARMA CreHa.

1.1 YctraHoBKa

Ansa yctaHoBkn ARMA CreHa vcnonb3yetca ISO-o6pa3s, KoTopbln NpescTaBaseT cobowm
dann, cogep>kalinin Bce HeObXoAMMbIe JaHHble AN YCTaHOBKMW OMepaLnMoHHOM CUCTEMbI

B pexume peanbHoro BpemeHwu. YctaHoBka ARMA Crena npowussogutca ¢ USB-
HakonuTens.

Ansa 3anucu yctaHoBouHoro obpaza «ARMA CreHa» Ha USB-Hakonuten Heobxoanmo
MCNoNb30BaTh CNeLnanm3MpoBaHHoe NporpaMMHoe obecneyeHmne aAnsa 3anncyv obpasos
Ha BHELUHWNe HakonuTenu, Takoe Kak «Rufus» (https://rufus-
usb.ru.uptodown.com/windows). 3anuce o6pasa NPOU3BOAWUTCA B COOTBETCTBUWU C
WHCTPYKLMEN NO NCMOb30BAHWNIO J@aHHOTO NPOrpaMMHOro obecneyeHus.

Ana yctaHoBkn ARMA CreHa He0b6x0A4MMO BbINOAHUTL CAeAyroLme Lwaru:
1. 3arpy3utb ARMA CreHa B pexxunme «live».
2. BbInonHuTb ycTaHOBKY Obpasa.
Mpumeuanne:

Ans vHCTannauum cucteMbl HEOBXOAMMO MCMOAb30BaTh YCTPOMCTBO XpPaHeHUs
JaHHbIX C MUHMMaNAbHbIM O6bEMOM 16 [6anT. Hocutenn ¢ MeHbWUM O6BEMOM
namMsaTK He OoToBpaxkatoTca B nepeyHe AOCTYMHbIX AUCKOB Npuv Bbibope LieneBoro
HOCUTENA 4NN YCTaHOBKMW.

MpumeuaHne:
MNocne yctraHoBkn cucteMbl ARMA CreHa BeCb TpaH3WUTHbIA Tpaduk Oyaet

H6a10KkMpoBaThCS.

1.1.1 3arpyska B pexxume «live»

Ansa 3arpy3kn ARMA CreHa B pexume «live» HeobxoanmMo BbINOAHWUTL caeayrolimne
AEeNCTBUSA:

1. Moaknountb NOAroToBAeHHbIN USB-Hakonutenb ¢ ycTaHOBOUYHbIM 06pa3om B OAWH
n3 goctynHbix USB-nopToB Ha annapatHon naatdopme. AnnapaTtHas naatdopma BO
BpeMs NoAKAOUeHMA ycTaHOBOYHOro USB-Hakonutenb goakHa 6biTh BbIKJAKOUEHA.

2. BkntounTb annapatHyro naathpopmy.

3. Bbl6paTb B TeueHue 10 CEKYyHA C MOMOLbIHO KnaBUll KJlaBUaTypbl CO CTpeJiKaMun
BBE€pPX U BHM3, B OTKPbIBLLEMCA MEHHO BapUaHTbl 3arpy3ku (CM. PucyHoK — BapunaHThbl

3arpyskun OC):

8 arma.infowatch.ru
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® «Live system (amd64-ngfwos)» — ctaHaapTHas 3arpyska, BbIMOJHAETCA MO
YMOIUaHUIO;

® «Live system (amd64-ngfwos fail-safe mode)» — 3arpy3ka B 6e30nacHom
pexxume (Initramfs).

Autonmatic boot in 5 seconds. ..
Press ENTER to boot or TAB to edit a menu entry

PucyHok — Bapuarmer 3a2py3ku OC

4. Haxatb knaBuwy «ENTER» ana noarsepxaeHus BoibpaHHoro cnocoba n Hayana
3arpysku.

Mpumeuanue:

3arpyska ARMA CreHa B pexume «live» no ymonyaHuio aBTOMaTU4eCcKu
BbIMONHAETCA MPY CNeAYIOLLMX YCIOBUAX:

® B ciydyae 6e3seicTBMA NO/Nb30OBaTeNs B MEHHO 3arpyskm B TeyeHue 10
CeKkyHs;

® B C/lyyae HenoATBEPXAEHHOro Bblbopa cnocoba 3arpyskm u
nocneayrowiero 6e34erMcTBns Noib3oBaTeNs B TeUeHne 5 MUHYT.

5. MNpv nosBAeHUN MpuUrialieHns Ha BXOJ B KOHCONbHOM UWHTepdence, ykasaTb
cnepyrowme yy4étHble JaHHble, HaxkxnmMasa knasuwy «<ENTER» nocne kaxzaoro Beoga:

® «ngfwos login:» — «<admin»;
® «Password:» — «admin».
Mpumeuanne:

Maposib Nosb3oBaTesst He oTobpakaeTcs Npu Habope.

MNMocne ycnewHon ayTeHTUOMKaLMK ByaeT OTOOpaXKEH MHTepdeNC KOMaHAHOW CTPOKMK B
3KCNyaTaLuMOHHOM pexxmme (cM. PucyHok — NHTepdenc KoMaHAHOW CTPOKM).

9 arma.infowatch.ru
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dMinéngfuos:™$

PucyHok — lHmepdgbelic kKoMaHOHOU cmpoku

1.1.2 YcraHoBka obpasa

B kauectBe npumMepa npuBeaeHo onucaHue yctaHoBkn obpaza ARMA CreHa Ha oauH

XECTKMM Anck, 6e3 aeneHMsa Ha HeCKONbKO pa3zgenoB. BBogumblie kOMaHAbl MoOryTt

OTNNYATBCA ANA KaXKAON KOHKPETHOW CUTyaLUM.

[Ana 3anycka npouecca yctaHoBkM obpaza ARMA CreHa HeOb6XOAWMO BbINMOJHUTb

cneayroLme fLencTBUS:

1.

10

Beectn komaHay «install image»:

admin@ngfwos:~$ install image

n HaxkaTb knasmy <ENTER».

B npouecce yctaHOBKM cucTemon ByayT BbIBOANTLCA 3anpoChl, B HEKOTOPbIX CAy4Yanx
cozepxkallme npeasaraeMblil OTBET MO YMONYAHUIO, 3aKHOUEHHbBIV B CKOBKM.

Mpy HEOBXOAMMOCTM OTMEHbI BbINMOJAHEHMA KOMaHAbI, C1eAyeT HaXkaTb KOMOUHaLMIO
knaBul «CTRL» + «C».

MNMopTtBepauTb 3anyck npouecca yctaHoBkn ARMA CreHa. BBecTn «y» M HaxaTb
knasnuwy «ENTER»:

This command will install NGFWOS to your permanent storage.
Would you like to continue? [y/N]

Beectn nma obpasa u HaxxaTb knaBuwy «<ENTER»:

What would you like to name this image? (Default: Homep_penusHou_sepcun_I10)

Bect HOBbINM Naposb Ans Y3 «admin» 1 HaxaTtb knaBuwy «<ENTER»:

Please enter a password for the "admin" user:

BeecTtv noBTOpHO Naponb ansa Y3 «admin» 1 HaxaTb knaBuwy «ENTER»:

Please confirm password for the "admin" user:

Ecnm Tpebyetca co3patb API-katou ans goctyna Kk Beb-mHTepdency cnctemsl, creayert
BBeCTN «Y» 1 HaxaTb «<ENTER»:

Would you like to set API key? [Y/n]

6.1. BBeCcTv JONOAHWTENbHBIM HOBbLIWN MapOab, KOTOPbIA ByAeT MCNOAb30BaTbCA B
kauectBe APl-kntoua ana ¥3 «admin», n HaxaTb knaBuwy «ENTER»:

arma.infowatch.ru
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7.

Please enter API key for the "admin" user:

6.2. [TOBTOPHO BBECTM AOMOJHUTENBHBIN NAapob Ans Y3 «admin» 1 HaXkaTb KnaBuLLy
«ENTER»:

Please confirm API key for the "admin" user:

Mpumeuanue:

B cucteme ARMA CreHa napoaun xpaHAaTca B 3awndpoBaHHOM BUAe.

Haxatb knaBuwy «ENTER» Ha cneayrowmii 3anpoc:

What console should be used by default? (K: KVM, S: Serial)? (Default: K)

Beectn uma pasgena gna yctaHoBKM M HaxaTb KnaBuwy «ENTER»:

Which one should be used for installation? (Default: /dev/sda)

11

Mpumeuanue:

B cnyuae, ecam Bce HakonuTe/ibHble YCTPONCTBA, JOCTYMHbIE B CUCTEME, UMEIOT
06BEM namATM meHee 16 [6aWT, npouecc ycTaHOBKM ByaeT npekpalleH, u
byzeT BbiBeAeHO cneaytollee coobuieHne: «No suitable disk was found. There
must be at least one disk of 16 GB or greater size. Exiting from NGFWOS
installation».

MpumeuaHne:

B cnyuae, ecnum B [1AK ycTaHOBIEHO ABa AMCKa, CUCTEMA NPEASIOXKNT HACTPOUTb
koHourypaumro RAID-1. ns otka3a ot HacTporikun RAID-1 HeobxoamMo BBECTH
«n» 1 HaxaTb knasmiuy «<ENTER»:

Probing disks
2 disk(s) found
Would you like to configure RAID-1 mirroring? [Y/n]

MNpu noateepxaeHun KoHourypaumm RAID-1 cuctema BbiBefeT 3anpoc Ha
AobaBneHne nepeynciaeHHbIX ANCKOB B MaccuB. Jna obbeanHeHna ANCKOB B
RAID-1 Heobxoanmo BBecCTM «Y» 1 HaxaTb knaBuwy <ENTER»:

The following disks were found:
/dev/sda (469.0 GB)
/dev/sda (469.0 GB)
Would you like to configure RAID-1 mirroring on them? [Y/n]

arma.infowatch.ru
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Mpumeuanne:

B cnyuae BbinonHeHua yctaHoBkM ¢ USB-Hakonutensa, cuctema onpeaenut
€ro Kak BTOPOMW >XECTKMM ANCK U MNPEeASIOXUT HACTPOUTb KOHUrypaumto
RAID-1. [lna KOPPEKTHOro NPOAO/IKEHNA YCTAaHOBKW CaefyeT OTKasaTbCsA OT
HacTpovku RAID. [ns 3T0ro HeobxoAMMO BBECTM «n» U MOATBEPAUTb
JaenictBne HaxaTnem knasuwm «<ENTER».

9. BBectn «y» n Haxatb knasuwy «ENTER» gna noarBepXaeHus ypaneHus Bcex
AAHHbIX C YCTPOMCTBA:

Installation will delete all data on the drive. Continue? [y/N]

Mpumeuanne:

Bce AaHHble Ha gucke 6yayT 6€3BO3BPATHO YAaseHbl.

10. Haxkatb knaBuwy «<ENTER» Ha cnesyrowimii 3anpoc:

Would you like to use all the free space on the drive? [Y/n]

11.MporpammMa npeasoxuT BbibpaTb Creayrowime AOCTyMHble KOHQUIrypaunoHHbIe
darinbl ans 3arpysKku:

Creating partition table...
The following config files are available for boot:

1: Default live boot config

2: DHCP client on ethO, SSH

3: DHCP client on ethO, SSH, 192.168.1.1 on eth1, IPS minimal
Which file would you like as boot config? (Default: 2)

Cnctema ARMA CreHa aBTOMaTUYeCKM YCTaHaBAMBaeT OnpeaenéHHbi Habop
HacTpOeK B 3aBMCMMOCTUN OT BbIOpPaHHOro KOHPUrypaumMoHHoro dawna:

® 1 KOH}UrypaLMOHHbIN Ppann — ycTaHOBKa KOHOUIypaumnmoHHoro darna ¢
3aBOACKMMU HaCTPOMKaMMU.

® 2 KOH}UrypaLMOHHbIN ¢ann (Ucnob3yemca No yMOYAHU) — yCTaHOBKA
KOHPUrypaumoHHOro darnna ¢ 3aBOACKMMU HaCTpOMKamy, BKAKOYakoLme B
ceba cneayrolme AONOAHUTENbHbIE HACTPOWKW:

e J0OCTyna K cucteme no npotokony SSH (nopt 22);

e aBTOMaTM4eckoe nosy4veHue IP-agpeca Ha ceTeBOM nHTepdence
«eth0» no npotokony DHCP.
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® 3 KOH}UrypauMoHHbIN Ppann — yctaHoBKa KOHOUrypaumnmoHHoro dawnna ¢
3aBOACKMMM  HacTpoWKaMy, BKAwOYawwme B cebs  creayrowme
AOMNONHUTENbHbIE HACTPOWNKMN:

AOCTyna K cucteme yepes npotokon SSH (nopt 22);

aBTOMaTM4yeckoe noaydeHuve IP-agpeca Ha ceTeBOM MHTepdeice
«eth0» no npotokony DHCP;

ctatnyeckm IP-agpec 192.168.1.1 Ha ceTeBOM wuHTepdence
<<eth1>>;

HactpoeH DHCP-cepsep ¢ pgwmana3oHom IP-agpecoB ot
192.168.1.100 go 192.168.1.254;

BK/AtOUeHWe npasBua Suricata B pexume 3axBata «IDS» Ha
ceTeBOM MHTepderice «ethO».

BBecT HoMep KOHGUrypaLmoHHoro gaina 1 HaxaTte knaBuwy «<ENTER».

12.Mocne 3aBeplueHMs npoLiecca yCTaHOBKM obpasza, cuctemor 6yaeT BbiBeAEHO

coobuieHne o HeobxoamMMocTh BbiNosHWTL nepe3arpy3ky ARMA CreHa. /3Bneub

USB-HOCKTENb C YCTaHOBOYHbIM 06pa3oM M B KOMaHAHOW CTPOKe BBECTU KOMaHAy

«reboot»:

The image installed successfully; please reboot now.
admin@ngfwos:~$ reboot

MNoaTBepaunTb Nepesarpysky cuctemMbl BBeAA «y» N Haxxas knasuiuy «<ENTER»:

Are you sure you want to reboot this system? [y/N] y

MNMocne nepesarpy3kn ARMA CreHa byaet oTobpaxeHO npuvraaweHve aBTopusaumm B

JIOKaJIbHOM KOHCOJIbHOM MHTep¢e|7|ce:

ngfwos login:

Welcome to NGFWOS - ngfwos tty1

[na BxoAa B IOKaNAbHbIV KOHCONbHBIN MHTEpdENC He0bX0AMMO yKa3aTb YUYETHbIE AaHHbIE,
Haxxnmasa knasuwy «<ENTER» nocne kaxgoro ssoga:

® «ngfwos login:» — «admin»;

® «Password:» — naposb, 3asaHHbIV Ha 3Tane yctaHoBky obpa3za ARMA CreHa

(NyHKT 4).

MNpv nepBOHa4YanbLHOW 3arpy3ke HeObXOAMMO NPOU3BECTM akTMBaLMiO anueH3nn ARMA
CreHa. [lpouecc akTMBauum AuLEH3MM NOAPOOGHO onmMcaH B pasgene «YrnpasieHue
NNLIeH3Mer» HacToALWEero pykoBOACTBaA.

13
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HacTponka cuctembl NpPOU3BOAUTCA B pexume KOHPurypuposaHus. [ogpobHoe
onucaHne paboTbl B pexumMe KOHOUIypupoBaHMA MNpPeACTaBNeHO B pasjene
«KOHDUIrypaLMOHHbIN PEXMM» HAaCTOALLErO PyKOBOACTBA.

1.2 [epBoHauyanbHaA HacTpouKa

Mpumeuanue:

Mo ymonuaHuio B cucteme ARMA CreHa pa3peLuéH BeCb BXOAALLMNA N NCXOAALLNMA
Tpaduk. TpaH3UTHBbINA TPadUuK NO yMoavaHuIo 6/10kupyeTcs.

PekomeHayeTCs yCTaHOBUTb CTPOryrHO0 NOANTUKY GuabTpaunm tpadurka nyTéM fBHOrO
3anpeTa BCero BXOAALLEro n ncxogduero Tpadvka Ha ypoBHE MEXCETEBOro dKkpaHa (cm.
pa3dyn «Mexcemesol 3kpaH» pykosodcmea none3oeamesnss ARMA Cmena).

1.2.1 Hacrtpowka nHrep¢eiicos

MNpocMoTp KOHUrypaumm MHTepPercoB BO3MOXEH C MOMOLLbHO KOMaHAbl «show
interfaces». B cnyuyae BbiNONHEHMA Bbileyka3aHHOW KOMaHAbl B pexume
KOHOUIypnpoBaHUa AOMOAHUTENbHO ByaeT oTobpaxeHa nHpopmauma o MAC-agpecax.

NHTepdericam no ymonuyaHuio HasHavaetcs ums «ethN», rae «N» — naeHTtndumkartop,
NPWUCBOEHHbIN MHTEpPdENCy CMCTEMON.

Ncnonb3yemble ganee nMmeHa nHTepdericos u IP-agpeca npuBeseHbl B KauecTBe npumMepa
M MOTYT OT/INYATLCA ANS KaXKA0M KOHKPETHOM CUTyaumu.

Ana Ha3HauveHus I[P-agpeca Ha wHTepdence HeobXoAMMO BBECTU KOMaHZy «set
interfaces ethernet eth1 address 192.168.22.1/24»:

[edit]
admin@ngfwos# set interfaces ethernet eth1 address 192.168.22.1/24

rae:
o «eth1» — umsa nHtepodenica;
® «192.168.22.1/24» — IP-agpec B popmate CIDR.

MNpu HeobxoammocTn nonyyeHus IP-agpeca Ha wHTepdence «ethO» no npoTokony
«DHCP» Heobxoanmo BBecT KoMaHAy «set interfaces ethernet eth0 address dhcp»:

[edit]
admin@ngfwos# set interfaces ethernet ethO address dhcp

Bo3MoxHO aobaBneHve onucaHus nHTepderica ¢ NoMoLLbio koMaHabl «set interfaces
ethernet eth1 description LAN»:

[edit]
admin@ngfwos# set interfaces ethernet eth1 description 'LAN’
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rae «<LAN» — onucaHue ana nHtepodenica.

Mpumep BbiBOAA MHPOPMALIMM O HAaCTPOEHHbIX NHTepdencax:

[edit]
admin@ngfwos# show interfaces
ethernet ethO {
address dhcp
description WAN
hw-id 00:50:56:bd:ca:9e
}
ethernet eth1 {
address 192.168.22.1/24
description LAN
hw-id 00:50:56:bd:f5:cd
}
loopback lo {

}

Mpouecc HacTponKK ceTeBbIX MHTepdenco NogpobHo onucaH B pasgene «CeteBble
nHTepdencbl» PykoBoactea nonb3osatens ARMA Crena.

Mpumeuanue:

B cnyuae owmbkm B KOHUrypauum ceteBbiXx WHTepdeincoB cyliecTByeT
BO3MO)XXHOCTb NnoTtepu ceteBoro gocryna Kk cucreme ARMA CreHa.

1.2.2 Hacrpowka SSH

CepBep SSH obecneunBaet 6e30nacHbIV yAaNEHHBIA JOCTYN K yNpaBAeHUO YHKLMAMU
NOKanbHOro KoHcosbHoro nHtepderica ARMA CreHa.

Ansa BkatoueHns SSH Heobxoammo BBeCTn KOMaHAy «set service ssh port 22»:

[edit]
admin@ngfwos# set service ssh port 22

rae «22» — HazHadaeMblv MoprT.

Ansa ykasanua IP-agpeca, npocaywmeaeMoro cepBucoM «SSH», Heobxoammo BBeCTU
komaHay «set service ssh listen-address 192.168.2.11»:

[edit]
admin@ngfwos# set service ssh listen-address 192.168.2.11

rae «192.168.2.11» — |P-agpec npocaywmBaHua cepsucom «SSH», npuvseséH B
KayecTBe npumepa. BoamoxxHo ykasaTtb IP-agpec B popmarte IPv4 nnum IPv6.
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Ans ykasaHus anropytma wndpoBaHna HeObXoANMO BBECTU KOMaHAy «set service ssh
ciphers aes128-ctr»:

[edit]
admin@ngfwos# set service ssh ciphers aes128-ctr

roe «aes128-ctr» — anroputm wndpoBaHns, NPUBEAEH B KayecTBe npumMepa.
Moaaep>XunBaroTca CreayroLie anroputMbl LIMGPOBaAHMSA:
® 3des-chc;
® aes128-cbc;
® aes128-ctr;
® aes128-gcm@openssh.com;
® aes192-cbg;
® aes192-ctr;
® aes256-cbg;
® aes256-ctr;
® aes256-gcm@openssh.com;
® chacha20-poly1305@openssh.com;
® rijndael-cbc@lysator.liu.se.
MpumeuaHne:

Bcem nonb3oBaTenbCknMM Y4Ué€THble 3anucu, kpoMe «admin», 3aKpbIT A4OCTyn Mo
npoTtokonam SCP n SFTP. [octyn ¥3 «admin» Kk goMallHMM KaTajioram Apyrux
NoAb30OBaTeNEeN 3amMpeLlEH.

1.2.3 Be6-uHtepdeiic

ARMA CreHa nocrtaBasietcs ¢ 6a3oBbIM MHTepdencom koMaHaHown ctpoku (CLI) ansa
ynpaBaeHuns. Ana yaobctBa HaCTpoMkn M KOHTpoaa pabotbl cuctembl ARMA CreHa
npegycmoTtpeHa uHTerpauusa ¢ MO ARMA Management Console (MC) HauvHas c
Bepcun 1.8 1 Bblle, KOTOpPas NPefoCTaBAsSeT MOJHOUEHHbIN rpaduueckmi nHTepdenc
nosb3oBartens (GUI) cncremsl.

Ana obecneueHma pgoctyna MC k cucteme ARMA CreHa Heo6XOAMMO BbINMOJAHUTb
npoueaypy aktmsauuu cuctembl (cM. Aktvsauunda cuctembl ARMA CTteHa) v ycTaHOBUTb
API kntou ana HTTP-3anpocos.

Ana co3paHma n yctaHoBkn APl kntoua HEOHXOAMMO BBECTM CleAyHOLLYH KOMaHAy B
KOHOUIypaLMOHHOM pexume:
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set service https api keys user <¥3> key <key>

rae:
® <Y3> - umsa nokanbHoW yuétHon 3anuncu B cucteme ARMA CreHa;

® <key> - nonb3osatenbckmn naposb (APl-kntou) AnA NOKaNbHOW YYETHOW
3anncn  <¥3>. [JlaHHble napameTpbl  6yAayT MCNoAb30OBaTbCA  ANA
B3anmogenctems ¢ MC.

Mpumeuanwne:

MNpn wncnonb3oBaHum API-katoya, CO34aHHOrO ANA  YYETHOW 3anucK C
orpaHuyeHHbiMu npusunernamm B cucteme ARMA CreHa (cMm. pasgen
«Ha3HayeHne npaB AOCTyrna MoJib30BAaTE€/IbCKMM _ YYETHbIM _ 3anuncam»
pykosoactea agmuHuctpatopa ARMA CreHa), foctyn K QYyHKUMOHaNbHbIM
BO3MOXHOCTAM Beb-nHTepderica ARMA CreHa B MC 6yset npesoctaBieH B
COOTBETCTBUW C YPOBHEM MpaB, Ha3HAaY€HHbIX JaHHOW YYETHOW 3anmcu.

Echn Tekywas yyértHasa 3anucb He obnajaer [OCTaTOUHbIMM MpaBamMu ANs
AOCTYyNna K KOHKPEeTHOMY pasaeny man GyHkumm B Beb-uHtepdeinnce ARMA
CreHa, 10!

B ARMA MC Bepcun 2.0 1 Bbille — B 1EBOM HUXKHEM Yray nHTepdeica
oTobpaxaeTcs yBefOMIEHNE O 3anpeTe JOCTyna;

B ARMA MC Bepcun 1.8 1 HMXKe — npu NONbITKE BbIMOJHUTL OMepaLuio,
TpebyoLLyto HeAOCTakOLLMX NPaB, BO3BpaLLaeTcs coobuieHme 06 owwmnbke:
«Request failed with status code 500».

[octyn k Be6-nHtepdency cuctembl ARMA CreHa ¢ y4ETHOW 3aNncK, KOTOPOW
He Ha3HayeH Knacc AocTyna, MbO C KNaccom AOCTyna, He coaep Kalium
pa3peLlléHHbIX KOMaHZ, 3anpewéH. B 31om cnyyae cuctema oTtobpaxkaer
coobueHne o 6a0KkMpoOBKe AOCTyNa.

[Joctyn k Be6-nHtepdency cnctembl ARMA CreHa ¢ yU4ETHOM 3anmcy, KOTOPOK
He Ha3HayeH Knacc AocTyna, MbO C KNaccom AOCTyna, He coaep Kalium
pa3peLlEéHHbIX KOMaHZA, 3anpewéH. B atom cnyyae cuctema oTtobpaxkaer
coobleHne o 610knpoBKe JocCTyna.

Mpumeuanune:

PekomeHayeTcs co3patb API-kaou ans yYETHOM 3amucy, OTHOCALLENCS K
knaccy «NGFW_Administrators», in6o ncnoab3oBaTb BCTPOEHHYHO YUETHYHO
3anucb «admin». B cnyyae ecnv npu nHctaanaumm cuctemol ARMA CreHa ans
y4éTHOM 3anucy «admin» 6bin co3gaH APl-kntoy, 1 gaHHaa y4étHasa 3anucb
byaet ncnonb3oBaTbCca Ana noakaroyveHna Kk MC, BbINOAHATb KOMaHAy «set
service https api keys ...» He TpebyeTca. B 3Tom cnyyae byaet ncnonb3oBaTbca
KJIFOY, YKa3aHHbIA B NPOLLECCe MHCTaNNALNN.
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MNpUMEeHNTb HAaCTPOVKM KOMaHAON commit:

admin@ngfwos# commit

WARNING: No certificate specified, using build-in self-signed
certificates. Do not use them in a production environment!

[ service https ]

WARNING: No certificate specified, using build-in self-signed
certificates. Do not use them in a production environment!

CoxpaHuTb KOHOUTypaLMo KOMaHAOW save:

admin@ngfwos# save

Ana nogkntoueHna ARMA CreHa K MC Heo6X0AMMO BbIMOAHUTL CAeAytoLLMe Larn:
1. ATOpu3oBaTbca B Beb6-nHTEpPerice MC.

2. Bbibpatb pa3zen MeH «AAMWHUCTPUPOBaHWUE», 3aTeM — Mojapa3jen
«McTOUHNKN» (CM. PUCYHOK — VICTOUYHMKW).

= ) Mucsen co @

Testd Fw 172.16,230.109

Ew 1.1

112

EL 113 5501 05.02.2025 8 1247

e @ s g
£

PucyHok — icmo4Huku
3. B maHenn MHCTPYMEHTOB HaXkaTb KHONKY «+ [L,06aBUTb».

4. B oTkpbiBLIENCA KapTOUKe «/LlobaBneHne NCToUHUKa» BbibpaTb TUM UCTOYHMKA
«NGFW» 1 yKkasaTb 3HauyeHua chaegayrowmx napamMeTpoB (CM. PUCYHOK —
[lobaBieHne HOBOro NctoyHuka cobbitnin «<NGFW»):

® «HaumeHoBaHue» — otobpaxaemoe B MC nmsa yctponctea. [Mapametp
MOXET CoAep>aTb TOJIbKO /IAaTUHCKME U Knpuannyeckne HykBbl, npoben,
CMeLCUMBObI («.», «_», «-») N HE MOXeT npeBbiwaTtb 128 cumMBONOB;

® «IP-agpec» — IP-agpec nogkntouaemoi ARMA CreHa;

® «JlorMH nonab3oBaTensA» — BBECTM WMA YUYETHOW 3anucn (<Y3>),
ncnosnb3yemon ans cosganus APl-kntoua B cucteme ARMA CreHa;
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® «API-Kntou» — Beectn naposb (<key>), ykazaHHbi npu co3gaHum API-
Katoua ana yuétHom 3anucn (<Y3>) B8 ARMA CreHa;

® «[lopT» — 3HauyeHMe nopTa BXOAALMX NOroB. YKa3blBatOTCA MOPTbl B
Avana3soHe oT «1500» 10 «65535». 3HaueHMe JONXKHO ObITb YHUKANbHbIM,
He 3ajaHHbIM paHee B NcTouHmnkax MC.

MNpn HeobxoAMMOCTM 3anosHUTL nosne «OnucaHue» AOMONHUTENBbHOM
nHdopmaumen ob ycrponcTee. lNone moxeT cogepxaTb He 6onee 250 cumBONOB.

Q EL O 1EW O Buewrmi

Mo HanmenoBame’
Hauuenomanue

o HanmeHo. . Crarye HeTounmk IP-anpec Ropt Onucanue i ©
1P-anpec

172 16,230 63 " MGFW 172.16.230,63 5500 2001 192 168.10.20

172.16.230.99 NGFW 172.16.230.99 5656 2001
Norus none3osaTens

API-Hniou

Onucanne

PucyHok — [lobasneHue Ho8020 ucmoyHuka cobeimui «NGFW»

MNMocne coxpaHeHns HacTpoek B ctonbe «Cratyc» Tabamupl «McTOUHNKU» 0TOOpa3nTCa
3HaueHne «MoaknoueHo». Npn ykazaHUM HeBepPHbIX YYETHbIX AaHHbIXx MC oTtobpasut
ctatyc «<He aBTOpu3oBaH». CTaTyc «Owmbka» otobpaxkaeTcs, eciv npovsoLuna owmnbka,
KOTOpas MOXeT ObiTb CBA3aHa C annapaTHbIM WM MNporpamMMHbiM obecrneyeHvem
ncrouHmka «NGFW», a Takoke npy nCcnosb30BaHWN AaHHbIX HECYLLLECTBYHOLLEN IOKANbHOW
yuétHou 3anncy B ARMA CreHa.

Mopaaok pabotbl B Beb6-nHTEpdernce cnctembl ARMA CreHa onuvcaH B NpunoxeHne A
«Beb-nHTepdenc» pykosogcrtea nosb3osatens ARMA CreHa.
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2 YNPABJIEHUE INLLEH3VEN

B HacToAwem pasgene npejCTaBAeHO OMWCaHVe JINLEH3NMPOBAHUA  MPOAYKTa,
npeAycMaTpyBatoLLEero MexaHn3Mm ynpaBiaeHns AnLeH3neu, KOTOpbI MO3BONSET:

® aKTUBMPOBATb HOBYH JNLLEH3NIO:
e aBTOMAaTUYeCKMM Cnocobom;
® pYy4HbIM cnocobom.

® [pocMaTprBaTb MHPOPMALMIO O AEUCTBYHOLLEN NLLEH3NN.

2.1 AktuBaumsa cuctembl ARMA CreHa

AKTVBauma — 3TO npoLuejypa BBeAEHWS B AENCTBME NMLEH3MMW, Jatolien npaBo Ha
ncnonb3oBaHve NosHOGYHKUMOHanbHON Bepcun cuctembl ARMA CreHa B TeuyeHue
CpoKa AeNCTBUS TNLEH3NN.

MNpu nepBoHauvanbHOW 3arpy3ke cuctembl ARMA CreHa Heo6x0AMMO MNpPOM3BECTU
aKTUBALMIO TNLEH3NN. AKTUBALIMA NULEH3UM OCYLLEeCTBAAETCA ABYMSA CLLEeHapUAMMU:

® aBTOMaTMyecKas akTUBaLMA Yepes3 MHTEPHET;

® pyuHasa akTMBauma 6e3 NoAKoYeHNA K ceTu VIHTepHerT.

NMpumeuanne:

JIVLEeH3MOHHBIN KU  NPefoCTaBAAeTCcas COrlacHO YC/IOBUAM B AOroBOpe

MOCTaBKW.

B cuctreme ARMA CreHa B HeakTMBMPOBAHHOM COCTOAHUW MMOJ/Ib30BaTENHO AOCTYMHbI
TONIbKO C/eAyroline AeUCTBUA: HacTPOUTb CeTb, HacTpouTb cepBuC SSH, HacTpouTb
cuctemHbi DNS, cozaate kntoum HTTP APl n akTMBMpOBaTb NNLLEH3MIO.

MNepeyeHb KOMaHZA, 4OCTYMHbIX B CUCTEME C HEaKTMBMPOBAHHOW AnLeH3nen (cm. Tabanua
«KoMaHAbl, pa3pelléHHble MPY HEAKTUBUPOBAHHOW NINLLEH3NN»):

Tabnuya «KomMaHObl, paspewéHHble npu HeakmueupoB8aHHOU JUYeH3UU»

Pe>xum paboTbi KomaHpa KpaTkoe onucaHmne
JkcnayaTaumoHHbli  configure Bovti B KOHOUIypaLMOHHBIN pexxnm
JkcnayataumoHHbln  license JNnuensnposaHmne npogykta NGFW
JkcnayataumoHHbin  install YCTaHOBUTb HOBYHO CUCTEMY
JkcnayataumoHHbeln  show MNokasaTb CMCTEMHYIO MHbOPMaLNIO
JKCNNyaTalUMOHHbIA  ping OtnpaBuTb 3anpoc 3xa ICMP
JKCnayaTauMoOHHbIM  emergency Bbixog 13 aBapunHOro pexunma paboTsbl

exit
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Pe>xum paboThbi
JKCMNNyaTaLNOHHbIN
DKCMNyaTaLNOHHbIN
DKCMNyaTaLNOHHbIN
JKCNNyaTaLNOHHbIN

JKCMNyaTaLMOHHbIN

KoHdurypaumoHHbIn

KoHdurypayoHHbIn

KoHdurypauoHHbIn

KoHdurypauoHHbIn

KoHdurypauoHHbIn

KoHdurypaymoHHbIv
KoHbu1rypauMoHHbIN
KoHbMrypauoHHbIN
KoHdurypauoHHbIv
KoHbMrypauoHHbIN

KoHdbu1rypauoHHbIN

KoHbMrypauoHHbIN

KoHdurypauoHHbIv

KoHdurypauoHHbIv

KoHdurypaumoHHbIn

KoHdurypaumoHHbin

21

KomaHnpa
reboot
poweroff
traceroute
telnet

exit

show

comment

commit

commit-
confirm

save

confirm
compare
copy
discard
edit

run

exit

set service
https api keys

user

delete service
https api keys

user

set interfaces

ethernet

delete
interfaces
ethernet

KpaTtkoe onucaHue
MMepe3arpy3unTtb cncremy
Bbikntountb cncremy
OT1cnexnBaHue ceTeBOro nNyTu K y3ay
Telnet k y3ny

Bbixoa 13 cncreml

MNoka3aTtb KOHbMrypauuto

[lobaBbTe KOMMEHTapUn K 3TOMY 3/EMEHTY
KOH$Urypaumm

3adumkcmpoBaTb TeKyLLMA Habop M3MEHEHWUI

3adukcnpoBatb TeKyLWMn Habop M3MEHEeHN
C 06s3aTeNbHbIM «MOATBEPXKAEHMEM»

CoxpaHuTb aKTUBHYHO KOHbUrypauuto B damn
config.boot

MNoaTBEpAnTE HABOP N3MEHEHUM
CpaBHeHVe N3MeHeHN KOHPUrypaumm
KonunpoBaHue anemMeHTa KOHUrypawumm
OTMeHUTb He3adUKCUPOBaAHHbIE U3MEHEHUSA
PesakTnpoBaHue BNOXEHHOIO 3/1IEMEHTA

BbinonHeHne KomaHA 3KCnyaTauMoOHHOro
pexunma

BbixoA 13 KOHPUIypaLMOHHOTO pexunma

KomaHnga yctaHoBkm Kkaroua ansa  http-
3arnpocoB
KomaHza yaaneHus «katouva  ans http-
3arnpocoB

KomaHza HacTponku ceTeBbiX MHTEPhENCOB

KomaHnaa ypaneHus CeTeBbIX

nHTEepdencos

HacTpoek
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Pe>xum paboThbi KomaHpa KpaTkoe onucaHmne
KoHdurypauymoHHbeii  set service ssh  KomaHga HacTponkn cepsumca ssh

KoHpurypauymoHHbii  delete service KomaHpa yaaneHus HacTpoek cepsuca ssh
ssh

KoHdurypauymoHHbii  set system KomaHga HacTtponku cuctemHoro DNS
name-server

KoHpurypaymoHHbii delete system KomaHaa yaaneHusa HacTpoek CUCTEMHOTO
name-server DNS

KoHdurypaumoHHbeii set protocols KomaHza HacTpowku Wwt03a NO yMOAYAHWUIO

static route ansa IPv4
KoHdurypauymoHHbii  delete KomaHpa ypaneHma HacTpoek LWAto3a Mo
protocols ymonudaHuto ansa IPv4

static route

KoHpurypauymoHHbii set protocols KomaHza HacTpoyviky Wwk03a NO YMOAYAHUIO
static route6 Aansa IPve

KoHdurypauymoHHbii  delete KomaHaa ypaneHvma HacTpoek LwWwato3a Mo
protocols ymonudaHuto ansa IPve
static route6

B cayuae ypaneHuna danna avueHsmm n3 aktmempoBaHHou cuctembl, ARMA CreHa
3a6/10KMpyeT BbIMOAHEHWE KOMaHJ, KOTOpble He BXOAAT B MepeyeHb pa3peLlléHHbIX Npu
HeakKTUBMPOBAHHOM  COCTOAHUM (cM. Tabanua «KomaHAbl pa3peliéHHble  npu

HeaKTMBMPOBAHHOW  JnLeH3un»). [lpyu  3TOM  HaCTPOMKM  CUCTEMbl  OCTaHYTCH

HEN3MEHHbIMW, N OHa NPOAOIXUT GYHKLIMOHMPOBATb, OAHAKO BO3MOXHOCTb BHECEH WS
U3MeHeHn byaeT HegocTyrnHa. [pu NonbITKe BbIMOAHUTL HEPA3PELUEHHYH KOMaHAY,
6yaeT BbiBeAEHO co0bLLeHMe 06 owmnbke cnepytolero coaepxkaHus: «Invalid command:
[BBepeHHas komaHpal».

Ans BO306HOBAEHMS AOCTyNa MnoJib30BaTeNto noTpebyetcs MOBTOPHO aKTMBUPOBATb
CUCTEMY UM BOCCTAaHOBUTb Gaiin nnLeH3nm B katanore /config/ n3 coxpaHéHHOM Konuwy,
eCc/v TakoBas MMeeTCs.

[pu 3ameHe obopydosaHus noemopHoe npuobpemeHue auyeH3uu He mpebyemcs.
2.1.1 ABTOMaTUueckana aKTUBaLMA JIULLEH3UU

[na aBTOMaTMUeCcKOW aKTMBaLMX JNLEH3UN HeOobBXOAMMO BbIMOAHUTL Caeayroline
NEencTBuS:

1. Hactpoutb ceTeBON MHTEpdEnc ans nogkntoueHuns Kk cetm VIHTepHet (cm. Hactpolika
NMHTEPDENCOB).
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2.

4.

5.

B 3KcnayaTallMOHHOM peXxXnmMe BBECTU KOMaHAY:

admin@ngfwos:~$ license activate <serial>

rae <serial> - AVLLEH3MOHHBIV KOY.
Mpumeuanne:

B cnyyae Hanmuma [encTByrOLWLer JULEH3UW, B cUCTeMe OyaeT BbiBEAEHO
COOTBETCTBYOLLLEE YyBeAOMIEHME, U OyaeT MNpPeaNoXeHO MOATBEPAUTb 3aMeHY
Tekywen anueHsnm Ha Hoeyro: «Successful activation of a new license will
overwrite your current license, are you sure you want to proceed ? [Y/n]». [ns
NPOAO/IKEHNS aKTUBALMM HEOHXOAMMO BBECTU «y» U HaxkaTb knaBuuly «Enter».
Ecan HeobXxoANMMO OTMEHUTL NPOLLEeAYpPY, BBEAUTE «n».

B cnhydae ycnewHoro rpuMeHeHuna ANULeH3MOHHOro Kjrda CUcTeMa BbiBedeT
COOTBETCTBYHOWMNE YyBEAOMAEHUA U TIPEAJNOXUT MNepe3arpysntb yCTpOVICTBO Aand
3aBepleHna npouecca aktnBaunn.

Activation response: license activated, Status: ok

After successful activation of license reboot is required. All unsaved configuration will
be lost!

Are you sure you want to reboot this system now ? [Y/n]

Mpu BBOAE HEKOPPEKTHOrO NINLLEH3NOHHOIO K/toUa 0TOH6pa3nTCa COOTBETCTBYHOLLEE
coobLLEeHNE:

activation response: bad serial number format , status: error

[ns NOATBEPXAEHMA Nepe3arpy3ky HEOBXOAMMO BBECTU «y» U HaxkaTb K/IAaBULLY
«Enter»:

Are you sure you want to reboot this system now ? [Y/n] y

The system is going to reboot!

admin@ngfwos:~$

Broadcast message from root@ngfwos on pts/1 (Wed 2025-01-22 15:27:36 MSK):

The system will reboot now!

AKTI/IBaLl,I/IFI NNUEH3NN BbINOJIHEHA.

2.1.2 PyuHas akTMBauuA INLEH3UN

,ﬂ‘flﬂ py‘-IHOI\/’I akTmeaunnm nnMueH3Inn HeO6XOAI/IMO BbIMNOJIHUTL Chegyroumne AGIZCTBMH (CM.

PucyHok — Py4yHasa akTuBaumsg ANLLEH3UWN):

23
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24

w

IMUEHIH
W

PucyHok — Py4yHas akmuesayus JuyeH3uu

B akcnnyatauMOHHOM pexnme BBECTU KOMaHAY:

admin@ngfwos:~$ license get-token <serial>

rae <serial> - IMLUEH3NOHHbBIN KoY.

Cucrema CreHepunpyeT ToOKeH 1 BbiBE€AET €ro B KOHCO/JIb:

rXoj/XXXXksAqF6KOKsQ7tt9RgVvILTjzlliGZ6wc
SIQAAAAbMjAYNSOWMSOyMIXXXXo0ONjowMy44NDYONTha

Please be sure to reboot the system, after received 'license.bin' file is placed in
/config/license.bin
admin@ngfwos:~$

MonyyeHHbIN TOKeH Heobxoammo nepeaatb B Texnoasepxky OOO «UNH¢poBotu
APMA>.

Cneumanuct InfoWatch npepocraBut dann anueHsnm B dopmate bin, koTopsbil
Heobxoaumo 3arpy3utb B cucteMy ARMA CreHa B katanor /config/.

[na BbINONHEHWSA JAHHOW OnepaLun BO3MOXHO MCMOAb30BaTb MPOrpamMMHOe
obecneueHwne, noaaepxmneatollee nepegady dannos no npotokonam SFTP nan
SCP (Hanpumep, WIinSCP ana onepaumoHHon cuctembl Windows), anbo
BOCMONb30BaTbCA KOMaHAOW «SCp» 4yepe3 WHTepdenc KOMaHAHOW CTPOKMW.
BO3MOXKHbI TakXKe afbTePHaTMBHbIE CNOCOOLI Mepesaun JaHHbIX.

MprMep MCNONb30BaHMA KOMaHAbIl «SCP»:

«C:\Users\test>scp c:\Users\test\Desktop\license.bin
admin@172.16.20.76:/config»

KomaHza BbINOAHUT KonnpoBaHue dann anueHsnmn «license.bin» B katanor
«/config/» Ha cucteme ARMA CreHa, goctynHown no IP-agpecy 172.16.20.76.

Mocne nepemelueHns darna navueHsun «license.bin» B katanor /config/,
HeobxoAnMO nepesarpy3nTb cuctemy. [l 3Toro cnegyet BBecTr KomaHay «reboot»
B 3KCMJIyaTaLMOHHOM peXuMe, Mocae Yero NoATBepAnTb Nepe3arpysky, BBeAA «y»,
M HaxaTb knaBuwy «<Enter»:
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admin@ngfwos:~$ reboot
Are you sure you want to reboot this system? [y/N] y

6. AKTMBaLMA NLEH3NMN BbIMNOJHEHA.

2.2 WHdopmaumsa o Tekyliein AMLeH3un

[na npocmoTpa cratyca AMLEH3UN HEOBXOAMMO B 3KCMAyaTaLMOHHOM PEXMME BBECTU
KoMaHzay «show version»:

admin@ngfwos:~$ show version

Version: NGFWOS 4.5

Built by: IW ARMA CICD

Built on: Mon 24 Jan 2025 08:30 UTC

Build UUID: xx64xx7e-0a33-xxxx-axxd-f2ea8fcxxx8b

Build commit ID:  xxc33edTxxxxxx-dirty

Architecture: x86_64
Boot via: installed image
System type: KVM guest

Hardware vendor: QEMU

Hardware model:  Standard PC (Q35 + ICH9, 2009)
Hardware S/N:

Hardware UUID: xxx30bch-xxxx-xxxx-xxxx-xxxx1d5d3dcf

license start: 2025-01-24T16:09:02.858887Z
license end: 2025-02-24T716:09:02.861340Z

[ns O3HAKOMJIEHUS C MOJb30BATENbCKMM JINLEH3NOHHBIM COTNAlIEHMEM HEeobxoaMMo
BBeCTM KomaHay «show license» B s3kcnayaTauMOHHOM pexunme.
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3 WHTEP®EAC KOMAHAHOW CTPOKU

[octyn k nHTepdency komaHaHon cTpokn cucteMbl ARMA CTeHa BO3MOXHO MOAYUNTb
NpW NOAKAKOUYEHUN K YCTPOUCTBY:

® uyepe3 HDMI nan VGA pasbéwm;
® uepes nocsiegoBaTenbHyt0 KoHconb (RS-232);
® yjanéHHoe noakatoyeHne no SSH.

Aoctyn yepes nocnepoBaTe/ibHYIO0 KOHCO/Ib

Mpwn nogknroyYeHnn Yepes KOHCOAbHbIM MOpPT (RS-232) ncnonb3ytotca creayroume
napameTpsbl:

® ckopocTtb: 115200 6uT/c;

® 6e3 koHTposa uyétHoctn (No parity);

® 8 6uT AaHHbIX (8 data bits);

® 1 ctonoBbin 6uT (1 stop bits).
Mpumeuanune:

Mpn wncnonbzoBaHnu USB-nepexofHWKOB, B KOTOPbIX, KakK MpaBuio,
NPUMEHAEeTCa npOorpaMMHas 3Myaauns nocnejfoBaTenbHoro noprta 6es
annapaTHOro ynpas/jeHns NOTOKOM, PEKOMeEHAYeTCA yCTaHaBANBaTb CKOPOCTb
nepejayn AaHHbIx Ha ypoBHe 9600 6uT/c.

KomaHab! koHbUrypaumm nocnegoBatenbHOM KOHCOM:

1. OnpegennTtb YCTPOWCTBO, MCMONb3yeMOe B KayecTBe MOC/ief0BaTeNbHOWM
KOHCOAW:

set system console device <ycTponcTBo>

MNopaep>XmBaemMble TUMbl YCTPOUCTB:
® ttySN — nocnegoBatenbHbi NOpT (Hanpumep, ttySO);

o ttyUSBX — USB-agantep nocnesoBatenbHOro nopta
(Hanpumep, ttyUSBO);

® hvc0 — koHconb Xen (BUpTyanbHas MalLMHa).

2. YcrtaHoBUTb CKOpPOCTb nepejayn AaHHbIX:

set system console device <yctpounctBo> speed <cKOpoCTb>

ﬂlOI'IyCTI/IMbIe 3Ha4eHNA CKOPOCTU:

e 1200;
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e 2400;

e 4800;

e 9600;

e 19200;

® 38400 - N0 ymMONYaHUIO ANa Xen-KOHCoNK;

e 57600;

® 115200 - no ymonuaHuio And NocnefoBaTeNbHOro nopra.
YaanéHHoe nogkntoueHue no SSH

Ans ocylwecTBAeHMA YAaNEHHOrO MOAKNHOYEHUA PEKOMEHAYETCA MCMOAb30BaTh H6OM
SSH-KNMEHT, NnoaaepXXnBaroLLMIA ayTEHTUPUKALMIO C UCMONb30BaHMEM NapPONS.

Ana obecneyeHns yAanéHHOro AoCTyna Heo6XOAMMO BbIMOJAHUTL MOAKJAKOUEHUE
Ethernet-nopta ynpaBastowero komnbioTepa K HacTpoeHHoMmy Ethernet-nopty
yctporictea ARMA CreHa nocpeAcTBOM ceTeBoOro kabens kateropum UTP 5.

Pabora c MHTep¢delicom KOMaHAHON CTPOKMU

NHtepdenc komaHaHowm cTpokn (CLI) npepoctaBnsieT BO3MOXHOCTb MOJYyYEHUSA
CNpPaBOYHOM MHPOPMALLMM NO BCEM NOAAEPXKMBAEMbIM KOMaHAaM NyTEM BBOJa CUMBOJIA

«?»,

Ana ynobctBa BBOAA M MPOBEPKM KOMaHZA MOXET 1Ucnoab3oBatbca knaBuwa TAB. OHa
NO3BO/ISIET aBTOMATNUYECKM AOMONHATbL BBEAEHHbIE YaCTM KOMaHZ, a TakXe BbIABAATb
BO3MOXHble KOH(AMKTblI AN HEN3BECTHble 3HaYeHUA Ha 3Tane BBoAa. Hanpumep, npu
Habope B KOMaHAHOW CTPOKe 3HaueHua «sh» 1 nocneayrowem Haxatum knasuwm TAB,
cucTema NpeanoxXunT NoAXOAAWMKA BapuaHT — KoMaHay «show». [ToBTOpHOe HaxaTue
knauwn TAB 0TO6pa3nT CNUCOK BCEX AOCTYMHbIX AOMOJAHUTENbHLIX KOMaHZ W
NapamMeTpoB, CBA3AHHbIX C TEKYLLMM KOHTEKCTOM BbIMOJHEHNS KOMaHAbl «Sshow»: .;

admin@ngfwos:~$ s[pressTAB]
set show suricata

admin@ngfwos:~$ show [tab]
Possible completions:

arp Show Address Resolution Protocol (ARP) information
bridge Show bridging information

cluster Show clustering information

configuration ~ Show running configuration

conntrack Show conntrack entries in the conntrack table

conntrack-sync  Show connection syncing information

date Show system date and time
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dhcp Show Dynamic Host Configuration Protocol (DHCP)
information

dhcpv6 Show status related to DHCPv6

disk Show status of disk device

dns Show Domain Name Server (DNS) information

file Show files for a particular image

firewall Show firewall information

flow-accounting Show flow accounting statistics

hardware Show system hardware details

history show command history

host Show host information

incoming Show ethernet input-policy information
-9

[onyckaetcs nepemeliatb MHPOPMALMIO Ha 3KpaHe BBEPX C MOMOLLBH COYeTaHWS
knasuw Shift+PageUp v BHM3 c nomoLwbto covetaHms knasuw Shift+PageDown.

Ecan BbIBOA AaHHbIX B KOMAaHAHOW CTPOKE B OTBET HA 3afaHHYH KOMaHAy COAEP>XMUT
KONIMYECTBO CTPOK, MpeBbllLatolee pasmep bydpepa otobpaxaemor nHdopmauuu, To
AaHHble ByayT pasgeneHbl Ha YacTn, UTo HyaeT 0603HAUEHO CUMBOJIOM <«:»,

MNpy NpocMoTpe BbIBOAA AaHHbIX C Pa3eNéHHON MHPOpPMaLMEN AOCTYMNHbI CeayroLine
JEeNCTBUS:

[na npexkpalleHns BbIBOAA AaHHbIX MCMOJIb3YETCA KNaBuLla «gp.
[ns nepexosa K cneAyroLLen cTpaHuLe ncnonbyetcsa knasmwa «SPACE».
Ana nepexoga K npeAplAyLlen CTpaHnL,e Ncnob3yeTtca knasmia «b».

[ina nepemelleHna BbIBOAMMOMW Ha 3KpaH MHGOPMaL MM Ha OfHY CTPOUKY BHU3
ncnosbsyetca knasuwa «ENTER».

[ns nepemMelLeHNA BbIBOAMMOW MHPOPMALIMM Ha OAHY CTPOUKY BBEPX U Ha OAHY
CTPOYKY BHM3 UCMOAb3YHOTCA KNaBULLN «fI» 1 «J» COOTBETCTBEHHO.

[ns nepemelleHns BbIBOAMMOW MHGOPMaLMM BAEBO U BMPaABO UCMOb3YHOTCA
KNaBULLN «&» U «=>» COOTBETCTBEHHO, €C/IN BbIBOZ AaHHbIX B CTPOKE COAEPXKUT
KO/IMYEeCTBO CUMMBOJIOB, MNpeBbiwatolee bybep oTobpaxkaeMoW Ha 3KpaHe
MHGOPMALMM MO TOPU3OHTANN.

B ARMA CreHa 1CNoAb3yHOTCA CeAyoLLne pexuMbl paboTbl:

28

«3Kcnnya1'a|.|,|/|0|-||-|b|ﬁ PeXXunm» — MNO3BONAET OCYyLWeCTBJIATb MOHUTOPUHT
COCTOAHNA CUCTEMbBI U CJ'Iy)K6, a Tak>Ke BbIMNOJIHATb onepaunn C ¢a|7u1a|v||/|;

«KOH(PUTYpPaLUOHHBbIN PeXumM» — T[O03BONAET BHOCUTb W3MEHEHMA B
koHpurypaumto ARMA CreHa.
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MNocne aBTtopusaumn B cucteme ARMA CreHa nosb3oBaTtesib aBTOMaTUYECKN NOMNajaeT B
3KCMNyaTaUuMOHHBIM  pexunm. [na aoctyna K HacTponkaM CUCTeMbl Heobxoammo
BbINOJIHUTb NEPEXOA B KOHPUIYPALMOHHbBIV PEXUM C MOMOLLbIO KOMaHZAbl «configure».

Ans BO3BpaTa W3 KOHOUIypaLMOHHOTO pexXxuma B 3KCMIyaTaLMOHHbBIA  PEXUM
MCNONb3yeTcs KOMaHAa «exXit». Ecan 6bian BHeCeHbl U3MEHEHUA B KOHOUIypauuto, mnx
HeobxoaMMO 3aduKCMpoBaTb C MOMOLLbIO KOMaHAbl «commit» MAM OTMEHUTb C
nomowbio kKomaHabl «discard» (nan «exit discard»), npexae uem BbATM B
3KCMNNyaTaUNOHHbIA PEXMM.

BbinonHeHNe KOMaHAbl «exit» B 3KCrayaTaLMOHHOM peXuMe MNPUBOAUT K BbIXOAY
TekyLwen Y3 n3 cuctemsl ARMA CreHa.

[AeAcTBytOLLYO B AaHHbBI MOMEHT KOHPUrypaLmio BO3MOXHO COXpaHWUTb B dainn npw
MOMOLUM KOMaHAbl «save» B KOHUrypauMoHHOM pexume. [lo  ymosnyaHuto,
KOHdUrypaums coxpaHsetrcas B dann «config.boot» pacnonoxeHHom B kaTtasnore
«/config/». Mpn wnHWLMaNM3aLUN CUCTEMbI MPOUCXOAUT aBTOMaTUUeckas 3arpyska
KOHPurypaumm n3 danna «/config/config.boot». B cBA3n c 317Mm, nocne 3aBeplueHmns
HaCTPOVKM Bcex Tpebyembix CepBMCOB, HEOOXOANMO BbIMOAHWUTL COXPaHEHME TeKyLL el
KOHPUrypaumm B ykaszaHHbIN Gann ana obecneyeHns KOPPEKTHOM 3arpy3Ku nNapamMeTpoB
Npy  CnefyrowemM 3anycke YCTPOWMCTBa. PeKOMeHAyeTCs BbIMOJIHATL  PeryispHoe
COXpaHeHue KOHOUrypaLmm nocae BHECEHUS HOObIX U3MEHEHWI B HACTPOMKN CUCTEMBI.

3anpoc AnA BBOAA KOMaHA nNpeAocCTaBNAET MNOJb30BaTeNlo0 C/eAyIoLLyIo
nHpopmauumio:

® IMS YYETHOW 3aMnCK MNOAb30BaTENA MO KOTOPOWN BbINOJHEH BXOA B CUCTEMY;

® 1IMA y3/1a CUCTEMbI, Ha KOTOPbIA BbIMOAHEH BXOA;

® TeKyLMW pexunm nHtepdenca KOMaHAHOW CTPOKY;

® TeKyLUWUA YPOBEHb B MEPapXmmM KOHOUTypaLmm (TONbKO AN pexxmma HacTPOKK).

B 1absvue «3anpoc Ha BBOJA KOMaHA» NPUBEAEHbI HEKOTOPbIe MPUMEpPbI 3aNpPOCOB Ha

BBOJ, KOMaHZ, 1 UX 3HAYEeHWs.
Tabauya «3anpoc Ha 8800 KOMAHO»
Bua 3anpoca OnucaHme 3anpoca
admin@ngfwos:~$ MNMonb3oBaTtenb: admin
Wwmsa y3na: ngfwos
PexxnM paboTbl: 3KkCnyamayuoHHseIl pexxum
[edit] MNMonb3oBaTtenb: admin
admin@ngfwos# Nwms y3na: ngfwos

Pexxnm paboTbl: KOHPU2YPAYUOHHbIU pexxum
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Bup, 3anpoca OnuncaHue 3anpoca

YpoBeHb B uepapxum KOHurypauuu: [edit] (sepxHul
ypogeHs)

3.1 3SkcnayaTtauMOHHbIA PEXUM

JKCMAyaTaUMOHHbBIN  PeXUM MpPefoCTaBAseT BO3MOXHOCTb YNpaBAATb MNUTaHWEM
YCTPOWCTBa, NOAyYaTb MHPOPMALMIO O TEKYLLEM COCTOSHUM OMepPaLNOHHOWN CUCTEMbI U
€e CepBU1COB, a Tak>Ke BbIMOJNHATbL ANArHOCTUYECKME KOMaHAbI, Takne Kak traceroute nam

ping.

OcHOBHbIe KOMaH bl 3KCrnayaTauMOHHOIO pexunmMa npeacraBieHbl B Tabavue «KomaHabl
IKCNAyaTallMoOHHOIo pexmnma»

Tabuya «KomMaHObl 3KkCNIyamayuoHHO20 pexxuma»

KomaHpa KpaTtkoe onucaHue
add [lo6aBnTb 06bEKT B CNYOYy
clear Ouunctutb MHGOPMALMIO O CUCTEME
clone KnoHnpoBaTb 06bekT
configure BoWTi B KOHOUIYpPaLMOHHBIN peXxXnm
connect YcTtaHOBUTbL coefnHeHne
copy KonunpoBatb 06bexT
delete Yaanutb o6bekT
disconnect PasopBaTb coesuHeHume
exit Bbixog 13 cuctemsl
force MNpvHyaMTeNbHOE BbINOJHEHME OonepaLmm
format dopmaTrpoBaTh YCTPONCTBO
generate CreHepupoBaTb 06BbeKT/KNtoY
import VmnopTnpoBaTb 06bekT
install YCTaHOBUTb HOBYIO CUCTEMY
monitor MOHWUTOPWHT cCMCTEMHOW MHGOPMaLMK
mtr Mpocneants NyThb Traceroute n ping K uenn
ping OTtnpaska 3xo-3anpoca ICMP
poweroff Bbikntoumtb cnuctemy
reboot MNepe3arpy3nTb cnctemy

30
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KomaHpa KpaTtkoe onucaHue
release OcB0o60OANTL YKa3aHHYH NepeMEHHYHO
rename MNepenmeHoBaTb O6BbEKT
renew O6HOBUTbL YKa3aHHY NepPeMeHHYHo
reset Cépoc cnyx6ei
restart MNepe3anyCcTnTb OTAENbHYIO CY>KOY
set [lo6aBnTb 3HaYeHe NapameTpa KOHPUrypaLmm
show MNoka3aTtb MHPOpMaLMIO O cucteme
suricata Pabotaet ¢ npaBunamu suricata
telnet Telnet k y3ny
traceroute TpaccupoBka ceTeBOro nyTu K y3ny
update O6HOBIEHWE JaHHbIX 418 CAYyXObl

wake-on-lan OtnpaBka naketa Wake-On-LAN (WOL)

3.2 KoHpUrypaumnoHHbIN peXxum

KoH®urypaLuMOHHbIA pexnm npefHasHayeH ANA BHECeHMA n duKcaumm M3MeHeHUU
KOHPUrypaumm, a Takxke CoOXpaHeHMA KOHPUrypaLMOHHbIX Gannos.

Ana nepexoja w3 3KCMyaTaLUMOHHOrO pexuMa B KOHOUIYPaLMOHHBIN  Pexmm
HeobXxoAMMO BBeCTM KOMaHay «configure».

admin@ngfwos:~$ configure
[edit]
admin@ngfwos#

MoaTBepXaeHWeM BxoJa B KOHOQUIypaLMOHHbIA pexum ABaseTcs oTobpaxeHune
CYMBOJIA «#» B KOMaHZAHOW CTpoOKe.

Mpumeuanue:

Hanvune cumsonoe «admin@ngfwos:~$» B npumepax koaa ykasbiBaeT Ha TO, UTO
KOMaHAy cnefyet BBOAWTb B 3KCMIyaTaLMOHHOM peXxXuMe.
Ana paboTbl B KOHOUTIYPaLMOHHOM PeEXMME UCMOb3YOTCA CeAyroW e KOMaHAbl:

1. «set» — 106aBUTb 3HaUeHMe NapameTpa KOHPUrypaLmm, Hanpumep, HasHaunTb IP-
appec ans nHtepdenca «eth1».

[edit]
admin@ngfwos# set interfaces ethernet eth1 address 192.168.22.1/24
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2.

32

«delete» — ypanutb 3HaueHwe napameTpa KoOHOurypaumu. [pm 3TOom Takxe
YAANATCA BCE MOAYPOBHU HUXE TEKYLLEro YpOBHSA, yKa3aHHOro B koMaHge. Mpwu
yAaNeHWUM 3anncn SNEMEHT TakKe NMPUMET 3HaUYeHNe Mo YMONYaHMIO, eCIN TakOBOE
cywecteyet. Hanpumep, yaanuts IP-agpec ana nHtepdeinca «eth1».

[edit]
admin@ngfwos# delete interfaces ethernet eth1 address

«edit» — nepenTn K APYyroMy YpOBHIO pefakTUpoBaHWs KoHdurypauum. Bce
KOMaHAbl, BbINOJHAEMble B pPeXVMe KOHPUrypauuu, CBsizaHbl C OMpeAesEéHHbIM
YPOBHEM MEPaAPXUYECKON CTPYKTYpbl, KOTOPbIA 3aAaéTCA afMMHUCTPATOPOM Mnpwu
BBOAE KOMaHA. B pexxvme KoHdUrypaLmm MOXHO BHOCUTb U3MEHEHUS B HACTPOIKM
OMepaLMOHHON CUCTEMbI C CAMOTFO BEPXHErO YPOBHS MNEPapXMUECKOW CTPYKTYpbl,
OZHaKO B TakOM C/lyyae Lieroyka KOMaHZ npu pyyHoMm BBOAe OyAeT AOCTaTOUYHO
A/VHHOW. /13MeHeHne YpOBHS MepapXM4yeckol CTPYKTypbl MO3BOASET COKPATUTb
AJIVHY  UCMOJNb3YeMbIX KOMaHZ W  YNpOCTUTb  HACTPOMKy  KOHUrypauum
onepaLmoHHOM CUCTEMBI.

Hanpuwmep:

[edit]

admin@ngfwos# edit interfaces ethernet eth
[edit interfaces ethernet eth1]
admin@ngfwos# set address 192.168.22.1/24
admin@ngfwos# set description "LAN"

MpuMep Bbile AeMOHCTpUpyeT paboty koMaHAabl «edit». MNocne BBOJa KOMaHAbI
«edit interfaces ethernet eth1» cuctema nepexoanT Ha ypOBeHb Mepapxmyeckou
CTPYKTYpbl KOHOUrypaLmmn, CBA3aHHbIA C Lenoykon komaHg «interfaces ethernet
eth1». Bce komaHapl, ByayT BbINONHATLCA B OTHOLLEHWE AaHHOTO YPOBHS.

[na BO3BpalleHNs Ha CaMbli BEPXHWUA YPOBEHb WEpPapXMyeckon CTPYKTYpbl
MCMONb3YHOTCA KOMaHZAbl: «top» nan «exit».

Ans nepemelleHMs Ha OAWH YPOBEHb WEPapPXMUYeCcKOW CTPYKTypbl BBEpPX
MCMONb3yeTCs KOMaHAa «up».

«commit» — 3aprKCcMpoBaTb U3MEHEHNSA, BHECEHHbIE B KOHGUIypauuto.
Mocne dukcaunm nameHeHnn «paboyas» KOHGUrypaumsa CTaHOBUTCA «aKTUBHOW».

Bo3MOXHO £06aBUTb COObLLLEHNM O DMKCALMM C MOMOLLBHO KOMaHAbI:

commit comment <message>.
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Mpumeuanne:

Mpyn BbIxOAe W3 KOHOUrypauUMOHHOTO pexuma 6e3 npeaBapuTeNbHOIO
BbIMOJHEHMA KOMaHAblI «commit» HacTporikm He ByayT NpYMeHeHbI.

5. «commit-confirm» — 3apukcnpoBaTb M3MeHeHns KOHOUTypaLmm 1 No NcTeyeHnm
10 MUHYT aBTOMaTUYECKN Nepe3arpy3nTb CUCTEMY C NCMOb30BaHNEM MpeablAyLL e
COXPaHEHHOM KOHPUTypauun.

[na noaTBEPXKAEHMA BbIMOJHEHNSA KOMaHAbI CefyeT BBECTU «y» Ha 3anpoc:

commit-confirm will automatically reboot in 10 minutes unless changes are
confirmed.
Proceed ? [Y/n]

NMpumeuanne:

Bo3MOXXHO AONOJIHNTb KOMaHAy yKa3aHV|eM NCYNCNAEeMOro B MI/IHyTaX
MpoMeXyTKa BpeMeHu A0 nepesarpysku cMcTemsbl, Hanpumep «commit-confirm
25».

6. «commit-check» — BbINOAHAET NPOBEPKY CUMHTAKCUYECKOM W  JIOTMYEeCcKom
KOPPEKTHOCTU BBEAEHHbIX KOMaHZ 6e3 wux ¢GakTMyeckoro npPUMEHEHUs K
KOHPUrypaLmm CUCTEMBI.

B cnyuae ycrnelwHoM NpoBepku cuctema BblBEAET COOTBETCTBYHOLLEE COOBLLEHNME:

admin@ngfwos# commit-check
Configuration check success
[edit]

admin@ngfwos#

MpumeuaHne:

Mpwn BbIxOoge W3 KOHOUrypauUMOHHOTO pexuma 6e3 npeaBapuTeNbHOIO
BbIMOJHEHMA KOMaHAblI «commit» HacTporiku He ByayT NPYMeEHEHbI.

7. «save» — COXpaHUTb akTUBHYO KoHOuUrypauuto B dparn config.boot:

[edit]
save

Mpumeuanue:

B cnyyae nonbiTkn nepesarpy3ku nav BbikatoueHns cnctembl ARMA CreHa 6e3
npeABapUTENbHOIO COXPaHEHNA N3MEHEHHbIX HAaCTPOeK KOHGUrypaumm, byaet
BbIBEIEHO C/ieytoLlee npeaynpexieHue:
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Warning: there are unsaved configuration changes!
Run 'save'’ command if you do not want to lose those changes after
reboot/shutdown.

8. «exit» — BbIUTU U3 KOHOMUIYPaLUMOHHOTO peXxrMma B 3KCMyaTaLMOHHBIA PEXUM.
Takxe KOMaHAa MOXEeT MCMOAb30BaTbCA A/NA Mepexoja M3 Kakoro-nmbo ypoBHSA
peAakTMpoBaHuA KOHdUrypaumm.

[edit interfaces ethernet eth1]
admin@ngfwos# exit

[edit]

admin@ngfwos# exit

exit

admin@ngfwos:~$

Mpumeuanne:

KomaHaa «exit» He NpuMeHUTCA ANs BbIXOAa U3 KOHGUIYPaLMOHHOIO pexnma
B C/lyYae Hanmumsa B KOHGUrypaunm He3apukCMpoBaHHbIX N3MEHEHWN.

[edit]

admin@ngfwos# exit

Cannot exit: configuration modified.

Use 'exit discard' to discard the changes and exit.

B cnyuae BbIxofa M3 KOHPUrypauMOHHOTO pexmnma 6e3 coXpaHeHUsi BHECEHHbIX
HacTPOeK CUCTEMbl BbIBEAET NMpeaynpexaeHne 1n nepernsét B 3KCnayaTalMOHHbIN
PEXUM:

[edit]

admin@ngfwos# exit

Warning: configuration changes have not been saved.
exit

admin@ngfwos:~$

9. «exit discard» - BbINTM M3 KOHOUIypaLMOHHOro pexuma 6e3 coxpaHeHus
N3MEHEeHUN.

10. «run» — BbINOAHUTb KOMaHAY 3KCMyaTaLMOHHOTO pexunma 6e3 npeaBapuTeNbHOro
BbIXOZa 13 KOHPUTYPaLMOHHOTO pexuma.

[edit]
admin@ngfwos# run show system commit
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11. KomaHga «show», ncnonbsyemas B pexxvme KOHGUrypaumm, no3soaser otobpasntb

35

pabouyto KOHGUIypaLnIo C yKa3aHUeM «+» f00aBNEHHbIX, «>» U3MEHEHHbIX N «—>»
YAANEHHbIX CTPOK.

[edit]
admin@ngfwos# show

[na KoMaHAbl BO3MOXHO YyKa3aTb AOMOAHUTE/bHble MapaMeTpbl BblBOAA
nHdopmaumn o koHdpurypaumm cnctemol ARMA CreHa:

® show | commands - BbiBeCTU KOHOMIYpaLMIO CUCTEMbI B BUAE KOMaHZ, set.

Mpumeuanne:

Ana BbiBOAA WHPOPMaLMM 060 BCeX BbIMOAHEHHbIX KOMaHAax «set»
ncnonb3lyercs komaHza «run show configuration commands» B
KOHPUrypaumoHHoMm pexunme uan «show configuration commands» B
3KCMyaTaLMOHHOM pexmMe.

® show | json - BbiBECTV KOHOUTYpaLuto cUcTeMbl B popmaTe json.

® show | strip-private - ckpbiTVs KOHOMAEHLMANBbHBIX JaHHbIX MPY BbIBOAE
KOHdUMrypaumo cuctembl. [py  MCNONb30BaHWWM  JaHHOW  KOMaHAbl
NPONCXoANT GUABTPALMA BbIXOAHbIX AAaHHbIX KOMaHAbl show, B pe3yibTaTe
Yyero yAanaroTCa AN CKPbIBAOTCA KOHOUAEHUNaNbHbIE JaHHblE, TakMe Kak
Napon, KNoun WhpoBaHUa 1 Apyras dyyBCTBUTENbHAA MHOpMaLma. ITO
MOXeT ObITb MOJIE3HO, HanpuMep, Npu HeobxoAMMOCTM NpPefsoCTaBUTb
TEXHUYECKYIO MOAAEepPXKY WAM coobliecTBy JOCTYyn K Joram  Wau
KOHPUrypaumm ycTponctBa ANf YCTPaHEHWA Henonajok, npu 3TOM
COXpaHAsA KOHOMAEHLNANBHOCTb JaHHbIX.

® show | count - BbIBECT! KONMYECTBO CTPOK B KOHOUIypaLMOHHOM daine
CUCTEMBI.

® show | match <pattern> - BbIBOAUTL TO/NBKO CTPOKM, KOTOpble
COOTBETCTBYHOT YKa3aHHOMY LWabsoHy <pattern>.

® show | no-match <pattern> - BbIBOAWUTL TONBKO CTPOKW, KOTOpblE He
COOTBETCTBYHOT 3ajlaHHOMY LWabaoHy <pattern>.

® show | more - pa3buTb BbIBOA Ha CTPaHULLbI.

® show | no-more - He pa36unBaTtb BbIBOA Ha CTPaHULLbI.
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4 YNPABJIEHUE

4.1 YnpaBneHue nuTaHuem

4.1.1 NMepe3sarpyska

Ans nepesarpyskn ARMA CreHa HeobxoAMMO B 3KCMJyaTaLMOHHOM peXvMe BBeCTM
kKoMaHay «reboot», a 3aTem BBeCTM «y» 1 HaxaTb knaBuwy «<ENTER» Ha 3anpoc «Are
you sure you want to reboot this system? [y/N]».

admin@ngfwos:~$ reboot
Are you sure you want to reboot this system? [y/N] y

4.1.2 BbiknrouyeHue

Ana BbiknroueHns ARMA CreHa Heob6XOAMMO B 3KCMAyaTaLMOHHOM pexXuMe BBECTU

komaHay «poweroff», a 3aTem BBeCTM «y» 1 HaxaTb knaBuily «<ENTER» Ha 3anpoc «Are
you sure you want to poweroff this system? [y/N]».

admin@ngfwos:~$ poweroff
Are you sure you want to poweroff this system? [y/N] y

4.2 KoHdurypauun

ARMA CreHa ncnonb3yeT eAnHbl KOHPUIypaLMOHHbIA dann ana BCerW CUCTeMbl —

/config/config.boot. 310 nossonsder nerko cosgaBatb WabnOHbI, AenaTb pe3epBHble
KOMWU N TUPaXXMpPOoBaTbh KOHOUIypaLmio CUCTEMBI. TakxKe eCTb BO3MOXHOCTb COXPaHEHUA

KOHPUrypaLmm Ha yAanEHHbI cepBep A/ apXvBaLMK NN Pe3epPBHOrO KOMMPOBaHMKA.

B cucteme ARMA CreHa npeslyCMOTPEHbI TP OCHOBHbIX TUMa KOHGUrypaumm:

1.

36

AxTMBHas KoHPUrypauus — 370 KOHPUIypaumnsa CUCTEMbI, KOTOpPas B AaHHbIM
MOMEHT 3arpyxeHa W wucnonb3yetcs. Jltoboe u3MeHeHne KoHUrypauum
AOMKHO ObITb 3adMKCMPOBAHO, UTODObI OHO CTano MpUHaANeXaTb aKTMBHOMW
KOHdUrypaumm.

Pabouas koHurypauma — 310 KOHPUrypauus, KOTopas B AaHHbIA MOMEHT
M3MEHAETCA B KOHOUIypaLMOHHOM pexuMme. VI3meHeHus, BHeCEHHble B
pabouyto KOHPUrypaumto, He BCTynaroT B CUY AO Tex NMop, NMokKa OHW He byayT
3adMKCMPOBaHbl KOMaHAOW «commit». B 3TOT MOMeHT pabouas koHdurypaums
CTAHOBMTCA aKTUBHOW KOHGUrypaLmen.

CoxpaHéHHana KoOHUrypaumsa — 370 KoOHOUrypaLums, Kotopas bblaa coxpaHeHa
B a1 C NOMOLWbIO KOMaHAbl «save». 3JTO MO3BOASET COXPaHWUTb
KOHOUrypaumio Ana NocCaeayrolero ucnoab3oBaHma. ®annos KoHGUrypauymm
MOXET ObITb HECKO/bKO. KOHPUrypauma no ymMOAuaHUIO WAW «3arpy3ovHas»
coxpaHseTca u 3arpyxaetcs u3 parina /config/config.boot.
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Ans npocmMoTpa napamMeTpoB aKTUBHOM KOHOUrypaLmm HeobXOAUMO BBECTVM KOMaHAY
«show configuration».

admin@ngfwos:~$ show configuration

HaBuraums npu npocmoTtpe BblBeAEeHHON MHGOPMAaLIMK, OCYLLECTBASETCA C MOMOLLbHO
KNaBUlI KJIaBMaTypbl CO CTpesKamMu BBepX M BHU3. [114 3aBeplueHMA nMpocMoTpa
napameTpoB KOHOUrypaLmmn cnegyet HaxaTb KNaBULLY «q».

Ana npocmMoTpa HyMEpPOBaHHOrO CMucka BCEX CyLECTBYIOLMX JIOKaNbHbIX BepCUM
KOHPUrypaumm (cM. PucyHok — CnrMcoK pe3epBHbIX BEPCUN KOHDUIypaLmm) Heobxoanmo
B 3KCMyaTaLMOHHOM peXnme BBECTU C/1eAYHOLLYH0 KOMaHAy:

admin@ngfwos:~$ show system commit

PucyHok — Cnucok pe3epgHbix sepculi KOHgu2ypayuu

Ans ykazaHWs MakCMManbHO BO3MOXHOMO KOJNMYECTBA JIOKaJbHO XPaHALLMXCA BEPCUN
KOH®Mrypaumm Heobxo4MMO  BBECTU CNeAyHOLLYO KOMaHAY:

37

set system config-management commit-revisions <N>

rae <N> — MakCcMManbHO BO3MOXHOE KOJIMYECTBO XPaHALLMXCA aKTUBHbIX
KOHbUrypaumin. Bo3aMOXHO yka3zaHue 3HaueHusa B AnanasoHe oT «1» a0 «65535».
Mo ymonuaHuto ncnonb3yetca 3HayeHme «100».

B cnyuae AOCTMXKEHUS YCTAHOBAEHHOTO KOJMYECTBA XPaHALWMXCA Bepcuin, byaet
nepe3anuncbiBaTbCA CaMas PaHHAA COXPaHEHHas BepCUS.

Mpumeuanue:

Mpwn yBennyeHun pasmepa KOHOUrypaumoHHoro dansa npouecc NpuMeHeHUs
HOBbIX HacTPOeK MOXET 3aMefnTbCA, a TakXkKe MOXeT YBEeNNUUTbCA Bpems
3arpy3Kkmn CUCTEMbI, MOCKOJ/IbKY Al 06paboTkm 06BEMHOro KOHGUrypaLmoHHOro
davina npu 3arpyske moxeT noTpeboBaTbcs 60bLLE BPEMEHN.
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4.2.1 CpaBHeHMue KOH}Urypauumn

Ans BbINONHEHUA CPaBHEHWS Pa3/IMUHbIX BEPCUI KOHOUIypauum cneayet cnoab3oBaTb
KOMaHZy «compare».

Bo3MOXHbI cneaytoLime BapuaHTbl CpaBHEHUA KOHOUTypaLmii:

1.

38

[Ana cpaBHeHWs BepCUMM aKTUBHOW KoHourypaumm <N> ¢ Bepcnen <M>
HEOHXO0ANMO BBECTU CEAYHOLLYIO KOMaHAY:

compare <N> <M> [commands]

rae <N> n <M> — HoMepa Bepcuin akTUBHOW KOHGUIypaLmu.

BbiBeAgeHHbIN cNNCOK ByaeT cosep>kaTb MHPOPMaLMIO O 406aBAEHHbIX U YAaNEHHbIX
NnapameTpax BepCcuMM akTMBHOW KOHPUrypaumm <N> oTHocuTenbHO Bepcun <M> B
BMAE CTPOK, OTMEUEHHbIX 3HAKaMW «+>» U «-» COOTBETCTBEHHO.

[lononHnTeNbHbIN NapameTp «commands» BbIBOAWT pas3inume KOHuUrypauui B
BUAE KOMaHJ,

Ans cpaBHeHus pabouyert M aKTMBHOW KOHOUrypaumm HeobxoAMMO BBECTU
CefytoLLy0 KOMaHAY:

compare

[na cpaBHeHMA pabouen 1 akTUBHOW KOHOUIypaLumm 1 BbIBOAA CNNCKa KOMaHA «set»,
BbIMOJIHEHHbIX B pabouein koHdurypaumm, HeOOXOAMMO BBECTU CAEAYHOLLYHO
KOMaHAy:

compare commands

Ans cpaBHeHWs pabouelt KOHOUrypauunm C COXpaHEHHOW HeobxoaMMO BBECTU
CNesyroLy0 KOMaHAy:

compare saved

Ans cpaBHeHWs pabouen KoHOUrypaumm c BbibpaHHOW Bepcvein <N> akTMBHOW
KOHPUrypaumm HeobxoaMMO BBECTU CAeAYHOLLYHO KOMaHAY:

compare <N> [commands]

rae <N> — HoOMep BepcuM akKTMBHOMW KOHDUIypaumu.

B skcnayatauMOHHOM pexume Ans cpaBHeHUs pabouyen n akTMBHOM KOHbUrypaumm
Heo6XoAMMO BBECTUN CNeAyHOLLYH KOMaHAy:

~$ show system commit diff <N>
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Mpumeuanue:

[na Tekywero nosnb3oBaTend KomMaHia compare o03BOAAET MNPOCMaTpmBaTh
M3MEHEHWNS TOMbKO B Tex pasgenax KoHdurypaumu, Kotopble Oblan yKasaHbl B €ro
No/sb30BaTeNbCKOM  Kjiacce B napametrpe  «configure-command  show
[pa3pen_koHurypaumml]». ECiv nameHeHns, BHECEHHbIE C MOMOLLbIO KOMaHA set nan
delete, He 3aTparvBaloT paspelléHHble AnA OTOBpaXkeHMsA paszenbl, TO Ha 3KpaHe
nossutcsa coobueHne «No changes between working and active configurations»
Wau, B Clyvae MCNOAb30BaHMA KOMaHAbl compare commands, nycras ctpoka.

Ecan y nonb3oBaTesnbCcKoro knacca ykasaHa obuwias komaHza «configure-command
show», T0 6yayT nokasaHbl BCE M3MEHEHMA BO BCEX paszenax KoHowurypauum 6es
KakMX-1Mb0o orpaHUYeHW.

Echan komaHaa show He 3agaHa HM AN KOHKPETHbIX pa3aenos, HU B obLem Buae, TO
Taioke nossutca coobuweHne «No changes between working and active
configurations» (nan nycras ctpoka Ans KOMaHAbl compare commands), gaxce ecan
6blIM BHECEHBI M3MEHEHMA B KOHOUIypaLmio.

4.2.2 BoccraHoBneHUe KOHUrypaumm

[ns BbINOAHEHWS BOCCTAaHOBAEHMA KOHOUrypauum K Kakom-1mbo BepcuMu aKTUBHOW
KOHbUrypaumm Heobxogmmo ncnosib3osatb komaHay «rollback».

B npouecce BoOcCCTaHOBAEHWA aBTOMaTuMyeckn OyjeT co3gaHa  COXpaHEHHas
KOHPUrypaumsa, aHanormyHas BbIOpaHHOW BepCMM aKTMBHOW KOHOUrypauuu, u
BbiMonHeHa nepe3arpy3ka ARMA CreHa, g4 NOATBEPXAEHMA KOTOPOM Heobxoammo
BBECTU «y» 1 HaxkaTb Knasmiuy «<ENTER»:

rollback <N>
Proceed with reboot? [Y/n] y

Mpumeuanue:

He pekomeHayeTCcs BOCCTaHaBAMBaTb KOHOUIypaLMIO C MOMETKOM «init», Tak Kak 3TO
MOXET MPUBECTU K HEKOPPEKTHOM paboTe cucTeMsbl (CM. PucyHok — CNncok pe3epBHbIX
BEpPCUN KOHDUTrypaLmm).
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admin@ngfwos# rollback
Possible completions:
<N= Rollback to revision N (requires reboot)
{use rollback-soft foar a non-disruptive rollback)

Revisions:
B 2 3-05 16:03:04 admin by cli
; 2-05 35: admin by cli
admin by cli
admin by cli
admin by cli
admin by cli
admin by cli
admin by cli
admin by cli
admin by cli
admin by cli
admin by cli
admin by cli
root by ngfwos-boot-config-loader
admin by cli
root v _nafwos-boot-config-loader
root by init

1
-
3
4
5
8
7
8
g

PucyHok — Cnucok pe3epgHbix sepculi KOHgu2ypayuu

4.2.3 YpaneHue koHpurypaumm

Ans ypaneHus NOKaNbHOrO apxmBa KOHOUrypaLum HeOOXOAMMO BBECTU CAEAYHOLLYHO
KOMaHZy B 3KCMyaTaLMOHHOM PeXUME:

admin@ngfwos:~$ delete commit <N>

rae <N> - Homep apxvBa KOHOUIypauumn B 10KaJbHOM XpaHWUIMLLE.

Mocne yCNewHoro yganeHna cncteMa BbiBe4ET COOTBETCTBYHOLLEE yBEeAOMAEHNE!

Successfully deleted revision <N>.
admin@ngfwos:~$

Cuctema npefocTaBAsieT BO3MOXHOCTb OAHOBPEMEHHOIO  yAaNneHUs HeCKObKUX
KOHPUIypaLMOHHbIX apxvMBOB. [lns 3TOro B 3KCMJ/yaTaLMOHHOM pexume Heobxoanmmo
BBECTM CNeAYHOLLYHO KOMaHAY:

admin@ngfwos:~$ delete commit <N1,N2,..,Nn>

rae <N1,N2,...,Nn> - HOmMepa apx1MBOB KOHPUrypaLmnmn B JIOKaJbHOM XpPaHWUINLLE,
yKa3saHHble yepes 3anaTyto 6e3 npobenos.

Mocne YCNEWHOro yganeHna cnctemMa BbiBeAET COOTBETCTBYHOLLEE YBEAOMNEHNE!

Successfully deleted revision <N1, N2, .., Nn>.
admin@ngfwos:~$
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Mpumeuanne:

Ypaanatb KOHOUrypaLumo ¢ MeTKOM «init» 3anpeLyeHo.

4.2.4 dkcnopt KoHpuUrypauum

Ans 3kcnopta KOHGUrypauMoHHOro daina B yKasaHHYI AMPEKTOPUIO Heobxoanmmo
BBECTW CNeAyHOLLYH KOMaHAy:

save <track>/<file>

rae:
® <track> — gupekTopus Ana coxpaHeHus;

o <file> — nmva danna koHdurypaymm.

Bo3mOoXHbI cneaytoLme BapraHTbl 3kcnopTa darna KoHourypawumm:

e <file> - 3kcnopt danna KoHPUrypaumm Ha NOKanbHbIM AUCK B dann C
yKa3aHHbIM MMeHeM:

[edit]
admin@ngfwos# save /config/test.boot

Ecam ykasaHo Tonbko MMs daina, 6e3 katanora Ans COXpaHeHus, To dann
byseT coxpaHéH B KaTajsore MoJib30BaTeNs, OT MMEHM KOTOpOoro 6bina
BbINOJIHEHa KOMaHAa. Hanpvmep, 419 nonab3oBatens ¢ uMeHem admin 310
6yaet katanor /home/adminy/.

® scp://<user>:<passwd>@ <host>:/<file> — 3kcnopt danna Ha yaanéHHbIN
cepsep SCP.

e sftp://<user>:<passwd>@ <host>/<file> — skcnopt darna Ha yaanéHHbIN
cepsep SFTP.

e ftp://<user>:<passwd>@<host>/<file> — skcnopt danna Ha yaanéHHbIN
cepsep FTP.

® tftp://<host>/<file> — skcnopT parina Ha yaanéHHbIN KOMMbIOTEP.
rae:
® <user> — 1ma Y3;
® <passwd> — naposb ¥Y3;

® <host> - agpec komnbroTEpPA.

B kauectBe npmnMmepa npmeeaeHbl KOMaHA4bl 414 BbIMONHEHUA!
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® >KcrnopTa KOHduUrypaumoHHoro darna nog mmeHem «ngfwl.config.boot» Ha
yAaNnéHHbl Komnbrotep «tftp://192.168.0.100»:
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save tftp://192.168.0.100/ngfw1.config.boot

® >3KcrnopTa KOHpUrypaumoHHoro darna nog mmeHem «ngfwl.config.boot» B
NOKaNbHYH ANPEKTOPUIO MO YMOAYaHuto «/config/»:

save ngfw1.config.boot

4.2.4.1 Sxcnopt KOHUrypaLmum Ha yaanEHHbIU cepBep

ARMA CreHa no3Bo/ISeT 3KCNOPTMPOBaTb KOHOUIypaLmio Ha YAanEHHbIV cepBep nocae
Ka>XZ0ro BbIMOJHEHMA KOMaHAbl «commit».

[Moapep>xnBaeTca 3KCNOPT Ha yAaNéHHble cepBepbl Mo cieaytowmm rnpotokosam: TFTP,
FTP, SCP, SFTP. B cnyyae ycnewHoro BbINOAHEHMA KOMaHAbl «commit» konua danna
«config.boot» akcnopTnpyeTca Ha yka3aHHbIV yaanéHHbln cepeep. ®ann byaet coxpaHEH
C UMEHeM cnefytoLLero snaa:

e «config.boot-hostname.NMMMrMMAaa_4Y4MMCC».

Ana Ha3zHaueHWa pecypca AN YAaNEHHOTO XPaHEHNA KONMNn KOHGUTypaLMoHHOro danna:

set system config-management commit-archive location <URI>

rae <URI> — naeHtnomkartop pecypca.

[Ana ypanéHHOro pacrosioxXeHua apxumBa KOHGUrypaumm BO3MOXHO WCNONb30BaHMe
cneayrowmx wabnoHos <URI>:

® http://<user>:<passwd>@ <host>:/<dir>
® https://<user>:<passwd>@ <host>:/<dir>
® ftp://<user>:<passwd>@ <host>/<dir>
® sftp://<user>:<passwd>@ <host>/<dir>
® scp://<user>:<passwd>@ <host>/<dir>
e tftp://<host>/<dir>
® git+https://<user>:<passwd>@ <host>/<path>
rae:

® <user> — 1ma Y3;

® <passwd> — naposb ¥Y3;

® <host> - agpec komnbrOTEPS;

® <dir> — aupekTopus ans coxpaHeHua daina KOHPUrypaLmm.
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4.2.5 Umnopt KoHPpurypauum

Ansa wnmnopTta HOBOW KOHGUrypaumm C 3amMeHOW Tekylluen HeobxoAMMO BBeCTU
CneayroLLyt0 KOMaHAy:

load <track>/<file>

rae:
® <track> — MCTOUHMK pacnonoXeHUs HOBOro dania KoHGUrypaumu;
o <file> — nmsa 3arpyxxaemoro darina KOHPUrypauun.

Bo3MOXXHO mcnonb3oBaHve cnegyrownx LWabaoHOB WUCTOYHWKOB ANA 3arpy3kum darvina
KOH®Urypaumm:

o <file>
® scp://<user>:<passwd>@ <host>:/<file>
o sftp://<user>:<passwd>@ <host>/<file>
e ftp://<user>:<passwd>@ <host>/<file>
® http://<host>/<file>
® https://<host>/<file>
e tftp://<host>/<file>
rae:
® <user> — 1ma Y3;
® <passwd> — naposb ¥Y3;
® <host> — agpec komnbroTepA.
B kauecTBe NpuMepa NpmBeLEeHbl KOMaHZAbI AN BbIMOJHEHUS:

® uymMmnopTa KoHurypaumoHHoro danna «ngfwl.config.boot» 13 nokanbHom
AvpekTopum «/config/»:

load ngfw1.config.boot

® uvMnopTa KoHpurypaumoHHoro darna «050424.config.boot» c FTP-cepBepa
«ftp://46.24.16.27>»:

load ftp://ngfw:Fgw43!dweP@46.24.16.27/050424.config.boot

4.3 O6HoBneHne cuctembl ARMA CreHa
O6HoBneHune cuctembl ARMA CreHa noctaBsiseTcs B Buze dpanina B popmate «ISO».

Bo3moxkHbI cnepytolme cnocobbl nonyyeHuns dpana obHosneHns ARMA CreHa:
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® 3arpyska ¢arina c yaganéHHoro cepaepa InfoWatch ARMA;
® USB-HakonuTens, npegoctaBnsembii InfoWatch ARMA.

Mpumeuanue:

[Ans BbINONHEHNS OBHOBEHWUS CUCTEMbI HEODXOAMMO Hannume CBOBOAHOrO MecTa Ha
Aancke o6bémom He MeHee 16 6aiiT, natoc 06bEM, 3aHMMaeMbl kaTanorom /config/.

Ana  BbiBOga MHPopMaumm 06  PanlNoBOM  XpaHMAULLE HeobxoauMmMo B
3KCMNAyaTaLuMOHHOM pexXwume BBECTU CAefyrolyo KoMaHay (cM. PucyHok —
NHdopmaLwma 06 danioBOM XpaHUANULLE):

admin@ngfwos:~$ show system storage

admin@ngfwos:~$ show system storage
Filesystem Size Used Avail Use% Mounted on
udev 7.5G @ 7.5G 6% /dev
tmpfs 1.56 2.9M 1.56 1% /run
/dev/sda3 234G 759M 221G 1% /usr/lib/live/mount/persistence
/dev/loop@ 531M 531M © 1ee% /usr/lib/live/mount/rootfs/4.4.2.squashs
tmpfs 7.5G @ 7.56 0% /usr/lib/live/mount/overlay
overlay 234G 759M 221G 1% /
tmpfs 7.5G 7.5G ©% /dev/shm
tmpfs 5.8M 5.8eM 0% /run/lock
efivarfs 192K 122K 36% /sys/firmware/efi/efivars
7.5G 7.56 1% /tmp
7.5G .5G 1% /var/tmp
7.5G .5G ©% /etc/cni/net.d
7.5G .5G 1% /opt/vyatta/config
1.56G .5G 8% /run/user/16062
admin@ngfwos:~$

PucyHok — lHgbopmayus o6 ¢galinogom xpaHuauw,e

Mpumeuanne:

Mocne o6HoBneHna cuctembl ARMA CreHa /MUEH3UA  CTAaHOBUTCA
HeaencTBUTeNbHOMN. TpebyeTca NOBTOpPHasA akTUBaLMA CUCTEMbI C UCMOJb30BaHMEM
HOBOTO JINLLEH3MOHHOTIO KJIKO4a.

PekoMeHayeTcs 3apaHee ob6bpatutbca B Cayxby TexHuueckon noaaepxkmn OO0
«NHPpoBotu APMA>» a4 NoslydyeHnsa HOBOrO Kto4a akTuBaLumu.

Mpumeuanune:

MNocne obHOBAEHNA cncTeMbl ByaeT co34aH HOBbIA 3K3eMNAp rnobanbHOro XypHana
cobbITv. Bce npeabiayline 3anmcy cobbITMn OCTaHYTCA AOCTYMHbI B CTapOW BepCUM
cucTembil.
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Mpumeuanue:

MNepea o6HOBAEHVMEM peKOMEHAYeTCA BbINOJHUTL pPe3epBHOE KOMMPOBaHMue
koHourypaumm ARMA CreHa. [pouecc co3saHnsa pe3epBHON KOMUN KOHPUTypaLumm
OMucaH B pa3gene «IKCNopT KOHGUrypaLmm» HacToALWEero pykoBOACTBa.

Mpumeuanne:

MNepes o6HOBNEHMEM HEOOXOAMMO  BbINMOJHUTL  PE3EPBHOE  KOMUPOBaHMe
nonb3osaTtenbckmux npasun COB. o ymonuaHuio Bce npasuna COB xpaHaTca B
kaTtanore «/var/lib/suricata/rules/».

Ans BbINONHEHMA JaHHOW oOnepauyyM BO3MOXHO MWCMO/b30BaTb MPOrpaMMHoOe
obecneueHwne, noaaepxnpatoee nepegady dannos no nporokonam SFTP man SCP
(Hanpumep, WIinSCP gns onepaunoHHon cuctembl Windows), imnbo Bocnoab3oBaTbCs
KOMaHAOW «SCp» u4epe3 UHTepdenc KOMaHAHOW CTPOKW. BO3MOXHBbI Takxe
anbTepHaTMBHbIe CNOCObbl Mepesaun AaHHbIX.

anMep NCNONb30BaHNA KOMaHAbl «SCP>:

«C:\Users\test>scp admin@172.16.230.105:/var/lib/suricata/rules/user.rules
admin@172.16.230.105:/config»

KomaHaa BbIMOAHWT KonvpoBaHve danna nonb3oBatenbckux npasun COB
«user.rules» un3 kartanora «/var/lib/suricata/rules/» B katanor «/config/» Ha
cucteme ARMA CreHa, goctynHou no IP-agpecy 172.16.20.105.

Mocne ob6HOBAEHMA cucTeMbl TpebyeTcs BOCCTaHOBWTL Gaii MONb30BaTEbCKUX
npasun COB B nCxoAHbIM KaTanor AMbo ykasaTb HOBOe pacnonoxeHve danna B
KOoHdurypaumm Suricata. [ns 3Toro Heob6XOAUMO  BbLIMOAHUTL KOMaHay B
KOHOUrypaLMoHHOM pexunme: «set suricata rule-files file-name /config/user.rules».

Mpumeuanue:

Echm B cnucteme HacTpoeHa ayTeHTudukauma no npotokony Kerberos, nepes
BbINOJIHEHEM OHOHOBIEHNS HeobxoaMMO ckonnpoBaTb dain «*.keytab» 13 katanora
«/home/admin/» (katanor ykasaH MO YMOJYaHMIO W MOXET OTIMYaTbCA OT
dakTMueckn ncnoab3yemMoro nosib3osartesnem) B katanor «/config/».

B cnyuae HeObBXOAMMOCTUM COXPaHEHWUS KPUTUUECKM BaXKHbIX AaHHbIX, TaKMX Kak
BHeLlHMe cepTudurKaTbl AN NONb30BaTEIbCKME CKPUMTbI, KOTOPbIE PACMONOXEHbI 3a
npegenamun anpektopun «/config/», Tpebyetcs OCyLLeCTBUTL UX NPeABapUTENbHOE
KOMMpPOBaHMe B yKa3aHHYH ANPEKTOPUIO Nepes BbiNOAHEHNEM OOHOBAEHNS.

Mocne 3aBeplwieHNA O6HOB/EHWA cCUCTEeMbl c/iegyeT BEpPHYTb NepeHecéHHble
¢aiinbl 06paTHO B MX NepBOHaYasibHble AUPEKTOPUM.
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Mpumeuanue:

[na KoppekTHOro BbIMOAHEHUs ObHoBaeHMa cuctembl ARMA CreHa B pexume
OTKa30yCTOMUYMBOrO Knactepa C HACTPOEHHOW CUHXPOHM3aumen KoHburypaumm
cnesyeT NPUAEPXNBATLCA CNeAyHoLLEero nopsaaka A4evcTBUR:

1. BbINONHUTL OOGHOB/NEHME MPOrpPaMMHOro obecneyvyeHns Ha pPe3epBHOM
cucteme ARMA CreHa.

2. Mocne ycnewHoro 3aBeplueHWs OOHOBNEHVA  pPE3epPBHON  CUCTEMBI
npou3BecT 0bHoBAeHMEe OcHOBHOW (MacTep) cucteMbl ARMA CreHa.

OtkntoueHme yctporicteBa ARMA CreHa, KOTOpOe He MnozBepraetcsi OOHOBAEHUIO B
npoLiecce BbINOAHEHNS OOHOBIEHNSA BTOPOrO YCTPOMWCTBA, He TpebyeTcs.

B npouecce 06HOBNEHWA YCTPOWCTB HE PEKOMEHAYeTCA BHOCUTb W3MEHEHWA B
KOHOUrypaumoHHbln dann Ha oboux yctporcteax ARMA CreHa, utobbl nsbexatb
BO3MO>HbIX KOHPANKTOB MM HEKOPPEKTHOTO NPUMEHEHMA HACTPOEK.

Mpumeuanne:

MNocne obHoBAeHUs cnctembl ARMA CreHa a0 Bepcum 4.6 goctyn no npotokonam SCP
n SFTP 3anpewéH ans BCEX MONb30BaATE/IbCKMX YUYETHBIX 3anvcen, KpOMe YUETHOW
3anncn «admin». ¥3 «admin» coxpaHaeTca BO3MOXHOCTb Noakaro4veHmnsa no SCP/SFTP,
HO C OrpaHMYEeHHbIMW MpaBaMW JOCTyNa K JAOMAlIHMM KaTajoraM Apyrux
nosb3oBaTeneu.

Mpumeuanue:

B Bepcun cuctembl ARMA CreHa 4.6 BBeJleHO OrpaHu4YeHVe Ha MCMoJib30BaHMe
CMMBONA «-» B MMEHax KacTOMHbIX HabopoB MpaBwa M B MMeHax 30H cetn MDI.
YKa3zaHHbI cMMBOJ1 60nee He JoMyCcKaeTcs B AaHHbIX HAVMEHOBaHMAX.

MNpn obHOBAEHUN cncTeMbl € Bepcumn 4.5 10 Bepcumn 4.6 BCe 3K3eMNASPbl CUMBOA «->»
B MMEHax KacTOMHbIX HAbOPOB NpaBuA U ceTeBbIX 30H HByAyT aBTOMATUUYECKM 3aMEHEHbI
Ha CUMBOJ «_» (HUXXHee NoAYEPKNBAHME).

B cnyyae, ecam B pesysbTaTte 3aMeHbl UMEHM BO3HWKAET KOHPAMKT MMEH (TO eCcTb HoBOE
MMS COBMajaeT C y>Xe CYyLeCTBYHOLINM), K U3MEHEHHOMY VMeHn byaeT pobasneH
npedukc «_copied» ana obecneuyeHums yHuKanbHOCTU. [Mpumep nepenmMeHoBaHUS
MMEH Npn 06HOBEHUN:

4.5 45 -> 4.6
WAN-1 WAN_1
WAN_2 WAN_2
WAN-2 WAN_2_copied
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Mpumeuanue:

Mpwn BbiInoNHeHUN 06HOBNAeHMa ARMA CreHa ¢ Bepcumn 4.5 Ha Bepcuto 4.6 nponcxoant
cbpoc cnuncka KOHTPOMpYyeMbix 06beKTOB B Cyxxbe «KOHTpOAb LLesocTHOCTM». [Tocne
OOHOBNEHMA CTAHET HEBO3MOXHbIM A0baBaeHMe GaNIOB C LENCTBUEM NPU HapyLLEHUM
LEeNOCTHOCTN — «emergency» (Npv MOMbITKE BbINOAHEHWA AAaHHOW onepauunn byaert
BO3BpalleHa owunbka). MNpn HapyLeHUn LeNoCTHOCTM OTC/IEXMBAEMbIX OHbEKTOB
OyseT BbIBOAUTLCA TO/NBKO MpeaynpexzaeHne, 6e3 BO3MOXHOCTU  BKIKOYEHUS
aBapPUNHOTO pexxnma.

Echv Heobxoammo uvcnonb3oBaTb AEUCTBME «emergency», Mbo naaHupyeTca ero
MCrNoNb30BaHWeE B Aa/ibHENLLEM, HE PEKOMEHAYETCA BbIMOAHATL OOHOBAEHWE CUCTEMBI.
Ans  coxpaHeHWs MNONHOW QYHKLMOHANbHOCTU CYXObl KOHTPOAA LENOCTHOCTU
PEKOMEHAYETCA BbIMONHUTD CEeAYIOLINE AEUCTBUS:

1. BbINnonHWTE 3KCNOPT TeKyLLeh KOHPUrypaLmm n3 cuctemol Bepcun 4.5.
2. YcraHOBUTb UnCTytO cucTemy Bepcun 4.6.
3. lNpowusBeanTe MMNOPT paHee COXPaHEHHOWN KOHPUIypaLMm B HOBYHO CUCTEMY.

Takoh noaxos MO3BOAMT M3bexatb noTepn GYHKUMOHANbHOCTM U obecneunt
CTabunbHyto paboTy cny>bbl KOHTPOAS LENOCTHOCTY, BKAKOUAA MOAAEPXKKY AEUCTBUA
«emergency».

[Ans yctaHOBKW 0H6HOBAEHWSA HEOBXOAMMO BbINMONHUTL CAeayroLne AeiCTBUS:

1. ATtopuzoBaTbca B cucteme ARMA CreHa nocCpeAcCTBOM BCTPOEHHOW YUYETHOW
3anmcy «admin» Anbo yUYETHOM 3anmncK, NpUHaNeXxaLlLen K Knaccy C Ha3HaYeHHbIMK
MOJIHOMOUYMAMWN Ha BbIMNOJHEHNE KOMaHAbl YCTaHOBKM OOHOBAEHUW CUCTEMBbI B
3KCnyaTaumoHHOM pexunme - «add» (cm. pasgen «HasHaueHve npaB gocTyna

M0JIb30BATENAbCKUM YYETHBIM 3aMNCAM>).

2. CkonupoBaTb MosyyeHHbIM ISO-06pa3 OO6HOBNEHNSA B JIOKaNbHYH AUPEKTOPUIO
davnosoun cuctemsl ARMA CreHa.

[ns BbINONHEHWUA JaHHOW onepauun BO3MOXHO MCMO/b30BaTb MPOrpaMMHOe
obecneueHne, noaaepxxmnBatollee nepegavy davnos no nporokonam SFTP nam
SCP (Hanpumep, WInSCP ana onepaunoHHou cuctembl Windows), nnbo
BOCMO/Ib30BaTbCA KOMaHAOMW «SCP» 4yepe3 WHTePPEenCc KOMaHAHOW CTPOKMW.
Bo3MOXKHbI Takke afibTePHaTMBHbIE CNOCOOBI NepeAayn AaHHbIX.

3. B akcnayaTauMoOHHOM pexxvMe BBECTU CIeAYHOLLY0 KOMaHAY:

admin@ngfwos:~$ add system image </config/ngfw.iso>

rae:
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® </config/ngfw.iso> — nyTb k dariny obHoBNEHMA «Ngfw.isO», KOTOPBIV Obin
npesBapuTenbHO 3arpy>keH B cuctemy. MpriBeAéH B kauecTBe npumepa.

4. B cnyyae ycnewHOW NpoBepKM YCTaHOBLLMKOM KOHTPOJIbHOW cymmbl 1ISO-06pa3a,
yKasaTb UMs COOpPKM 1 HaxaTb knaBuwy «ENTER»:

Validating image checksums
What would you like to name this image? (Default: Homep_pennsHon_sepcun_10)

5. BBecTn «y» n HaxaTb knaBuwy «<ENTER» ans HasHaueHMs HOBOW KOHOUIypaLunm B
KauyecTBe UCMOb3yeMOW ANS 3arpy3km MO YMOAYAHUIO:

Would you like to set the new image as the default one for boot? [Y/n]

6. [ns coxpaHeHWs TekyLLen KOHGUrypaLumm BBECTU «y» 1 HaxkaTb knaBuwly «<ENTER»:

An active configuration was found. Would you like to copy it to the new image? [Y/n]

7. Ons coxpaHeHusa SSH-kntouen Tekyllen KOHOUrypaumym BBECTU «y» U HaXaTb
knasuwy «ENTER» :

Copying configuration directory
Would you like to copy SSH host keys? [Y/n]

MpumeuaHne:

B cnyuae otcyrctBUA cBO60OAHOro MecTta Ha JAUCKe YycTaHOBKa 6yaer
OTMEHeHa.

8. lMpw ycnewHom 3aBepeHnm obHoBaeHWa nepe3arpy3nts ARMA CreHa:

Copying SSH host keys
Copying system image files
Cleaning up

Unmounting target filesystems
Removing temporary files

# KomaHga nepesarpysku CUCTeMsl:
admin@ngfwos:~$ reboot

# BBecTun «y» ans NOATBEPXKEHUA nepe3arpyskm CUCTEMBbI:
Are you sure you want to reboot this system? [y/N] y

Mpumeuanue:

B cnyuvae HepgoctynHoctn cuctembl ARMA CreHa no ceTu nocsie BbINOJAHEHUA
npoLeaypbl nepesarpysku, Tpebyetcs MHULMNPOBaATb MOBTOPHYIO Mepesarpysky
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yCTponcTBa uyepe3 nokanbHbii mHTepdenc CLI. [aHHoe penctBue obecneumt
BOCCTaHOBJIEHME CETEBOrO AOCTYyNa K CUCTEME.

9. Mocne 3aBepLueHNs npoueaypbl 0OHOBAEHMSA TpebyeTcsa NMPOM3BECTM MOBTOPHYHO
aktmBaymto cmctembl ARMA CreHa (cM. «AkTmBauma cnctembl ARMA CreHa»). Ans

3TOro cnesyet obpatntbca B cnyxby TexHuueckon nopaepxxkn OO0 «UHPpoBotu
APMA> c Lenbto NoayvyeHns HOBOMO KJoUa akTUBaLU.

MNepeHasHaunTb MCMOb3YEMbIN AAA 3arpy3ku no ymosndaHuto obpa3 ARMA CreHa
BO3MOXHO CNefyoLmMn cnocobamu:

® C nomowbk BBOZa KOMaHabl «set system image default-boot» B
3KCMNyaTaLMOHHOM PEXMME;

® ¢ nomouwbto meHro GRUB.

[na nepeHasHavyeHNa NCNOAb3yeMOro A/ 3arpy3ku no ymonyaHumio obpasa ARMA
CreHa Heo6X0AMMO B KOMaHAHOW CTPOKE BbIMOAHUTL CeAytoLLme 4eACTBUS:

1. B 3kcnayaTaUMOHHOM pexume BBeCTM KoMaHay «set system image
default-boot»:

admin@ngfwos:~$ set system image default-boot

2. OnpegenvTb B BbIBEEHHOM Crnncke obpas Ans 3arpy3ku no yMOAYAHWUIO,
BBECTM HOMEpP COOTBETCTBYHOLLLEN CTPOKN N HaxaTb knaBuwy «ENTER»:

The following images are available:
1: 4.6 (running) (default boot)
2:4.5

Select an image to set as default:

3. [llepe3sarpy3nte ARMA CreHa:

Select the default boot image: 2
The image "4.5" is now default boot image

admin@ngfwos:~$ reboot

Ana yctaHoBku obpa3a ARMA CreHa, nCno/ib3yeMOoro Ans 3arpysku, Yepes MeHH
GRUB, Heo6x0AMMO BbINONHUTL Nepe3arpysKky cucteMol. B TeueHune 5 cekyHa nocne
CTapTa npoLlecca 3arpyskm cnegyet BblbpaTb Tpebyembii 06pa3 M3 Cnmcka,

npeactaBaeHHoOro B MmeHto GRUB (cMm. PucyHok — Beibop obpasa ansa 3arpyskum).
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GNU GRUB wersiom 2.86-13+deblZul

.6 |
4.5

Boot options

Use the T and 4 key=s to select which entry iz highlighted.
Press enter to boot the selected 05, ‘e’ to edit the commands
before booting or ‘¢’ for a command-line.

PucyHok — Beibop obpasa 0ns 3aepy3ku

Ana ynaneHnsa apxmHoro o6paza ARMA CreHa C Lienbio 0cBOHOXAEHMA MeCTa Ha Ancke
cnepyeT BbIMONHUTb Cleaytolme A4eNCTBUS:

1. B akcnayaTaumoHHOM pexknme BBecTM KomaHay «delete system image»:
admin@ngfwos:~$ delete system image

2. OnpezenvTb B BbIBEAEHHOM Crvcke 06pa3, MoA/exallnii yaaneHuto, BBECTH
HOMep COOTBETCTByI-OLLI,el\/II CTpOKM, HaI'IpI/IMep «2», N HaXaTb KJ'IaBVII.I.Iy
«ENTER>:

The following image(s) can be deleted:

1: 4.6 (running) (default boot)
2:4.5
Select an image to delete: 2
Mpumeuanne:

Ecnm obpa3 cuctembl, NpesHa3HayYeHHbIN ANA YAaNeHUs, Ha3HaUeH B KauecTBe
3arpy304HOro MO YMOJYaHWIO, CUCTEMA BbIBEAET NpeaynpexieHne o
HEBO3MOXHOCTW ero yganeHusa. [lns BbIMOJHEHUs onepauun HeobxoanuMo
CHayana nepeHasHauuTb 3arpy304Hbli 06pa3 Mo YMOAYaHWIO Ha Apyrou, a
3aTeM NMOBTOPHO BbINOJIHUTb KOMaHAY yAaneHus.

3. BBectn «y» 1 HaxaTb kKnaBuwy «ENTER» anqa noaresepxaeHusa yaaneHuns:

Do you really want to delete the image 4.5? [y/N] y

50 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

4. To 3aBepweHuMn npouecca OyaeT BbiBefeHO coobuieHne 06 ycnewHom
yAaneHnmn obpasa: «The image "4.5" was successfully deleted».

Ana npocmotpa wHbOpPMaUMKM O Tekyllen Bepcun KOoHburypauum Heobxoaumo B
3KCMAyaTaLuMOHHOM pexnme BBECTU KOMaHAy «show version».

Ana npocmoTpa MHPOpMauMM O  COXPaHEHHbIX obpasax HeobxogMmo B
3KCMNyaTauMOHHOM pexxmme BBeCTn KoMmaHay «show system image».

4.4 C6poc HacTpoek

B ARMA CreHa peanvM3oBaHa BO3MOXHOCTb cbpoca KOHPUrypaumm K 3aBOACKMM
HaCTpOMKaMm.

Ana cbpoca koHOUrypaumm K 3aBOACKMM HacTpOMKaM HeobxoAMMO BbIMOJHUTD
cneayroLme fencTBus:

1. B pexume KOHOUIyprpoBaHMA BBECTU CNeAYHOLLYHO KOMaHAy:

load /opt/ngfwos/etc/config.boot.default

2. lMpn noaBneHun cooblieHns O 3aBeplueHUn 3arpy3km koHdurypaumm «Load
complete. Use 'commit’ to make changes effective.» BBecT KOMaHAy «commit»:

Load complete. Use 'commit’' to make changes effective.
[edit]
commit

MpumeuaHne:

[na oTmeHbl cbpoca koHburypaumm cnegyet BBeCTn koMaHay «discard».

3. BBecTu KOMaHAy «save» AN COXpaHeHMA HOBOW KOHbUrypaumun.

4. BbinonHutb nepesarpysky ARMA CreHa.

4.5 Cnyx6a NTP

Cnyxb6a NTP no3sonser ycTaHaBAMBaTb W MNOAAEPXMBaATb CUCTEMHOE BpeMSs,
CMHXPOHU3MPOBAHHOE C CeEpBEpPamMy TOYHOTO BPEMEHN.

B ARMA CreHa ncnonb3yetca npotokon NTPv4, cOOTBETCTBYHOLWMIA MEXAYHAPOAHOMY
ctaHgapty «RFC-5905». ObmeH c cepBepamMun MHPOpPMaLMeNn O BPEMEHHbIX MeTKax
BbINoHAETCA No npoTtokony UDP uepes nopt «123».

ARMA CreHa vicnosb3yeT ciiegyrowime agpeca NTP-cepBepoB nepBoro ypoBHs:
® «ntpl.vniiftri.ru»;
® «ntp2.vniiftri.ru»;

® «ntp3.vniiftri.ru»;

51 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

® «ntp4.vniiftri.ru»;
® «ntpl.niiftri.irkutsk.ru»;
® «ntp2.niiftri.irkutsk.ru»;
® «vniiftri.khv.ru»;
® «vniiftri2.khv.ru»;
® «ntp.sstf.nsk.ru».

Ana pobaBneHna NTP-cepBepa HeO6XOAMMO BBECTU CAEAYIOLLYIO KOMaHAY:

set service ntp server <address>

roe <address> — agpec NTP-cepBepa, yka3biBaembin B popmate IPv4/IPv6-agpeca
nav FQDN.

Ana ypaneHna NTP-cepBepa He0bx0AMMO BBECTU CAeAyHOLLYHO KOMaHAY:

delete service ntp server <address>

Ana npocmoTtpa cnucka wucnonbdyembix NTP-cepBepoB HeobxoaMmo B pexume
KOHPUIypmMpoBaHMA BBECTU CIeAYHOLLYHO KOMaHAY:

show service ntp

4.5.1 [ononHuntenbHble HacTtpouikn NTP

Ana BKAOUEHMA UAN OTKNHOYEHUA KaKoro-mbo fONOSHUTENbHOTO NapamMeTpa cepsepa
NTP, chesyeT BBECTU COOTBETCTBYHOLLYHO KOMaHAY:

set service ntp server <address> <attribute>
delete service ntp server <address> <attribute>

rae <attribute> — gpononHutenbHbi napametp NTP.

Bo3moxkHa HacTpovika cnefyowmx 4ONOAHUTENbHbIX MapameTpoB cepBepa NTP:
® «noselect» — Ha3HaueHne cepBepa NTP kak HeMCNoab3yemoro;
® «nts» — BK/IHOYeHWe 3aLnTbl ceTeBoro BpemeHn NTS ana cepsepa NTP;
® «pool» — ykasaHune agpeca, apastowierocs nyaom cepsepos NTP;

® «prefer» — Ha3HaueHune cepBepa NTP kak NpesnoYTUTENIBHOTO.

4.6 TMMnanunposuwumk 3apgau Cron

ﬂﬂaHI/IpOBIJJ,I/IK 3ajav Cron nNO3BO/SIET BbINOJHATb pasnanyHble 3ajayn  COrjacHoO
3a4aHHOMY pacnncaHUio.

Ans yCTaHOBKM BpeMeHW 3anycka 3aZaun Heo6XOANMO BBECTU CNEAYHOLLYHO KOMaHAY:
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set system task-scheduler task <task> crontab-spec <spec>

rae:

o <task> — nmsa 3apauy;

® <spec> — BpeMms 3anycka 3agauv.

[na HacTpoWkun NapameTpa <Spec> NCNoab3yeTca CTaHAaPTHbIN CMHTakcuc cepauca Cron
B BUAE NATW aTpUByTOB «* * * * *5 BOCNPUHUMAEMBIX Kak:

«MWHYTbI» — BO3MOXHO WMCMNOJIb3OBaHUe 3HaYeHUn B Anana3oHe OT «0» Ao
«59»;

«Y4acbl» — BO3MOXHO NCMOJ/Ib30BaHME 3HAUEHWI B Anana3oHe oT «0» A0 «23»;
«YUNCN0>» — BO3MOXHO UCMO/Ib30BaHNE 3HAaUEHUI B AManasoHe oT «1» g0 «31»;
«MecsL>» — BO3MOXHO MCMO/Ib30BaHME 3HaUYEHNI B Anana3oHe oT «1» a0 «12»;

«AHW HeAeNnn» — BO3MOXXHO NUCMONb30BaHNE 3HAaUYeH B AnanasoHe oT «0» g0
«7». 3HaueHns OT «1» [0 «6» nNPUHUMAKOTCA KakK AHW Hejeanm C
«MOHeAeNbHMKa» A0 «Cybb60Tbl» COOTBETCTBEHHO. 3HaueHuUs «0» nan «7»
NPUHUMAKOTCA KaK «BOCKPECEHbEe».

Mona mMoryT cogepxaTb OAHO WAN HECKONBbKO 3HAYEHWM, pa3feNeHHbIX 3anAaTbiMU, UK
AMana3oH 3HaueHuK, passenéHHbix gedumcom. CylecTByeT BO3MOXHOCTb yKa3aTb Luar,
MCNOIb3yA CUMBOA «/». Hanpumep, Npu ykasaHum aTpubyToB caeayrowm obpasom: «*
*[2 * * *» — 33aaua ByaeT BbINOAHATLCA KaXAble ABa Yaca.

B kauecTBe npumMepa npuBeseHa KOMaHAa ANS HACTPOMKWN BbIMOAHEHUS 3agaum «Task1»
exxeaHeBHo B 07:00 n 18:00:

set system task-scheduler task Task1 crontab-spec 00 07,18 * * *

[Ans HacTpoWKW MHTepBasa 3anycka 3aZauM BO3MOXHO MPUMEHEHWe MapamMeTpa
«interval»:

set system task-scheduler task <task> interval <interval>

roe <interval> — vHTepBan BpemeHW, B TeUeHMe KOTOPOro 3afZaya AOJIKHA ObiTb
BbINONHEHa. 3a4aéTca B BUAE 4Mcaa C O4HUM U3 caepyrowmnx cybPukcos: «m» —
MUHYTBI, «h» — yachl, «d» — gHuK. B ciyyae BBoga 3HaveHus 6e3 cyddmkca, nHTepBan
BOCMPUHUMAETCA B MUHYTaX.

Ans ykasaHWs cKpunTa, 3anyckaemMoro no pacnucaHunio, HEObXOAMMO BBECTU CEAYHOLLYHO
KOMaHZy c napameTpom «executable path»:

53
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rae <path> — nyTtb K ckpunTy.

ANs yCTaHOBKM MapamMeTpoB CKPUMTa HEOBXOAMMO BBECTU CEAYHOLLYH KOMaHAY:

set system task-scheduler task <task> executable arguments <args>

rae <args> — napamertp ckpunTa.

Co3zaHve 1 pefakTMpOoBaHMEe CKPUMTOB BO3MOXHO BbIMOJHATb C MOMOLLbH KaKoro-m6o
TEKCTOBOrO peAakTopa, HanpuMep «nano».

4.7 Zabbix

Zabbix npesHa3zHayeH ANS MOHWTOPWHra COCTOAHMA |IT-MHPPACTPYKTYpbl, BKAFOYaS

cepBepbl, CETEBbIE YCTPOMWCTBA U NpuaoxeHusa. Cuctema no3BosiseT cobmpatb METPUKY,

aHaAn3npOBaTb JaHHble K onoBewatb 06 uHumaeHtax. B cucteme ARMA CreHa

WHTerpupoBaH zabbix-areHT Bepcum 7.0.10 ana obecnevyeHns B3aUMOAENCTBUA U
nepesayn flaHHbIX O COCTOSIHUM CUCTEMBbI.

KomaHpabl HacTpoWiku zabbix-arenra:

1.

54

YCTaHOBUTb MMSA XOCTa, Ucnosib3lyemoe Zabbix-areHTom ana naeHTndukaumm
yCTpoWcTBa B MHTepderice Zabbix-cepsepa:

set service monitoring zabbix-agent host-name <name>

rae <name> — 1UMsA xocta Zabbix-areHTa.

YcraHoButb IP-agpec wam  DNS-uma Zabbix-cepepa, koTopbin 6yget
NoAKAoYaTbCa K Zabbix-areHTy B nacCMBHOM pexxunme paboTbi:

set service monitoring zabbix-agent server <server>

roe <server> — agpec Zabbix-cepepa B dopmate <x.x.x.x>, <h:h:h:h:h:h:h:h>
nan <hostname>.

YcTaHOBUTbL NOPT NOAKAIOUEHMA K Zabbix-areHTy B NacCMBHOM pexume, yepes
KoTopbIn Zabbix-cepBep onpaluvBaeT KANEHTOB:

set service monitoring zabbix-agent port <1-65535>

rae <1-65535> — Homep nopta. BO3MOXHO ykasaTb 3HaYeHVe B Anana3oHe OT
«T» go «65535». Mo ymonuyanuro ncnonbsyetca nopt «10050».

YcraHoButh IP-agpec wam  DNS-umsa  Zabbix-cepBepa, kotopbii  6ygert
NoAKIYaTbCA K Zabbix-areHTy B akTUBHOM pexxunme paboTbi:

set service monitoring zabbix-agent server-active <server> port <1-65535>

rae:
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® <server> — agpec Zabbix-cepepa B dopmate  <X.XXX>,
<h:h:h:h:h:h:h:h> nan <hostname>;

® <1-65535> — Homep nopTa, KOTOpbIN OyaeT MCNOAb30BaTbCA ANSA
noakntoueHma K Zabbix-cepBepy B aKTMBHOM pexume. Bo3MoOXHO
yKa3aTb 3HayeHue B Anana3oHe oT «1» o «65535».

Onpegenntb Ha Kakux IP-agpecax areHT Ao/KeH NpoCaywuvBaTbh BXOAfALMe
COeANHEHNS:

set service monitoring zabbix-agent listen-address <address>

roe <address> — [IP-agpec B dopmate <xxxx> wn/wam <h:h:h:h:h:h:h:h>.
Bo3MOXHO yKka3aTb Kak OAWH, TaKk M Heckonbko |P-agpecos. 1o ymonyaHuto
ncnonbsyertcs 3HaueHne «0.0.0.0» - areHT npocaylwmnBaeT Bce NHTEPdENChI.

YCTaHOBUTb  MakCMManbHOEe BpeMs OXMAaHWs oTBeTa npu  obmeHe
nHdopmaumen c Zabbix-cepsepom:

set service monitoring zabbix-agent timeout <1-30>

raoe <1-30> — uenouncieHHoe 3HayeHVe BPEMEHW OXWAAHMA B CeKyHAaX.
Bo3MOXHO yka3aTb 3HaueHue B AmanasoHe oT «1» go «30». [To ymonyaHuto
MCNONb3YeTCA 3HaUYeHne «3».

Onpeaennts MakcMMasbHbIN pa3mep AaHHbIX B bydepe namaTu:

set service monitoring zabbix-agent limits buffer-size <2-65535>

roe <2-65535> — pasmep 6ydepa. BoamoxHO ykazaTb 3HaueHve B gnana3oHe
OT «2» Ao «65535». [lo ymonuaHuto ncnosbsyetca 3HaveHne «1000». AreHT
OTNpaBUT BCe cobpaHHble fAaHHble Ha Zabbix-cepsep, ecan 6ydep byper
3arno/HeH.

OnpegaennTtb YacTOTy OTMPaBKKN 3HaueHW 13 bydepa Ha Zabbix-cepsep:

set service monitoring zabbix-agent limits buffer-flush-interval <1-3600>

roe <1-3600> — 3HaueHWe YacToTbl OTNPaBKK AaHHbIX 13 bydepa. BoamoxHo
yKa3aTb 3HaueHuve B Anana3oHe oT «1» 0 «3600». 1o yMonyaHWIo NCNOb3yeTCA
3HauyeHne «5». AreHT OoTnpaBUT BCce cobpaHHble AaHHble Ha Zabbix-cepsep
paHbLUe YCTaHOBNEHHOrO BpeMeHu, eciv bydep byaet 3anonHeH.

OnpeaennTb NyTb K ANPEKTOPUN, COAEP>KaLLEN OTAebHbIE KOHOUTYPaLIMOHHbIE
davnbl ana Zabbix-agent:

set service monitoring zabbix-agent directory <text>
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roe <text> — nyTb K AnpekTopuUwn.

10. BkntoumTb IOrMpoBaHme BbINOJHAEMbIX KOMaHA, yepes Zabbix-agent:

11.

set service monitoring zabbix-agent log remote-commands

HacTpovikn ypoBHs normpoBanua Zabbix-agent:

set service monitoring zabbix-agent log debug-level <level>

rae <level> - ypoBeHb getannsaumm XypHana. Bo3MOXHO ykasaTb cregyroLime
3HaYeHUs:

basic - 6a30BbI ypoBeHb JOrMpPOBaHMA. BkarouaeT TONbKO camytro
BaXkHyr0 nHbopmaunto o pabote Zabbix-agent.

critical - 1orMpyroTCH TONBKO KPUTUYECKM BaXKHble COBbITUSA, KOTOpble
MOTyT nNpuBecTn Kk cboto pabotbl Zabbix-agent.

error - 0rMpyoTcs owmnbkK, BO3HMKawoWwme B npouecce paboTbl
Zabbix-agent. 310 6onee pfeTanbHbI YPOBEHb MO CPABHEHUIO C
«critical».

warning - JIOTMPYIOTCA NpeaynpexaeHns, KoOTopble yKasbliBatoT Ha
noTeHUManbHble npobnembl, HO He ABAAOTCA KPUTUYECKUMMU.
Ncnonb3yetca no ymonyaHmto.

debug - nornpyetcs otnagouHas MHPopMaLms, BKIKOUas TeXHMYeckme
AeTtanv pabortbl Zabbix-agent.

extended-debug -  pacwupeHHbIn  ypoBeHb  OT/JAZOYHOWN
nHopmaLmn. BkitouaeT MakcManbHO NoApobHble AaHHble O paboTe
Zabbix-agent.

12. YcTaHOBUTL MakCcUMabHbIA pa3mep daina XypHana:

set service monitoring zabbix-agent log size <0-1024>

roe <0-1024> — makcumanbHbIM pa3mep davna XypHana B MerabawvTax.

Bo3mMoxHO ykasaTb 3HaueHue B gnanasoHe oT «1» go «1024». [1o ymonyaHuto

ncnosb3yertcs 3HaveHne «0» - potaums danna oTkatoueHa. Ecam npegenbHbIn
pa3mep danna XXypHana JOCTUIHYT 1 poTauma Ganaos No Kakon-ambo npuumnHe
He yZanachk, CyLLeCcTBYHOLWMIA dain XXypHana 3aTUPaeTca 1 HauYMHaeTCs 3aHOBO.
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5 BAPWAHTbI PA3BEPTbIBAHUA

MpeaycmoTpeHbl cneaytowme BapnanTtbl pa3séptbiBaHna ARMA CreHa B J/IBC:
® peXunM MapLupyTm3auuny;
® pexXuM OTKa30yCTOMUMBOro Knacrepa.

Kaxkabli BapyaHT OTAMYAETC HAaCTPOMKOWN CeTeBbIX MHTEPHENCOB.

5.1 Mapuwpyrtnsauums

B pexxume mapwpyTtnsaumm ARMA CreHa paboTaeT kak M3 ¢ yHKLMEN 0OHapy>KeHWs
M NpeaoTBpaLLeHns BTOPXEHUW, obecrneumBas 3alMTy nepegaunm WMHPoOpmMaumm C
BO3MOXXHOCTbIO MapLUpyTM3aummn. PexurmM MapLupyTm3aumm MOXeT MCMOAb30BaTbCA Npu
06besMHEHNN ceTel, UMerLMNX pa3Hoe aZpecHoe MPOCTPaHCTBO.

Obwas cxema nogkntoveHns ARMA CreHa B pexxvme MapLUpyTu3aLumm npeactaBaeHa Ha
pUCYHKe (CM. PucyHOK — Pexxkum mapLupyTtusaumu).

1

i IP-agpec ! - () | IP-agpec !
o i oa [ 1] o i
—_—_ — O — ) —
1 1 L IN A )

PucyHok — Pexxum Mapwipymusayuu

5.2 Orka3soycToiumBbIi KNacTep

B pexume oTkasoyctonumBoro knacrepa Heckosbko ARMA CreHa ob6begunHAoTCa B
eAVHbIV KnacTep B pexume «active-backup».

B cnyyae ob6bveamHeHns Heckonbknx ARMA CreHa B KaXAbll MOMEHT BPEMEHWN TOJ/IbKO
ogHo yctpouctBo ARMA CreHa B kiactepe obpabaTbiBaeT Becb Tpaduk, Takoe
YCTPOWCTBO cumTaetca Begywum. [pu BbiIXxOoZe M3 CTPOA BeAyLlero yCTPOWCTBA €ero
NOAMEHSET OAHO M3 pPe3epBHbIX YCTPOWCTB, KOTOPOE CamMO CTaHOBWUTCSA BeAyLUM U
HaunHaeT obpabaTbiBaTh TPaduk. B cnyuae ecnm n3HayanbHO Beayllee yCTPOMUCTBO BHOBb
nepexoant B pabouee COCTOAHME, TO TeKyllee Bejyllee YCTPOWCTBO BO3BpaLLaeTcs B
CTaTyC NOAYNHEHHOIO pe3epBHOro yCTPOMNCTBA.

Obwas cxema noakntoueHns ARMA CreHa B pexXxumMme OTKa3oyCTOMYMBOrO Kaactepa
npeAcTaBAeHa Ha pUCyHKe (CM. PUCYHOK — PeXkrm 0TKa3oyCToOMYMBOro Kaacrepa).

MoapobHasa nHbopMaLmsa 0 HaCTPOVKe OTKa30yCTONYMBOrO KnacTepa onvcaHa B pasgene
«OTKa3zoycromumBocTb» PykoBoactea nonb3osatens ARMA CreHa.
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APMA CrteHa
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PucyHok — Pexxum omka3oycmou4ugo20 kiacmepa
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6 KOHTPOJIb YNMPABJNEHUA A4OCTYNOM

6.1 AyreHTdumKauua

AyTteHTndumkauma — 3T0 NpoLecc NPOBEPKN NOAJANHHOCTM BBEAEHHbIX MOJib30BaTeNEM
nmeHn n naposasa. B ARMA CreHa BO3MOXHa ayTeHTUPMKaLMA C UCNOJIb30BaHUEM
NnokanbHOW man BHewHen b/l nonb3oBatenen. [Ana xpaHeHus Y3 nonb3oBaTesnen no
YMOJIYaHWIO NpuMeHseTcs nokanbHas b/l B kayecTtBe BHelwHel b/l cayxaT pasnnyHblie
BHELLHWe cepBepbl aBTOPU3aLIUN.

B cncteme ARMA CreHa npegycMmoTpeHa y4yéTHas 3anucb «admin», obnagatowas
npaBamu Cyrnepnosib3oBaTes.

6.2 JlokanbHble YyUETHbIE 3anuncu

6.2.1 [lo6aBneHue Noab30BaTeNbCKMUX YUETHbIX 3anucen

[ns co3paHna Nonb30BaTeNIbCKON Y3 HeObX0ANMO B pexkrMe KOHOUTYppPOBaHWA BBECTU
cneayroLme KOMaHabl C yKa3aHMeM YUYETHbIX JaHHbIX:

set system login user User1 full-name "Fedor Volov"
set system login user User1 authentication plaintext-password PasswordUser1

rae:
® «Userl» — noruH;
® «Fedor Volov» — nmsa nonb3osatens;
® «PasswordUser1» — naposb.
YuéTHble JaHHble NPUBEAEHbI B KauecTBe npuMepa.

Ans  npocmoTpa cnucka Y3  HeobxoAMMO BBECTVM  CAeAyloLlyt0 KOMaHAy B
KOHPUIypaLMOHHOM pexnme:
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show system login user

#[Mpumep npocMoTpa cnucka Y3:
user admin {
authentication {
encrypted-password $6%$rounds=6560...30

}
class NGFW_Super_Administrators

}
user test {
authentication {
encrypted-password $6$rounds=6560..j1

}
[edit]
admin@ngfwos#

6.2.2 Monutuka naposier y4ETHbIX 3anncemn

KomaHab! KoHbUrypaumm noanTukm naponemn ¥3:

1.

4,

60

Ykazatb MaKCMMaNbHYIO AJIMHY NapOnA:

set system login password maximum-length <max>

r4e <max> - 3HayeHWe MaKCMMaabHOW JAAvHbI napond. Bo3moXxHO ykasatb
3HayeHMe B AmanasoHe oT «1» go «128». [1o ymOnyaHUIO NCNONBL3YeTCA 3HaYeHne
«128».

YKa3zaTb MUHUMaNbHYHO AJVHY NapONs:

set system login password minimum-length <min>

rae <min> - 3HauyeHne MUHUMaNbHOW ANNHbBI Napoas. BO3MOXHO yka3aTb 3HaueHue
B AnanasoHe oT «1» f0 «64». [10 yMONUYaHWNIO NCNONb3YeTCa 3HaUYeHne «1».

YKa3aTb MMHUMabHOE KOM4YecTBO Uundp B napoJe:

set system login password minimum-numerics <number>

raoe <number> - kosmuectBO undp B naposie. Bo3MOXHO ykasaTb 3HaudeHue B
AnanasoHe oT «1» A0 «32». [1o yMOoa4aHUIO UCMOoJb3yeTcs 3HaveHne «0».

YKazaTb MMHUMaIbHOE KONYECTBO cneumanbHbIX CMMBOIOB B NMapoe:

set system login password minimum-special <number>
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raoe  <number> - KonnmyecTBO cneumanbHbIX CMMBOJIOB. BO3MOXHO yKkasatb
3HayeHue B AnanasoHe oT «1» 0 «32». [10 yMOonyYaHMo ncnonb3yeTtcs 3HadeHne «0».

B napose gonyckaeTca NCnoab3oBaTh CeAyOLLME CNeLmanbHble CUMBObL: «I», «#»,

«%», «8», «(», «)», «*», «+», «,», «.», «f», €M, », KN, K=», K>», «@>», «[», «]»,

A ~
«», « », (({))' ((I))' ((}))’ «K~», K », (($))_

YKa3zaTb MUHUMaNbHOE KONNYeCTBO BYKB B HMXXHEM perncrpe B napoJe:

set system login password minimum-lower-case <number

raoe <number> - konnuyectBo 6ykB B HMXKHEM pernctpe. Bo3MoXHO ykasatb
3HayeHue B AnanasoHe oT «1» 0 «32». [1o ymonyaHuio ncnosbsyercsa 3HayeHme «0».

YKa3zaTb MMHUMaNbHOE KONNYEeCTBO BYKB B BEPXHEM PerncTpe B napoJe:

set system login password minimum-upper-case <number>

raoe <number> - konnuectBo 6ykB B BepxHeM peructpe. Bo3moxHO ykasaTtb
3Ha4yeHme B AnanasoHe oT «1» a0 «32». [10 yMO4aHWIO NCNob3yeTcs 3HaueHne «0».

6.2.3 HacTtpoiika BpemeHHOW 610KNpoOBKU Y3

1.

61

YkasaTb KOJAMYECTBO TMOMbITOK BBOZA Maposs, Mociae KoTopbix Y3 6yaer
3abnoknpoBaHa:

set system login retry-options attemps-before-block <number>

roe <number> - KO/IM4yeCTBO MOMbITOK. BO3MO)KHO yKa3aTb 3Ha4deHne B AMnana3oHe
oT «1» po «100».

Mpumeuanue:

[Ans noBblleHUs 6e30MacHOCTM U CHUXeHUs 3ddekTMBHOCTU BpyThopc-aTak
PEKOMEHAYETC OrpPaHNUUTL KOJIMYECTBO MOMbLITOK BBOAA Maposis As YYETHbIX
3anuvcen nosb3oBaTenemn.

Yka3zaTb BpemMs 610KMPOBKM Y3 Mmocae NpeBbIlLUEHUS KONMYECTBa MOMbITOK BBOAA
napons:

set system login retry-options lockout-period seconds <sec>
set system login retry-options lockout-period minutes <min>
set system login retry-options lockout-period hours <hour>

rae:

® <secC> - KO/IMYEeCTBO CEKYHA. Bo3moxxHo YKa3aTb 3Ha4e€HWe B AMaNna3OHE OT
«O» Jile) «60»;
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® <min> - KOIMYECTBO MUHYT. BO3MOXHO yKa3aTb 3HaYeHUe B AnanasoHe OT

«O» ,D'O «60»,‘

® <hour> - KonnuecTso yacoB. BoamMoXHO yKa3aTb 3Ha4Ye€HME B AMalrna3oHe

oT «0» go «168».

Obuee BpemMsa 610KMPOBKM ByaeT paBHATLCA CyMMe HaCTPOEHHbIX CEKYHA, MUHYT U
yacos. [1o ymonuanuto ¥3 6nokmpyetca Ha 10 MUHYT.

Mpumeuanne:

Hactponkun BpemeHHOW 610KMPOBKM yuyéTHOW 3anucy B cucteme ARMA CreHa
AEVCTBYHOT HE3aBMCUMO OT UCMOJIb3yeMOro MeToza ayTeHTUhMKaLmnu.

6.2.4 Ha3HaueHue npaB AOCTyrNa NOJIb30BaTe/IbCKUM YUYETHbIM 3anucam

,ﬂ,]’lﬂ OorpaHn4yeHna npas NOJb30BaTe/IbCKUX y‘-IéTHbIX 3anucen NCNoNb3yrOTCA KaaccChl.

Knacc npeactaBnser cobon nepeveHb paspelléHHbIX KOMaHA AN MCNO/b30BaHUA B

ARMA CreHa.

B cucteme ARMA CreHa No ymMOa4aHWIO NpeaycMOTPEHO YeTbipe knacca (cm. Tabanua

«CnmMCcoK KNaccoB Mo YMOAYAHUIO»).

Knacc OnucaHue

NGFW_Super_Administrators CnevuanbHbll

Knacc
NS BCTPOEHHOM

Y3 admin

NGFW_Administrators Mpynna
aAMVHNCTPATOPOB

C NOJIHbIMU
npaBamMm

Network_Administrators lpynna
aAMNHNCTPATOPOB

cetn
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Tabauya «Cnucok Ka1accoe No yMONYAHUH»
Cnuncok paspelléHHbIX KOMaHA
3KCMNAYATALIMOHHBIA PEXUM:
® OJIHbIV AOCTYM.
KOH®OUTYPALIVIOHHBIV PEXXUM:
® O/HbIV AOCTYN.
SKCMNYATALMOHHBIV PEXM:
® [OJIHbIV ZOCTYM, 3@ UCKJTHOYEHNEM
KOMaHJbl nepecyéTa KOHTPONbHOW
cymMBbl (integrity-control).
KOH®UTYPALIVIOHHbBIV PEXXUM:
® [OJIHbIV AOCTYM, 38 UCK/IHOYEHNEM
KOMaHJbl pejakTvpoBaHus - edit
W BbIKNHOUEHNs 610KMPOBKM
ceTeBbIX UHTEPdEeNncoB B aBapuUiiHOM
pexume - emergency remove-nics.
3KCMNNYATALIMIOHHBIA PEXUM:
® (lear

® force
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Knacc OnucaHue Cnuncok paspelléHHbIX KOMaHa,
e arp
e ipv6-nd
e ipv6-rd
e mtu
e ntp

. openconnect-server

e owping
e twping
o vrf

® generate
e interfaces
e ipsec
e macsec
e openconnect
e openvpn
e pki
e public-key-command
e ssh
e system
e tech-support
e wireguard
import
monitor
mtr
ping
poweroff
reboot
release
renew
reset

restart

set

* pppoe-server
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Knacc OnucaHue Cnuncok paspelléHHbIX KOMaHa,
® show
e arp
e babel
e Dbfd
e bgp
e bridge

e conntrack

e conntrack-sync

e date

e dhcp

e dhcpvb
e dns

e evpn

e host

e interfaces
e ip

e ipoe-server
e ipvb

e isis

o [2tp-server
e lldp

e logging

o conntrack-sync

o dhep

o dhcpvé
o dns

o https

o ipoe-server

o lldp
o hat
o ntp
o pppoe

o pppoe-server
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Knacc OnucaHue Cnuncok paspelléHHbIX KOMaHa,
o snmp
o ssh
o vpn
o vrrp

o webproxy

e monitoring

e mpls
e nat
e nat6b
e nhrp
e ntp

e openconnect-server
e openvpn

o pki

e policy

e poweroff

e pppoe-server
e pptp-server

e protocols

e reboot

®  reverse-proxy
e route-map

o rpki

e segment-routing

e sflow
e snmp
e ssh

e sstp-server
e table

e tech-support

e version
e vpn
o viIf
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Knacc

66

OnucaHue

Cnuncok paspeLliéHHbIX KOMaHJ,

vIrp

wan-load-balabce

e webproxy
e zebra
telnet
traceroute
update

wake-on-lan

KOH®UTYPALIVIOHHBIV PEXXUM:

comment
copy/delete/rename/set/show
e high-availability
e interfaces

e load-balancing

e nat

e nato4
e nat66
e policy

e protocols

o pki
e (Qos
e service

o active-sync-proxy
o broadcast-relay

o dhcp-relay

o dhcp-server

o dhcpv6-relay

o dhcpv6-server

o dns

o event-handler

o https

o ipoe-server

o lidp
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Knacc OnucaHue Cnuncok paspelléHHbIX KOMaHa,
o mdns
o ndp-proxy
o ntp

o pppoe-server

o router-advert

o snmp
o ssh
o stunnel

o tftp-server

o webproxy

e system
o conntrack
o flow-accounting
o frr
o ip
o ipv6
o logging
o hame-server
o proxy
o sflow
o static-host-mapping
e vpn
o vrf
Security_Engineers Mpynna SKCMAYATALVIOHHbIN PEXWM:
MHXeHepoB ® generate
6e3onacHOCTM . firewall
® monitor
® ping
® poweroff
® reboot
® show
e date

e conntrack
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Knacc OnucaHue Cnuncok paspelléHHbIX KOMaHg,
o firewall
e flow-accounting
e host

e interfaces

e logging
o firewall
o idps
o nat

e nat

e naté6

e pki

e poweroff
e reboot

e tech-support

e version
® suricata
® telnet
® traceroute
® update

KOH®WUTYPALIVIOHHbIV PEXUM:

® comment

® copy/delete/rename/set/show

e nat

e nat64

e nat66

e pki

e service
o event-handler
o ids

e suricata

e system

o conntrack

o logging
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Mpumeuanne:

Knacc nonb3oBatens «NGFW_Super_Administrators» npegHa3HaveH NCKAHOUYUTENBHO
AN BCTPOEHHOW Y4€THOW 3anncn «admin». [lobaBneHne apyrmx y4€THbIX 3anncen B
3TOT KNacC He JOMyCcKaeTcs.

Knacc nonb3oBatens «NGFW_Super_Administrators» He MoXeT 6biTb U3MEHEH MK
YAANEH.

[ANna  HacTpOWKM  K/JacCOB  HeOobOXOAMMO  BBECTU  CeAyHLWyk  KOMaHay B
KOHOUIYpaLMOHHOM pexmnme:

set system login class <name_class> <operational-command | configure-command>
<team>

rae:
® <name_class> - yHu/KasbHOE MM#A KNacca;

® <operational-command> - ycTaHOBKa NpaB Ha MCNOJ/Ib30BaHVE KOMaHJ B
3KCMyaTaLMOHHOM PEXMME;

® <configure-command> - ycTaHOBKa NpaB Ha MCMONb30BaHME KOMaHZA B
KOHOUIYpaLMOHHOM PEXNME;

® <team> - pa3peLuéHHa;| KOMaHAa.

Ans pobaBneHVs onvcaHmsa Knacca cresyeTt BBECTU KOMaHAY:

set system login class <name_class> description <text>

roe <text> - TekctoBOe onmcaHue knacca. OnmMcaHme He AONXKHO NpeBblwaTh «255»
cumBoNoB. Eciv onncaHme coaepxnt npobenbl v CUMBON «#», TO ero HeobxoANMOo
3aK/IOYNTb B BONHbIE KaBbIYKW.

Ans pobaBaeHNs Knacca K yYETHOM 3anmcu Nob3oBaTens HeOB6XOANMO BBECTM KOMaHAY:

set system login user <name_user> class <name_class>

rae <name_user> - NMA yq‘éTHon 3arnncn nNoJsib3oBaTend.

Ana KaXKAoW yYETHOW 3anmucu MoJb30BaTeNl BO3MOXHO Ha3HauuTb TONbKO OAWH
Knacc.

Ans npocMoTpa cnucka paspeluéHHbIX KOMaHZ A Kaacca HeobxoAMMO B pexume
KOHOUrypaLmm BBECTU KOMaHAy:

show system login class [name_class] [operational-command | configure-command]
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Ana npocMmoTpa Cnucka paspeléHHbIX KOMaHg Ad Tekylweuh Y4YE€THOW 3anucu
HeobXoAMMO B IKCMNyaTaLMOHHOM pPeXxXMMe BBECTU KOMaHAy:

admin@ngfwos:~$ show permissions

Mpumep BbIBOAA CMMCKA Pa3peLUEHHbIX KOMaHA ANA YYETHOM 3anuncu test:

test@ngfwos:~$ show permissions

commit
commit-check
commit-confirm
confirm

discard

exit

run configure

run exit

run show permissions
save

Operational commands
configure
exit
show permissions

test@ngfwos:~$

Mpumeuanne:
BcTtpoeHHoW yuétHom 3anucn «admin» 3anpeLeHo M3MeHATb Knace, yaanatb Uam
OTKJ/IFOYaTh eé.
Mpumeuanne:

|_|pl/l OTCYTCTBMUN HaA3Ha4Y€HHOro KjsacCa AOCTyrna Wan Hanynm Knacca C nycCTbiM
Ha60pOM pa3peu.|éHHb|x KOMaHJa, noab30BaTeNb nony4yaetr  AOCTyn K
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MWHUMaNbHOMY Habopy kKomaHA. [laHHbIM MexaHu3m obecneynBaeT HEOBXOANMBIV
MWUHUMYM PYHKLMOHaNa ANf B3aUMOAENCTBUA C CUCTEMOM B YCNOBUAX OTCYTCTBUA
SIBHbIX MPaB AOCTyna.

Cnuncok paspeLléHHbIX KOMaHJ, B 3KCNJyaTaLlMOHHOM peXXUMe:
® configure - BONTU B peXunm HacTPOWKY;
® show permissions - BbIBECTV CMMCOK pa3peLLEHHbIX KOMaHZ AnA JaHHOW ¥Y3;
® exit - BbINTM U3 CUCTEMBI.
Cnuncok paspeLléHHbIX KOMaHZ, B KOHPUIypaLMOHHOM peXXume:
® commit - 3adrKCcMpoBaTh TeKyLM Habop N3MEHeHNI;

® commit-check - komaHza, npesHasHauyeHHas [ANs  aHaAM3a  TeKyLLMX
KOHQUIypaLMOHHbIX W3MEHEHWUIM C LEbi BbISBAEHUS MOTEHUMaIbHbIX
OLWMBOK NAN MPOTUBOPEUNIA Nepes X GaKTUUECKUM MPUMEHEHNEM;

® commit-confirm - 3adukcumpoBaTb TekywwMh Habop UM3MEHeHun ¢
0b653aTeNIbHbIM «MOATBEPXKAEHNEM>;

® confirm - nogTBEpPANTL NpeabiayLLYO0 GUKCALMIO - MOATBEPAUTD;

® discard - oTMeHUTb He3aPUKCMPOBAHHbIE N3MEHEHWS;

® exit - BbIXOZ C 3TOro YpPOBHA KOHPUrypaLumu;

® run configure - BbINONHUTL KOMaHAY 3KCMAyaTaLMOHHOTO pexuma configure;
® run exit - BbINOJIHUTb KOMaHAY 3KCMJlyaTaLMOHHOrO pexunma exit;

® run show permissions - BbINOAHNUTb KOMaHAY 3KCMyaTaLMOHHOIO peXxXunma
show permissions;

® save - COXpPaHUTb KOHdUrypaumto B Gan.

6.2.4.1 MNMpumep HacCTPOUKM NpaB YUETHON 3aNUCU NOIb3OBaTeNA

B kauecTBe npuMepa NpUBEAEH CMNCOK KOMaHA A8 CO34aHNA YUETHOM 3anmcKn «test» C
naponem «Password» u paspelueHveM MnpaB Ha MCMNO/Jb30BaHME KOMaHA: ping, set
service dns, delete service dns, show service dns.
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set system login user test authentication plaintext-password Password
set system login class c_dns

set system login class c_dns operational-command ping

set system login class c_dns operational-command configure

set system login class c_dns configure-command "set service dns"

set system login class c_dns configure-command "delete service dns"
set system login class c_dns configure-command "show service dns"
set system login user test class c_dns

commit

save

6.2.5 Tanm-ayT ceccum nosib3oBatens

[lns HacTpOMKM BPeEMEHU, MO UCTeUYeHNN KOTOPOro HyaeT ocCyLLecTBAATLCA 3aBepLUEeHne
CeaHca /NIOKaNbHbIX YYETHbIX 3anucel, HeobXoAMMO BBECTM B KOHOUIypaLMOHHOM
pexunme cnesyroLyro KOMaHay:

set system login timeout <time>

roe <time> - 3HauyeHve BpeMeHU, BblpaXXeHHOE B CEKyHJZaX, KOTopoe onpeaenser
nepuog 6e3aencTBMA NOIb30BaTENLCKOrO ceaHca. BO3MOXHO yka3aHue 3HaveHus B
AvanasoHe ot «5» go «604800». Mo ncreyeHUM ykasaHHOrO BpPeMeHU Y4YéTHas
3aNncb NoO/b30BaTeNns aBTOMaTUYeCKW pasnornmHmeaetca. OTCUYET BpeMEHMU
0e34encTBMA  HAUMHAETCS C MOMEHTa BbIMOJHEHUA MOCAeAHEN KOMaH/bl
Nnonb30oBaTeNEM.

Mpumeuanue:
Ha ceccun, HaxopuBlimecs B aKTMBHOM COCTOAHUW A0 MNPUMEHEHWs AaHHOW
KOMaHZAbl, 610KMpPOBKa NO TaM-ayTy NPUMeEHATbCA He byaeT.

6.2.6 bnokuposaHue pocTtyna nosb3oBaTtens

Mpn HeobxoaMMOCTN BAOKMPOBaHMA JOCTYMNa NOJb30BaTeNA CefyeT BBECTU CeAyOLLYHO
KOMaHAy:

set system login user User1 disable

6.2.7 Pabora c nonb3oBaTe/IbCKUMMU CECCUAMMU
MpocmoTtp cnucka Y3, aBTOpU30BbIBaBLUMXCA B CUCTEME.

[na BblBOAA CnucKka BCex MOJib30OBaTesNen, KOTopble Korga-imbo npownsBOAUAM
asTopmsaumto B cucteme ARMA CreHa, wncCnosib3yerca chaefyrollas KomMaHaa
3KCMAyaTaLuMOHHOIO pexmma:
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admin@ngfwos:~$ show system login users

#[Mpnmep npocMoTpa cnucka Y3:

Username Type Locked Tty From Last login
admin ngfwos False pts/0 10.20.21.11 Wed Mar 19 09:34:37 2025
test ngfwos False pts/1 10.20.21.11 Wed Mar 19 13:47:46 2025

admin@ngfwos:~$

3aBepLueHMe No/Ib30BaTe/IbCKO CeCCUM.

[ns 3aBeplleHns TeKylleh Ceccuy Mnosb3oBaTeNs B 3KCMAyaTaLMOHHOM pexume
cnesyeT BbIMONHUTb KOMaHAY:

admin@ngfwos:~$ exit

6.3 AyreHtndpumkaumua RADIUS

RADIUS (Remote Authentication Dial-In User Service) — 3710 ceTeBOM NPOTOKO, KOTOPbINA
obecneumBaeT  LEHTPANM30BaHHYI  ayTeHTUOMKALMIO, aBTOPM3aLMO U YYéT
nosib30BaTeneu.

Cuctema ARMA CreHa nogaepxxunsaet RADIUS-cepBepbl B KauecTBe CEPBEPHOM YacTu
AN5 NONb30BaTE/NbCKON ayTeHTUdUKaLNN.

ATpnbyT «cisco-avpair = shell:priv-lvl» B Radius-cepBepe npeaHa3sHaueH ans
onpeAeneHVs YPOBHA TMpuBUAErMA Y4Y€THbIX 3anucen. B cucteme ARMA CreHa
peann3oBaHbl ABa YPOBHA A0CTyNa AN Y4€THbIX 3anuncen Radius-cepsepa:

® [Monubn goctyn (priv-lvi=15) - npegocTaBaseT paspeLleHne Ha BbIMOJHEHWE
BCEX KOMaHJ, CUCTEMbI, 3@ UCKNHOYEHEM KOMaHZabl «sudo».

® OrpaHuueHHbIn poctyn (priv-lvi=0-14) - npepocraBnser paspelleHve Ha
BbINOJIHEHME OrpaHWYeHHOro Habopa KOMaHf, npeAcTaBAeHHbIX Tabauue
«CnNncok paspelénHbix komaHa ana Y3 RADIUS-cepBepa ¢ OrpaHMYeHHbIM

AOCTYNOM).
Tabauya «Cnucok paspewéHHeix komaHo 0415 Y3 RADIUS-cepsepa ¢
02paHuU4YeHHbIM 00CMYyNoM»
Pe>knm paboTbli KomaHnpa KpaTtkoe onucaHue
JKCnayaTaumMoHHbIN  exit Bbixoa 13 cuctembl

JKCnayaTaUMOHHbIM  monitor MOHUTOPUVHT CUCTEMHOW MHPOPMaLK

JKCMNAyaTauMOHHbIA - ping OTtnpaBuTb 3anpoc 3xa ICMP
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Pe>xum paboThbi KomaHpa KpaTkoe onucaHue
JkcnayataumoHHbin  show MpOCMOTp HacTpOeK 1 XypHana cobbiTui
cucTembl
JkcnayataumoHHbin - telnet Telnet k y3ny

JKCnayaTaunoHHbIA  traceroute TpaccMpoBKa CETEBOrO MyTW K Y31y

MNepes Hauvanom Hactponkun BHewHero Radius-cepeepa Heobxogmmo ybeantbca B
HaAN4YnK CETEBOTO AOCTyNa K AaHHOMY CepBepy.

Mpumeuanume:

Mpn oO6Hapy>XeHUN WAEHTUYHbIX YYETHbIX 3anuMcen B JOKaabHOW 6a3e AaHHbIX
nonb3osatenerr u B Radius-cepepe, cuctema ARMA CreHa ocyuwecTBaser
ayTeHTUPMKaLMIO MOCPEACTBOM JIOKaNbHOW YUYETHOM 3anncu. [aHHbIN MeXaHW3M
npuopute3aumm He MNPUMEHAETCS B C/yvae YCTaHOBKM pexuma 6e30macHoCTy
«mandatory», KOTOpbIN NPUHYANTENBHO UCMOb3YeT ayTeHTudMKauuto Yyepe3 Radius-
cepBep, UrHOpMpya Haauvume Ayo6/avpyrowmx YYE€THbIX 3anucert B NokKanbHOW 6ase
JaHHbIX.

6.3.1 [o6aBneHue BHewHero Radius-cepBepa

Ana pobasneHna BHewHero Radius-cepepa Heob6x0AMMO BbIMOAHUTL Chaeayroline
HaCTPOUKM:

1. Ykasatb IP-agpec Radius-cepBepa 1 06wt koY, KOTOPbIN UCMOAb3YEeTCa AN
wndppoBaHns obmeHa gaHHbiMn mexxay ARMA Crena v Radius-cepsepom:

set system login radius server <address> key <secret>

rae:

® <address> - IP-agpec Radius-cepBepa B dopmaTte <x.x.x.x> ana [Pv4
nan <h:h:h:h:h:h:h:h> ans IPv6;

® <secret> - 3HauyeHWe KAKOYa, KOTOPbIM  WCNO/Mb3yeTCa  ANA
WrdpoBaHus.

2. YkazaTb NOpT, uepes KOTopbI ByaeT ocyLecTBAATLCA focTyn K Radius-cepsepy:

set system login radius server <address> port <port>

raoe <port> - Homep nopta. BO3MOXHO yka3aTb 3HaueHue B AnanasoHe OT «1»
A0 «65535». Mo ymonuaHuto ncnonbsyertca nopt «1812».

6.3.2 [ononHutenbHble KOMaHAbl HacTpoiku Radius-cepBepa

® Yka3aTb npuoputeT Radius-cepBepy:
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75

set system login radius server <address> priority <1-255>

rae <1-255> - Homep npuoputeta gns ykasaHHoro Radius-cepsepa.
Bo3MOXHO yKka3aTb 3HaueHMe B Amana3oHe oOT «I» po «255». [lo
YMOJZIYaHUIO UCMOb3YyeTCs 3HaveHne «255». YeM Huxe 4ncio, Tem Bbllle
npuopuTeT cepsepa.

Vicnonb3yetcs ans onpeaeneHns nopsaka obpaieHma kK Radius-cepsepam
npu ayTeHTUdUKaLmm.

® YCTaHOBUTb BpeMsA OXuAaHWA Ana nonydeHuns oteeta ot Radius-cepsepa:

set system login radius server <address> timeout <timeout>

rae <timeout> - Bpems OXwuAaHus B CeKyHZax. Bo3amoxHo ykasaTb
3Ha4yeHne B JAuarnasoHe OT «1» Ao «50». Mo YMOAYaHNKO UNCNOJIb3YEeTCA
3HaUeHue «2».

Onpegenset, kak gonro ARMA CreHa 6yzer oxunaatb otBeTa oT Radius-
cepBepa. [lomoraer npegoTBpatUTb  3aBMCaHWE  CUCTEMbI  MpwU
HeAOCTYyNnHOCTN cepBepa. [Mpn OTCYyTCTBMM OTBETa B TEUEHWMe 3aLaHHOro
BPEMEHW CMCTEMA NEePENSET K NOKaNbHOW ayTEHTUDUKALMM UK K APYTUM
HacTpoeHHbIM Radius-cepBepam.

Mpu HacTpowke TarM-ayTa HEOBXOAMMO OMpeAennTb 3HauyeHne, KOTopoe
obecneunT ONTMManbHOE COOTHOLLUEHME MEXJAY CKOPOCTbHO MPOBEPKM
NOANMHHOCTM 1 6e3omacHoCTbio. CAULLKOM Manoe 3HadeHuwe TanM-ayTa
MOXEeT MPMBECTU K JIOXHbIM OTKa3am Mnpw HopManbHOM paboTe ceTn, a
CAMLWKOM H0o/bLIOE — K 3aMeANeHMIO NpoLecca ayTeHTUGMKaLmnu.

® BpemeHHO oTKAHOUMTL YKa3aHHbIM Radius-cepsepa:

set system login radius server <address> disable

KomaHza BpeMeHHO OTKAtOYaeT yKa3aHHbIM Radius-cepBep, B pe3yabtaTe
yero cucteMa nepectaért obpalatbCs K HemMy npu  MOMbITKe
ayTeHTMdUKauum nosnb3oBatenen. [ns OTMEHbl OTKIHOUEHUs cepBepa
HeobXx0oAMMO yAannTb AaHHYH HAaCTPOWNKY yepes KoMaHay «delete».

® YcTaHOBUTbL IP-agpec UCTOUHMKA, C KOTOPOro 6yayT OTNPaBAATLCA 3aMpPOChl K
Radius-cepBepam:

set system login radius source-address <address>

roe <address> - IP-agpec nctouHvnka B popmate <x.x.x.x> ana IPv4 nam
<h:h:h:h:h:h:h:h> ans IPv6.
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KomaHaa 3azaét ¢umkcmpoBaHHbIM IP-agpec, ¢ kotoporo ARMA CreHa
byaeT OTNpaB/ATb 3aNpPOoChbl KO BCEM HAcTpoeHHbIM Radius-cepsepam. 310
0cobeHHO BaXKHO B c/ly4asnx, korga Radius-cepsepbl orpaHMumBaroT A4OCTynN
TOJIbKO C onpesenéHHbix IP-agpecos.

® Onpeaenntb pexunm beszonacHocTn ana ayteHTndumkauymm Radius:

set system login radius security-mode <mandatory | optional>

e mandatory - Bcs ayTeHTMdMKaLMA OCYLLECTBAAETCA UCKAHOUNTENBHO
yepes Radius-cepBep. JlokanbHasa 6a3a Nosb3oBaTenen OTKIHOYaAETCS.
Mpu HepoctynHocT Radius-cepBepa pgoctyn K  YCTPOWCTBY
6roknpyertcs.

e optional - ocyuwectBaseTcs nepBMYHas MOMbITKa ayTeHTUPUKALMK
yepe3 Radius-cepBep, npw Heygaye MPOU3BOAUTCA MOMbITKA
NokKanbHOW ayTeHTUdUKaumm. octyn K yCTPOUCTBY COXPaHAETCA Npu
HegocTynHocTn Radius-cepsepa. 10 yMONYaHNIO YCTaHOB/IEH PEXMM
«optional».

KomaHaa onpegensetr nopsgok ayTeHTudukaumm nonb3oBaTenen Ha
yctponctBe ARMA CreHa. Pexum «mandatory» obecneuvBaet
MaKCMManbHYyt0 6€30MacHOCTb, HO HECET PUCKM NOTepu AocTyna. Pexunm
«optional» npegoctaBnser 6anaHc Mexay 6e30MacHOCTbIO ¥
AOCTYMHOCTbIO, HO TpebyeT AONONHNTENBHOMO aAMUHUCTPUPOBAHMS.

® YkasaTb BupTyanbHyto cetb (VRF), uepe3 koTopyto OyaeT OCyLLecTBAATHLCS
noakntoueHme k Radius-cepsepy:

set system login radius vrf <vrf>

raoe <vrf> - nma BupTyanbHoW cetn vrf.

KomaHaa ncnosb3yetca Ana ykasaHus, 4To BCe noAkatoveHns K Radius-
cepBepam AOJKHbl UCXOAUTb M3 yKasaHHOW BUpTyanbHon cetn (vrf). 310
no3soJsifseT  u3onmposatb  Tpaduk  ayteHTupumkaumm  RADIUS B
onpesenéHHON BUPTYaNbHOW CETU, YTO MOXET ObiTb MONE3HO B CAOXHbIX
ceTeBbIX KOHOUrypauusx, rae tpebyerca cermeHTauma Tpadvka.

6.4 Multifactor Radius Adapter

ARMA CreHa npegoctaBaseT  BO3MOXHOCTb  MPOBOAUTL  ayTeHTUdMKaLUMIo

nonb3oBaTtenen Ha yaanéHHom Radius-cepsepe. B gaHHOM npumepe B kavectBe Radius-
cepBepa 6yaeT ncnosb3oBatbcs Multifactor Radius Adapter, koTopbii gocTyneH B AByX
Bepcuax: ana Windows u gas Linux.
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6.4.1 Multifactor Radius Adapter - Windows

B kauectBe npwumepa Hactponkm Multifactor Radius Adapter gna Windows 6yaet
MCNO/Ib30BaTbCA CTEHA NPEeACTaBAEHHbIN Ha puUcyHKe (cM. PucyHok — Cxema cTeHaa ans
HacTponkun Multifactor Radius Adapter - Windows).

5l 2 "
o
cmaans

PucyHok — Cxema cmeHda 0sa Hacmpouku Multifactor Radius Adapter - Windows

Windows
Server AD

O m— D) w—

Ans nonyyeHns focTyna HEOH6XOAMMO BbIMONHUTL CEAYHOLLME LWarn:
1. Hactpouts ARMA CreHa.
2. Hactpoutb Windows Server.
3. MpoBepka paboTbl cy>Obl.

6.4.1.1 Hacrpoiika ARMA CreHa

6.4.1.1.1 Hactpoiika uHtepdeincos

Ha nepBom ware Heobxogumo npegoctaBute ARMA CreHa f0CTyn K uHTepHety. [ns
3TOro Tpebyertca NogKNOUNTL MHTepdenc «ethO» K KopnopaTUBHOM CeTH, Ha3HaYNTb eMy
IP-agpec BpyuyHyto nan yepes DHCP-cepeep n npmncsontb onncaHne «WAN»:

set interfaces ethernet ethO address <x.x.x.x/x | dhcp>
set interfaces ethernet ethO description "WAN"
commit

save

[lanee HeobxoaMMO Ha3HaunTb WHTepdency «ethl», HanpaBieHHOMY B JOKaAbHYH
noacets, IP-agpec n npucsontb eMy onncaHne «LAN»:

set interfaces ethernet eth1 address 192.168.1.1/24
set interfaces ethernet eth1 description "LAN"
commit

save

Ana npocmoTpa uvHGOpMaLMM O HaCTpOMKax MWHTepdencoB HeobXoAMMO BBECTU
CNefyroLwyro KOMaHAay B 3KCryaTauMOHHOM pexunme (cM. PucyHok — HasHayeHHble |P-
agpeca nntepdencam LAN n WAN):

77 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wi®&) INFOWATCH ARMA

admin@ngfwos:~$ show interfaces

admin@ngfwos:“$ show interfaces
Codes: § - State, L - Link, u - Up, Admin Down
Interface IP Address Descrip

172.16.238.95724 0@8:58:56:bd:6b:29 default 1588 u/u

192.168.1.1/24 B8:58:56:bd:6b:9a default 1588 u/u
127.8.8.1/8 AB:88:80:88:88:88 default 65536 uw/u

1117128
admin@ngfuwos:™$

PucyHok — HasHaueHHeble IP-adpeca unmepgeticam LAN u WAN

6.4.1.1.2 Hactpoiika DHCP-cepBepa

Heobxoanmo Hactpouts DHCP-cepBep Ha uHTepdence «ethl» ana aBTOMaTUUeCKOMU
BblJa4yl apecoB YCTPOMCTBAM B IOKaNbHOW CETH:

set service dhcp-server shared-network-name LAN subnet 192.168.1.0/24 default-
router 192.168.1.1

set service dhcp-server shared-network-name LAN subnet 192.168.1.0/24 name-
server 192.168.1.1

set service dhcp-server shared-network-name LAN subnet 192.168.1.0/24 lease
86400

set service dhcp-server shared-network-name LAN subnet 192.168.1.0/24 range 0
start 192.168.1.100

set service dhcp-server shared-network-name LAN subnet 192.168.1.0/24 range 0
stop 192.168.1.150

commit

save

rae:
® LAN - vima nyna;
® 192.168.1.1 - IP-agpec war03a No yMONYaHWIO;
® 86400 - Bpems apeHabl IP-agpecos B cekyHAax;
® 192.168.1.100 - HauanbHbIN IP-agpec nyna agpecos;
® 192.168.1.150 - koHeuHbIV IP-agpec nyna agpecos.
6.4.1.1.3 Hacrtpowika DNS-peTpaHcaauum

KomaHabl HacTponku DNS-peTpaHcaauum:
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set service dns forwarding cache-size 0

set service dns forwarding listen-address 192.168.1.1
set service dns forwarding allow-from 192.168.1.0/24
commit

save

rae:
® cache-size 0 - 3anunck B k3w DNS-peTpaHcaaumm oTkatOUeHa;

® 192.168.1.1 - [P-agpec uvHTepderica, Ha KOTOPOM MPOCAYLIMBAKOTCA
3anpocbl DNS;

® 192.168.1.0/24 - nopceTb, Ha KOTOpoW pa3pewéH poctyn K DNS-
peTpaHcaAaLmm.

6.4.1.1.4 Hactpoinka NAT

Ansa Hactporikn npaBun NAT Heobx0AMMO BBECTU CaeaytoLLme KOMaHAbI:

set nat source rule 11 outbound-interface name eth1
set nat source rule 11 source address 192.168.1.0/24
set nat source rule 11 translation address masquerade
commit

save

6.4.1.1.5 Nlo6aBneHne DNS-cepBepa

[Ansa Hactporikn DNS-cepBepa HeO6XOANMMO BBECTU CeAyOLLNE KOMAHAbI:

set system name-server 8.8.8.8

set system name-server 172.16.230.11
commit

save

rae:

e 8.8.8.8 - nybanuHbin DNS-cepBep google;

® 172.16.230.11 - DNS-cepBep KopnopaTMBHOW CETW.
6.4.1.1.6 Hactpovika mapwpyTmsaumm

ﬂ'flﬂ HaCTpOI\/’IKI/I Lwar03a no ymMmoad4aHuno HeO6XOAI/1MO BBECTN C/ieAyHOLYHO KOMaHAY:

set protocols static route 0.0.0.0/0 next-hop 172.16.230.1
commit
save
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6.4.1.1.7 Ao6aBneHue Radius-server

Ana pobaBneHna Radius-server He0bXx0AMMO BBECTU ClefytoLLimMe KOMaHAbI:

set system login radius server <192.168.1.x> key <secretRadius>
set system login radius server <192.168.1.x> port 1812

commit

save

rae:
® <192.168.1.x> - IP-agpec, koTopbIn 6bin BbigaH Windows Server;

® <secretRadius> - cekpeTHbIn Kk/IKOY, KOTOPbIA Obln  yKazaH npw
kKoHburypmnposaHum Radius agantepa.

6.4.1.2 Hacrpowuka Windows Server

6.4.1.2.1 NepBHnuHaA HacTpoiika

Mepes Hauyanom paboTbl HEO6XOAMMO, YTOObI Obl HACTPOEH KOHTPOJ/ep JOMeHa C
YCTaHOBJ/IEHHbIMW AOMEHHbIMU cny>xbamn Active Directory.

6.4.1.2.1.1 Hactpovika kKoHTpoasnepa aomeHa nog Windows Server

1.

80

OTKpbITb OKHO «CeTeBble MOAKAOUEHUsA». [lns 3TOro HeobXxoaMMO HaxaTb
coueTaHue knaBmw «Win+R» 1 B OTKpbIBLUEMCSA OKHE «BbINOAHUTE» BBECTU KOMaHAY
«ncpa.cpl».

Haxatb MNMKM no ceteBomMy agantepy, BblibpaTb MyHKT MeHt «CBOWCTBa» W B
OTKpbIBLWEMCA okHe «CBOMUCTBa» nepenty B napameTpbl «IP Bepcun 4 (TCP/IPv4)»
ABOWHbIM Haxatnem JIKM (cm. PucyHok — OKHO CBOWCTB CETEBOro ajanTepa).

N3meHntb anHamuuyeckne napametpbl IP v DNS Ha cratmyeckne un BBecCtu
HeobxoanMble 3HaUYEHUA.
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&) Ceresble nogkntoueHns — (m] X
) ff" <« Cetb u MHteprer > CeTesbie NoagkNO4EHNA v D Mouck: Cetesble nogknioueHna O
Ynopsagouuts ¥ OTKNIO4EHNE CETEBOTO YCTPOIHCTE AnarHocTuka nogkntodeHns  » = v [ o
.- Ethernet0 U Etheret0: ceoiictea X
4 OTxntor .
G raronuTe Cem Ceovicrea: IP sepcun 4 (TCP/IPv4)
Cocronnne
AuarHocTuka Monxnioverme Yepes: Obuwe
9 Hactpoiika mocta @ intel(R) 82574L Gigabit Network Conny NapamMeTpo! IP MOXHO HA3HaYaTb aBTOMATUYECKH, ECM CETb
NOAAEPKMBAET 3TY BOSMOXHOCTL. B NPOTUBHOM Cnyyae ysHaitTe
Co3aats APALIK napameTpe! IP y CETEBOro aaMMHUCTPaTOopa.
@ Yaanurs OmmeuetiHbie KOMMOHEHTHI NCMIONB3YIOTCA 3
- — (O Nony4uTe IP-anpec asTOMATUYECKM
9 Mepenmerosate vl ? KnueHT ans ceteit Microsoft

(® Ucnons3oBaTe cneaytowwit IP-agpec:

— - V] 06wt nocTyn K daitnam 1 npuHTe =
Q h W] %3 Nnavuposuwunk naxetos QoS IP-anpec: e |- e z
T y
O | oo === |
L] 4 MpoTokon MynsTunnexcopa ce:
W 4 Dpaisep npotokona LLDP (Maiikp OCHOBHOI WANKO3: ; 5 :

W 4 IPsepcum 6 (TCP/IPv6)

MonyunTo aapec DNS-cepsepa asTOMaTUYECKH

Yera ... Yaanuts @ Wcnons3oBaTh cneayowme agpeca DNS-cepsepos:

Ormcarue MpeanounTaemoii DNS-cepsep:

MpoTokon TCP/IP. CtaHaap THbIA NPOTOK: AnbTepHaTHBHbI1 DNS-cepsep: . ] ,
ceTel, obecnewsaowmii CBA3L MeXAay P

B3aMMOASACTBYIOWMMIN CETAMM.

[(JnoaTsepauTs napameTpsi npu soixoae [IONONHATENLHO. ..

o1/ omes
T

13nement  Bwibpan 1 3nement

PucyHok — OkHo cgolicme cemesozo adanmepa

3. OtkpbITb OKHO «CBOMCTBO CUCTEMbI». [Ns 3TOr0 HEOBXOAMMO HaxaTb COYeTaHwue
knasuw «Win+R» © B OTKpbIBWWIEMCA OKHe «BbINOAHUTL» BBECTU KOMaHAYy
«sysdm.cpl». HaxaTb KHOMKy «VI3MeHnUTb» K B OKHe «V/I3MeHeHVe VMeHU

KOMMNbrOTEpPa WM JOMeHa» nepemmeHoBaTb koMmnbtoTep B «DCT» (cM. PucyHok —
IameHeHVe MeHM XOocCTa).
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Wms komnetoTepa  OGopyaosaqve [ononsuTensHo  YaaneHsiit aocTyn MsmeHeHne uMeHn KOMNbIOTEPa MK AOMEHA

& YkasaHHbie HUKe CBEASHNA NCNONb3YI0TCA ANA
MASHTUPUKALIM KOMMBIOTEPE B CETH.

Bel MoxeTe usmeHnTs UMAa n NPpUHaANEXHOCTL 3TOro
KoMnbioTepa. W3mererina MOryT NOBNMATL Ha AOCTYN K
CeTeBbiM pecypcam.

Orwmcarme: | I

Hanpumep: "lIS-cepsep nponssoacTsexHoro otaena” Wms komnsioTepa:
vnm "Cepsep Gyxrantepun”. ol L‘e J
MonHoe uma: Servser_NGFW_IVE
T TR T
PabBoyas rpynna: WORKGROUP DC1
Y1061 NepermMeHoBaTe KOMMNBIOTER MK “I
NPUCOEMMHUTL €ro K AoMEHy unu paboyeit : LE Boronern

HaxmuTe kHonky “UsmennTs". AsnseTcA YneHom

Onomena:

(®) paBouest rpynnbi:
{WORKGROUP

3]

OK Omvena MpymenuTs

PucyHok — Vi3meHeHue umeHuU xocma
MNocne NnpyMeHeHns HacTPoek HeoHXOAMMO nepesarpy3nTb KOMMbLOTEP.
4. Tlocne nepesarpyskym KOMMbOTepa HEOOXOAMMO OTKPbITh «/lucnetyep cepeepoB»,

BbIOpaTh onuuto «[lobaBnTb POAN N KOMMOHEHTbI», yka3aTb cepeep DC1 n HaxaTb
KHOMKy «/lanee» (cMm. PucyHok — Beibop LieneBoro cepeepa).

fiz Macrep ao6aenenua ponei n KOMNOHEHTOE o O X

KOHE4HSIA CEPBED

Bbibop uenesoro cepsepa i

Buibepute cepeep MK BUPTYaNbHbIH XECTKUIA AKCK, Ha KOTOPOM ByayT yCTaHOBNEHBI POAM U
KOMNOHEeHTb.

Mepes Hayanom pabote

TUN YCTaHOBKK

. .
BLi6Op cepeepa ®) Bubepute cepeep U3 nyna cepeepos

() Bribepute BMpTyanbHbIR XeCcTKUA Anck
Poaw cepeepa

KOMAOHE=TE Myn cepeepoe

Dunetp:

Mnms P-agpec OnepaunoHHan cucTema

192.168.3.10 MaiikpocodT Windows Server 2019 Standard

Haitgero komneloTepos: 1

Ha 37004 cTpanmue nokasawel cepeepsl nog, ynpasnenuem Windows Server 2012 waun 6onee Hosoro
esinycka Windows Server, kotopeie Buinv goBasneHbl ¢ NOMOWE kKoMaHAas "[loBasuTs cepsepel” 8
ancneTyepe cepsepos. He BLIBOAATCR AaBTOHOMHbIE CEPBEPh M A06ABNEHHBIE HOBLIE CEPBEDLI, JAHHLIE
€ KOTOPbIX NOKA NOAHOCTEHD HE NOAYYEHbI.

[ [ s ]| [veoen

PucyHok — Bbibop yenesozo cepeepa
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5. B ponsax Bbibpatb «DNS-cepBep» u «[JomeHHble cnyxbbl Active Directory», B
KOMMOHEHTax OCTaBUTb BCE KaK ecTb U C/e0BaTb MacTepy YCTaHOBKMU (CM. PUCYHOK
— Posan cepsepa).

fiz Mactep ao6aeneHus poneii u KOMNOHEHTOE - ] X

KOHEYHSIA CEPBER

Bbibop poneii cepsepa 51

Nepen HauanoM paboTs Buibepure oaHy MM HECKONBKO PONei ANA YCTAHOBKM Ha 3TOM cepeepe.

Ponn Onucanne

160 3 7] DHCP-cepsep Daxc-cepsep OTNPasnseT u

B
Poau cepeepa DNS-cepsep nprHUMaeT Gakcel, a TaKke
OMMNOHEHTE

Hyper-V NO3BONRET YNPABAATL Pecypcamu

- N [[] Arrecrauma paborocnocobroctv ycrpoiicTe (PAKCH, FEKMANS KAK 32404 MR
AD DS [] Be6-cepeep (IIS) NAPAMETPLI, OTHETS! U
— Jomenrsie cnyx6i Active Directory AKCUMUNBHBIE YCTPOCTES, Ha 3TOM
OATBEPXACHME L] Cryx6a onexywa ysna KOMMBIOTEDE WM B CETH.

[[] Cayx6ui Active Directory obneruenHoro goctyna «
[] Cayx6ei Windows Server Update Services
(| CayxBel aKTMBaUmMN KOPNOPATUBHBIX NMUEH3NA
[[] Cayx6ei neuatn u goxymenTos
[[] Cayx6ei noantuku cetw v goctyna
[[] Cayx6ei passeproieanus Windows
[[] Cayx6ui ceptudmxatos Active Directory
[[] Cayx6ei yaanermsix pabouux cronos
[] Cayx6ui ynpasnenus npasamu Active Directory
[[] Cayx6ei deaepaumn Active Directory
[[] Yaanennwit goctyn
I [m] Qaiinossie cayxBi u cayxben xpanuanwa (Yerame

T e R

PucyHok — Posu cepsepa

6. [Janee Heobxoammo HactpouTb Active Directory. [na 3toro tpebyetca HaxkaTb Ha
MKOHKY dnara ¢ BOCKAMLIATENbHbIM 3HAaKOM B [lucnetyepe ycTpOWCTB M BblbpaTtb
«[oBbICUTb PONIb 3TOrO CepBepa A0 YPOBHA KOHTpPOJ/Iepa AOMeHa» (CM. PucyHok —
Hactpowvika Active Directory).

= ducnetuep cepeepos X

“ [laHenb MOHUTOPUHTA I FA Ynpasnewne Cpeacrsa  Bua  Cnpaska

|, Kondurypauwa nocne pass... |
MNaHene MOHWTOPUHra
flon ie cnyx6Bel Active Directory — Tpeby CH M
§ JlokanuHbiii cepeep J,D.aem-jue th'\ul tive Directory Tpebyetca NeHWa
HacTpovika Ha DC1
B Bce cepsepul RiDoscE) Iﬂosmcmu POAL 3TOTO CEpEEPa 40 YPOBHA KOHTPOA... ]
i§l ADDs
_ o YcraHoBKa kKoMNoHeHTa _ b
{8 DHCP cnyx0am
|
é DNS - TpebyeTca HacTpoiika. YCTaHOEKa BBINOAHEHS Ha Crpeite
- logpoGHee DC1
W§ Qaiinosble cnyx6bl v cn... P

Do6asnT poM ¥ KOMAOHEHTH

POIN U IPYNNbl CEPBEP Cseaetva o 33pa4e

Poaw: 4 | Tpynne: cepsepos: 1| B

i§l ADDs 1 {1 DpHcp 1

(® ynpasasemocts ® Ynpaeasemocts

PucyHok — Hacmpolika Active Directory
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7. B oTkpbiBWEMCA OKHe «MacTep HacTponku AomeHHbIx cnyx6 Active Directory»
BbibpaTh «/lobaBUTb HOBBLIM sNe€C» W yKasaTb WUMA KOPHEBOro JomeHa. Vma
«|W2FA.ru» ykasaHo B kayectse npumepa (cM. PucyHok — KoHdurypaumsa Active

Directory).

f&s MacTep HacTpoitkn gomenHbix cayx6 Active Directory — a X
LIENEBOW CEPBEP
KoHdurypauma pa3seprbiBaHma o1

KOHOMrypaLuMA paseeprt....

BribepuTe onepaumio passepTEIBAHNA
MapameTpel KOHTPOANEPS
() [obasnTe KOHTPOANEP AOMEHA B CYLUECTEYIOWMIA AOMEH

NonoNHUTeNEHBIe Dawm - "
el lalin deigl (O lo6aBiTe HOESIA AOMEH & CYWECTEYIOWMIA flec
Ny ® [lo6asnTs HOBbLIA nec

MNpoCMOTPET N3PAMETPL

YxaxuTe ceeaeHus O AOMEHE ANA 3TOM onepaLmn

MpoEepka NpeasapUTens...
Wwua kopHesoro aomesxa: [|IW2FA‘rd |I

MNoapo6Hes 0 BOIMOKHLIX KOHPUIYPALMAX Pa3BEPTLIBAHHRA

< Hazag lanee > YcraHosuTs
PucyHok — KoHguzypayus Active Directory

8. Ha cnepyrowem Lware HeO6X0AMMO NpUAYMaTh NAPOIIb A/ CYXKObl BOCCTAHOB/IEHMS
KaTanoros (cM. PucyHok — Maposb ans cay>6bl BOCCTAHOB/IEHMS KaTaloroB).

fe MacTep HacTpoiiku gomenHbix cryxb Active Directory . a X
LIENEBOWA CEPBEP
[NapamMeTpbl KOHTPOIEPa AOMEHa et

KOHGMrypaLmMR paseepTh....
Buibepute pexum paboTel HOBOTO neca 1 KOPHEBOTO AOMEHa

MapameTpel KOHTpOANEPA...

Pexm paboTtel neca: Windows Server 2016

L Pexum paboTel gomena: Windows Server 2016 -

NbHBIE Mapau...
Mym YikaxuTe B03MOXHOCTM KOHTPONNEPa AOMEHA
MPOCMOTPET: N3PaMETDs 7| DNS-cepsep
Mpoeepka npeseapuTens.. +| MobanbHbiid katanor (GC)

KoxTponnep aomena Toneko ans yrennn (RODC)

BeeauTe naponk Ana pexyMa BOCCTaHOBAEHWR cayxb katanoros (DSRM)

MNapone: sssssse

MNoarsepxaexue napons: |..l¢..||

JononnurentcHele CBEAEHWA O NapaMeTpax KOHTPOANEpa AOMEHa

[ < Hasag || ,ﬂanee>—| YcraHoBuT

PucyHok — lNaposab 04 cayxx6bsl 80cCMaHo8/eHUa Kamasnoz2o8
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9. MacTep HacTpounku NpeanoxuT co3gatb aenermposaHve DNS. OgHako B faHHOM
cny4ae 370 He TpebyeTcs, MO3TOMY MOXHO MPOMNYCTUTbL 3TOT 3Tan.

10. Ha cneaytowem 3tane mMactep HaCcTPOWKM aBTOMATMUYECKWU MPOMnuLIET UMA AOMEHa
NetBIOS. MNpu HeobXoAMMOCTM BO3MOXHO W3MEHUTb ero (cM. PucyHok — Vwms
aomeHa NetBIOS).

9 MacTep HacTpoiiki AomMenHbix cnyxb Active Directory . O X

o i, R L LLENEBOW CEPBEP
JlononHuTenbHbIE MapameTpsl e

Mpoeepete NetBIOS-1nma, NnpuceoeHHOE AOMEHY, ¥ NPW HEOBXOAMMOCTH M3MEHHTE €10

Wmn gomena NetBIOS: IW2FA

MpoBSpKa NpeABapMTEN:

Mogpobree 0 AONOAHUTEABHBIX BO3MOXHOCTAX

e R
PucyHok — Vimsa domeHa NetBIOS

11. BbINONHUTL  HaCcTPOWKY AOMeHHbIXx cayxb Active Directory B cootBeTcTBUM C
VHCTPYKLMAMM MacTepa, He U3MeHAA napameTpbl Mo ymMonyaHuto. Mo 3aBepLueHmm
HaCTPOWKM nepesarpysnTb KOMMbIOTEP.

6.4.1.2.1.2 Co3gaHune nosnb3oBatenen v rpynn Active Directory

1. MNepenTn B pAucneTyep CepBepoB, OTKPbITb BKAaAKy «CpeactBa» M BblbpaTb
«[onb3oBatenn u komnbtoTepbl Active Directory» (cm. PucyHok — Hacrtpovika

noJsib3osarenen Active Directory).
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“« [laHeNb MOHUTOPWMHTa @) | I yopasrewe Cpencrea  Bua

ODBC Data Sources (32-bit)
Bac npusetcreyer gucnetuep cepsel Windows PowerShell
Windows PowerShell (x86)

i Windows PowerShell ISE
6 H acTl Windows PowerShell ISE (x86)
Auck soccTanoBAEHUR
Wruumarop iSCSI

Nl Wcrounuku aaHHeix ODBC (64-paspaaHan sepcus)

1opunra

< M
Kondurypaums cucremsi
yx6bl 1 ca... P

palel NokansHan noauTka BesonacHocT

Yro HoBOTO Mogyne Active Directory ans Windows PowerShell
4 Cq ., % .

P Ly Wi 8 pexumMe i BesonacHocTi

MoruTtop pecypcos
OnTuMU3auma AUCKoB
Ouucrka aucka
[natnposuinK 3agauny
Monssosatenu v komnstotepsi Active Directory I N
POJIN U TPYNNbl CEPBEPOB MpocmoTtp coberrni

Ponu: 4 | Tpynnei cepsepos: 1 | Beero cepse;

| Moapobree

Pepaxtvposanue ADSI

Peaaxtop peectpa
ay
ig! ADDS 1 Csenenna o cucteme

Cuvcrema apxveaumy gannbix Windows Server
® YnpaensemocTb -
Cucremusiit MOHWTOP

Cobbitna Cayx6ut
Cnyx6s! Cayx6si Microsoft Azure

PucyHok — Hacmpotika none3zoeamenel Active Directory

2. B oTkpbiBweMcs okHe «Active Directory - nonb3oBatenu n KOMNbHOTEPbI» NEPeNTH B
nec «IW2FA.ru», Haxatb KM no gupektopun «Users» n Bbibpatb «Co3aatb». B

mMeHto «Co3patb» Bblbpath «[lonb3oBaTtenb» (M. PucyHok — JlobaesieHue
noJib3oBarens).
d ] Active Directory - Nonb30BaTENM W KOMNBHOTEPS! - [m] X
@aiin  [Jeictene  Bua Cnpaeka

L IEAGEIEEIEN IR S 8K

:p ] Monezoearenn u komnetotepsl || Y Tun OnwcaHwne
- ﬁ:;:"“"b'e 3aNpocH [ Builtin builtinDomain
v = 2 g f:tu = Computers KowTeiinep Default container for up...
uiltin o . .
S < Domain Con... Mogpasaenenne Default container for do...
| Computers . . :
" . _| ForeignSecu... KowTeinep Default container for sec...
e 2| Domain Controllers - .
- . - . _ Managed Se... Kowteiinep Default container for ma...
_| ForeignSecurityPrincipaly| ~—
| Managed Service Accour | Users Kowreiinep Default container for up...
. Users
[enerupoBarie ynpasneHns...
Haiimi...
Co3gate ) 3 Komnetorep
Bce 3agaun > KonTakt
CeoiicTea =
InetOrgPerson
Cnpaeka . msDS-KeyCredential
msDS-ResourcePropertylist
msDS-ShadowPrincipalContainer
mslmaging-PSPs
Mceepornm ouepegn MSMQ
< >
MpunTep
Cosaavue Hosoro obbexTa... n
CAYKOSs!
Obuwan nanka
ﬂpOl‘lE}BOﬂMTEJ’IbHOC.u I R

PucyHok — ZlobasneHue nonv3oeamens

3. Otkpoetcs okHO «HoBbIM 06bekT - lMonb3oBaTenb». 3anoAHUTbL nons: «msa», B
npumMepe mcrnonbsyetca uma «User(6)01»; «/Ima Bxoga nonb3osaTensa», B npumMepe
ncnosbsyerca - «userO1». o 3aBeplueHNIO BBOAA MapamMeTpoB, HaXaTb KHOMKY
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5.
6.

6.4.

1.

2.

6.4.

1.

87

«[lanee». Beectn naponb Ana CO34aBaeMoro rnosib3oBaTesa U yCTaHOBUTb GaXKoK B
yekbokc «Cpok AeNCTBMA MNapONsa He OrPaHNYEH».

Mo aHanorum c co3gaHneM nonb3oBaTesnen, ANA CO34aHunA rpynnbl NOJb30BaTeENEN
Heobxoanmo HaxaTb INMKM no anpektopum «Users», BbibpaTtb «Co3aaTb», NOCae 4ero
BbIOpaTh «[pynna».

B oTkpbiBLIEMCA OKHe «HOBbIV 06BbeKT - [pynna» BBECTV Ha3BaHWe rpynmbl.

Ana pobaBneHns Nosb3oBaTenen B CO34aHHy rpynny Heobxoanmo Haxatb MNKM no
Heobxoamnmon rpynne. B KOHTeKCTHOM MeH BblbepuTe NyHKT «/Job6aBUTb B
rpynny...» 1 B OTKPbIBLUEMCA OKHE HanTK 1 A06aBUTb TpebyeMbix NOb30BaTENEN.

1.2.2 NMogroroBka Radius aganTtepa

Heobxoammo  ckauaTtb Radius apantep ¢

odburumanbHoro canta https://multifactor.ru. ns atoro B nyHkTe «Teopusa» nepentu

aKTyalbHYtO BEPCUIO  YTUIUTBI

BO Bknagky «RADIUS agantep» n 3atem BO Bkaaaky «Windows Bepcusa», fanee
nepenTu no ccolnke «cbopka» (cM. PucyHok — flokymeHnTaumsa Radius agantepa).

[s=<*] muLriFactor NPECC-LIEHTP ~ Aem | TEOPMA MPAKTUKA BXOA RU~
BeefieHue v A > Tomknouewme > RADIUSanantep >  Windows epcus
TpeGosaH
06was uipopmayma . . ~
Radius cepeep gnsa Windows C6ume na
BoaMoxHOCTM Sanmcs
Criocobbl ayTeHTUdNKaLMI MULTIFACTOR Radius Adapter — nporpammHblit komnoHeHT, RADIUS cepsep ans Windows. Hacrpoiiki
UnexT
MopkmoueHne v KOMMNOHEEZ 10CTYNEH BMECTE C UCXOAHBIM KOLOM, PacnpoCcTpaHAeTcs GecnnaTHo. AKTyanbHas BEPCUR HaXxO4MTCS Ha H
‘- Mposep
GitHub: cHopka fapxvs release.zip).
Hauano pa6oTsi 3 2 P) Director
WnTerpauus Mpoeep
@ nMUEH3NA .
Mposep
AP A OBpaTuTe BHUMaHWe Ha NuLeH3no. OHa He JaeT BamM NPaBO BHOCUTb M3MEHEHUs B UCXOAHbIN koa KomnoHeHTa u RADIUS
O6une ceepeHmna €03/1aBaTb NPOU3BOAHLIE NPOAYKTbI Ha Ero OCHOBE. MCXOAHbIN KO, MPEfOCTaBARETCH B 03HAKOMUTENLHBIX LiensX. Beanpe
3anpocsl gocTyna Mok
Tpeﬁosava A8 YCTaHOBKU KOMIOHEHTa [Oononk
YnpagneHue nonb3osatensmm
Kawwupe
YnpasneHue pecypcamu * KOMMOHeHT ycTaHaenvBaeTcs Ha noboin Windows cepeep HaumHas ¢ sepcumn 2008 R2;
3awwura
ypran o MuHumanbHble TpeGoBaHna ana cepsepa: 2 CPU, 4 GB RAM, 40 GB HDD (o6ecneunsatot paboty OC 1 agantepa
Ans 100 oaHOBPEMEHHbIX NOAKIKYEHU — NpuMepHo 1500 nonb3oBartenei); Mpoune nz
OpeniD Connect * Ha cepBepe AomkeH BbITb OTKPbLIT NopT 1812 (UDP) ans nprieMa 3anpocos oT Radius KnneHToB; sanyekol
RADIUS npotokon « CepBepy C yCTaHOBMEHHbIM KOMMNOHEHTOM HEOGXOAMM AOCTYN K XOCTY api.multifactor.ru no TCP nopTy 443 (TLS) Kyprane
HanpamMyro unn yepes HTTP proxy; Watnor
RADIUS apane oz
& B « [1ns B3anmopeicTena C Active Directory, KOMMNOHEHTY HyXeH JOCTYN K cepsepy AoMeHa no TCP nopry 389; Knacrephz
06w ue ceepeHus Bonpockl ¢

* [1ns B3anmopeicTena ¢ Network Policy Server, KOMNOHEHTY HyxeH gocTyn k NPS no UDP nopty 1812;
Inline enroliment * [Ins sanvcu xypHanos B Syslog, HeoBxoaum aocTyn k Syslog cepeepy;

o AfjanTep [JOMKEH HaXOAUTLCA B OMEHE.

O o]

Linux Bepcus

Knacrepusayua Linux Radius
apantep

LDAP apantep

Q OBPATUTE BHUMAHMUE

[nA Windows Server Bepcun Mnaauwe 2016 Heo6X0AMMO YcTaHoBMTL Microsoft NET Framework 4.6.2.

O6wMue napamMeTpbl

PucyHok — [lokymenmauyusa Radius adanmepa

Mocne 3arpy3ku, pacnakoBaTb CKaYaHHbIV apXMB 1 MOMECTUTb €ro B KOPHEBYHO Manky
ancka C B Windows Server.

1.2.3 fJo6aBneHue Multifactor Radius Adapter

MepeliTn Ha cawT https://admin.multifactor.ru/account/login v 3apeructpupoBatbcs

(cM. PucyHok — Peructpaums Ha cavte Multifactor).

arma.infowatch.ru
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PEMMCTPALIMA B CUCTEME
YNPABNEHWA MYITETUSAKTOPOM

PervcTpauns AnA aOMUHUCTPaTOpos

ECNu Bl COTPYAHHE KOMNEHIM, T[4 EHEOPRETCA
MynsTHEDaKTOP, NoXanyiHcTa, eBpatUTEcs B CyHdy
TEXHMYSCKON NOAASDHIM BaLUeR OpraHusalut 4na
NPenoCTABNEHHA AOCTYMA.

& E-moi
& Napoms

@ | Euwe pasnapons

3apermcTpupoBaTbLes

Ecnu y Bac yiKe eCTb aKKayHT, BbINONHUTE BX0N

PucyHok — Pecucmpayus Ha catime Multifactor

2. Nocne 3aBepweHus peructpauum  OGyaer 3anyueH MacTep  HaCTPOMWKMK
MHOrodakTopHOW ayTeHTUPMKaLUUM ANS  aAMWHUCTPATMBHOW naHenn. byaet
NPeANoXeHO YCTaHOBUTL NpuaoxeHne Multifactor Ha cmapTdoH ana Bxoga Ha canTt
(cm. PucyHok — YcraHoBka npuaoxenua Multifactor). Ecam Heobxoammo BbibpaTb
Apyromn cnocob ayteHTUdUKaLmm, Tpebyetca HaxaTb Ha 3HaYOK B BUJE LLECTEPEHKM
B MPaBOM BepPXHEM YrJy OKHa HacTpOWKMW, nepentn B pasgen «PacwmpeHHble
HacTpPoOWKku» W BbIGpPaTb MOAXOAALMKA cnocob ayTeHTudukaumm (cMm. PUCyHOK —
PaclunpeHHble HacTPoWKK).

YcTtaHoBuUTE O
npunoXxeHue
YCTaHOBWUTE NPUNOXKEHWE
== Multifactor Ha cBoiA
cMapTdOoH
App Store
HacTpoika Google Play

Myan"¢aKT°pa Huawei AppGallery

Bam HeobBx04MMO HacTpOMUTb CMCTEMY
MYyNbTUHaAKTOPHOMN ayTEHTUOUKALMK.

Haxmute Ha KHonKy «[lanee» n
cnepyiTe NPOCTbIM MHCTPYKUMAM. 3TO
3aliMeT BCEro napy MuHyT.

OANEE OANEE

PucyHok — YcmaHoska npunoxeHus Multifactor
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YcTtaHoBUTE On Cnocobbl :

npunoxeHue / ayTeHTUpUKaumm

g I PaclumpeHHble HaCTPOKM I
Mo6unbHoe NpunoxeHue ~

[e3] MonyunTb Nnomouwb
+ [Jo6aBuTb akKayHT

KoHTakTbl agMUHUCTpaTopa

Telegram A
App Store
Google Play + [do6aBuUTb KOHTaKT
Huawei AppGallery OTP-TOKEHbI 1 NPUNOXeHUs @ A

+ [o6asutb OTP
buometpus n U2F A

+ [obaBuTb paTymk

OAJEE

PucyHok — PacuwupeHHble Hacmpouku

3. NMocne pobaBneHusa crnocoba ayTeHTUPUKALMM HEODXOAMMO MOATBEPAUTL BXOJ B
naHenb agMUHNCTPATOPa C MOMOLLbO BbIBpaHHOTO paHee crnocoba.

4. B naHenn agMuHuCTpatopa nepevtn B pa3gen «Pecypcbl» M HaxaTb KHOMKY
«[lobaBnTb pecypcbl» (cM. PucyHok — [lobaBaeHve pecypcos).

[sse+] MuLTIFACTOR —Pycoani - )

T Pecypchbl

(1] Craox B caToB, TMTCHKEHHA W CEPEEPOS, KETOPE HYHo SALMILTS NAOFODaKTOBHOR ZYTOHTATMKELIHG
Ne Tun Haseanme Aapec

@ pcerr

£ Hactpoitn

PucyHok — [lobasseHue pecypcos

5. BbibpaTb gobaBneHve pecypca «/[pyroe» M B OTKPbIBLIEMCS OKHE 3amOAHUTb
HeobxoaMMble HaCTPOMKK (CM. PrucyHok — HacTpoika pecypca).
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BbiGepuTe TMN pecypca % H OB bl ﬁ pecypc

_ _ Haseakue # aapec CeTesoro kpana
Cair Ceresoit akpan oC/Cepsep Mpoee

Hassanie
W

Anpec

Bpeua K Radius anpoca

o cexyHa

TIpi NOAKTIOHEHHK §€3 HACTPOEHHOIO BTOPOTO PAKTOPa
@ BKNIOWMTL CAMOCTORTENBHYIO HACTPOIKY
3anpemuts aocTyn
Mepez nposepKoit 8TOPOrO akTopa
ABTOMATHYECKH BHOPATS MPHOPUTETHER CNOCOD
@) Mokasars BapuanTyi (ecnu ecT BeGop)
MokasaTs BapanTs (ecerna

S3bik

AHUACKHA

PucyHok — Hacmpolika pecypca

6. MNocne pobaBneHns pecypca OTKPOETCS OKHO C ero napametpamu. Heobxoaumo
ckonuposatb napametpbl «NAS Identifier» n «Shared Secret» (cm. PucyHok —
MNapameTpbl_aobaBneHHoro pecypca). OHM HeobxoAnMbl Ans KOHPUIypupoBaHMA
Radius agantep Ha Windows Server u ans sobasneHus Radius-server 8 ARMA CreHa.

< NGFW

MH(OPMALHUA O CETEBOM 3KpaHe

HassaHue NGFW

Anpec

NAS |dentifier rs_415f8763e1a8190ee3c54e7126ddf
Shared Secret Cronupoeats

PerucTpaumMa HOBIX NoNk30BaTenei: BKNKueHa

TMpw NOAKMIOYEHUN G83 HACTPOEHHOTO BTOPOTO (hakTopa BKNKOMUTE CAMOCTOATENBHYHK HACTPOIKY
Mepen NpoBEpKOi BTOPOro dakTopa: MokasaTk BApHaHTLI (ecnk ecTk BbIGOP)
A3bik AHFMMACKAA

Bpema k3wmMposanus Radius 3anpoca: 0 CexyHa

PucyHok — MNapamempel dobasneHHo20 pecypca

90 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

6.4.1.2.4 Kondpurypuposanue Radius apanrtepa

1.

91

OTKpbITb ANPEKTOPUIO C paHee N3BJEYEHHBIMU U3 apxnBa darinamu Radius agantepa.
CkonupoBatb ¢arnn «cisco with ad.config.template», pacnonoxeHHbin B nanke
«Clients» n nepenmmeHoBaTb ero B «arma with ad.config.template». Ypanutb

pacwupeHve «template», utobbl Nonyunnocb «arma with ad.config». Takum
obpasom, 13 NpeayCcTaHOBAEHHOrO WabaoHa nonyuntcs Gann ana KoHuUrypaumm
noaxkntoveHma agantepa K ARMA CreHa.

OTKpbITb MOAyyeHHbIN ¢ann «arma with ad.config» ans pepakTmpoBaHua ¢

MOMOLLbIO NPOrpaMMbl «BJIOKHOT» 1 BHECTW ciefytowime n3mMeHeHus B danne (cm.

PucyHok — icxoaHbin wabsioH KoHbUrypaumm);

1.
2.

ycraHoBuTb |IP-agpec ARMA CreHa;

BBECTU MPUAYMaHHbIA CEKPETHbIV KUY, KOTOPbIN ByaeT ncnonb3oBaTbCs nNpu
HacTpouke Radius-cepsepa B8 ARMA CreHa;

BHeCTM wums pomMeHa Active Directory, no kotopomy 6yaeT npoOBOAWUTHCA
ayTeHTnburKauus;

yKasaTb rpynny, KOTOpPOW npejocTaBaseTca AocTyn 6e3 BTOporo ¢akTopa
ayTeHTudunKaumu;

ykasaTb rpynny, Yy KOTOpoh OyaeT 3anpawmvBaTbCa BTOpoW  dakTop
ayTeHTuburKaunu;

BBecT NAS Identifier, nonyuyeHHbI Ha canTe Multifactor;

BBecTn Shared Secret, nonyyeHHbI Ha cavte Multifactor.

arma.infowatch.ru
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| arma with ad.config — BnokHoT — O *

Gaiin [Mpaeka @opmar Bug  Cnpaeka
<?xml version="1.8" encoding="utf-8"?»
<configuration»
<configSections>»
<section name="ActiveDirectory” type="MultiFactor.Radius.Adapter.fActiveDirectorySection, MultiFactor.|
<section name="RadiusReply" type="MultiFactor.Radius.Adapter.RadiusReplyAttributesSection, MultiFacto
</configSections>

<appSettings>
<l-- cisco asa ip --»

<add key="radius-client-ip" valuef"10.16.18.18"}> o
<!-- shared secret between this service and cisco --
<add key="radius-shared-secret” valued'GB8E0086668" >9

<!--One of: ActiveDirectory, ADLDS, Radius, None--»
<add key="first-factor-authentication-source” value="ActiveDirectory"”/>»

<! --ActiveDirectory authentication source settings-->

<add key="active-directory-domain” value >9
<!--ActiveDirectory access group (optional);-->

<add key="active-directory-group” value§"VPN Users" >o

<!--ActiveDirectory 2FA group (optional);--
<add key="active-directory-2fa-group” wvalueq"'2FA Users’ >9

<l-- get it from multifactor management pangl _->

<add key="multifactor-nas-identifier” value>@

<l-- get it from multifactor management pangl_-->

<add key="multifactor-shared-secret” value> o
</appSettings>
<RadiusReply>

<Attributes>»

<add name="Class"” from="memberlf" />
</Attributes>

</RadiusReply>

<ActiveDirectory requireslUserPrincipalllame="false"»
</ActiveDirectory>

<fconfiguration>»

PucyHok — WcxoOHbit wabioH koHgpuypayuu

Mpumep KoHGUrypaunoHHoro danna, B KOTOPOM He NpesyCMOTpeHa Noajep>KKa rpynnebi
6e3 BTOporo daktopa ayreHTMdumkaumm (cM. PrucyHok — [MNpumep KOHOUIypaLnoHHOro

danna):
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mj *arma with ad.config — BnoknoT - O *

®aiin [lpaeka ®opmar Bug Cnpaeka
<?xml version="1.8" encoding="utf-8"?2>
<configuration>
<configSections>
<section name="ActiveDirectory"” type="MultiFactor.Radius.Adapter.ActiveDirectorySection, MultiFactor.|
<section name="RadiusReply" type="MultiFactor.Radius.Adapter.RadiusReplyAttributesSection, MultiFacto

</configSections»>

<appSettings»
<!-- cisco asa ip --»
<add key="radius-client-ip" walue="192.168.1.1"/>
<!-- shared secret between this service and cisco -->

<add key="radius-shared-secret” wvalue="if2al!l"/>

<!--One of: ActiveDirectory, ADLDS, Radius, None-->
<add key="first-factor-authentication-source"” wvalue="ActiveDirectory"/>

<!--ActiveDirectory authentication source settings--»>
<add key="active-directory-domain"” wvalue="iw2fa.ru"/>

<!--ActiveDirectory access group (optional);--»

<!--ActiveDirectory 2FA group (optional);-->
<add key="active-directory-2fa-group"” value="MyUsers"/>

<l-- get it from multifactor management panel -->

<add key="multifactor-nas-identifier"” value="rs_415f8763ela819Bee3c54e7126ddf" />

<!-- get it from multifactor management panel -->

<add key="multifactor-shared-secret” wvalue="4331d7c¢d21k88cb8759b2c974F226d43b" />
</appSettings>

<RadiusReply>
<Attributes>
<add name="Class" from="member0f" />
</Attributes>
</RadiusReply>

<ActiveDirectory requiresUserPrincipalllame="false">»
</ActiveDirectory>

</configuration>»

PucyHok — lNpumep koH@uypayuoHHoz0 ¢atina
6.4.1.2.5 3anyck Radius apanTtepa

KoMnoHeHT moxeT pa6OTaTb KakK B peXmnmMe KOHCOMN, TaK U B KayecTBe CJ'Iy)K6bI
OI'IepaLI,I/IOHHOI7| cuctembl Windows. ﬂ,]’lﬂ 3arnyCcka KOMIMOHEHTa B PpPeXMMe KOHCON
AOCTAaTOYHO 3anyCTuUTb NPUIOKEHUE.

[Ansa ycraHoBkn Radius agantepa B kauectBe cny>bbl Windows Heobxoammo nepentu B
nanky ¢ dannamm ajantepa W BbIMOAHWUTb KOMaHAY C K/AKUYOM «/i» OT WMEHMU
agMuHucTpatopa: «MultiFactor.Radius.Adapter.exe /i».

Ans  ypaneHvs Radius agantepa HeO6XOAMMO BbINMOJHWUTL KOMaHAY OT WMEHM
agMuHuncTpatopa: «sc delete MFRadiusAdapter».

6.4.1.3 MpoBepka paboTtbl c/y>XK6bI
Mpumeuanne:

MNepea Hauanom paboTbl HeOHXO0ANMO OTKAUNTL BpaHamMayap Windows!
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Mpu Bxoge B NGFW n ayTeHTUdMKALMN C NICNONb30BaHNEM YUETHBIX AaHHbIX U3 FPynmnbl,
yKkasaHHo/ B none «active_directory_2fa_group» npu HacTpolike agantepa, cuctema
NPeANOXUT 3aperncTpmpoBaTb BTOPON (akTop ayTeHTUdukaumm Ans MnoJsib3oBaTens
(echm OH ewé He 6bln 3apernctpupoBaH). B cayuvae, ecam BTOpoM akTop yxe
3aperncTpupoBaH, cmctema npoBepuT ero (CM. PucyHok — AyteHtrudurkaumsa):

PucyHok — AymeHmugukayus

6.4.2 Multifactor Radius Adapter - Linux

B kauectBe npumepa Hactponku Multifactor Radius Adapter ans CentOS 6ygert
MCNOJ/Ib30BaThCA CTEHA NMPEACTaBAEHHbIN Ha puUcyHKe (CM. PucyHok — Cxema cTeHaa ans

HacTpovikm Multifactor Radius Adapter - Linux).

Server AD

T @ M
o ) .. .. o e ¥ 2
oEahEnEns

PucyHok — Cxema cmeHOa 0 Hacmpolku Multifactor Radius Adapter - Linux

L]

|
0-
|
]

Linux
Multifactor

[ ]
|
0-
|
O

NHcTpykumm no HacTporike ARMA Crena 1 Multifactor Radius Adapter npeactasneHbl
B COOTBETCTBYHOLLMX pa3genax: «Hactponka ARMA CreHa» n «[lobasnenne Multifactor
Radius Adapter».

6.4.2.1 Hacrpoiika CentOS 7

Heobxoanmo BHeCTV n3MeHeHMa B KOHdurypauuto ceteBoro nHtepdenca CentOS. Ans
3TOro cnepyet maMeHutb napametp «ONBOOT» B danne «/etc/sysconfig/network-
scripts/ifcfg-eth0» ¢ «<ONBOOT=no» Ha «ONBOOT=yes». [locne 310ro Heo6xoANMO
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nepesarpy3utb ceTeByr0 Cy>6By C nomollbto KoMaHabl «systemctl restart network».
3TO NO3BOAUT MHTePdECY aBTOMATUUECKN BKAKOUATLCA MPU 3arpy3ke CUCTEMBI.

Ana Havana yctaHoBkM komnoHeHTa Multifactor Radius Adapter Heobxoanmo
OB6HOBUTb MMeIoLWMeCH NakeTbl U MPOBEPUTbL Ha/MuMe AOCTyna K Peno3nTopuam. ITO
OCYLLECTB/IAETCA C MOMOLLbHO KOMaHAbl «yum -y update && yum -y upgrade». OgHako
NPV BbIMOJIHEHUWN 3TOW KOMaHZAbl MOXET BO3HUKHYTb OwwmnbKa (cM. PucyHok — BoamoxkHas
owinbka).

n h - . this int the only
thing yum can E e a few u to work “fix" this:

on releas
for the

3. Run the command with
yum --disablere

it by default. Yum
- mable it

ure the faili

that yum will

yum-conf ig-manager --save --setopt=<repoid>.skip_if _unavailable=true

Canmot Find a valid baseurl for repo: baserV. xB6_64
PucyHok — Bo3moxHas owiubka

JTO CBUAETENLCTBYET O TOM, UTO JOMEHHOE MMSA 3epKas Perno3nTopueB He paspeLuaeTca
MO Hen3BeCTHOW npuunHe. [aHHaa npobnema MoXeT 6biTb pelleHa NyTEM HaCTPOMKM
APYrMx penosvTopueB, KOTOpble HaxoaaTca B KaTtasore «/etc/yum.repos.d/CentOS-
Base.repo». BoT Tak BbIMAAAT peno3vtopun Mo Yymosa4vaHuto (cMm. PucyHok -
Peno3ntopuu no ymoayaHuo):
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ient and the

es wot work for you, as a fall back you can try the
line

yrel er - Updates
st=http: /mirrorlist.ce

ttp://mirror.cento

as&infra=Sinfra

PucyHok — Peno3umopuu no yMO/i4aHuro

HeobxoaMMO 3akOMMEHTMPOBaTh WMMeRLLMecs 3epkana W ykasaTb Apyrue 3HauyeHus
«baseurl» B kaxxgom 610Kke. B sgaHHOM Npumepe ncnonb3yoTcs apxmebl snapshot 2021 r.
(cm. PnucyrHok — KOMMEHTUPOBAHME MMERLLINXCA 3epKan):
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CentD5-Base .repo
ient and the
to and
wphically close to the client. :h use this f CentOS updates
you are manually picking other mix

If the mirrorlist= does not work for you, as a fall back you can try the
line instead.

P &
isearchirepo=os&kinfra=5infra

ra=Sinfra

ifra=§infra

rpm-gpig-RPM-GPG-KEY-Cent0S

1 packages that extend functiomality of

lus&infra=Sinfra

tl_‘lZ

c/pkisrpm-ypy-RPM-GPG-KEY-CentD3

PucyHok — KommeHmuposaHue umeroujuxcs 3epka

Mocne 3Tnx fencTBUN KOMaHaa «yum -y update && yum -y upgrade» BbinonHutcs 6e3
OLMBOK.

[anee Heobxoanmo yctaHOBUTb cpeay BbinoaHeHna APS.NET Core runtime Bepcun 6:

sudo rpm -Uvh https: packages.microsoft.com/config/centos/7/packages-
microsoft-prod.rpm
sudo yum install aspnetcore-runtime-6.0

Mocne 31oro Heobxoanmo chopmupoBaTb KaTanor Ans  GannoB  WHCTPYMEHTa,
ckonmpoBaTb COOpPKY B CO34aHHYHO Manky 1 co3aaTb YYETHYHO 3aMunCb, NOA KOTOPOW byaeT
paboTatb cayxba:

97 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

sudo mkdir /opt/multifactor /opt/multifactor/radius/opt/multifactor/radius/logs #
co3jaHve nanok Ans GannoB agantepa

sudo wget https: github.com/MultifactorLab/multifactor-radius-
adapter/releases/latest/download/release_linux_x64.zip # knoHnpoBaHne c6opkn
sudo unzip release_linux_x64.zip -d /opt/multifactor/radius # pacnakoBka apxuBa
sudo useradd -r mfa # co3gaHune nonb3oBaTens

sudo chown -R mfaimfa /opt/multifactor/radius/ # npucBoeHve panpekTopUL
nosb3oBaTento

sudo chown -R mfa:mfa /opt/multifactor/radius/clients

sudo chmod -R 700 /opt/multifactor/radius/ # n3meHATb AMPEKTOPUM MOXKET TONBKO
nonb3oBaTesb

sudo chmod -R 700 /opt/multifactor/radius/clients

Heobxoanmo co3patb cayxby systemd ana apantepa. [na 3toro cHayana Tpebyetcs
co3aaTb danin GTY C NOMOLLbHO KOMaHAbl «sudo vi
/etc/systemd/system/multifactor-radius.service», a 3ateM  M3MeHUTb  ero

cojepXxnmoe:

98

[Unit]
Description=Multifactor Radius Adapter

[Service]

WorkingDirectory=/opt/multifactor/radius/
ExecStart=/usr/bin/dotnet /opt/multifactor/radius/multifactor-radius- adapter.dll
Restart=always

# Restart service after 10 seconds if the service crashes:
RestartSec=10

KillSignal=SIGINT

Syslogldentifier=multifactor-radius

User=mfa
Environment=ASPNETCORE_ENVIRONMENT=Production
Environment=DOTNET_PRINT_TELEMETRY_MESSAGE=false

# How many seconds to wait for the app to shut down after it receives the initial
interrupt signal.

# If the app doesn't shut down in this period, SIGKILL is issued to terminate the app.
# The default timeout for most distributions is 90 seconds.

TimeoutStopSec=30

[Install]
WantedBy=multi-user.target
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Mocne 3Toro Heo6XoAMMO BbIMOAHUTL KOMaHAY AnA 3anycka cnyxbbl: «sudo systemctl
enable multifactor-radius».

3aTeM nNpuUCTyNUTb K pefakTMpoBaHWO kKoHoburypaumm cepsepoB Radius. Obuwue
napameTpbl paboTbl KOMTMOHEeHTa XpaHaTCA B dbanne
«/opt/multifactor/radius/multifactor-radius-adapter.dll.config» B popmate «xml»:

<!-- Agpec n nopt (UDP), no kotopomy agantep byaeT npuHMMaTb 3anpochbl Ha
ayTeHTUdunKaLmo oT KANEHTOB -->
<add key="adapter-server-endpoint" value="0.0.0.0:1812"/>

<!-- Aapec APl MULTIFACTOR -->
<add key="multifactor-api-url" value="https: api.multifactor.ru"/>

<!-- floctyn k APl MULTIFACTOR 4epe3 HTTP npokcn (onymoHansbHo) -->

<!l-- <add key="multifactor-api-proxy" value="http: login:password@proxy:3128"/>
-->

<l-- YpoBeHb nornposanus: ‘Debug’, 'Info’, 'Warn', 'Error' -->

<add key="logging-level" value="Debug"/>

LabnoHbl ANA  HACTPOWMKW  OTAENbHbIX MOAKJOUEHUA HaxoAaaTcs B KaTajore
«/opt/multifactor/radius/clients». /[na co3gaHna Heobxoanmon koHbUrypauum,
TpebyeTca ckonMpoBaTb MMerowmics wabnoH «cisco with ad.config.template» ¢
nomowbo kKomaHabl «cp cisco/with/ad.config.template [ykasatb wums].config».
Takum obpazom, byseT ckonmpoBaH WwabaoH koHdurypaumm ansa ceasm ¢ Active Directory,
cozepxkallmii cneayrolime JaHHble:

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<configSections>

<section name="RadiusReply"
type="MultiFactor.Radius.Adapter.RadiusReplyAttributesSection, multifactor-radius-
adapter"/>
</configSections>
<appSettings>

<l-- cisco asa ip -->

<add key="radius-client-ip" value="10.10.10.10"/>

<l-- shared secret between this service and cisco -->

<add key="radius-shared-secret" value="0000000000"/>

<!-- One of: ActiveDirectory, ADLDS, Radius, None -->

<add key="first-factor-authentication-source" value="ActiveDirectory"/>

<l-- ActiveDirectory authentication settings: for example domain local on host 10.0.0.4

<add key="active-directory-domain” value="Idaps:10.0.0.4/DC=domain,DC=local"/>
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<!-- ActiveDirectory access group (optiona): -->
<add key="active-directory-group" value="UPN Users"/>
<!-- ActiveDirectory 2FA group (optional) -->
<add key="active-directory-2fa-group" value="2FA Users"/>
<l-- get it from multifactor management panel -->
<add key="multifactor-nas-identifier" value="1"/>
<l-- get it from multifactor management panel -->
<add key="multifactor-shared-secret" value="2"/>
</appSettings>
<RadiusReply>
<Attributes>
<add name="Class" from="memberOf"/>
</Attributes>
</RadiusReply>
</configuration>

HeobxoarMo BHECTU ciesytoLLme U3MeHeHMs B Gainn wabaoHa KOHPUrypaLmu:

® none «radius-client-ip» gonkHO 6bITb M3MeHeHO Ha 192.168.1.1, Tak Kak
Radius-cepBep HaxoauTca B NOKaNbHOW ceTu, a kameHToM saBasetcs ARMA
CreHa;

® nose «radius-shared-secret» f0/MKHO cozepkaTb 3HaYeHWe, KOoTopoe 6bino
npuaymMaHo npwn HacTponke ayteHTMdumkaumm Radius Ha ARMA CreHa;

® nose «active-directory-domain» f0/XHO ObiITb M3MEHEHO B COOTBETCTBUM C
pomMeHom Active Directory, KOTOpbIV NPUCYTCTBYET B MOACETY;

® nose «active-directory-group» J0/MKHO ObITb yAaneHo, uTobbl Bcerja
ncnosib3oBanca BTopoun daktop ayteHTUdbMKaumuy, ykasaHHbIn B nose «active-
directory-2fa-group»;

e nons «multifactor-nas-identifier» n «multifactor-shared-secret» 0/1>HbI
ObITb B3ATbl M3 MaHe/W aAMWHUCTpPaATOpa MNpPW CO3jaHWMM pecypca ANS
ayTeHTuurKauum.

Heobxoanmo nepesarpy3nTb NOACUCTEMBI CNYXO 1 CO3aaHHYIO CTY>XOy A4 MPUMEHEHUA
N3MEHEeHWN:

sudo systemctl daemon-reload
sudo systemctl restart multifactor-radius

6.4.2.2 Bo3mo)XHbIe onbKu

1. B cnyyae Bo3HMkHOBeHMsA ownbkm «Unable to load shared library ,Idap.so.2” or
one of its dependencies», Heo6x0AMMO BHECTU KOPPEKTMBbLI B LLEMNOYKYy TakuMm
obpasom, utobbl cumanHk «libldap.so.2» B KOHeyHOM wTOre ykasbiBan Ha
KOHKpeTHyro 6nbanoteky «libldap-2.X.s0.2.Y.Z».
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Mpumep: libldap.so.2 * libldap-2.4.s0.2 310 cumamtHk libldap-2.4.s0.2 * libldap_r-
2.4.50.2 310 cumamHk libldap_r-2.4.s0.2 * libldap_r-2.4.50.2.11.5 310 cMMAMHK
libldap_r-2.4.5s0.2.11.5 ato cama 6ubanorteka.

MNpoBepka 1 NCNpaBAeHe CUMBONIMYECKMX CCbIOK: ANS MPOBEPKU CUMBOINYECKUNX
CCbINOK  HeobxoamMmo onpegennts Mectononoxenve 6ubavotekn «libldap».
O6bIuHO OHa HaxoauTca B katanore «/usr/lib/x86_64-linux-gnu».

[lanee Heo6X0ANMO BbIMONHUTL KOMaHAy «ls -la», uTo6bI NPOCMOTPETL CMNCOK BCEX
dannoB N CUMBONNYECKMX CCbINOK. HEOBXOANMO HaNTK MHPOPMALMIO O TOM, KaK U
KTO ccblnaetca Ha bubanoteky «libldap», a Takxe onpegenvtb, Kakmx CCbINOK He
XBaTaer.

Yauwle Bcero otcytctByeT ofHa ccbinka — ¢ «libldap.so.2» Ha ocHOBHytO Bepcuto
6nbanotekn. KomaHabl CO3A4aHNA HEAOCTAOLLETO CUMJINHKA:

Ans Debian n Ubuntu:
In -s/usr/lib/x86_64-linux-gnu/libldap-2.4.s0.2 /usr/lib/x86_64-linux- gnu/libldap.so.2

Ana CentOS n REDOS:
In -s /usr/lib64/libldap_r-2.4.50.2.10.9 /usr/lib64/libldap.so.2 #Bepcnm 6ubamnotek moryt
OT/IMYaThCs

AHanornyHble AencTeua BbiNOAHAKOTCA ¢ bubamnotekon «liblber».

2. B cnyuae Bo3HmkHOBeHMA owmnbkn «Unable to start: Address already in use»,
CyLLecTByeT fiBa cnocoba eé ycTpaHeHus:

® Ecim ncrnonbsyete 3anyck aganTepa yepes
«/opt/multifactor/radius/multifactor-radius-adapter», 10 Heobxoanmo
OTKNKOUNTb afanTep Kak cayxoy:

sudo systemctl stop multifactor-radius

sudo systemctl disable multifactor-radius

sudo rm /etc/systemd/system/multifactor-radius.service
sudo systemctl daemon-reload

® [lepentn B «/opt/multifactor/radius/multifactor-radius-adapter.dll.config»
ncnosnb3ys komaHay «sudo nano /opt/multifactor/radius/multifactor-
radius-adapter.dil.config» n u3meHuts nopt B none «adapter-server-
endpoint».
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7
B

ABAPUVHbIV PE)KUM

cucteme ARMA CreHa npesycMOTPeEHO JBa MeXaHM3Ma akTMBaLWUW aBapuUNHOro

pexuma:

1.

aBTOMATUYECKNI Nepexos B aBapUMHBIA PEXNM;

2. Nepexo B aBapUMHbIA PeXUM Mo KOMaHAe onepaTopa.

Mpumeuanue:

B cnyuyae nepexosa cuctembl ARMA CreHa B aBapuiHbIN pexum, BeCb Tpaduk,
NPOXoAALM Yepe3 Heé, byaeT 3a610KMPOBaH A0 YCTPaHEHNA MPUYMH, BbI3BaBLLMNX
cbon. B aTOoT nepunog ynpasieHne cuctemon ByaeT oCyLLeCcTBAATLCA UCKNHOUUTEBHO
yepes JI0KaNbHYH KOHCOb.

Mpumeuanue:

B cnyuae BO3HWKHOBEHMA KpuTnydecknx owmnbok B agpe cnctembl ARMA CreHa (kernel
panic), cuctema BbiBegeT yBegomneHve «Rebooting in 60 seconds» wu
aBTOMaTM4yeckn nepesarpysumtca 4epes 60 cekyHA ANA  BOCCTaHOBAEHMSA
paboTocnocobHoCTM.

Ecim nocne 3anycka cuctembl ARMA  CreHa He yjganocb BOCCTaHOBWUTH
paboToCnoCcobHOCTb, peEKOMEHAYETCA 06PaTUTLCA B CIYXKOY TEXHNUECKOW NOAAEPXKKM
000 «MHpoBoTtu APMA>.

7.1 ABTOMaTUUYECKUW Nepexoa B aBapUMUHbIA PeXXum

ABTOMATMYECKMI Mepexos B aBapWMHbIA PexXuM paboTbl CUCTEMbI MPOUCXOAUT MO

cnesyrowmM NpuyYnHamMm:

1.

HapylweHue LenocTHOCTU KOH$UrypaumoHHoro ¢aiina cucrtemsl.

OYHKLUMA  KOHTPONS  LLeNOCTHOCTM  obecneyrMBaeT  MOHUTOPWHI  COCTOSIHUSA
KOHPUrypaLMOHHbIX GalriaoB, N B clyvae ObHapyXXeHUs HapyLUeHWUs LLeJOCTHOCTH
cMCTeMa aBTOMATMYECKM NepexoauT B aBapUMNHbBIA pexXnm paboTbl.

[lna BOCCTaHOBNEHUS KOHOUIypaLMOHHOro dairina pekoOMeHAYeTCs MCMOJ/Ib30BaTh
npoLeaypy BOCCTAaHOBAEHUS KOHOUIYPaLIMN U3 apXMBHbIX JIOKaNbHbIX KOMWUIN (CM.
passaen «BocctaHoBAeHME KOHOUTYPaLIMK»).

B cnyuyae HEBO3MOXHOCTM BOCCTaHOBAeHUA dainna KoHburypaumm, cyuiectsyert
BO3MO>HOCTb BbINMOJHUTbL COPOC HaCTPOEeK CUCTEMbI A0 3aBOACKMX NMapamMeTpoB (CM.
pa3gen «Cbpoc Hactpoek»). lNMepes BbiNONHEHNEM cbpoca TpebyeTcs OTKAHUUTb

aBapUWHbIV pexnm (cM. pasgen «OTkAoYeHVe aBapUIMHOIO PEXMMa).

3arpyska cucTeMbl B aBapuUHOM peXXume MpU HencnpaBHOM ¢U3MUecKom
uHTepdeiice
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B cnyuae otkasa ¢wusnuveckoro uHtepdenca, cuctema ARMA Crena nocne
nepesarpy3ks aBTOMaTUUECKM MEPEXOAUT B aBapUMHbIA pexunm paboTtbl (CMm.
PucyHok — 3arpy3ka CUCTEMbl B aBapUWHOM pPEeXWMe MNpu HeWUCNpPaBHOM
dumsmnyeckom nHTepdence). Bosspar K WTAaTHOMY pexnmy GyHKLMOHNPOBAHWNSA
NoCpeacTBOM  KOMaHAbl «emergency exit» HeBO3MOXeH, TaK Kak B
KOHPUrypaLMOHHOM daliie COXPaHAOTCA AaHHble O HEMCNPaBHOM MHTepdelice.
Mpwn nocnegytowmx 3arpy3kax cMCcTema BbINOJHAET NPOBEPKY KOHOUrypauum, n
NPV OTCYTCTBUW BbIWeALEro u3 cTpos Gm3nMyeckoro nHrepdenca NoBTOPHO
aKTUBUPYET aBapPUMHbIN PEXUM.

]l Finished systemd-user-sess..ervice - Permit User Sessions.
1 Started getty@ttyl.service - Getty on ttuyl.

1 Reached target getty.target Login Prompts.

.2177591 ngfuwos-router(16181:

.4751841 ngfwos-router[2498]1: HARNING:root:Adding new reason of emergency
. 5ee /config/emergency_state

.586694]1 ngfuwos-router[16181:

4.5874181 ngfwos-router[16181:

5.1312591 ngfwos-configl1158]1: Configuration error

Helcome to NGFHOS - ngfwos ttyl

ngfwos login: _

PucyHok — 3aepy3ka cucmemsl 8 agapuliHoOM pexxume npu HeucnpasHoMm
dusuyeckom uHmepdgpetice

[Ana BOCCTAHOBAEHMA LITAaTHOrO pexuma paboTbl CUCTEMbI HEOHXOANUMO
BbIMOJNHUTbL C/IEAYHOLLYO MOCAeA0BaTENbHOCTb AENCTBUN:

1. coxpaHWUTb TeKyLLyt KOHPUTypaLuto C MOMOLLbIO KOMaHAbl «save» B
KOHOUIrypaLMOHHOM pPeXnMe;

2. [eaKTVBMPOBaTb aBapUIHbIA PEXUM C MCMO/b30BAHWEM KOMaHZbI
«emergency exit».
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# MNepelian B KOHPUrYPaLMOHHBIA PEXUM:
admin@ngfwos:~$ configure

WARNING: There was a config error on boot: saving the configuration now could overwrite
data.
You may want to check and reload the boot config

# CoxpaHuTb KOHPUrypaumo:
admin@ngfwos# save

# Bblgn 13 KOHGUIYPaLMOHHOTO pexunma:
admin@ngfwos# exit

# BbIATW 13 aBapUNHOTO pexrma paboTbl CUCTEMbI:
admin@ngfwos:~$ emergency exit

# [MoATBEPAWTL BbIXOJ M3 aBapUIMHOro pexvmMa paboTbl CUCTEMBbI, BBECTU «y» N HaXaTb
Knasuwy «Enter»:

WARNING!!! ALL SYSTEM INTEGRITY WILL RECALCULATED!!!
To exit from emergency mode you will need to reboot. Reboot now? [y/N] y

Mocne BbINOJHEHWSA YKa3aHHbIX JAENCTBUA CUCTEeMa Mepe3arpysuTcs  wu
BO306HOBUT paboTy B WUITAaTHOM pexmme. VIHpopMaLms O BbilLeALLeM U3 CTPOS
du3mueckom mHTepdenice byaer yaaneHa n3 KoHOUrypaumnmoHHoro danna, 4Tto
NCKNKOUNT MNOBTOPHbIV NEPEXOA B aBAPUNHbINA PEXMM.

2. Haanume meHee 5% cBo6oaHOro Mmecra Ha gucke.

B cnyuae BO3HMKHOBEHMSA CUTyauUWW, KOTAa CUCTEMA HeE CMOXET BeCTU XKypHas
cobbITMM M3-3a HejgocTaTka CBOBOAHOro MecTa Ha AWCKe, OHa aBTOMAaTUYecKu
nepenaéTr B aBapuUMHbIN pexum ans obecneyeHuns 6e30MacHOCTM U KOHTPOJA
ceTeBOro Tpaduka.

Ecav Ha gucke octaérca meHee 10% cBoboaHOro Mecta, cmcteMa byaeT BbIBOAUTb
npeaynpexzaeHune kaxaole 60 cekyHs 0 HeobxoaMMocTn ocBoboANTL MecTo: «Free
space on disk is low, please clear logs».

[na 0cBOOOXAEHNA MeCTa Ha AMCKe PEKOMEHAYETCA OUNCTUTb rN0babHbIV XXypHan
cobbitTmn  (cM. pasgen «Hactpouku rnobanbHOro >KypHana» pPyKOBOACTBA
nosb3oatenss ARMA CreHa).

7.2 Tlepexoa B aBapuiHbIA peXXUM NO KOMaHpAe oneparopa

,ﬂ‘flﬂ BK/HOUEHNA aBapMIZHOFO pexnma HeO6XOAI/IMO BbIMOJIHUTL Chegyrowmne Ael\/’ICTBI/IFl:

1.

Beectn B 3KCnayaTaulMOHHOM peXnmMe KOMaHAy:
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admin@ngfwos:~$ emergency enter

2. BBecTu «y» ana noaTBEpPXAEHMA Nepexoa B aBapUMHbIA PEXUM:

Emergency mode will block all network traffic and you will need to manually exit it.
Continue? [y/N]

Mpumeuanwne:

B cnyyae BbINOAHEHMA KOMaHAbI Mepexosa B aBapUHbIA PeXUM Yepes yaanéHHoe
noAkatoYeHme no npotokony SSH, cea3b ¢ cuctemonn ARMA CreHa 6yzeT npepBaHa
nocne  noateBepxaeHus.  [anbHeuwee  ynpaBaeHwe — cuctemon  Byaet
OCYLLeCTBAATLCA TOIbKO Yepes JIOKaAbHY KOHCO/b.

3. Cnctema BbIBeAET YyBeAOMJIEHWE O BpPeMeHHOW 6/10KMPOBKE BCEro CeTeBOro
Tpadwuka:

Entering emergency state
All network traffic was stopped

admin@ngfwos:~$

MNocne nepesarpy3ky CUCTEMbI BbIBEAET MpeaynpexiaeHne o pabote B aBapuHOM
pexume (cM. PucyHok — ABapuiHbIN pexxmM paboTsbl).

1 Finished systemd-user-sess..ervice - Permit User Sessions.
1 Started gettyl@ttyl.service - Getty on ttyl.
1 Reached target getty.target - Login Prompts.

Helcome to NGFHOS - ngfwos ttyl

ngfwos login: [ 61.6284471 ngfwos-router[116681]:

[ 61.628729]1 ngfwos-router[11681:

L 61.628884]1 ngfwos-router[11681:

[ 61.6218421 ngfuwos-router[11681:

Hint: Num Lock on
ngfwos login: admin
Password:

Helcome to HGFHODS!

NGFHOS 4.5.1

admin@ngfwos:~$%

PucyHok — AsapuliHell pexxum pabomel
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Mpumeuanne:

Mpv BbINONHEHMM KOMaHAbl «emergency enter» B aKTVBMPOBAaHHOM aBapUMNHOM
pexume, cuctema BbiBegeT coobuleHne «Already in emergency state»,
MHOOPMUPYIOLLEE O TOM, UTO OHa Y>KE HAXOAUTCSA B 3TOM pPeXUME.

Mpn GYHKUMOHNPOBAHMM CUCTEMbBI B PeXMME aBapuNHON paboTbl BOSHUMKHOBEHME
coobuieHma «System is emergency state» yka3biBaeT Ha MOBTOPHOE HapyLleHue
LLle/IOCTHOCTN KOHTPOANPYEMbIX OO BEKTOB.

7.3 OTtKAlOUEeHMe aBapUAHOro peXxuma

He3aBncrmo ot cnocoba nepexosa B aBapunHbIV PeXUM (aBTOMATUYECKUI UV PYYHOW),
ANA BbIXOAA W3 Hero HeobXxoAMMO BbIMOJHWUTL KOMaHZAy OTK/IOYEHUA aBapUNHOrO
pexxvMa. [lns 3Toro HeobXxoANMO BbINONHUTL CleAytoLme AeNCTBUSA:

1. yCTpaHI/ITb NPUYNHY aKTBaALLMWN aBapMIZHOFO pexnma.

2. Beectu KOMaHAy N4 BbIXO4a N3 aBapI/II\/’IHOFO pexnmMa:

admin@ngfwos:~$ emergency exit

3. lMoaTtBepauTb Nepe3arpysky CUCTEMbI, BBEAA «y»:

WARNING!!! ALL SYSTEM INTEGRITY WILL RECALCULATED!!!
To exit from emergency mode you will need to reboot. Reboot now? [y/N]

MpumeuaHne:

B cnyyae noatBepXAeHWA nepesarpy3kum U OTKAOYEHUS aBapUMHOTO pexxnma
cMcteMa Npou3BeAET MepecyéT KOHTPOJIbHBIX CYMM AN BCEX OTCAEXMBaeMbIX
dannos.

4. Ecnv npuuvHa Henonagkn ycTpaHeHa, cuctema OyaeTt 3arpyxaTbCA B LUTAaTHOM
pexunme.

7.4 [lononHuTenbHble NapamMeTpbl

B cucteme ARMA CreHa npesycMOTpeHa BO3MOXHOCTb JeakTMBauun MexaHu3ma
6710KNPOBKM CeTEBbLIX MHTEPdENCOB NPY Nepexoje B PeXNM aBapuiiHou paboTsbl. [JaHHas
byHKLUMOHaNbHOCTb HeobxoaMMa B Clyyasx OorpaHUYeHHOW GM3nMyeckon AOCTYMHOCTU
ynpasaawouwero obopysoBaHVA WM MNPU KPUTUYHBIX TpeboBaHMAX K obecneyeHuto
HenpepbIBHOCTM CeTeBOro Tpaduka.

Mpumeuanue:

B uenax obecneuveHns 6esonacHOCTM M cooTtBeTcTBUA TpeboBaHmam OCTIK Poccunm
PEKOMEHAYeTC He OTK/IrYaTb MeXaHW3M OJIOKMPOBKW CETEBbIX WMHTEPPENCoB npu
nepexoze CUCTEMbI B aBapUMHbIA pexnm paboTbl.
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Mpumeuanue:

MNpaBo Ha AeakTMBaUMIO QYHKLMU OGNOKMPOBKM CETEBbIX WHTEPdENCOB B C/yyae
nepeBoZa CUCTEMbI B aBapUIHbIN PEXNM NPeA0CTaBAEHO NCKAHOUNTENBHO BCTPOEHHOM
YYETHOW 3anmcn «admin».

Ana

BbIK/NFOYEHNA OIOKMPOBKM CeTEBbIX WHTEPPENCOB B aBapUMHOM  pexunme

HeobXoAMMO BBECTUN Cefytole KOMaHAbl B KOHOUIYpaLMOHHOM peXxXmMe:

admin@ngfwos# set system option emergency remove-nics no

# [pUMEHUTb HaCTPOMKY:
admin@ngfwos# commit

WARNING! You are disabling the automated removal of nics after entering
emergency state.

FSTEC of Russia strongly recommends to have this option enabled. You are acting at
your own risk!

# CoxpaHUTb N3MEHEHWS:
admin@ngfwos# save

MNpy yCTaHOBNEHHOM MapaMeTpe «remove-nics» B 3HaueHne «yes» OyayT
610KkMpOBaTLCA BCE CeTEBble MHTepdENChl YCTPONCTBA NPWN Nepexose B aBapUNHbIN
pexvmMm paboTbl. B gaHHOM pexwvmMe ynpaBieHWe CUCTEMOW OCYLLEeCTBAAETCA
NCKHOUNTENBHO MOCPEACTBOM JIOKa/JIbHOM KOHCO/IM. 3HaueHue MUCNnoJsib3yeTca no
yMOJIYaHUIO.

B cnyyae yctaHOBKM MapameTpa «remove-nics» B 3HaYeHWe «no», CUcTemMa
NPOAOIKUT PYHKLMOHMPOBATL H6e3 BAOKMPOBKM CETEBBLIX MHTEPHENCOB, MPU 3TOM
6yAyT BbIBOAMTLCA Npeaynpexaatome coobLieHma o paboTe B aBapuUIMHOM pexnme.
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8 KOHTPOJIb LLETIOCTHOCTUA

KoHTponb uenoctHoctn (KLL) npeactaBnseT cobor npouecc, HanpasBiaeHHbIA Ha
obHapyxeHve 1 NpefoTBpalLleHMNe  HECaHKLUMOHWPOBAHHBIX  WU3MEHEHUA  Uau
noBpexzaeHn @annos, KOTOpble MOTyT MPUBECTU K HapylleHuto 6e30macHoCTM u
paboTtocnocobHocTn cnctembl ARMA CreHa.

KoHTpONb L,eNOoCTHOCTU OCYLEeCTBAAETCA aBTOMAaTUUECKN NPU 3anycke CUCTEMbI U
3aTeM Kaxabin uvac (xx:00:00), a Taioke NMpu BbINOJIHEHMU KOMaHA «reboot» u
«poweroff».

CyLectByeT BO3SMOXHOCTb MHULIMMPOBATbL MPOBEPKY LIEJIOCTHOCTM BPYUHYHO C MOMOLLbIO
KOMaHApbl:

admin@ngfwos:~$ integrity-check run <path/to/file | all>

rae:
® <path/to/file> - nyTb K KOHTpOAMpPYyemoOmMy dariny;

® <all> - npoBepunTb LLENOCTHOCTb BCEX KOHTPOANPYEMbIX OO BEKTOB.

8.1 Cnwucok o6bekToB KL|

Ans BbIBOZA CNUCKa KOHTPOAMPYEMbIX OOBEKTOB HEOBXOAMMO BBECTU CAeAyHOLLYHO
KOMaHAy:

admin@ngfwos:~$ integrity-check list

Cnncok  KOHTpPO/AMpyeMbiXx O6BEKTOB Mo ymMonudaHuuto (cMm. Tabanua «Cnmcok
KOHTPOANPYEeMbIX O6EKTOB MO YMONYAHWNIO»):

Tabuya «Cnucok KOHMpPOIUPyeMbix 06bekmos No yMOSYAHUH»

JevictBne O6beKkT
emergency /config/config.boot
emergency /opt/ngfwos/etc/config.boot.default
emergency /opt/ngfwos/etc/config.boot.ssh_dhcp
emergency /opt/ngfwos/etc/config.boot.ssh_dhcp_static_ips
notify /boot/initrd.img
notify /boot/initrd.img-6.6.54-amd64-vyos
notify /boot/vmlinuz
notify /boot/vmlinuz-6.6.54-amd64-vyos
notify /etc/containers/containers.conf
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JevicrBne
notify

notify
notify

notify
notify

notify
notify

notify

notify

notify
notify

notify
notify

notify
notify

notify
notify

notify

notify

notify
notify

O6bekT
/etc/containers/registries.conf
/etc/containers/storage.conf
/etc/curlrc
/etc/hosts
/etc/logrotate.d/vyos-rsyslog
/etc/modprobe.d/vyatta_nf_conntrack.conf
/etc/motd
/etc/nginx/sites-enabled/default
/etc/nginx/sites-enabled/ngfw-web.conf
/etc/nsswitch.conf
/etc/resolv.conf
/etc/rsyslog.d/00-vyos.conf
/etc/ssh/ssh_config.d/91-ngfwos-ssh-client-options.conf
/etc/systemd/journald.conf
/home/admin/.ssh/authorized_keys
/usr/bin/

/usr/bin/ece ¢atinel kamanoza

/usr/lib/live/mount/persistence/boot/grub/grub.cfg.d/ngfwos-
versions/umsa_obpa3sa_cuctemsl.cfg

/usr/sbin/
/usr/sbin/ece ¢atinel kamanoea

/usr/share/pam-configs/ngfwos_auth

Ans pobaBneHns daiina, NOAEXaLLEro KOHTPOHO, HEOBXOANMO BBECTM KOMaHAY:

admin@ngfwos:~$
<emergency|notify>]

integrity-control add <path/to/file> [action

rae:

® <path/to/file> - nyTb K 06BEKTY;

® <emergency|notify> - pgeictBue B Ciyyae HapyLleHWA LeAOCTHOCTM
obbekTa. BO3MOXHO yKa3aTb CrefytoLime 3HaYeHus:
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e emergency - B Clyyae  HapyleHWs  LLeJIOCTHOCTU
KOHTPOAMpPyeMoro obbekTa cucTeMa Mepevsér B aBapUWHBIN
pexunm pabotbl (cM. PucyHok — lNepexos B aBapuWHbIV PeXnMm
npu Hapywexnn KLL);

e notify - B chyuae HapyleHWsa LLeNOCTHOCTM KOHTPOJMPYEMOTO
obbekTa cucTtema BbiBeZeT npeaynpexaeHue (cM. PucyHok —
MpeaynpexaeHne o HapywieHunn KLL)».

B cnyyae otcytctBMs napameTtpa «action», cuctema aBTOMAaTUUECKU MPUMEHUT K
06bekTy fenctene «notify».

Ans ypanenvsa obbekta HabatogeHus m3 cnmncka KL, Heobxoanmmo BBECTU CefyHoLLyHo
KOMaHZy:

admin@ngfwos:~$ integrity-control delete <path/to/file>

roe <path/to/file> - nyTb kK 06beEKTY.
Mpumeuanue:

YaaneHune obbekTa KL 13 cnmcka MOHUTOPUHIA, NPY YCTaHOBAEHHOM MapameTpe
«action» co 3HauyeHVMEM «emergency», He gonyckaeTtca. B cayuyae nonbitku
yAaneHus Takoro obbekTa M3 CNUCKa, CUCTEMa BbIBEAET Mpeaynpexzaroliee
coobLeHNe O HEBO3MOXHOCTM BbIMOJHUTL Onepauuto: «</../ums_cgadiaa> in
emergency action mode. If you wish to delete, please change it’s action to "notify ».

Ana ypaneHns HeobxoAMMO npeaBapuTENbHO W3MEHUTb 3HayeHue napameTtpa
«action» Ha «notify», nocne yero nponssecTn onepaymio yaaneHus.
MpumeuaHne:

3anpeLleHo yaanaTb U3 cnucka obbekTbl MO yMonuvaHuto (cM. Tabanua «Cnmcok
KOHTPOANPYEMbIX OO BHEKTOB MO YMOIYAHMIOY).

8.2 Peructpauunsa cobbitum KL,

LlenoctHOoCTb obbekTa BepuduumpyeTcs NOCPeACTBOM COMOCTaBAEHUA €ero xawa ¢
3Ta/JIOHHbIM 3HayeHeM B 6a3e gaHHbIX MexaHu3ma KL,

B cnyuae obHapy>KeHNs HECOOTBETCTBMA TEKYLLLETO X3LU-3HauYeHWsa 06bekTa HabatoaeHUs
3Ta/lOHHOMY 3HauyeHuto B rnpouecce OyHKUMoHMpoBaHua cuctembl ARMA CreHa,
cucTema BbIBeAET npeaynpexjatollee coobLeHne U BbIMOJHUT MNPefyCMOTPEHHbIE
AENCTBMA B OTHOLIEHMM AaHHOro obbekTa: NepenaeT B pexnmM aBapumnHomn paboTtbl (CMm.
PucyHok — Tlepexos B aBapuMHbIM _pexum npu  Hapyuwenun KLL) wnan BbiBeget
yBELOMJ/IEHNE O HAPYLIEHUN LLeNOCTHOCTU 0bbekTa (CM. PucyHok — lMpeaynpexaeHne o
HapyLweHun KLL)).
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admnin@ngfuos:~%

Entering emergency state

All network traffic was stopped

PucyHok — Nepexod 8 asapuliHeit pexxum npu HapyweHuu KL|

admin@ngfuwos:~$%

Violation checking integrity of file, check logs for more information

PucyHok — NpedynpexdeHue o HapyweHuu KL|

B cnyuae ecam npw 3arpyske cucteMbl KOHTPOIMPYEMbIA O6BEKT He MPOUAET NPOBEPKY
Ha LLeNOCTHOCTb, TO B 3aBUCMMOCTM OT 3aJaHHOTo An1A obbekTa AelCTBMA B NapameTpe
«action» (cMm. Tabanua «CrivcoK KOHTPOAUPYEMbIX OOBEKTOB MO YMOAYaHUIO»), nocae

3aBepLueHMa 3arpy3km byaeT BbiBeAeHO npeaynpexaeHve (cM. PucyHok — He yaanock

BbINONHUTL NpoBepky KLL) nav npon3onaéT nepexos B aBapunHbIA pexxum (CM. PrcyHok
— ABapuiHbIV pexxM. He yaanock BbinoaHWTb NnpoBepky KLL).

lelcome to NGFUOS!

1
NGFHOS 4.5.
L

[ 58.348737]1 ngfuos-router[11531:
[ 58.3418561 ngfuwos-router[11531:
L 58.341235]1 ngfwos-router[11531:
admin@ngfuos :~$

PucyHok — He ydanoce ebinosiHume nposepky KLj

1 Finished systemd-update-ut.. - Record Runlevel Change in UTHP.
66.4983121 ngfwos-router[11561]:

66 .498629]1 ngfwos-router[(11561:
66.498818]1 ngfwos-router[11561:

66.498978]1 ngfwos-router[11561:

Helcome to HGFHOS - ngfwos ttyl
ngfwos login: [ /6.888769]1 ngfwos-router[11561]:

[ 76.881294]1 ngfwos-router[11561:
[ 76.8817511 ngfwos-router[(11561:

Hint: NHum Lock on

ngfwos login:

PucyHok — AsapuliHell pexxum. He ydanoce geinosiHume nposepky KL

Ana BbiiBNeHMA obbekTa, KoTopbiv He npowén nposepky KU, Heobxoammo BBecTu B
3KCMNyaTauMoOHHOM pexume komaHgy «integrity-check run all». Cuncrema Bbigact
npeaynpexaeHune 1 ykaxeT Ha 06bekT, KOTOPbIA He MPOLLEN NPOBEPKY:
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admin@ngfwos:~$ integrity-check run all

Violation checking integrity of file ['/usr/bin/apt’]

®ann «apt» He npowén nposepky KLL. 310 cobbiTne nprBeseHO B kayecTse NpuMepa.

Bce cobbiTma, cBA3aHHble C QYHKLMOHMPOBAHMEM MeXaHM3Ma KOHTPOASA LEeNOCTHOCTH,
BK/JKOYasA AEeNCTBMA afMWHWUCTPATOpa, Pernctpupytotca B rnobanbHoOm >ypHane. [Ans

NPOCMOTPa 3TUX COOBLITUA BO3MOXHO WCMOAb30BaTh GUALTP «arma-endpoint» a4
rnobanbHOro XypHana:

admin@ngfwos:~$ show logging arma-endpoint

8.3 TMepecuét aTanoHHbIX 3HaueHnm KL,

MNpesycMOTpeHO  fABa  MexaHM3Ma  nepecyéra  3TaNoHHbIX  3HauveHun KL
asmomamud4eckuu v py4Hou.

ABTOMaTUUECKUIN NEPECcUET ITaNIOHHbIX 3HaueHun KL,

ABTOMaTNUECKNI nepecqéT 3TaJIOHHbIX 3HAUEHUN KL'. BbIMOJIHAETCA Nocie Ka)KAOI‘/II
KOMaH/Jbl «save»,

MpumeuaHne:

B aBapuiHOM pexume paboTbl CMCTEMbI aBTOMATUUYECKUA NEPECUET 3TaNOHHbIX
3HaueHnn KL, He npoun3BoauTcs.

PyuHoi nepecuér 3TasioHHbIX 3HaueHuin KL,

[na nepecyéra 3TaJIOHHbIX 3HAYEHNI KOHTPOAS LEeNOCTHOCTM HEOBXOANMO BBECTU
KOMaHAy:

admin@ngfwos:~$ integrity-control update <path/to/file | all>

rae:
® <path/to/file> - nytb Kk 06bekTy, Ans KOTOPOro HeoHXOANUMO
nepecymTaTb 3TaJOHHOE 3HAUEHWE;
® <all> - nepecyér 3TaNOHHbIX 3HAUEHWUA AN BCEX KOHTPOANPYEMbIX
06beKTOB.
Mpumeuanne:

I'IpaBo Ha BbINO/NHEHNE KOMaHAbI nepecqéTa 3TaJIOHHbIX 3HAUYEHUN Aand

KOHTPOJIA LLeIOCTHOCTU NPEeAOCTaBAEHO UCKNHOUMUTENBHO BCTPOEHHOW YUYETHOM
3anncu «admin».
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