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TEPMWHbI N COKPALLLEHNA

B HacToALleM pyKOBOACTBE MCMONb30BaHbl ONpeAeneHus, NpeacTaB/ieHHble B Tabavue
(cm. Tabamua «TepMUHbI U COKPALLLEHWS»).

Tabauya «TepMuHbl U COKpaujeHuUs»

TepMUHBbI K

3HaueHune
CcOoKpalLeHunsA

Nb NHdopmaumoHHas 6e3onacHOCTb

JNIBC JlokanbHasa BbluMCINTENbHAA CETb

MaccvB Cnctema AWCKOBOrO XpaHeHWs, CoAep>Kallas HecKOAbKO
ANCKOB

M3 Me>xceTeBOW 3KpaH

o3y OnepaTtnBHOE 3aMOMUHatoLLEee YCTPONCTBO

OC OnepaunoHHas cuctema

Nno MporpaMmmHoe obecneveHune

COB Cuctema 0bHapy>KeHNA BTOPXKEHNIA

L LLeHTpanbHbIM Npoueccop

ARMA FW InfoWatch ARMA Firewall

CA Certification authority — ueHTp cepTudmkaymm

CARP Common Address Redundancy Protocol - npotokon
Aynankauum obuiero agpeca

CIDR Classless  Inter-Domain  Routing -  6ecksnaccoBas
MeXAOMEHHas MapLipyT1u3auus

CRC Cyclic Redundancy Check — ynknnuecknin n3bbITOUHbIV KOZ,

DHCP Dynamic  Host Configuration  Protocol, npotokon
ANHAMMYECKOW HaCTPOWKM y3na

DVI Digital Visual Interface — undposown BugeonHtepdeic

FTP File Transfer Protocol — npotokon nepesauv dpaninos no cetu

GPT/UEFI GUID Partition Table — Tabavua pa3genos GUID

HTTP HyperText Transfer Protocol, npotokon nepesaun
rmneprekcTta — NPOTOKO/ MPUKNAAHOTO YPOBHA Mepeaayn
AaHHbIX

6 arma.infowatch.ru
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TepMuHBbI K
COKpaLueHus

HTTPS

IPMI

IPMItool

LAN
LDAP

MBR
NTP

RAID

RFC

SNMP

SPAN

3HaueHue

HyperText Transfer Protocol Secure - pacwupeHune
npotokona HTTP ana noasepxku wndpoBaHUsa B Lensax
noBbILLeHNA 6e3onacHOCTH

Internet Protocol, MEXCETEBOM NPOTOKON -
MapLpyTU3MPyEMbIA MPOTOKON CETEBOTO YPOBHSA CTeka
TCP/IP

Intelligent Platform Management Interface -
WHTeNNeKTyanbHbI MHTepdenc ynpaeaeHua naathopmown,
npesHa3HayYeHHbIN ANS aBTOHOMHOTO MOHWUTOPWHra W
yrnpaBneHns GyHKUMAMK, BCTPOEHHBIMU HEMOCPEACTBEHHO
B annapatHoe W MuUKpomnporpaMMHoe obecneyeHus
CepBepHbIX NAaTGopPm

YTuanta Ans  ynpaBneHuWs U HaCTPOWKWM  YCTPOWCTB,
nogaep>xusatrowmx craHgapt IPMI, koTtopas no3sonset
ynpaBnaTb MHPPACTPYKTYPON Ha HU3KOM YpPOBHE B 06x0Z
ocHoBHou OC cepBepa

Local Area Network — nokanbHag BbluncaAUTENbHAA CETb

Lightweight Directory Access Protocol — nerkoBecHbIV
MPOTOKOA AOCTyNa K KaTtajaoram

Master Boot Record — rnaBHas 3arpy3o4Has 3anucb

Network Time Protocol, npoTtokon ceteBOoro BpemMeHu -
CEeTeBOWN MPOTOKOJ ANA CUHXPOHM3ALNN BHYTPEHHMX YacoB
KOMMbOTEPA C WCNONb30OBAHMEM CETEN C MNEePEMEHHOM
NaTEHTHOCTbHO

Redundant Array of Independent Disks, n36bITOUYHbIN
MacCCMB HE3aBMCMMbIX ANCKOB — TEXHOIOTUA BUPTyanmn3aumnm
AAHHbIX 4N 06befMHEHNA HECKONbKMX ANCKOBBIX YCTPOWNCTB
B JIOTMYECKUIA MOAYNb

Request for Comments, pabouee npeanoxeHne — JOKYMEHT
n3 cepum NPOHYMEPOBaHHbIX NHPOPMAaLMOHHbIX
AokymMeHTOB /IHTepHeTa

Simple Network Management Protocol, npocton npoTtokon
CeTeBOro yrnpaBieHUs — CTaHAAPTHbIA UHTEPHET-NMPOTOKON
ANA ynpaeBaeHus ycTpouctBamu B |P-ceTax Ha oOcCHOBe
apxutektyp TCP/UDPB

Switch Port Analyzer — aHann3aTtop KOMMyTUpPYeMbIX MOPTOB

arma.infowatch.ru
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TepMuHBbI K
COKpaLueHus

SSD
SSH

SSL

TCP

TLS

USB

VGA
VLAN

VPN

WAN

3HaueHue

Solid-State Drive — TBepA0Te/IbHbIN HaKONUTENb

Secure Shell, 6e3onacHas obonouka — ceTeBOW MPOTOKON
NPWKAAAHOTO  YPOBHSA,  MO3BOAANOWMNA  NMPOU3BOAUTD
YAANEHHOE ynpaB/iieHWEe OnepaLMoOHHON CUCTEMOU W
TyHHenvpoBaHue TCP-coeanHeHni

Secure Sockets Layer, ypoBeHb 3alUMLLEHHbBIX COKETOB —
KpunTorpapuuecknin NpoToKon

Transmission Control Protocol, npoTtokon ynpaBaeHus
nepesavei — OAWH N3 OCHOBHbIX MPOTOKONOB MNepesauu
AAHHbIX MHTEpHEeTa

Transport layer security — npOTOKOA 3aLLWTbl TPAHCMOPTHOTO
YPOBHSA

Universal Serial Bus — yHuBepcanbHaa nocnegoBaTesibHas
WHa

Video Graphics Array — KOMMOHEHTHbIV BUAEONHTEPdENC

Virtual Local Area Network — BupTyanbHas nokanbHas
KOMMbOTEPHasA CeTb

Virtual Private Network, BupTyanbHas uyacTHas ceTb -
0606WWEHHOE  Ha3BaHWE  TEXHOOTUK,  MO3BOASAHOLUX
obecneunTb OAHO WU HECKOJbKO CEeTEBbIX COeAWHEHUN
noBepx APYroun cetu

Wide Area Network — rnobanbHag BblUMCIUTEIbHAA CeTb

B HacToAWEM PYyKOBOACTBE MCMOJ/Ib30BaHbl CCbIIKWA Ha AOKYMEHTbI, NpeacTaB/€HHbIE B

Tabanue (cM. Tabanua «CMexHble 1OKYMEHTbI»).

CokpauiéHHoe
HanMeHOBaHue

PykoBoacTBo
nosib3oBaTens ARMA
FW

PykosoactBo
nosib3oBaTens ARMA
MC

Tabauya «CmexHele OOKyMeHMbl»
NMonHoe HanmeHoOBaHue

PykoBoacTBO nonb3oBatens no akcrsyatauumm InfoWatch
ARMA Firewall

PykoBoacTtBO nosnb3oBatens no akcryataumm InfoWatch
ARMA Management Console

arma.infowatch.ru
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AHHOTALUA

Hactoswee pykoBOACTBO aAMWHUCTpaTOpa MpeAHa3HayeHo Afs MOoJb30oBaTesen,
MNPOV3BOAALLMX YCTAaHOBKY, 3amyck W MepBOHayasbHY0 HACTPOMKY KOHUrypauum
pabotel ARMA Firewall v.3.14.

K nepBoOHa4anbHbIM HaCTPOMKaM OTHOCATCA:
® Ha3HauyeHve PU3NYeCcKnx NHTepPencos;
® HacTpowika IP-agpecos;
® [OAK/IOYEHME K BED-MHTEpPdelCy;
® aKTMBaLMA NNLEH3NW;
® O3/ aHue NOJIb30BATENbCKMX YUETHBIX 3anncer N Ha3HauYeHne M NPUBUIETUN.

Ponb nonb3oBatens W agMUHUCTPATOPa MOXET BbIMOAHATbE OAMH  COTPYAHMK
NpeAnpUATUS.

9 arma.infowatch.ru
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1 TPEBOBAHWA K CPEAE PYHKLLMOHNPOBAHUA

YcraHoska ARMA FW npoun3BogunTca Ha annapaTHyro AW BUPTYanbHYH naatgopmy.

YctaHoBKa Ha annapatHyto naathopmMy npou3BOAUTCA C uncnoab3oBaHvem USB-
HakonuTens ¢ 3anncaHHbiM obpazom ARMA FW B dopmaTte «img».

YcTaHoBKa Ha BMPTyanbHYo NaatdopMy Npom3BOANTCA C MOMOLLbHO 06pa3a ONTUYeCKoro
Ancka B popmate «iso».

Mpu n1t060M 13 BapmMaHTOB YCTaHOBKM, A4/19 KOPPEKTHOro oTobpakeHns Beb-nHTepdeinca,
K Be6-6pay3epam NpesbaABAfOTCA Cieayrone TpeboBaHums:

® 15 OC cemenctea Windows — AHaekc bpaysep, Chrome, Firefox;
® a5 OC cemenctia Linux — AAHaekc bpay3ep, Chrome ans Linux, Firefox gaa Linux.

NMpumeuanne:

Ans koppekTHOU paboTbl Beb-nHTepdperica ARMA FW crnegyet oTkatoyaTb
6/10KNPOBLUNKN peKnamMbl Y BCMbIBAKOLLMX OKOH.

Mpumeuanne:

Bo wu3bexaHvne HekoppekTHon pabotbi ARMA FW He pekomeHgyetca
AOMNycKaTb He3anJaHWpoBaHHblE OTKAOYEeHWA nutaHua obopyaosaHuA. B
c/lydae OTK/IHOUYEHMA MUTaHMA BO BPEMs aKTMBaLUWUM NULLEH3UWN, U3MEHEHMUA
KoH®Urypaumm, cosganunsa/yaaneHns npasma M3 v 1.n. BHECEHHbIE U3MEHEHNS
COXpaHeHbl He ByayT.

1.1 Tpe6boBaHusa K annapaTHoW niatdpopme
TexHunuyeckne TpeboBaHMA, NpeabABAAeMble K annapaTtHon naatdopme:
1. MwukponpoueccopHasa apxuTekTypa x64.

2. Ona «koppektHoro @yHkumoHnpoaHuas ARMA FW ¢ obwen nponyckHown
cnocobHocteto 150 M6ut/c npm pabote ¢dyHkumnm M3 n COB MWHUManbHble
TpeboBaHUA K 060pyAOBaHWMIO:

® npoueccop — 2,0 [Ty, AByXbAAEPHbIV, X64;
e 0O3Y-16Tb;

® uHTep¢encbl — NocnesoBaTebHas KOHCOIb A Buaeo-Bbixoa (VGA nam DVI) ¢
USB (nnmn PS/2) nHtepdericamm ana NoAKAKOUEHNS KNaBUaTypbl;

® Hakonutenb gaHHbIX — 120 b, SSD;

® ceTeBoM UHTepdemc — He MeHee 2 x Ethernet 10/100/1000 M6uT/cek.

10 arma.infowatch.ru
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Mpumeuanne:
K ceteBbiMm agantepam ARMA FW npegbasaatotca cregyroume TpeboBaHms:

® MOJEe/IN  WNCMOJIb3YEMbIX CETEBbIX afaNTeEPOB  AOJIKHbI ObITb
NAEHTUYHbIMW,

® He 1CMNOJb3yeMble CeTeBblE afanTepbl AOMXKHbI ObITb OTKAHOUEHbI HA
annapaTHOM ypOBHe.

1.2 Tpe6boBaHuAa K BUpTyaabHOU nNaatdopme
TexHnueckne TpeboBaHMA, NpeabaBASEMble K BUPTyasbHOW NaatdopmMe:
1. Buptyanmnsaums ARMA FW nogaep>xxveaetca s chefyrolmx runepsm3opos:
® HyperV Generation 1;
® VirtualBox Bepcuu 6.0.4 1 BbILLE;
® VMware ESXi Bepcum 5.5 06HOBNEHMA 2 1 BbILLE;
e QEMU/KVM.

2. Ansa «oppekTHoro oyHkunoHnposaHns ARMA FW ¢ obuwein nponyckHon
cnocobHoctbto 100 Mbut/c npu pabote o¢yHkumn M3 n COB MUHUManbHbIE
TpeboBaHWNA K BUPTyalbHOW cpeje:

® KO/JMYecTBO npoLieccopos — 1;

® KO/NMYeCTBO fAjep npoueccopa — §;

® 06beM onepatnBHOM namaty — 16 I'6G;
® pa3mMep BUPTyanbHoOro aucka — 25 I'b;
® KOJINYECTBO CETEBbIX NHTEPHENCOB — 2.

B cnyuae TpeboBaHuma obecneuveHna 6onee BbICOKOW NPOU3BOAUTENBHOCTN U XPaHEHUA
bonbliero KoAMuyecTBa 3anmcerd  XXypHaloB  HeobXoAMMO  PyKOBOACTBOBATbCA
3HAaUEHUAMMU MUHMMabHbIX TPeboBaHWIM K annapaTtHoOM niathopme, NPeACTaBAEHHbIX B

pa3gene «TpeboBaHWs K annapaTtHoOV naathopme».

Mpumeuanune:

Bce HeobxoaMMble ceTeBble MHTEPdENCHI 418 BUPTYaNbHON MaLUMHbI LOMXKHbI
6bITb f06aBNEHbI 40 Havana npouecca yctaHoBkn ARMA FW.

K ceteBbiM agantepam ARMA FW npegbansatotcsa cnegyrowime TpeboBaHms:

® MOJeNIN  WNCMOJIb3YyeMbIX CETEBbIX aflanNTeEPOB  AOJIKHbI ObITb
MAEHTUYHbIMW;

11 arma.infowatch.ru
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® He 1CMoJib3yeMble CeTeBble afanTepbl AOMXKHbI ObITb OTKAHOUEHbI Ha
annapaTHOM ypOBHe.

Mpumeuanne:

Knactepusauna ARMA FW He nogaep>xuBaerca Ha BUPTyaibHbIX MaLUVHaX.

1.2.1 Tpe6oBaHuA K HacTpoWKe cpeabl BUPTyaaiusaLuum

Ana yToYHeHMA BO3MOXXHOCTM BKAFOUYEHNA TEXHONOTMN BUPTyanm3aumnmn ana Grusnyeckom
nnatGopmbl HeobHXoAMMO 06pPaTUTLCA K OMUCAHUIO MO  WCMOJIb30BaHUIO AaHHOM
naatpopmel.

MpoBepka pPaboTOCMNOCOBHOCTM  TEXHONOTUW  BMPTyanuM3auMu  OCYLLECTB/AETCA
cnepyowmmMm obpasom:

1. OAns OC cemeicTtBa Linux HeobxoaMMo BbINONHUTL KOMaHAy «cat /proc/cpuinfo |
grep vmx svm» K ybeanTbCs, UTO BbIBOZ KOMaHAbl MycT, B MPOTUBHOM C/y4ae
MMEKTCA OWNBKM B HACTPOMKax WAM B CUCTEME OTCYTCTBYHOT HeobxoanMmble
paclumMpeHms.

2. Ana OC cemenctea Windows — ybeauTbca B nojgepxke BMpTyanausaumnm
PYKOBOACTBYACb AOKyMeHTauuehd Ha gaHHyto OC, nmbo ycnewHOW MnonbITKOW
3anycka npov3BosibHON BM.

12 arma.infowatch.ru
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2 YCTAHOBKA U NMEPBOHAYA/IbHAA HACTPOMKA CUCTEMbI

2.1 YcraHoBKa

Ana 3anucy yctaHoBoyHoro obpasa ARMA FW Ha USB-Hakonutenb Heob6xoammo
ncnosb3oathb MO ana 3anncn obpasza Ha BHelHMe Hakonutenu, Hanpumep, MO «Rufus»
(https://rufus-usb.ru.uptodown.com/windows). 3anuce o06pasa nNpous3BOANTCA B

COOTBETCTBMU C ONNCaHMEM MO NCMNOJIb3OBAHNKO AaHHOIO Mno.

Mpw 3arpy3ke ¢ USB-Hakonutena 3anyctmTca pexum aBTOyCTaHOBKMW. B gaHHOM pexxnme
6yAyT BbIMONHEHbI CeAytoLne LeNCTBUS:

® yctaHoBka ARMA FW Ha nepBbiii ONpeAennBLININCA HAKOMUTENb AaHHbIX;

® so6asneHne B ARMA FW Bcex AOCTYMHbIX CeTeBbIX MHTepdencoB — nocne
YyCTaHOBKMW MHTepdENCbl HEOBXOAMMO BKAHOUUTL U HACTPOUTb BPYUHYHO;

® sbikntoyeHne ARMA FW c npogosxuntenbHbiM BOCMPOU3BEAEHNEM 3BYKa.

Bo3amoxxHa pabota ARMA FW B pexunme «live» ¢ USB-Hakonutens. [laHHbIA pexum
No3BOAsieT MoAkAouaTbca K Beb-uHTepdency B Uensix  O3HaKOMAEHUs ¢
byHKUMOHaNbHbIMK BO3MOXHOCTAMM 10 6e3 HenocpeaCcTBEHHOW YCTaHOBKM.

[lo Hayana npouecca yCTaHOBKM CyLLeCcTByeT BO3MOXHOCTb BPYYHYH Ha3HaunNTb CeTeBble
nHTepdencol. Jns 3Toro HeobxoanMMo npuv nosieneHnn Haanucu «Press any key to start
the manual interface assignment:» (cM. PucyHok — MNpeanoxeHne pyyHOro HazHauyeHus

MHTEPDENCOB) HaxaTb NO6YI0 KNaBULWIY B TeyeHWe 5 cekyHz, B MPOTMBHOM Cay4yae

6yﬂ,yT NPMMEHEHDI HaCTpOIZKM Nno yMOJIHaHUHO!

® [epBbii OMpeAenéHHbI ceTeBOW MnopTt, «em0» — OyaeT Ha3HaueH Kak
nHtepdenc LAN c npucsoeHHbIM IP-agpecom «192.168.1.1/24»;

® BTOPOV ONpeseNéHHbIN CUCTEMOWN ceTeBOM MopT, «em1» — ByaeT HazHayeH Kak
nutepdperic WAN ¢ npuceoeHHbIM IP-agpecom no DHCP, B cayuae ero Haanums.

Ha3sHaueHuve dusnyecknx nHTepdericoB nogpobHee onncaHo B pasgenax «HasHayeHuve
ceTeBbIX MHTepdencoB» N «HasHauyeHue ceTeBbIX UHTepdericoB 1 HacTponka VLAN».

13 arma.infowatch.ru
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ling signature checks.

»>»> Invoking early script 'configd’
Starting configd.

>>> Invoking early script 'templates’
Generating configuration: OR

Invoking early script 'backup'’
Invoking backup script ‘captiwveportal’
Invoking backup script 'dhcpleases’
Invoking backup script 'duid’

Invoking backup script 'netflow’
Invoking backup script 'rrd’

Invoking early script ’'carp’

CARP event system: O

Launching the init system...done.
Initializing

Starting device Manager...uhidB on whubl
uhidd: <UMware> on usbusH

uhidl on uhubl

{UMuware> on usbus#@

Configuring login behaviour...done.

Default interfaces not found -- Running interface assignment option.

Press any key to start the manual interface assignment: 4

PucyHok — lNpedaoxeHue py4HO20 Ha3Ha4YeHUs uHmMepdgelicos

NMpumeuanne:

B  KoHcOnbHOM  WHTepdeilice  ynpaBieHWE MPOUCXOAWUT  TONbKO  C
MCNO/Ib30BaHMEM KaaBMaTypbl. BeI6op Npon3BoanTCA C NOMOLLbHO KaBULL CO
cTpenkamMn BBEpPX WM BHU3, a MNOATBEpPXAeHMe Bblbopa — C MOMOLLbIO
knaBnwm <ENTER».

2.1.1 Pab6ora B pexxume «live» ¢ USB-Hakonutens

Ans Hauyana paboTbl B pexume «live» ¢ USB-Hakonutens Heob6XxoAMMO BbIMOAHUTbL

cneayrowime fencTBUS:

1.

14

MNpu nossaeHnn Haagnucu «Press any key to stop auto installation and run manual
installation» (cMm. PucyHok — [lpeasiokeHVe OTMEHbl aBTOYCTAHOBKM) HaxkaTb

nobyro K1aBuLLy.

arma.infowatch.ru
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usrslocalsetcrsrec.dsnginx: WARNING: failed to start nginx
»»>» Invoking start script ' integritycheck’

touch: ~.probe.for.install.media: Read-only file system
»>>»> Invoking start script ’frr’

»»> Error in start script 'frr’

»»>» Invoking start script ’carp’

»>»> Invoking start script ’cron’

Starting Cron: OK

»»>» Invoking start script ' ifmond’

Starting ifmond.

eval: ifmond_poststart: not found

»»>» Error in start script ' ifmond’

»>>»> Invoking start script ’beep’

»»>» Invoking start script 'crashcheck’

»»>» Invoking start script 'open-um—tools’

Cannot *start’ vmware_guestd. Set vmware_guestd_enable to YES in retcrsrc.conf or
use ‘onestart’ instead of ’start’.

»»>» Error in start script 'open-um—tools’

»>>»> Invoking start script ’servicechecker’

Starting servicechecker.

Root file system: ~rdevwsizso9660-ARMAIF_INSTALLER

Tue May 27 99:31:27 UTC 26025

Importing ID3 rules...done

Importing fipplication Control rules.. .done

Press any key to stop auto installation and run manual installation

PucyHok — lNpedaoxeHue ommMmeHbl asmoycmaHosku

2. B nossuBwenca dopme (cM. PucyHok — [MpuBercTBeHHOe cooblieHne) HaxkaTb
coyeTaHve knaBuw «Ctrl» + «C».

F18=Refresh Display
. ldkOBREKBBkd]1 : .
;dRXXBdl:;, ", ; : 1dDXXKd ;
cBXRx;. LT .;dRXAl.
ARMAFH 3.14.2 x8kl, . :0xBc
d0XRd.
Helcome to the ARMAFW 3.14.2 installert .
XKd:x'
Before wWwe begin, you Will be asked a KAREER
few questions so that this installation c,.,HKx:
environment can be set up to suit your lc. 1X8.
needs. Xxx  kXo
Xx¥c . ic. 0K
You wWill then be presented a menu of dBxEK. . kxE
items from which you may select to . JBxK;
install a new systen, wWith or without 1 3.14.2 cODRo.
importing a previous configuration. . 10XXBc.
EXXRk1’
< Ok, let’s go. >JJ i,

Set up the installation environmment and continue

PucyHok — [MpusemcmeeHHoe coobujeHue

3. Mocne nosBAeHWs MNpPUrAalleHNs Ha BXO4 B KOHCOJAbHOM WHTepdence ykaszaTtb
cnepyrowme yyétHble AaHHble 1 HaxaTb knaBuwy «<ENTER» nocne kaxgoro ssoga:

[ ] «Iogin:» — «root»;

® «password:» — «root».
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Mo ymonuyaHuto B pexxnume pabortbl «live» ¢ USB-HakonuTens Beb-nHTeppenc AoctyneH
no agpecy «https://192.168.1.1/».

[nsa Bxozaa B BEO-NHTEpdENC HEOOXOAMMO BbINMOJHUTL CAeaytoL e AeNCTBUS:

1. OtkpbITb Be6-6pay3ep Ha [MK, nogkntouéHHbIM ethernet-kabenem k ceteBomy nopty
«em0». CeteBble HacTponku MK gomxHbl 6bITb NOAyYeHbl aBToMaTnyeckn no DHCP.

2. B Beb-bpaysepe nepentn no agpecy «https://192.168.1.1/» n npoussectn
ayTeHTUdUKauuMo co cnepyroen Y3:

® «Umsa nonb3oBaTtena» — «root»;
® «[laponb» — «root».

Bce nameHeHus, caenaHHble B pexxnme «live» ¢ USB-Hakonutens, 6yayT noTepsaHbl nocie
nepesarpysku, 0fHako Npu ycTaHoBke 6e3 nepesarpysku Bce U3MEHEHUS, BHECEHHbIE B
KOHPUrypaumto, 6yayT coxpaHeHbl.

2.1.2 YcraHOBKa C 3afaHHbIMM NapameTpamm

Ana yctaHoBkn ARMA FW c 3agaHHbIMM napameTpamMm HeobXOAMMO BbIMOJHUTb
cnepyrowme AencTBuUs:

1. MNpwn noasneHnn Hagnucy «Press any key to stop auto installation and run manual
installation» (cMm. PucyHok — [lpeasiokeHVe OTMEHbl aBTOYCTAHOBKM) HaxkaTb

nobyro Kn1aBuLLy.

2. B otkpbiBwenca dopme BbibpaTh «Ok, let’'s go» (cm. PucyHok — [NpuBeTcTBEHHOE

coobuieHne) ana 3anycka mactepa yctaHoskn ARMA FW.
LWarn mactepa ycTaHOBKMW:

1. Lar mactepa — «HacTpoiika KOHcoAu» (CM. PucyHok — HacTpoika KOHCown).

[loCTynHble BapnaHTbl yCTaHOBKM:
® «Accept these Setting» — «[TpnHATb HACTPOMKM NO YMONYAHNIO>;
® «Change Keymap (default)» — «/13meHnTb packnagKky knaBmatypbl»;

® «Change Video Font (default)» — «/3meHnTb WpKdT TekcTa», TO ecTb
cnocob HayepTaHWA CUMBOJIA U €ro pasmep.

B cnyuae, korga HeT HeOBXOAMMOCTM M3MEHATb pPacknaZky KaaBuaTtypbl, cnepyet
BblOpaTh NyHKT «Accept these Settings».
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F10=Refreszsh Display

.; 1dkDOKKKOOkd4 1 : .
;ARXXOdL::,",: :1d0XXRd:
cOXKx: . L .:dKX0l1.
10X0c . » TRRXERXH KOk, . :0X0c
xXXo cOXXX0dc: : : 1d0XKd .
I .OXXKd' .,:cc:'...
XiXKd i x’
KERRH K
Kdc, .,KX:
Xdlc. 1X0.
XXxxx  kXo 'K
XXXXXe . c. .0X
'cd@XK . kXK
< Accept these Settings >[j S ;OXK:
< Change Keymap (default) > all 3.14.2 cOKo.
{ Change Video Font (default) > L3 10XEOc .
kOKXXKk1’
.s:cllllle:,.

i}
I}

Your selected environment uses the

following console settings, shown in

parentheses. Select any that you wish
to change.

PucyHok — Hacmpolika koHconu

2. Lar macrepa — «Bbibop 3agaum» (cM. PrucyHok — Beibop 3agaun).

[loCTynHble BapuaHTbl 3aZay U CNUCOK BO3MOXHbIX AENCTBUI MpPeACTaB/eHbl B

Tabanue

(cm. Tabanua

«BapuaHTbl 3asa4 ¥ BO3MOXHble AencTBua»). [Ans

npogomxkeHns yctaHoBku ARMA FW Heobxoanmo Bbibpatb napameTp «Guided

installation».

F10=Refresh Display

.: 1dkDOKKKGOkAL : .
sdRKXxed1:;,"’
c@xXKx: .
OX0C .
XXX0D

. .. L dKXOL.
s TKKR KOk, . 0X0c
cOXXX0dc: : : 1d0XKd.

c:’ ...

XXXRd 1%’
HR R
Kdc, . ,KX:
Xdlc. 1X0.
XXX¥x kX0

Choose one of the following tasks to
perform.

Guided installation »Jj

Manual installation > Kx¥¥¥c .ic.

Import configuration > ‘cdOXK.

Reset password > “as

Setup GEOM mirror > all 3.14.2 cOKo.

Power off > L 10RXOc .
kOKXXKk]1"’

Invoke Installer with minimal gquestions

HasBaHue 3apauu

Guided installation

17

PucyHok — Beibop 3adaqu
Tabauya «BapuaHmel 3a0ay u 803M0OXHble delicmaus»
AencrBue

YcTtaHOBUTbL

arma.infowatch.ru
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HasBaHue 3agaum JeincrBne
Manual installation YCTaHOBUTb BPYUHYHO
Import configuration VimnopTmnpoBaTb KOHGUrypaLumto
Reset password Cbpocutb Naponb
! Setup GEOM mirror HacTtpouTb 3epkanvpoBaHue
Power off BbikntounTtb
Exit Bbiitn

3. LWar macTtepa — «Bbibop ancka» (cM. PucyHok — Beibop ancka).

Ha pgaHHOM ware BbibMpaeTca HakonMuTeNb, Ha KOTOPbIN ByaeT ycTaHaBAMBaTbCS
ARMA FW. [ina Bo3BpaTa Ha3ag Heobxoammo BbibpaTb nNyHKT «Return to Select
Task», a gna npogoaKeHMa yCTaHOBKM HEOHXOAMMO BblIbpaTh LeNeBOM HaKOMUTEb.
Bce saHHble Ha BbIOpaHHOM HakonuTene ByayT CTEPTHI.

B cnyuae HactpoeHHoro nporpammHoro RAID (cm. «Co3gaHme nporpamMmHoOro

RAID») co3aaHHbIV MaccuB byaeT oTobpaxkatbca NyHKTOM «mirror/ARMAFW»,

F1@=Refresh Display
.; 1dkOGKKKOOkAL : .
;ARXXedl::, ", : 1d0XXKd ;
cOXKx: . L dRXO1 .
(OX0C . » TR XXX K0k ] , . 0X0c
oKXx
.. TXX
This will automatically install ARMAFW d:x’ 1X
with all current settings without asking b6 9674
many guestions. . RX:
. 1X0.
WARNING: All contents of the selected x kXo
hard disk will be erased?! This action is ¥c o .:c.
irreversible. XK.
“as HCrd
Please select a disk to continue: 3.14.2 cOKo.
s 10XX0c .
< ada@: Z5600MB (52428800 512 byte sectors) >I XKk1'
< Return to 3elect Task > .

PucyHok — Beibop ducka

4. Llar mactepa — «Bbibop pexxmma yctaHOBKM» (CM. PucyHok — Bbibop pexuvma
YCTaHOBKMW).

,ﬂlOCTyI'IHbIe BapnaHTbl PEXNMOB 3arfnUCh Ha HakKonuteab npeacTtaBAEHbI B Ta6n|/|u,e

(cm. Tabanua «BapuwaHTbl pexuma YCTaHOBKW»). [ NpOAO/KEHUS YCTaHOBKM

1 3agaua oTobpaxkaeTcs B Clyyae HaNNUMS HECKOIbKUX HAaKOMMUTEIEN AaHHbIX.
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pekoMmeHayetca BblbpaTb nyHKT «GPT/UEFI mode». [ns BoO3BpalieHMA Hazazg
HeobxoanMo BblbpaTb NyHKT «Return to Select Disk».

F1@=Refresh Display

.; 1dkOGKKKOOkAL : .
;ARXXedl::, ", 1 14d0%XKd:
cOXKx: . L dRXO1 .
(OX0C . » TR XXX K0k ] , . 10X0Oc
wX¥0o cOXXXOAdc: - : 1d0XKd . oKXx
T .OXxXKd' .,:cc:'... 94

HEXEXE AL
Select the installation mode: GPT-UEFI |dc,.,KX:
is the recommended option. MBR is dlc. 1X0.
provided for compatibilty with older Xx¥Xx kXo
hardware. KE¥¥c .:c.
cd@xK. .
¢ GPT/UEFI mode >I Cas HCrd
< MBR mode > 11 3.14.2 cOKo.
< Return to Select Disk > s 10XXBc .
OKXXKKk1"'
.s:clllllc:,.

PucyHok — Beibop pexxuma ycmaHosku

Tabauya «BapuaHmel pexuma ycmaHo8ku»

HasBaHue pe>xnma yctaHOBKU OnucanHne
GPT/UEFI mode 3anuck B pa3gen GPT/UEFI HakonuTena gaHHbIX
MBR mode 3anuck B pa3gen MBR HakonuTtena gaHHbIX

5. LWar macTtepa — «BbinosnHeHne ycTaHOBKU» (CM. PYCyHOK — YCTaHOBKa CUCTEMbI).

Ha gaHHOM ware oTobpaxaetcsa npouecc yctaHoBkn ARMA FW. 1ns npepbiBaHus
npouecca ycTaHOBKM Heobxoanmo BbibpaTh «Cancel» 1 HaxaTb knaBuiy «<ENTER».

F10=Refreszsh Display
.3 1dkDOKKKOOkd41 : .
;dR¥Xodl:;,’
cOXKx: . . .. .:dKX0l1.
(OX0c . » TRREEHOK], . 10X0c
xXXo cOXXX0dc: : : 1d0XKd .
I .OXXKd® .,:cc:'...
LOXXOT KON Kd fx”

'ckRXXKOkxxxkORXXKk1"*
sclllllce:,.

PucyHok — YcmaHoska cucmemsl
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6. Llar macTtepa — «YcTaHOBKa napoJsis cynepnoJsb3oBatensa» (CM. PucyHok — Beibop
napoJsa).

Ha gaHHOM Lware HeOH6XOANMMO yKa3zaTb HOBbIN Naposb ¥3 «Root»:
® B nosne «Root Password» 1 HaxaTb knaBuwy «<ENTER»;
® B nosne «Re-type Root Password» 1 Haxatb knaBuwy «<ENTER».

MNMocne BBOAa Napons Heobxoammo BbibpaTb NyHKT «Accept and Set Password» v
HaxxaTb Knasnwy «ENTER».

F10=Refresh Display
. 1dkDOKKKGRkAL : .
;ARKXX0d1::,7,;: 1d0DXXKdA:
cOXKx: . LU LidRXal .
1OX0c . » TKEXXX XXX XOK] , L 10XBOc
xXX0 cOXKEOdc: @ : 1d0XKd . oBXx
M LOXXKd' L, icet L., TR

XX
Please set your super-user (root) A .
password, or leave empty to keep the c. lx0.
current one. xx  kxo

AXC .icC.

Root Password q | XK.
Re-type Root Password I cas
3.14.2 cOKo.
< Accept and Set Password > L 10RX0c .

.saclllllc:,.

Enter the root password you would like to use
PucyHok — Beibop naposs

7. LWar macrepa — «BbikntoueHme» (CM. PrcyHOK — BbikaroyeHwue).

Ha aAaHHOM Liare BO3MOXHO:

® BepHyTbcA K wary 2 «Bbibop 3agaum» — ans 31oro Boibpath «Return to
Select Task» 1 HaxxaTb knaBuwy «ENTER»;

® BbINOHUTL BbikAtoueHne ARMA FW — ansa 3toro Bbibpate nyHKT «Power
off» 1 HaxaTb knaBuwy «<ENTER».

MNepea nocneaytoLen 3arpy3kon Heobxoanmo mssneub USB-Hakonutens.
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F10=Refreszsh Display
. 1dkOOKKKQOkA] : .
;ARKXx0dl::," . : 1d0XXKd:
cOXKx: . L . dEXO1 .
OXOC . » TKEXXX XXX KOk , . 0X0c
x¥Xo cOXXX0de: : : 1d0XKd .
IR OXXKEA' ., icci’ ...
XXKd %'
KRR EEEx
This machine is about to be shut down. |dc,.,KX:
After the machine has reached its dlc. 1X0.
shutdown state, you may remove the CD Kxxx kXo 'R
from the CD-ROM drive tray Xx¥X¥c .:c. .0X
cdOxK. kXK
< Power off :JJ S ;OXK:
< Return to 3elect Task > 11 3.14.2 cOKo.
L3 10XX0c .
'ckRXXKOkxxxkORXXKk1"*
..scllllle:, .

i}
I}

PucyHok — BeikrovyeHue
2.1.3 CospaHue nporpammHoro RAID

Ana co3pgaHunsa nporpammHoro RAID 1 npwm yctaHoBke ARMA FW Heobxognmo
BbIMONHUTb C/IeAytoLLMe AeACTBUS:

1. 3aHyCTMTb MacTep YCTaHOBKW C 3afdHHbIMW MNapaMeTpamMmu (CM. «YCcTaHoBKa C
3aAaHHHMV1ﬂaDaMeTDaMM»)

2. Bbibpatb nyHKT «Setup GEOM mirror» (cM. PucyHok — Beibop 3aga4u) Ha BTOPOM
ware MacTtepa.

3. lMoaTtBepauTb BbiNONHEHWeE 3a4aun, Bbibpas NyHKT «Yes, setup a GEOM mirror» npu
3anpoce «Would you like to setup a GEOM mirror?».

4. BbibpaTb nepBbiM HakonMUTeAb CO34aBaeMoro MaccmBa (cM. PucyHok — Bbibop
NepBOro HaKoMUTens).
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F10=Refreszsh Display
.; 1dkDOKKKOOkd4 1 : .
;AEX¥edl:;," , ;1 1d0XXKd:
cOXKx: . " .:dKX0l1.

0X0C . » TKEXK KX R XOKk] , . 0X0c
=AXD cOXXXQdc: : : 1d0XKd .
TRK OXXK4d' .,:cc:’ ...
LOXEO kKK EEd <"

L RX:
Select the primary disk . 1x0.

x kXo 'K
< ada®: Z5600MB (52428300 512 byte sectors) >J|Xc .:c. .0x
< adal: 25600MB (52428800 512 byte sectors) > |XK. .kxK
¢ Cancel > P ;OXK:

3.14.2 cOKo.

. .3 10XX0c .
' ckKXXKOkxxxkORXXKk1’
.s:cllllle:,.

PucyHok — Beibop nepsozo Hakonumesis

5. BbibpaTb BTOpOM HakonuTenb co3zaBaemMoro Mmaccmea (cm. PucyHok — Bbibop
BTOPOrO HaKoMuUTens).

F1@=Refresh Display
.; 1dkOOKKKQOk41 : |
sARX¥edl::, ", 1 1d0XXKd:
cOXKx: . SR .1dKX01.
1OX0C . » TKR XXX X0k, . 0XOc
xX¥o c@XXXOdc: @ : 1d0XKd .
'S .OxXxXKa' .,:cc:’. ..
L0XX0°  xKXXXXXKK )’

.o BX:
select the mirror disk . 1Xe.
x kXo
< ada®: Z25600MB (52428800 512 byte sectors) > |[Xc .:ic.
¢ adal: Z5600MB (52428800 512 byte sectors) >JJ[{xK. .
< Cancel > crs SOxK:
3.14.2 cOKo.
. .1 10XX0c .
' ckRXXKOkxxxxkOKXXKk]1"
.,:cllllle:,.

PucyHok — Beibop emopozo Hakonumens

B cnyuae ycnewHoro cosgaHuMa maccuBa OyseTr oTobpaxkeHa COOTBETCTBYHOLLAS
nHdopmauma (cm. PucyHok — YcnewHoe co3gaHue MaccvBa), C KOTOPOW cnepyeT
03HaKoMUnTbCA 1 HaxaTb kKnaBuwy «ENTER». [Mocne yero 6ysert BbiMOsHEH nepexos Ha
BTOPOW Lar macrepa YCTaHOBKW C 3aAaHHbIMW napameTpamu (CM. «YCTaHOBKa C
3aflaHHbIMM _napameTpamu»). Ha ware «Bblbop paucka» cnegyer BbibpaTb MYHKT
«mirror/ARMAFW>» gns yctaHoBkn ARMA FW (cm. PucyHok — Beibop maccuBa).
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F10=Refreszsh Display

. 1dkOOKKKQOkA] : .
;ARXXOAL:;, ", 14d0XxXKd:;
cOXKx: . L .
OXOC . » TKEXXX XXX KOk ,
x¥Xo cOXXX0de: : : 1d0XKd .
TRK OXXK4d' .,:cc:’ ...
NIE4 R 4 44 444 4
HURRREE
Kdc, . ,KX:
The GEOM mirror has been created with |Xdlc. 1X0.
no errors. The mirror disk will now HKEEE=x  kXo

i}
I}

appear in the select disk step. XKeEX®C .:ic.

'cd@XK .

RN ]

.:dExOl1.

. 10X0c

'K
.0x
.kxK
;OXK:

all 3.14.2 cDKo.
.3 10XX0c .

' ckKXXKOkxxxkORXXKk1’
..scllllle:,.

PUCyHOK — YcnewHoe co30aHue maccuea

F10=Refresh Display

. 1dk0OOKKKOOkAL : .
;dRXX0dl::,’

cOXKx: . .- .. LdKxO1.

XKd .
This will awtomatically install ARMAFL ..
with all current settings without asking d:x’
many guestions. KEXX

.S RX:
WARNING: All contents of the selected . 1XD.
hard disk will be erased?! This action is ®x kXo

irreversible. Xc .:c.

*K.
Please select a disk to continue: ‘1

L 0XBOc
oRXx
.44
1X

.0x
.kxK
JOxK:

3.14.2 cDKo.
ada®: Z5600MB (52428800 512 byte sectors) > |:10xXX0c.
adal: Z25600MB (52428800 512 byte sectors) > |XKkl’
mirror-ARMAFY >[] .

Return to 3elect Task >

PucyHok — Belbop maccusa

[na npoBepku cTtatyca maccvBa nocne yctaHoBkn ARMA FW Heo6xoAMMO BbINOAHUTb

cneayrowme fencTBUS:

1.

23

ABTOpM30BaTbC B JIOKaNIbHOM KOHCO/NbHOM UMHTepdperice ARMA FW (cwm.
«[lepBoHayasibHag HaCTPOWMKa»).

BbibpaTb nyHKT MeHto «8) Shell» ans nepexosaa B MHTepdenc KOMaHAHOM CTPOKM (CM.
«OnuvcaHune N0KaabHOIO KOHCONBHOrO MHTEpderca»).

BBectn komaHAay «gmirror status» 1 HaxaTb knaBuwy <ENTER».

arma.infowatch.ru
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4. YbeauTtbCs, 4UTO CTaTyCbl MaccMBa W HaKoOMuTenen B €ro COCTaBe SABAAOTCA
«COMPLETE» n «ACTIVE» cooTtBeTcTBEHHO (cM. PucyHok — [lpoBepka craTyca

MaccuBa).

Fing host
Shell
pfTop

0 -l

gn interf
 interface IP address

[T

et the root password 14 Firewall log
_ 11 Reload all

Enter an option: &

root@arma:™ # gmirror status
Hame . Components
1irror/ARMAFL ; adal (ACTIVE)
adal (ACTIVE)

root@arma: ™ #

PucyHok — Mposepka cmamyca maccusa

2.2 [MepBoHauyanbHasA HacTpoMnka

Mepes 3arpy3kon ARMA FW HeobxoanmMo yb6eanTbCs, UTO YCTaHOBOYHbIA HOCUTENb
N3BNIEYEH.

3arpyska cucteMbl 3aBepLuaeTcs npuraaweHnemM ansa Bxoaa (CM. PucyHok — MNpurnawenuve
ANS BXO/AA B KOHCOJIbHOE MEHIO).

FreeB50/amded (arma. localdomain)

login: i

PucyHok — lNpuanaweHue 0151 8x00a 8 KOHCO/IbHOE MEeHH

[lns BXxoza B NOKa/bHbIA KOHCONbHbIA MHTEPdENC HEOOXOAMMO yKa3aTb YUETHbIE AaHHble
n HaxaTb knasnwy «<ENTER» nocne kaxgoro ssoga:

[ ] ((login:» — «root»;
([ ] «password:» — naponb, 3aAaHHbII\/’I Ha 3Tane yCTaHOBKW, MO YMOAYaHNIO «root».

Mocne ycnewHon ayTeHTUdMKALMM  OyZeT OTOBPaxXeHO KOHCO/NbHOE  MEHHo,

oTobpaxkatollee JeWCTBUSA, NpeAcTaBNeHHble B Tabauue (cMm. Tabavua «/encreus
KOHCO/JIbHOIO MEHH»).

Tabauya «/lelicmaus KOHCO/IbHO20 MEeHHD»

AencrBne AencrBne
0 Logout 7 Ping host
1 Assign interfaces 8 Shell
2 Set interface IP address 9 pfTop
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DencrBune AencrtBne
3 Reset the root password 10 Firewall log
4 Reset to factory defaults 11 Reload all services
5 Power off system 12 Restore a backup
6 Reboot system 13 Activate license

YnpaBneHne B /0OKaJbHOM KOHCOJbHOM MHTepdenrce MNPOUCXOAUT TOAbKO C
MCMONb30BaHMEM K/aaBmaTypbl. BbibOp MyHKTOB MEHHO OCyLecTBAAeTCA BBOAOM
NOpAAKOBOro HOMepa NyHKTa, a NoATBep>XAeHne Bbibopa Haxkatnem knaBuwm <ENTER».

2.2.1 HasHaueHue ceTeBbIX MUHTEep(eNcoB

Ana pyyHOro Has3HaueHusa ceTeBbiX MHTePPencoB HeOBXOANMO BbIbPaTh MYHKT MeHto «1)
Assign interfaces». B pe3ynbtate Bbibopa 6yayT OoTO6pa)keHbl AOCTYyMHble CETeBble
nHTepdencel n byaeT BbiBeAEH 3aNpoC Ha HAaCTPOUKY MHTepdenCcoB.

Kaxxgoe w3 npeacTaBneHHbIX WMEH ceTeBbix WHTepdencoB, kpome «OVPNS1T»,
COOTBETCTBYeT dusnuveckomy uHTepdernicy. ConoctaBneHve ceTeBbiXx WHTEPPENCOB C
MMeHamu npounssoantca Ha yposHe OC.

3anpockl Ha Ha3HaveHne NHTePdENCOB BbIBOAATCA B C/eAyHOLE NOCAeA0BaTeIbHOCTH
(cM. PucyHok — HacTtpoiika nHTeppemncosB):

1. VLAN. Hactponka VLAN sABnsetca HeobssatenbHown, B ciayyae ecim VLAN He
MCNO/Ib3yeTcs, HeOHXOANMO BBECTU «n» U HaxkaTb KnaBuwy «ENTER». Hactpoinka

VLAN onucaHa B pa3gene «Ha3sHauyeHve ceTeBbIXx MHTEPdencoB 1 HacTporika VLAN»
HacToALLEero pykoBOACTBa.

2. WAN. B cnyuae otcytctBus notpebHoctn B HacTpoike WAN, HeobxoaMMo HaxaTb
knasuwy «ENTER», B npoTnBHOM cCnyyae BBeCTW COOTBETCTBYHOLLEE UMA
dusnueckoro nHtepdeinca, Hanpumep, «emi1» n Haxatb knaBmwy «ENTER».

3. LAN. B cayuae otcytctBus notpebHoctn B HacTponke LAN, HeobxoanmmMo HaxkaTb
knasnwy <«ENTER», B npoTMBHOM cCinyvyae BBeCTU COOTBETCTBYHOLLEE UMA
dun3nyeckoro nHtepdeinca, Hanpmmep, «em0» 1 HaxaTb knaBuwy «<ENTER».

4. OPTXx, rae x — HOMep AOMOAHUTENbHOrO ceTeBOro NHTepdenca. B cayyvae otcytctBumA
notpebHocTn B Hactpouike OPTX, Heobxoaumo HaxaTb knaBuwy «ENTER», B
NPOTUBHOM C/lyyae BBECTM COOTBETCTBYHOLLee WMS PU3MYeCcKoro uHTepdenca,
HanpuMep, «em2» 1 Haxatb knasmuwy «ENTER». KonnuectBo npepnodxeHHbIX
HacTpoekK A5 AONOJHUTE/bHbIX NHTEPdENCOB paBHO KONMYeCTBY onpegenérHbix OC
ceTeBbIX MHTepdenCcoB.
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VLAN int

eml vlanl0O0

PucyHok — Hacmpolika uHmepdeticos

Korpa Bce ceTeBble MHTEpdENChbl Ha3HaueHbl, HeObx0AMMO HaxaTb knaBuwy «ENTER»
Ha BOMPOC O Ha3HayeHWW nocneayroLlero ceteBoro nHtepdenca. [lanee Heobxoanmo
YAOCTOBEPUTLCA B NMPaBWIbHOCTM Ha3HaYeHNa NHTepdencoB 1 NOATBEPANTL HACTPOWKY,
HaXkaB K/1aBuLLYy «y», a 3aTem knaBuwy <ENTER» B oTBeT Ha cooblueHne «Do you want
proceed?» (cm. PucyHok — Hactpovika nHtepdencos). ARMA FW HacTpouT ceTeBble

MHTEepdEencbl N NPeACTaBUT NpUraalleHne A8 BXoJa B CUCTEMY MO 3aBEpLUEHMUN.

Mpumeuanune:

B cnyuae, korga nmeHa ceTeBbIX MOPTOB, UCNOb3yemblx B kavectse LAN, WAN
nan OPTX, Hen3BecCTHbl, HEOOXOANMO BbINOJHUTL CAeAyHOLLINe AeNCTBUA:

1. OtkarouunTh BCe ceTeBble kabenn oT ARMA FW.

® Bgectn «a» 1 HaxaTb knasuwy «ENTER» Ha 3anpoc «Enter the
[Mma uHTepdeiica] interface name or ‘a’ for auto-detection:»,
rae [Mims nHtepdelica] — umsa HacTpanBaeMoro nHtepdenca.

2. MopkntounTtb ceTeBOW Kabenb, WUCNOAb3yeEMbIM ANA HaCTPAMBAEMOTO
nHTepdenca, ybeamTbCsa B HaIMUMM NINHKA U HaxkaTb knaBuwly <ENTER».

3. B pesynbtate HalgeHHbln  ceTeBOM nopT  Oyaer  Ha3HaueH
HacTpanBaeMoMy NHTepdency.
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2.2.2 Hacrpoiika IP-agpecoB

[na HacTponkn IP-agpecoB Ha HazHAYeHHbIX MHTEPdENCcax HeOBXOAMMO BblIGpaTh MYHKT
MeHo «2) Set interface IP address». NogpobHas HacTpoWka onucaHa B pasgenax
«Hactpouika IPv4-agpeca» n «Hactporika IPv6-agpeca».

Hactpovika IP-agpecoB moxeT 6biTb BbiMoAHeHa 4epe3 Beb-nHTepdpenc ARMA FW.
MNMoppobHas HacTpolika yepes Beb-nHTepdenc onvcaHa B pasgene «Hacrponka ceTeBbiX
uHTepdencos» PykoBoacTBa nosb3oBatens ARMA FW.

2.3 Hacrpoiika ARMA FW nocpeactBom Be6-nHtepdeiica

2.3.1 MNopxnroueHue Kk Be6-uHTepdeiicy

Ans nogkntoueHmsa K Beb-nHTepdency HeobxoamMmMo oTkpbITb Be6-6pay3ep v BBecTu IP-
aApec, yKasaHHbI B KOHCO/JIbHOM WHTepderice, No ymonyaHuo — «192.168.1.1» (cm.
PucyHok — IP-agpec Beb6-nHTepdenca).

arma. aldomain: Info ch ARMA Firewall 3.14.2 (amdb6d/0penSSL) ===
Licen IMVALID: Array *

LAN Cuvm=A) »owdr 192,168,

15 1ml ks BN s R B ) ey B [ N A I N R | R R |

HTTFS: SHAZ36 -4[' 10 F:

PucyHok — IP-adpec seb-uHmepdgpelica

Mpumeuanune:

MNpn nepBOoM NoOAKAKOYEHUWM AnA ycnewHown astopusauunm B ARMA FW
Heo6XoAMMO aKTUBMPOBATb JINLLEH3NIO O4HUM U3 CNOCOBOB, NpeacTaBAEHHbIX
B pasgene «AKTnBaLma JINLEH3UN» HACTOALLEro PYKOBOACTBA.

Ana Hauana paboTtel c ARMA FW Heob6xoanmo aBTOpmn3oBaTthCcs (CM. PucyHok — Bxos B
cuctemy). [1na 3TOoro BbINOAHUTb Caefytolime AeUCTBUS:

1. B none «<Mima nonb3oBaTens:» BBECTU «roOt».

2. B none «Maponb:» BBecTM Maposb, 3agaHHbii npu yctaHoeke ARMA FW (cwm.
PucyHok — Bbibop naposid), MO yMOAYAHUIO — «rOO0t».

3. Haxatb kHonKy «BoWTn» Ans BxoAa B CMCTEMY.
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arvafRy ) FIREWALL

NuueHzna npocpo4vyeHa. BD!:LEL‘I_E nog NonNs30BaTenemM C
npaegaMu ynpaeneHa nu LI,E'-|3!-'1€'E:1.

HMMA nonezoeaTana:

root

Mapons:

raan

tch ARMA Firewall () 2019-2025
PucyHok — Bxod 8 cucmemy

MNpwn nepBoW ycnewHon aBTopu3aumm B Beb-nHTepdence n akTmeauumn amueHsnm byaert
3anyLuleH macTep nepBoHayasbHoW HacTponkn ARMA FW.

MoapobHOe onucaHve LaroB MacTepa MEPBOHAYaNbHOM HACTPOWKM MPUBELEHO B
pa3gene «Mactep nepBoHayYaibHOM HACTPOVKN» HACTOALLLErO PyKOBOZACTBA.

2.3.2 AKTMBaUMA NINLEH3UN

Mpv NepBOM MOAKIOUEHUN WA B Clyyae MUCTeueHus Meproja akTMBaLMK 3anpoc Ha
aKTMBaUMIO AnLEH3MM OyaeT BbiBeAEeH aBTOMATMYeckM MOC/ie aBTopu3aumu B Beb-
nHTepdence.

AKTMBaLMA NNLEH3UW AOCTYNMHa OAHWUM U3 Caeayrolmx cnocobosB (cMm. PucyHok —
AKTVBaLUNSA NNLIEH3UN):

® «OHNalH aKTUBaLMA» — aKTVMBaALMA NLLEH3MM C AOCTYNOM B VIHTepHeT;

® «OdnaiiH akTMBaLMA» — aKTUBaLMA N1LEeH3nM 6e3 gocTtyna B VIHTepHerT.

arMA(R ) FIREWALL

THUM aKTHEALMM:

[ OHN3AH aKTUBAUMA - ]

| OchnaiH aKTUEAUKMA |

atch ARMA Firewall () 2019-2025

PucyHok — Akmueayus 1uyeH3uu

28 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

Mpumeuanne:

ﬂI/ILI,eHBI/IOHHbIIZ KN4 npejocrtaBiadaeTca CorjaCHO ycioBmaM B A0OroBope
MOCTaBKW.

2.3.2.1 AKTnBauuna nuueHsum c poctynom B HtepHer

Ana aktMBauum AnUEH3MU C AoCTynoM B MHTepHeT Heobxoammo B napameTtpe «Tun
aKTMBauuu:» BblbpaTb 3HaueHVe «OHMAWH aKTUBaUMUA», B MoJe MapameTpa
«JINLEH3UOHHDbIA  KJIIOU:» YyKa3aTb JIMLEH3MOHHbIA KAKOY W HaxaTb  KHOMKY
«AKTUBMpPOBaTb>» (CM. PUCYHOK — AKTMBaLIMA INLIEH3UN C AOCTYNOM B VIHTEpHeT).

arvA(R ) FIREWALL

THn aKTHE3LMH:

OHN3AH aKTUBALMA b

NULEHZNOHHBIA KDY

db4d311f-339¢-0e50-09f4-8a06350dd 182

() 2019-2025
PucyHok — Akmusayus auyeH3uu ¢ docmynom 8 VMiHmepHem
2.3.2.2 AktuBauusa nuueHsnm 6e3 goctyna B IHTepHet

Ansa akTmBaumm nvueH3snm 6e3 goctyna B VIHTEpHET HEOHXOANMO BbINMONHNUTL ClesytoLLne
NEeNCTBUS:

1. B napameTpe «Tun akTMBauuu:» BblOpaTb 3HauveHe «OdpnaH akTUBaLUA», B
nosie napameTpa «JIML,@H3UOHHDbIN K/IHOU:» YKa3aTb JIMLLEH3MOHHbIN KIHOY U HaXkaTb
KHOMNKy «MonyunTtb TOokeH» (CM. PucyHOk — AkTvBauma anueHsnn 6e3 aoctyna B

VHTepHEeT, Nosy4YeHre TOKEHaA).
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arMAR ) FIREWALL

TN BKTHEALMH:

OdbnaiiH aKTMEALMA v

TTNUEHZHMOHHBIA KK

db4d311f-339c-0e50-09f4-8a06350dd 182

TokeH Knwo4a:

BEGIN
200xHzOcDIAJS10GNQ3RggoKst1n3z0yimDWREuUg
vbIAAAABMjAYNSOWMyOWNVQwWNzoyODoy0S440TY0O
DRa

END

(c) 2019-2025
PucyHok — Akmusayus auyeH3uu 6e3 docmyna 8 MiIHmepHem, nosy4yeHue mokeHa

2. CkonupoBaTtb 3HayeHWe nona napametpa «TOKeH K/A4Ya:» W HanpasBuTb B
Texnoagepxky 000 «UHpoBotu APMA» ans nonyyeHus danna avueH3snm
«license.bin».

3. HaxaTb KHOMKy «3arpy3nTtb ¢aiin IMLLEeH3UN», B OTKPbIBLLEMCA OKHE NMPOBOAHMKA
BbIbpaTtb nonyyeHHbIn dann «license.bin» 1 Haxxatb KHOMKY «OTKPbITb».

4. Tlocne ycnewHOW akTMBauUUW AMLEH3UM (CM. PucyHok — YcnewHaa akTvBauus

nvueHsnn 6e3 poctyna B VIHTEpPHET) MPOW3OUAET MNepeHarnpaBieHne B pa3gen
MacTepa nepBoHavanbHon HacTponkn ARMA FW B TeueHune 3 cekyHA,
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arvafRy ) FIREWALL

NueHsna akTBMpoBaHa. Bel BygeTe
NepeHanpaeneHbl Ha IMaBHYH CTPaHULY Yepes 3
CeKyHAbI!

TN aKTHE3LMH:

OcbnaiiH aKTMEALNS -

TINUEHZHMOHHBIA KITKH:

db4d311f-339¢-0e50-09f4-8a06350dd 182

TOKEH Knko4a:

s

atch ARMA Firewall (c) 2019-2025
PucyHok — YcnewHaa akmueayua nuyeH3uu 6e3 docmyna 8 VMiHmepHem
2.3.2.3 Nndpopmaumnsa o nMueHsnm

NHdopmaumsa o aelcTBytOLLEN NLLEH3UN OTobpaxaeTtcs B BuaxkeTe «MHpopmauus o
anyeH3snm» (CM. PucyHok — Buaxet «MHbopmaums o anueH3nm»).

MNMoppobHas nHpopmauma o fo6aBAEHNN BUAXKETOB ONMcaHa B pa3gene «MOHUTOPUHT
CUCTEMbl C MOMOLLbIO MHPOPMALMOHHbIX BUAXKETOB» PyKoBOACTBa MOJ/b30BaTeNs
ARMA FW.

Hudopmauma o NMLEHZMK F - R
KnueuTa Test
MpopykT ARMA Firewall

Ty AMLUEHINK [MonHaA NMUEHZMA
Aata akTmeauwm  03-03-2025 11:47:21
0ata okoH4aHuA  03-04-2025 11:47:21

CeOACTES COB, OPCDA, MpoMEILLNEHHEIE NPOTOKONE, MeXCeTeE0R 3KPaH

PucyHok — Budxem «MIHgpopmayus o auyeH3uu»
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Mpumeuanne:

B cnyuae otcytcTBMSA OTBETa JIOKa/NbHOrO CepBMCa NMLLEH3MPOBaHUS,
HanpuMep, NpW OCTaHOBKe cepBuca, B Beb-uHTepdelice OyaeT BbiBEAEHO
COOTBETCTBYHOLLEE YBEAOM/EHME C YKa3aHWEeM KOAMYecTBa JAHEW A0
6noknpoeknr ARMA FW 1 pekoMeHAyemMbIMU AeACTBUMAMKU (CM. PucyHok —
YBegOMEHNE O HEAOCTYNMHOCTU CNY>XKObl ANLLEH3NN).

MHCprMEHTbl © [oBaBuTh BUmNET Cronbusi:2 =
Cnyba nuuensumn Hepoctynta. Mepesarpyaute cnyxby unu obpatutecs B cnyxby nopaepxin InfoWatch ARMA. [lo 6nokmpoekm octanocs 10 arei.
Cucremnan naopmayma & - x Cyobo $ - %

Wms arma.localdomain Cnywba Onucauune CraTyc

Bepcun InfoWatch ARMA Firewall 3.14.2-amd64 configd [leMoH HACTPOIKK CUCTEMBI om
FreeBSD 11.2-RELEASE-p20-HBSD ) .
OpenSSL 111w 11 Sep 2023 firewall MesceTesomn anpan o

Tun Un Intel(R) Xeon(R) Gold 5248 CPU @ 2.50GHz (4 cores) license_client KamneHT nuuenanm (= I3

PucyHok — YeedomaeHue o HedocmynHocmu cayxbel auyeH3ut

Mo ncteueHnn ykasaHHoro nepuoga goctyn kK ARMA FW 6yaet 3abnokmpoBaH (cMm.
PucyHok — loctyn 3a610KkMpoBaH).

arma(Ry ) FIREWALL

Cepeep NMUEHZMA HepocTyneH. flocTyn K ARMA
Industrial Firewall 2abnokmpoeaH. ObpaTuTecs,
NOMANYACTA, B CMy#by TEXHMYECKDH NoQaepHKN
InfoWatch ARMA.

PucyHok — [locmyn 3ab10kupo8aH

2.3.2.4 Tvunbl AMLEH3UN
B ARMA FW npegycMOTpeHbl ciesytoLme TUMbl JULLEH3WNA:

1. «Tonbko M3» — npepoctaBnfer goctyn ko BceM ¢yHkumam ARMA FW, 3a
NCKNtoUeHneM pasgena «O6Hapy>XeHue BTOpIXKEeHUA».

2. «<Md + COB» - npepgocrasnsetr goctyn ko BceM ¢yHkumam ARMA FW, 3a
nckntoYeHnem pasgena «KoHTposib NPOoMbILLIIEHHBIX MPOTOKOJ/10B».

3. «be3 M3, NMpom. npotokonbl + COB» — npesocTaBaset 4OCTyn KO BCEM QYHKLNAM
ARMA FW, 3a wuckiaroueHvem pasgena «MexcereBon 3kpaH», a Takxe
WMHCTPYMEHTapus No NpoMblneHHOMY npoTokony «OPC DA».

4. «[MonHaa nuueH3una» — nNpegoctasaseT AocTtyn Ko BceM ¢dyHkumam ARMA FW.

CpOK AGVICTBMH ANA KaXXAoro tuna JMueH3nm He orpaHmnyeH.
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2.3.3 Macrep nepBoHaua/ibHOW HaCTPOUKMU

MNpu nepBoM Bxoge nonb3oBatens B Beb-mHTepderic, ARMA FW aBTomatnyeckm
BbIMOJIHAET 3amnyck MacTepa MNepBOHA4YaNbHOW HACTPOWKM CUCTeMbl (CM. PucyHok —
MacTep nepBOHaYaAbHOW HaCTPOWKW).

[na nepexosa Ha cieayroLMIA War HeEOBXOAMMO HaxaTb KHOMKY «/[anee».

Cucrema: MacTtep: Obwme HacTPOMUKMH

3TOT M3CTep NPoESLET BAC YEPE3 HA4ANBHYK HACTPOMKY. MAcTepa MOMHO NPEPEATE B NGO MOMEHT
HAMATWEM HA NOTOTHN EEEPXY IKPaHA.

PucyHok — Macmep nepgoHa4aieHol Hacmpouku

NMpumeuanne:

cnonb3oBaHve mMacTepa nepBOHaYasbHOW YCTaHOBKM HeobszaTenbHo. [ns

R
BbIXOZa M3 MacTepa HEObXOAMMO HaxkaTb Ha IOroTUN B BEPXHEM
JIEBOM YTI/ly CTPaHWULbl Ha t06OM 3Tarne HaCTPOKM.

2.3.3.1 Warun MacTtepa nepBoHau4asbHON HACTPOUKN

2.3.3.1.1 Macrep: war 1

Ha paHHOM ware npeanaraetca HacTpoOUTb MMA  XOCTa, Heobxoaumoe ANS
NAEHTUOMKALMM MEXCETEBOrO 3KPaHa, yka3aTb JoMeH, B KoTopom Haxoautca ARMA FW,
a TaKxKe npu HeobXoAMMOCTU M3MEeHWUTb A3bIK MHTepderca (cM. PucyHok — Mactep
nepBOHaYaJbHOW HacTpownkw. Lar 1).

ma xocTa AOKHO HaunHaTLCA € BYKBbI U MOXET COAep KaTb TObKO ByKBbI, LIdpbI Nau
peduc. lomeHHOe nMA Tak Xe MOXHO 3aaaTb Atoboe.

Ans nepexoga K creayrollemy wary HeobxoAnMMo HaxkaTb KHOMKY «/[ianee».
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Cucrema: Mactep: OcHoBHas uHpopmMaums

OCHOBHAA WHhopMaLmA

MmaA xocTa: arma
OMEH: )
A localdomain
HES -
Pycckuin -

PucyHok — Macmep nepsoHa4aneHou Hacmpouku. LLae 1

2.3.3.1.2 Macrep: war 2

Ha gaHHOM ware npeanaraetca 3agatb napametpbl NTP-cepBepa n yacosoro nosca (cm.
PrucyHok — MacTtep nepBoHayasbHoW HacTponku. Llar 2). Ana NTP-cepBepa yka3biBaeTcs
NoJsIHOe JOMeHHOoe uMsa uan IP-agpec xocra. Ecam He TpebyeTcs KoHkpeTHbIM NTP-cepsep,
peKkoMeHZyeTCs OCTaBUTb MMA cepBepa BPeMeHM Mo YyMoayaHuto. YTobbl ncnosb3oBaTtb
HEeCKOJIbKO CepBEpPOB BpeMeHW HeobxoaMMo A06aBAATb MX B OAHO MOJe, pasjenss
KaXkAbl cepeep npobenom. YacoBon nosAc pekomeHayeTcsa BbibnpaTtb B COOTBETCTBUN C
dum3mnyeckmm pacnonoxeHnem M3.

Ans nepexosa K caesytoLiemy Liary Heo6xoAMMO HaxaTb KHOMKY «Janee».

Cuctema: Mactep: HacTpolika BpemeHuU

) TE TR E R 0.pool.ntp.org 1.pool.ntp.org 2.pool.ntp.org 3.pool.n...

YKaMMTE NONHOE MMA Cepeepa BpeMeHM.

HacoeoW Nosc: Etc/UTC .

PucyHok — Macmep nepgoHa4yaseHol Hacmpouku. Lllaz 2

Mpumeuanne:

ARMA FW wmoxet umeTb 6onee aByx NTP-cepBepoB, go6aButb KOTOpble
BO3MOXHO B MOZpa3zene ceTeBOro BpemeHun («Cayxbbl» - «CeTeBoe
BpemMa» - «O6Lme HacTPoMKM») Noc/e 3aBepLueHma paboTbl MacTepa.
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2.3.3.1.3 Macrep: war 3

Ha sgaHHOM Lware npeasiaraeTcs ykasaTb Napob K CUCTEMHOM Y3 «root» (cM. PucyHok —
MacTep nepBoHayvasbHOW HacTponku. Lllar 3). ABTOMaTUUYECKM HUKAKME OrpPaHNYEHUs K
Napoto He NPUMEHSAOTCS, PEKOMEHAYETCA UCMONb30BaTh HAZEXHbIN NapOob.

Ans npoaokeHa HeoHbXOAMMO HaxkaTb KHOMKY «/lanee».

Cucrtema: Mactep: HacTpoMKM KOPHEBOTO Napons

Maponb
Nofb3oBaTENA

root:
(oCTaBbTe NOMe NYCThIM ONA COXPAHEHWA TEKYLLEMD SHAYEHKA)

MNopTEepHosHKMe
napona
nonb30BaTensA

root:

PucyHok — Macmep nepsoHa4yasneHol Hacmpoliku. Llaz 3
2.3.3.1.4 Macrep: war 4
Ha paHHOM ware npegnaraetcad BbIMOJHWUTL Nepes3arpysky KoHdwurypauuun Aans

NpYMeHeHna HacTpoek (cM. PucyHok — MacTep nepBoOHayvasbHOW HacTponku. Lar 4).
Heobxoanmo HaxaTb KHOMKy «lMepesarpy3nTb».

Cuctema: Mactep: MNepe3sarpy3nTb KOHPUTypauum

[nA NpUMeHeHNA U3MEHEHWM HAXMKUTE KHOMNKY 'TlepezarpysuTy

PucyHok — Macmep nepgoHa4aneHol Hacmpouku. Lllaz 4

B cnyuae, korga Heobxoammo, byaet BeinosHeHa nepe3arpy3ka ARMA FW, B ocTanbHbIX
cnydasx Oyaer BbiBeJeHa CTpaHuua ¢ uHbopmaumens 06 OKOHYAHUW HACTPOWKU W
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NpeasoXeHVEM MepPenTN Ha cTpaHuLy «UHCTpyMeHTbI» C BUAKeTaMn (CM. PucyHok —
HavanbHaa HacTpoWka 3aBepLueHa).

HayanbHas HacTpouka 3aBeplueHa!l

Nozppaenasm! InfoWatch ARMA Firewall ckondurypupoean.

HamxmMute

PucyHok — HauaneHaa Hacmpolika 3agepuieHa
2.3.4 Ontumusaumsa Beb6-cepBepa
B uenax ontumumsaumm Beb-cepBepa B pasgene AOMOJNHUTENbHbIX HacTPOEK CETEBbIX

nHtepdencos («<UHTepdencol» - «HacTponkmn») oTKArOUEHbI CreayroLine napameTpsl
(cm. PucyHok — ObecneyeHre onTnmanbHOW NPON3BOANTENBHOCTN):

® «CRC» — pacuyér KoHTposnbHOW cymMmbl Ethernet-kagpa cpeactBamu ceteBown
KapTbl 6e3 yuactusa LIIT;

® «TSO» - cermeHTMpoBaHve TCP-naketa 6e3 yuactma UMM ¢ nomouwbto
annapaTtHbIX BO3MOXHOCTEW CETEBOW KapThbl;

® «LRO» — 6ydepuzauma BXOAALLMX MAKETOB U WX Nepejava CeTeBOMY CTeKy B
arperMpoBaHHOM BuAe C Uenbio um3bexaHns HeaddeKTMBHOM Mepesaum
Ka>kZ,oro naketa B OTAE/IbHOCTW.

,ﬂlaHHbIe napaMeTpbl BKAKOYATb HE peKOMeHAYETCA.

36 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

WHTepdencoi: HacTtpoiku

CeTeBble MHTEpgeRCH cnpasta ()
CRC annapaTtHoro ofecneqyeHus 3 OTnounTe COpOC KOHTPONLHOI CyMMBI aNNapaTHOro obecnevyenna
TSO annapaTtHoro obecneqyeHua M oTknounTe cbpoc cermenTauum TCP annapatHoro obecneyeHns
LRO annapaTtHero cbecne4eHuna 4 OTkmiounTe LRO annapatHoro ofiecneyenun

DUnLTpauMa annapatHoro obecneyeHma VLAN
OCTagNTL 3HAYEHWE MO YMONYaHHWID -

0O6paboTka ARP [JBnokuporats coobuieHus ARP

YHMHANBHBIA MaeHTHUKUHaTOp DHCP

HacTpoiikK BCTYNAT B CUATY NOCNE NEPE3arpy3KU MAWMHE WM NOETOPHOA HACTPOMRKK KAXA0To MHTepdeiica.

PucyHok — ObecneueHue onmumasibHoU Nnpou3eooumenbHoCmu
2.3.5 Hacrtpoukun 6eszonacHocTn

Hactponkn 6e3omacHOCTM HeobXxoAWMMbl ANA OrpaHUYEHMAa AOCTyna Mno pPasvyHbIM
NHTepdercam ynpasaeHus.

2.3.5.1 Hacrpoiika gocryna no SSH

Mo ymonuvaHuto goctyn no SSH otkatouéH. Hactpowka goctyna no SSH npounssogutca B
nogpaszene HacTpoeKk agMUHUCTPUPOBaHUA cuctembl («Cuctema» - «Hactponku» -
«AAMUHUCTPUpPOBaHMe») (CM. PucyHok — Hactpouika goctyna no SSH).
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S5H
€ SSH-cepeep 4 BrnoymTes 6e3onacHsiii shell

[pynna nornHa admins -

Bxoa cynepnonb3osaTeneii PazpelmTh BXOA CYNEPnoNb30BaTENEN B YUETHYIO 3aNKC
YYETHYH 3aNWCb

MeTopg ayTeHTMDWMKAUMIK PaszpelunTb NapobHbIA BXOM B yY4ETHYIO 3aNMch

MopT SSH

MpocnywmMeaemMsle
MHTepheNChl

Bce -

ﬂ\}'lfOpb‘ITMbI obmera Kioua CucTemHble HaCTpOI‘ﬁ HW NO YMONYaHWK -

lHndphi .
bp CucTeMHble HACTPOMKM MO YMOMYaHWID -

MACs u
CMCTEMHBIE HACTPOWKK MO YMOMYAHUKD v

AJ'ITODHTMbI fioda xocTa CucremHble HaCTpOI‘-ﬁ KW NO YMOM4aHWK h

PucyHok — Hacmpotika docmyna no SSH

[nsa BkaroueHns goctyna no SSH Heob6xo4MMO BbIMONHUTL CeAyroLInE AeNCTBUS:

1.

38

B 6noke Hactpoek «SSH» ycTtaHOBWUTb dnaxok aAns 3HauyeHua «Bkarountb
6e3onacHbiii shell» napametrpa «SSH-cepBep».

B napametpe «I'pynna normHa» BbibpaTb pa3peLléHHble Tpynnbl NoJb30BaTeNemn
ANA yAAaNEHHOro noaxkntoyeHmsa no SSH.

YcraHOBUTL GnaxoK AnsA 3HaveHus «Paspewntb BXop cyneprnosib3oBaTens B
yUeTHyr 3anucb» napametpa «Bxop cynepnosnb3oBatenei (root) B yueTHyio
3anucb» N9 CHATUA 3arpeTa BXoJa rnoJsib3osaTtesia «root» yepes SSH.

YcTaHOBUTL GNaXOK Ans 3HavyeHus «Paspewintb Napo/ibHbI BXOA B YUETHYHO
3anucb» napametpa «Metog  ayteHTMdMKaumu»  AnA  paspeLlleHus
ayTeHTMduUKaLmm Npu NOAKAKYEHUM Mo SSH ¢ NOMOLLbIO IOTMHA M NapoAs.

YKa3zaTb HOBOe 3HauyeHue napametpa «Mopt SSH» npu HEO6XOAMMOCTU CMEHbI
MCNOJIb3yeMOro No yMOAYaHUIO nopTta 22.

Boibpath 3HaueHusa B napameTpe «[lpocaywmBaemble WHTepgencbl» npu
HeobXxOAMMOCTM  OrpaHnYeHua WHTepPEencoB AnA noakatoueHua no  SSH.
PekomMeHAyeTCs OCTaBUTb TONbKO BHYTPEHHUI MHTEPdENC.

arma.infowatch.ru
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7. HaxaTtb kHoNKy «CoOXpaHUTb» B HMXHEWN YacTn GopMbl.
[lononHnTeNbHblE MapamMeTpbl WPpPOBaHMS:
® «Anroputmbl o6MeHa Karoua»;
o «lndpbi»;
[ ] «MACS»;
® «ANropuTMbI KJ1lOUa XOCTa»;

peKOMEHAYeTCA U3MEHATb TONbKO NPX HEOH6XOANMOCTH, TaK Kak HEKOPPEKTHbIe
3HaYeHMA YKa3aHHbIX MapamMeTpoB MOTYT MNPUBECTU K CHUXKEHUIO YPOBHA
6e3onacHoctn SSH-coeanHeHuns mvan notepe focTynHoctu SSH-cepBuca ans
NernTMMHbIX NONb30BaTeNeN.

2.3.5.2 Hacrtpoiika goctyna K J1I0Ka/ibHOMY KOHCOJIbHOMY UHTep¢ency

HacTpovikn goctyna K JIokasbHOMY KOHCONbHOMY MHTepdelncy B nNoapaszene HacTpoek
aAMVHNCTPUPOBaHUA cMCTeMBbI («Cncrema» - «HacTtpoukn» -
«ApBMUHNCTPpUpPOBaHMe») (CM. PucyHok — Hactpouka AocTyna K JIOKalbHOMY

KOHCOJIbHOMY MHTEepdeuncy).

[ocTtyn K nokanbHOMy KOHcoAbHOMY UHTepdericy ARMA FW BKAHOUEH NO yMOAYAHMIO.

KoHcone
O [paiieep KoHCONK WMcnonesoeate gpalBep BUPTYaNsHOTO TepMUHana (vt)

[NaBHaA KOHCONb

Koncons VGA -
BenomorarensHas KoHcons NocnenoBaTensHaa KOHCONMb v
CKOpOCTE NOCNEA0BATENBHOMO NOPTA 115200 .
e USB-nopt [l Wcnonbsosats USB-nopt
) MeH10 KOHCONM 3auTa naponeM MEHK KOHCOMM

PucyHok — Hacmpolika docmyna K 10Kkasa6HOMY KOHCO/IbHOMY UHMepgelicy

B 6/10ke HacTpoek «KOHCONb» AOCTYMHbI CeaytoLLve napameTpbl:

® «/[lpaiBep KoHconm» — bnaxok Ana 3HadeHns «Ucnonb3oBaTb ppaviBep
BMpTyaZibHOro TepMuHana (vt)» ycTaHaBAMBaeTCca A/ls  MCMO/Nb30BaHUA
ApanBepa BUPTyasbHOro TePMUHaNa;
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® «lnaBHas KOHCO/Nb» — BbIOMPAETCA OCHOBHAN KOHCOJIb, MOKa3blBarOLLas BbIBOZ,
CLieHapueB 3arpysKku;

® «BcnomoratenbHas KOHCO/b» — BbIOMPAETC BCMOMOraTeNbHas KOHCOJb,
oTobpaxarowas coobuieHmsa 3arpysumka OC, cOOOLLEHN KOHCOAN U MEHHO
KOHCONK;

® «CKOpoCTb MNOC/leAO0BaTe/IbHOrO MNOpTa» — YKa3blBAeTCs  3HA4YeHue
MPOMYCKHOW CNOCOBHOCTM NOCAeA0BaTENbHOIO NOPTa KOHCOV;

® «USB-nopt» - ¢naxok ana 3HayeHna «Wcnonb3oBatb USB-noprt»
yCTaHaB/anBaeTca Aaa ncnoab3osaHunsa USB-nopra;

® «MeHIO KOHCOAU» — GNaXOK ANA 3HayYeHUs «3auwuTa naposieM MEHKo
KOHCO/IN» YCTaHaBAMBAETCA A/ 3aWMTbl NapoieM KOHCObHOIO MEHHO.

Mocne BHeCceHNs HEOBXOANMbIX MU3MEHEHWI B KOHOUTYPaLMIO A8 COXPaHEHNA HacTpoek
HeobXxoAMMO HaxkaTb KHOMKY «COXpaHUTb» B HUXXHEW YacTu GopMbl.

2.3.5.3 Hacrtpoiika 610KMpoBaHNA ceaHca MoJib30BaTesis NPU HEaKTUBHOCTU

Ans HacTponkn ONOKMPOBaHWS ceaHca AOCTyrna MO/b30BaTens Mpuv HEeakTUBHOCTU
Heo6X0AMMO BbIMONHUTL CeAYIOLME AeACTBUSA:

1. Mepentn B nogpasgen HacTpoek aAMWHUCTPUPOBaHUA cucteMbl («Cucrema» -
«HacTtpoiikn» - «<AAMUHNCTPUPOBaHUE>).

2. B napametpe «Taum-ayTt ceccum» bnoka Hactpoek «Web-uHtepdenc» ykasatb
KONIMYECTBO MUHYT, 4epe3 KOTOpOe ceaHC AocTyna O6yaeT 3abiaokumpoBaH npwu
HEeaKTVMBHOCTM NMOJb30BaTENA.

3. HaxaTtb kHonKy «CoXpaHWUTb» B HUXXHEN YacTh GOpMbl.
Mpumeuanune:
He pekomeHayeTcs ykasbiBaTb B MoJjie napameTrpa «TauWm-ayT ceccum»

3HaueHue 6bonee «15».

2.3.5.4 Hactpoiika 6/10KMpOBaHNA CeCCUMM NOC/ie BBOAA HEKOPPEKTHbIX YUETHbIX
AaHHbIX

B cnyuae pgoctuxeHuns onpefenéHHoro KOAM4YecTBa BbINOJAHAEMbIX NOAPAZ MOMbITOK
aBTOpM3auMmn C yKa3aHMeM HeKOpPPeKTHbIX YYETHbIX AaHHbIX, ARMA FW asTomatnuecku
BbIMOJIHAET BpeMeHHoe 610knpoBaHme ceccum no IP-agpecy nonb3oBatens uav cepeepa
SSH.

Mo YMOAYaHNKO YCTaHOBAEHbI Chejgyroumne  3HadeHuda rnapaMeTpoB BPEMEHHOTO
6J'IOKI/IpOBaHI/IFI ceccnnm nocne BeoOa HEKOPPEKTHbBIX yl-IéTHbIX AaHHbIX:

® «MakcMmanbHOe KOJIMUYECTBO MNOMbITOK aBTOpPMU3aLmumn» — «5»;
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Ana

® «Bpemsa 6noknpoBkM ceccun» — «10», 3HaUeHNe NPUHUMAETCA B MUHYTaX;
® «MakcnmanbHoe KOIMYECTBO NMOMNbITOK aBTOpMU3aumm nNo SSH» — «5».

HacTPOVKM MapaMeTpoB BPEMEHHOIO 6G/IOKMPOBAHNA CECCUM  HeobHXoaUMO

BbINOJIHUTbL Caegyrouine ,D,GIZCTBI/IHI

1.

5.

MepenTn B nogpaszen HacTpoeK agMWHUCTPUPOBaHUA cucTeMbl («Cuctema» -
«Hactpoukn» - «k<AAMUHUCTPUPOBaHUE>).

B napameTpe «MakcMmasibHOe KO/IMUECTBO MOMbITOK aBTopu3auuMu» 6s10Ka
HacTpoek «Web-uHTepgenc» BBeCT KOIMYECTBO BO3MOXHbBIX MOAPSAA MOMbITOK
aBTOpM3aLmm B Beb-mHTepderice € yKazaHNEM HEKOPPEKTHbIX YUETHBIX AaHHbIX, MPU
AOCTUMXEHMM KOTOPOro ceccus ByaeT aBToMaTMyecky 3ab10KkMpoBaHa.

B napameTtpe «Bpemsa 610kupoBku ceccumn» 6aoka HacTpoek «Web-uHtepdeiic»
BBECTVM ANUTENbHOCTb ONOKMPOBaHWSA ceccun B MUHyTax. JonyctTumMo ykasaHue
3HayeHVA He MeHee «5».

B napametpe «MakcumanbHoe KO/MUECTBO NMONbITOK aBTopusauuu no SSH»
6naoka HacTpoek «SSH» BBeCTM KOANMYECTBO BO3MOXHbIX MNOAPAZ MOMbITOK
asTopu3auymm no SSH ¢ ykasaHMemM HeKOpPPEKTHbIX YYETHbIX JAaHHbIX, Mpw
AOCTMXEHMM KOTOPOro ceccua ByaeT aBToMaTMyecky 3ab10KMpoBaHa.

HaxaTb kHOMKy «CoXpaHUTb» B HUXHEW YacTh GOpPMbI.

2.3.6 lMepexkntoueHune A3biKa

Mo ymonuaHuto Beb-nHTepdenc npeacTaBieH Ha PYCCKOM A3blKe.

ﬂ,flﬂ BKJIHFOUEHUS aHTIMIACKOrO A3blKa HeO6XOAI/IMO BbIMOJIHUTL Chejgyroume Ael\/’ICTBI/Iﬂi

1.

2.

MepenTtn B nogpasgen obwmx Hactpoek ARMA FW («Cucrema» - «Hactpoiikn» -
«O6wWme HaCTPONKU»).

B napametrpe «f3bik» BblbpaTb 3HaueHWe «AHFAMUCKUA» (CM. PucyHok —
BksitoueHve aHIIMNCKOro f3bika) U HaXaTb KHOMKY «COXPaHUTb» B HUXXHEW YacTu

bopMmbl.

[na BKAKOUEHMA PYCCKOro A3blka HEOBXOAMMO BbIMONHUTL CAeAytoLmne 4eNCTBUSA:

1.

2.

41

Mepentn B nogpasgen obwux Hactpoek ARMA FW («System» - «Setting» -
«General»).

B napamerpe «Language» BbibpaTb 3HaueHue «Russian» (cm. PucyHok —
BkJitoueHve pycckoro A3bika) U HaxkaTb KHOMKY «Save» B HUXXHeN Yact GopMmbl.
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System: Settings: General

System full help O
Hostname arma
Domain localdomain
Time zone

Europe/Moscow b

Prefer restart services [ Prefer to restart services after changing timezone
Language English -
Russian I

Theme

PucyHok — BkiroyeHue pycckozo A3bika

2.4 Mposepka coctoaHusa cny)k6 ARMA FW

Ans npoBepkn cocTosaHMA cucTemMHbix cnyx6 ARMA FW Heobxogmmo nepentn B
nogpa3aen HacTpoeHHbIX cnyxb («Cucrema» - «[inarHoctuka» - Cayx6bi») (cm.
PucyHok — lMpoeepka pabotocnocobHoctn cayxb6 ARMA FW).

CnncoK CUCTEMHBIX CYX6 MOXeT MeHATbCA B 3aBMCMMOCTU OT HacTpoek ARMA FW,
CMNCOK CUCTEMHBIX CAY>X6 MO ymMonyaHuo npeactaBaeH B Tabauue (cm. Tabavua
«CncremHble cnyxbbl N0 yMOAYAHMIOY).

Cuctema: luarHoctuka: Cny»x6bl

Cnysbbl OnucaHne Cratyc
configd [eMOH HACTPOMKKM CHCTEMBI o m
dhecpd DHCPv4-cepeep o [

dhcpds DHCPvE-cepeep n >

PucyHok — lposepka pabomocnocobHocmu ciyx6 ARMA FW

B ctonbue «Cratyc» AN KaXaonm cny>X6bl BO3MOXHbI ABa COCTOAHUSA:
® «3anyuieHa» — 0TObpakaeTCa 3HAUKOM « = »;

® «OcTaHOB/IEHa» — OTOHPAXKAETCS 3HAUKOM « (= N
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Cnyxba
configd
dhcpd
dhcpd6
firewall
license_client
login
ntpd
openvpn
pf
radvd
syslog-ng
syslogd
unbound

webgui

43

Tabauya «CucmemHsie cyx6bl NO YMOAYAHUHO»

Onucanne
[leMOH HacTpoViKn cUCTeMb
DHCPv4-cepBep
DHCPv6-cepBep
Me>ceTeBou 3KpaH
KnneHT anyeHsum
MNonb3oBaTenu v rpynnb
[leMOH ceTeBOro BpemeHu
OpenVPN server
®unbTp NakeToB
[leMoH o6bABNeHMA MapLipyTM3aTopa
YpaneHHbin Syslog
CVCTEeMHbIV XXypHan
Kawwnpyrowmin DNS-cepBep

Beb6-nHTepderic
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3 BAPUAHTbI PA3BEPTbIBAHUA

MpesycMoTpeHbl cneaytowme BapuaHTel passéptoiBaHna ARMA FW B JIBC:
® pexuMm MaplpyTmMsauunm;
® peXunM Mpo3payvyHoOro Mocra;
® pexum «sniffing mode»;
® pexXKM OTKa30yCTOMUMBOro Knacrepa.

Ka>kabll BapuaHT OTAMYaAeTCs HAaCTPOUKOWN CeTeBbIX MHTEPHENCOB.

3.1 Mapuwpyrtnsauums

B pexxume mapwpytnsauun ARMA FW pabotaet kak M3 ¢ pyHkumelr obHapyxXeHus 1
nNpeAoTBpaLLeHNs BTOPXEHW, obecneunBas 3almTy nepegaym HGOPMaLMN Ha YPOBHE
L3 ¢ BO3MOXHOCTbIO MapLupyTusauum. Pexxmim MapLupyTmsaumnm MOXeT UCrnosib30BaTbCA
Npv 06beANHEHNIN CETEN, UMEIOLLMX Pa3HOE afpecHOe NPOCTPaHCTBO.

Obwas cxema nogkntoveHns ARMA FW B pexurmMe MapLlupytTusaumm npegcraBiaeHa Ha
pUCYHKe (CM. PUcyHOK — Pexxnum mapLipyTtusaumm).

Tvnbl NOAAEP>KMBAEMOWN MapLUPyTU3aLMKM ONncaHbl B pasgene «MapLupytunsaumsa».

IP-agpeC mmemsmmsm |P-agpec
|

Network I I — Network

PucyHok — Pexxum Mapwipymusayuu

3.2 Tlpo3pauHbiii MOCT

B pexwume npospauHoro mocta ARMA FW pabotaeTr kak cuctema obHapyxeHua wu
NpeAoTBPaLLEHNS BTOPXEHUA B MPO3PaYHOM peXrMe C BO3MOXHOCTbH 610KMPOBKM
BPEAOHOCHbIX NakeToB. IHTepdelrcbl Npun 3TOM COeANHEHbI B CETEBOW MOCT.

[laHHbIA pexuM npefHasHayeH Ansa GuabTpauum Tpaduka MexXay CeTiMU OfHOro
aApecHoro npoctpaHcTBa. [Mpyn 0BHapy>XeHUM MNoA03PUTENBHONO WAWM BPEAOHOCHOTO
Tpapuka WHPOpMaums oOTnpaBaseTcs B Beb-vHTepdenc aAns  nocaeayrolero
OMOBELLEHNS NOAb30BaTENS U, PN HEOBXOANMOCTH, BOKMpYeTCS.

Obwasa cxema nogkntoyeHns ARMA FW B pexume npo3payHOro Mocta npeacraBieHa
Ha pUCyHKe (CM. PUCyHOK — Pexxnm npo3payHoro mMocra).
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I ——
‘5e3 IP-afpeca memmmmm be3 |P- agpeca‘
il I
I
[0 [ N e
Network T Network
ARMA FW

PucyHok — Pexxum npo3payHo2o mocma

MNoppobHas nHbOpMaLMA O HaACTPOWKe CeTEBbIX MOCTOB MNpeACTaBAeHa B pasjene
«CeTeBOM MocT» PykoBoacTBa nosb3oBatens ARMA FW.

3.3 Sniffing mode

B pexume «sniffing mode» ARMA FW pa6oTaeT B kauyecTBe cUCTEMbl OBHapy>XXeHWs
BTOP>XEHWIW, aHaAn3upyroLen konuto ceteBoro Tpaduka, cHatoro co SPAN noprta. B
peXxnmMe BO3MOXEH TO/IbKO MOHUTOPUHT Tpaduka.

B pexxume «sniffing mode» Heob6xoAMMO HacTPOUTb Ha KOMMYTaTOpe NnepeHanpasaeHne
Ha ARMA FW Bcero ceteBoro Tpaduka c nomoLbto TexHosorum SPAN navm aHanormyHowm.
ARMA FW npoBoaunt rnybokumi aHanm3 naketoB — «DPI» un, B cnyvyae HeobxoammocTy,
yBeLOMAAET Nosb3oBaTens o cobbitnax Ub.

Obwasa cxema nogknroueHns ARMA FW B pexxume «sniffing mode» npeacraBneHa Ha
pucyHKe (cM. PucyHok — Pexxum «sniffing mode»).

MNMogpobHas nHdopmaumsa o Hactporike SPAN npepcrtaBneHa B pasgene «Hacrpowuka
SPAN» PykosogcTtea nonb3osarend ARMA FW.

SPAN-HOpT — T 1T T |
BN ] i

Network Switch e

PucyHok — Pexxum «sniffing mode»

3.4 OrtKa30ycTONUMBDbIN KNacTep

B pexxmme oTkazoyctonumsoro knactepa Heckonbko ARMA FW o6beuHATCA B e4UHbIN
KfacTep B pexxmme «active-passive».

B cnyuae o6begnHeHns Heckonbknx ARMA FW B kaxAbii MOMEHT BPEMEHU TO/IbKO OAHO
yctponicteo ARMA FW B knactepe obpabatbiBaeT Becb TpaduK, Takoe yCTPOMCTBO
cuntaetca  BeAywmM.  [loAguUMHEHHble,  pe3epBHble  YCTPOMCTBA  MOCTOAHHO
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CUHXPOHU3MPYHOT CBOE COCTOSIHUE C BeAYLUMM YCTPOMCTBOM. B ciyuyae Bbixoga M3 CTpos
BeAYLLEro yCTPOWCTBa €ro NMOAMEHSET OAHO N3 PEe3EpPBHbIX YCTPOWCTB, KOTOPOE CaMo
CTAaHOBUTCA BeAYLIMM U HauMHaeT obpabaTbiBaTb TpadumK. B cnyyae eciv nsHavanbHoe
BeZylllee YCTPOMCTBO BHOBb MepexoauT B pabouee COCTOSHUE, TO Tekyllee Begyllee
YCTPOWCTBO BO3BPALLAETCS B CTATyC NOAUYMHEHHOTO PE3EPBHOTNO YCTPOWCTBA.

Obuwaa cxema nogkntoveHns ARMA FW B pexume OTKa3oyCTOMUMBOro Kiacrepa
npeAcTaBAeHa Ha pUCyHKe (CM. PUCYyHOK — PeXkvm 0TKa3oyCToMYMBOro Knacrepa).

MoapobHas MHbOPMaLMs O HAacTPOMKe OTKA3OyCTOMYMBOro kiactepa npeacraBieHa B

pa3gene «HacTpoiika OTKa3oycTOMUMBOro Kiaacrepa» PykoBoACTBa MoJsib30BaTens
ARMA FW.

Beodywee ycmpolicmso

IP-agpec D IP-agpec

Network I Network

PezepsHoe ycmpolicmso

PucyHok — Pexxum omkasoycmou4ugozo Kaacmepa
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4 KOHTPOI/J1b YNMPABJNEHNA AOCTYINOM

4.1 AyrteHTMdMUKauma

AyTeHTndumKauma — 3T0 NpoLecc NPOBEPKN NOAJNHHOCTM BBEAEHHbIX MOJib30BaTeNIeM
uMmeHn n naponsa. B ARMA FW BO3MOXHa ayTeHTMdMKauma C MCNOAb30BaHUEM
nokanbHOW wan BHewHen bJ nonb3oBatenen. B kauectBe BHewHen bJ cayxar
pasnnyHble BHellHve cepBepbl aBTopm3aunn. ARMA FW noasepxvBaet paboty co
CNeAyoWnMm BHELLHUMN cepBepamu:

® «LDAP» — OpenLDAP, MS Active Directory, Novell eDirectory;
® «Radius».

Mo ymonuannto B8 ARMA FW ayTteHTUdMKaLMA OCyLLEeCTBAAETCA C MCMNOJb30BaHWEM
nokanbHon B[l nonb3oBaTenen. K  AOMOAHWTENbHBIM  MepaM  3alWTbl  MNpPU
ayTeHTMdUKaLmm C NICNOAb30BaHNEM BHYTPEHHErO cepBepa OTHOCUTCA Baydep-cepsep. K
AOMONHUTENbHBIM MepaM 3aluTbl NPU ayTeHTUPUKALMKN C UCMOIb30BAaHMEM BHELLHMUX
CepBepOB OTHOCUTCA CEPBUC ABYXPAKTOPHOM ayTeHTU UKALUN.

[ns aBTOPM3aLMN M NPeAOCTaBNEHNA COOTBETCTBYHOLLMX NMPUBUAETMI NOJIb30BaTENbCKOM
Y3, HacTpoeHHOM C MOMOLLbIO BHELIHEro cepBepa, HeobXOAMMO MMMOPTMPOBaTb
nosb3oBaTenbckyto Y3 B nokanbHyto b/l nonb3oatenern ARMA FW.

4.1.1 JlokanbHaa 6a3a AaHHbIX NOJib30OBaTeNen

Ana xpaHeHus Y3 nonb3oBaTesen Mo YMOAYAHUKO WCMNOAb3yeTcs JNokanbHas b/,
HanpumMep, 3anncb Cynepnosib3oBaTens No YMOJYAHUIO — «root».

[na HacTpoMkM napameTpoB NokanbHOW b/l HeobxoaMMO nepenTn B pasgen HacTpoek

cepBepoB ayTeHTUdMkaunm («Cucrema» - «lloctyn» - «CepBepbl») U B CTpPOKe
]

«JlokanbHas 6asa pAaHHbIX» HaXaTb KHOMKY « 7 ANS nepexoja B pPexuMm

peaakTMpoBaHuA.

B pexume pepakTMpoBaHMA BO3MOXHO 33ajaTb HAaCTPOWKM Mapons [Ana  BCex
nonb3oBaTenen nokasbHOW 6a3bl Nonb3oBaTeNnen, a UMeHHO — B noje «flimHa» 3ajatb
A/IVIHY Maposis, YCTaHOBUTb GaxkoK Ana napametpa «C/MOXKHOCTb», eciv HeobxoaMMO
BKIFOUNTb AOMNONHUTENbHbIE 0bA3aTeNnbHble TpeboBaHMA K CIOXHOCTM Napoas: Naposb
[OMKEH cogep>aTb LUMpPbl, NMpPOnucHble OykBbl, CTPOYHble OyKBbl, CneluanbHble
CUMBObI.

[na coxpaHeHMa HacTpoek HeOHXOANMMO HaxaTb KHOMKY «CoXpaHUTb» BHU3Y CTPaHMLbI
(cM. PucyHok — JlokanbHasa b/l noab3oBatenen, peaakTMpoBaHue).
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Cucrtema: floctyn: Cepeepbl

crpaeka ()

O OnucatensHoe M NokansHaa Ba3a AaHHbIX
O Tun NokaneHana Daza gaHHbIX
MonuTrKa BHMKOYMTE OTPIHMHYEHMA NOAMTHKY Naponei

CpoK LelcTEMA

OTKNHO4UTE h
AnuHa g -
CNOKHOCTE | BrnwounTte TpeboBaHUA CNOMHOCTH

PucyHok — JlokaneHasa b/] none3oeamened, pedakmuposaHue

4.1.2 Bayuep-cepBep

Bayuep-cepBep wucnonb3yetca Ana obecrneveHns ayTeHTUPUKaUMmM Ha nopTane
asTopusaumm 8 ARMA FW.

Bayuep — 3710 3anuck c nornHom 1 naponem, kotopyto ARMA FW reHepupyeT no 3anpocy.
Bayuepbl VMeT HacTpavBaeMblil CPOK AENCTBUS, MO WCTEYEHUU KOTOPOro
NO/Ib30BaTeN0 HEOHXOANMO MONYUNTb HOBBIN Bayyep.

KoHdurypauma Bayuyep-cepBepa MNpPOU3BOAWTCA B MOJpasjene HacTpoek CepBepoB
ayteHTMdunKaumm («Cucrema» - «floctyn» - «Cepsepbli»).

MNMoapobHas HacTporka Bayuyep-cepBepa NpejcTaBieHa B pasjene «Bayuep-cepsep»
PykosogcTea nosb3osatens ARMA FW.

4.1.3 LDAP

LDAP - npoTokon MNpuKAaAHOTrO YPOBHA AnA Joctyna K cayxbe KaTtasoros,
ncnonbsyowmin TCP/IP n no3sonawowmii Npov3BOAUTL Onepauun ayTeHTudukaumu,
nomMcka M CpaBHeHWs, a Takxke onepauun fobaBneHus, U3MEHEHWA VAW YAaneHuns
3anucen. MNpun ncnosnb3oBaHUKM y4Yé€THbIX 3anuncein LDAP-cepsepa ans goctyna Kk Be6-
nHtepdericy ARMA FW Heobxoanmmo onpegenntb npusuaernn Y3, nytém umnopra
nosab3oBaTenbckunx Y3 n3 LDAP-cepsepa.

KoHdpurypuposaHue BHewHero LDAP-cepBepa npousBoanTCa B nojpasjene HacTpoek
cepBepoB ayTeHTUPUKaLnN («Cnctema» - «floctyn» - «CepBepbl»).

MNMoppobHas HacTpownka BHewHero LDAP-cepBepa npeactaBneHa B pasgene «LDAP»
PykosogcTsa nosb3osatens ARMA FW.
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4.1.4 Radius

Radius — ceTeBOM MPOTOKOJ, NpesHa3HaUYeHHbIN Ana obecrneyeHns LEeHTPaaM30BaHHOM
ayTeHTMdMKaLMY, aBTOpM3auMM M YYyéTa Mosb30BaTeslel, MOAKIHYAROLLMXC K
Pa3NNYHbBIM CETEBBLIM CyxbHaMm.

ARMA FW noggepxvBaeT wucnonb3oBaHWe BHelwHero Radius-cepsepa Aand
ayTeHTUdUKaumm nonblosatenen B cepmcax «VPN» n «lopTtan aBTopm3aunm».

KoHdurypauma BHewHero Radius-cepeepa npou3BoanTca B Mogpasjene HacTpoek
cepBepoB ayTeHTUdMKaumm («Cncrema» - «floctyn» - «Cepsepbi»).

MNMoppobHas HacTpourka BHelwHero Radius-cepBepa npeactaBneHa B pa3gene «Radius»
Pykosoactea nonb3osatend ARMA FW.

4.1.5 AsyxdakropHaa ayTeHTUPMKaLMA

AByxdaktopHaa ayteHTupukauma 8 ARMA FW - 310 ayteHTMduKauma, B npoLiecce
KOTOPOW MOMMMO TMOCTOAHHOrO Mapoas OT JIOKaJbHOW Y3, HeobxoAMMO ykasaTb
BPEeMEHHbIV 04HOPa3oBbIn naposb — «Time-based One-Time Password».

ARMA FW noaaepxuBaeT RFC 6238. [lns noaaepxkun AByxpakTOpHOW ayTeHTUdUKAL MM
MCNOb3YOTCA MOBUbHBIE NPUAOXKeEHMA, coBMecTUMble ¢ RFC 6238.

MNMoppobHas HacTporika ABYX$aKTOPHOW ayTeHTUdMKaLMM NpeacTaBAeHa B pasjene
«[lByxdakTopHaa ayteHTUPUKauma» Pykosoacrtea nosb3osatens ARMA FW.

4.2 TMonb3oBaTenbCKMe yUeTHble 3anucu, rpynnbl U NPUBUIErn

Ana nonb3oBaTenbckon Y3 wan onpesenéHHoOW rpynmnbl NoJb3oBaTener BO3MOXHO
onpeaenntb Habop MpvBUAErNA, UCNOAb3YA JIOKaNbHYO 6a3y nonb3oBaTtenen, B TOM
yncne B COYETAHUM C BHELUHUM CEPBEPOM MPOBEPKM MOANNHHOCTY.

Ha3HaunTb npuBMAErMn No/ab30BaTENLCKOA Y3 BO3MOXHO MNpPW  CO34aHUU UM
peAakTMpoBaHMM Mosb3oBaTesbckor Y3 (cM. «/lobaBiieHne Nonb30BaTeIbCKNX YYETHbBIX
3anUCcen U NX MPUBUNETNIA»).

Ha3HauuTtb npueumnaernn rpynne nosb3oBaTeNie BO3MOXHO npun co3jgaHnnm Wan
pesaktmpoBaHun rpynnbl nosb3oBaTenen (CM. «Co3gaHure rpynn v aobaBieHne uUm

NPUBUNETNNY).

CepBuCHble Y3, nCMosb3yeMble B Pa3/iMuHbIX Lensx Ha ypoBHe OC, cosgatoTcs no

ymonyaHuto npu yctaHoske ARMA FW. CepBucHbie Y3 He oTobpaxkatoTcsi B HaCTPOMKax
ARMA FW un uncnonb3yrotcs ana obecnedeHns AoCTyrna K CUCTEME U €€ pecypcam.
CepBucHble Y3 0bnagatoT orpaHMYeHHbIMM MpaBamMu A0CTyrna, KOTopble He MOryT ObiTb
NPWCBOEHbI NOb30BaTeNbCKUM Y3.

MNonb3oBaTeNto HEBO3MOXHO BbIMOJAHUTL BXOZ B CUCTEMY OT MMEHM Kakou-1mbo
CEPBUCHOM Y3, 3a UCKNHOUYEHNEM «TOOt».
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Cnuncok Bcex cepBUCHbIX Y3 npuBeaéH B pasgene «[lpunoxeHne A» HacTosAWEro
PYKOBOZCTBA.

4.2.1 Job6aBneHue Nosb3oBaTe/IbCKNX YUETHbIX 3aNMCeN U UX NpUBUAErnin
[na co3gaHma Nob3oBaTeNbCkon Y3 HEOOXOAMMO BbINMOAHUTL CAeaytoLlme AeNCTBUS:

1. Mepentn B Nogpasgen ynpasneHua nonb3oBatenamun («Cucrema» - «octyn» -
«Monb3oBaTenn») n Haxatb KHOMKY «+/106aBUTb>.

2. B otkpbiBwenca ¢opme  3anonHWTb  obsA3aTenbHble  napametpbl  «Uma
nonb3oBatena» n «Maponb» (cM. PucyHok — Co3saHve noab3oBaTenbckon Y3) u
HaXkaTb KHOMKY «CoOXpaHUTb».

Cucrema: floctyn: Nonb3oBaTenu

cnpaska (D
OnpepeneH USER
O Orxnoyena a

Mma nonb3oBaTens
o user

0nap0ﬂb S0000B0N

(11211171}
(nopTeepmaeHne)

D CTEHEPH POE3Th ZAaHOAMPOE3H HEIA naponk ANA NPeqOTEP3LWEHWA NOKANBHOND BXOAA ANA 3TOMD NoONB30BEATENA.

PucyHok — Co3daHue none3os8amesibckol Y3

OnucaHne AONONHUTENbHbIX HAaCTPOEK MNPWU CO34aHNM NO/Ib30BaTENbCKOM Y3 onuncaHbl B
pasgene «[lononHuTenbHble NnapameTpbl ¥3» Pykosoactea nosb3osatens ARMA FW.

Ha3HauyeHwne npuBmaernin Nosb3oBaTeNbCkoM ¥3 BO3IMOXHO ABYMSA cnocobamu:

® o6aB/ieHVe NOAb30BaTENA B OMNPEAENEHHYIO Tpynny C YXe 3ajaHHbIMM
NpVBUNETNAMY;

® BbLIGOpP npuBMAErMA M3 CNMCKa — YCTaHOBMB  (IaXKOK  HampoTuB
COOTBETCTBYHOLLEN NPMBMAETMM B B10Ke HacTpoek «CUCTeMHble NPUBUAETUN»
(cM. PUCYHOK — YCTaHOBKA CUCTEMHbIX NPUBUAETUNN).

Ans ynobcrea B 610Ke HacTpoek «CucTeMHble NPUBUAErMN> CyLLecTByeT nose GuabTpa
M QYHKLMN MHOXECTBEHHOTO Bblbopa:

® «Beb6-uHTepdeiic: Bce cTpaHuLbl»;

o «DyHKUMA: OUNCTUTDL BCE XKYPHaNbI»,
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® «BbibpaTb Bce (BMaMMbBIE)>»;

® «OTMeHUTb Bbi6op (BUAMMDIE)».

CucTeMHble NPUBUNErMNA PaspellieHHble OnucaHue
O (unstp) nouck
~

O Beb- Ajax: 3anpoc uHdopmMauum o cepencax @

MHTepdelic
O Beb- Ajax: 3anpoc cTaTUCTUYECKNX faHHbIX €

MHTepdelic
O Beb- Services: Dnsmasq DNS: Edit Domain Override €

nHTepdelic

PucyHOK — YcmaHoska cucmemHbix npuemeeuﬁ

B cnyuae HeobxoanMMocCT Ha3HaueHMa Y3 nonb3oBaTens BO3MOXHOCTU fobaBaeHma nam
peaakTmpoBaHua apyrmux Y3, tpebyetca B 610ke «CucteMmHble npusBuaernn» Gopmbl
pefakTmpoBaHma Y3 noJsib3oBaTtens ycraHoBUTb Gnaxok Ana napameTrpa «Cucrema
Cuctema: U3aMmeHNUTb HacTPOMKUN».

4.2.2 Co3paHue rpynn un gobasneHne um npmsuaernim

Ana ypobctBa M NpPOCTOTbI yNpaBaeHUAa npaBaMy JOCTyMNa CyLecTByeT BO3MOXHOCTb
co3gaHma n pepaktupoBaHua rpynn. Kaxayto Y3 BO3MOXHO BK/IOUWTb B COCTaB
HEeCKOJIbKMX TPpyMm, B Takom ciayyae Y3 byaer obnasaTe COBOKYMHOCTbHO MPUBMAETUN
Ka>XkAoWn 13 rpynn.

Ans co3paHma rpynnbl Nonb3oBaTener HeobXxoAUMO BbINOJHUTL CAeAytoLLIne AeNCTBUS:

1. Mepentn B noapassen ynpaBaeHus rpynnamy nosnb3oBaTesnen («Cucrema» -
«[locTtyn» - «FpynnbI») 1 HaXaTb KHOMKY «+/lo6aBUTb>.

2. B otkpbiBwenca dopme 3anonHUTbL o0ba3atenbHbi Napametrp «Mma rpynnbi» (CM.
PucyHok — Co3aaHue rpynnbl Noab30BaTtesen) N HaxaTb KHOMKY «CoOXpaHUTb>.

Cuctema: floctyn: Mpynnel

© Onpenenex

O Vma rpynnel Users

Onwncanwme

PucyHok — Co30aHue epynnel nosie30eameseli
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Ans nobaBneHns nonb3oBaTtenen B co3gaBaemyto rpynny Heobxoammo B 610ke HacTpoek
«Y4yaCTHUKM TPYNMbl» MNEepPeHeCcT! MMeHa Mo/b30BaTesie U3 NEBON YacTW B MpaByto,

Ha>XaB KHOMKY « ? » (cM. PucyHok — lobaBaeHne y4acTHUKOB B rpynny).

YYaCTHUKM Fpynmbl

He yyacTHuk YyacTHuK
E—— .
.&U
€

PucyHok — [lobasseHue y4acmHukos 8 2pynny

[ns HazHaYeHWa NPUBMAETUM Tpynne Nosb3oBaTene HeobXxoANMO BblIbpaTb NPUBMAETN
M3 CNnUCKa, YCTaHOBMB (G1aXXOK HamnpoTMB COOTBETCTBYHOLLEM npuBuaernn B 6aoke
HacTpoek «CUCTeMHble MPUBUAEIMU»  aHAOTMYHO  Ha3HAUYEHWUHO MPUBUNETUIA
nonb3oBatesnbckon Y3 (cMm. «/obaBaeHme MoJib30BaTENbCKUX YUYETHbIX 3aruncen U ux

NPUBUNETNNY).

4.3 C6poc naposs yueTHOM 3anucu cynepnosib3oBartens

Ana cbpoca napons Y3 cynepnosib3oBatensi HeOH6XOAUMO BbINMOJAHUTL Caefytoline
NEeNCTBUS:

1. BbIMO/HWUTL BXOZ B OAHOMO/b30BaTE/NbCKOM pexume — npu 3arpy3ke ARMA FW
BbibpaTb BapunaHT «2) Boot Single User», Haxas knaBuwy «2» (CM. PUcyHOK —
3arpyska ARMA FW).
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. i 1dk0OBKREBBkd1 : .
JARXXBAd1:;, ', ;1 1d0XXKd ;

cBXHx; . LT . dRXal.
. Boot Multi User [Enterl :BXBc. , LKRXRXEX XAk, . :0XAc
. Boot 3ingle User ®XX0o cBXxXXBdc: ::1d0XRd.
. Escape to loader prompt xx: LOXXKd® ., :cc;i’..
. Reboot L0XXB’ T xREXXXXXHd:x’
K, 1XXR' ;KXXRXKXKLKKKHx
Options: ol. .0X0D DOXXXXXXRdc,.,RX;
5. Rernel: defanlt~ (1 of 1Ex ,KR. dXXXXXXXdlc. 1XA.
6. Configure Boot Options... 4, 1X oRXOOOG000x kXo
.. X;0kRXXXXXc . ;c.
RXD. ®0: . 'cdBXK.
,BX8: ,deo, . . ; ;
. 1Rx0c. .cOxKo.
Autoboot in 2 seconds. [Spacel to pause .cDXX0o;. .3 10¥XBc .
'ckRXXRBkxxxkBRXXRk1 '

PucyHok — 3azpy3ska ARMA FW

Beectn «/bin/sh» 1 HaxaTb knaBuwy «<ENTER» gna ykazaHua nyTn pacnonoxeHus
ncnosHaemoro danna KOMaHAHOM 060104KKN, KOTOPYHD HEOH6XOAMMO 3anyCTUTb.

B 3anyLueHHOM KOMaHAHOM 060104Ke, BbINOAHUTL KOMaHAY Ha NePeMOHTUPOBaHMe
KOpHeBOW GanIoBOMN CUCTEMBI:

® BBeCTV «mount -uw /» 1 Haxatb knasnwy «<ENTER»;
® BBecCTV «mount -a» HaxaTtb knaBnwy «ENTER».
dannosas cnctema byget NnepeMOHTMPOBaHa C BO3MOXHOCTbHO UTeHMA/3anuncu.

Beectn «opnsense-shell» n HaxaTb knaBnwy «<ENTER» ana 3anycka KOHCONbHOTO
MEHH0.

BbibpaTtb nyHKT MeHto «3) Reset the root password», Ha>kaB KnaBuLy «3», a 3aTeM
knasuwy «ENTER».

BBectn «y» u HaxaTtb knaBmuwy «ENTER» Ha 3anpoc «Do you want to proceed?
[y/N]>.

Beectun HOBbI|7| naponb Ha 3a|'|poc «Type a hew password» N Ha>XaTb KJ'IaBVII.I.Iy
«ENTER>.

MoBTOpPUTL BBOA HOBOrO napoAs Ha 3anpoc «Confirm new password» 1 HaxaTb
knasuy «ENTER».

BbibpaTtb NyHKT MeHI0 «6) Reboot system», HaxkaB knaBuLy «6>, a 3aTeM K1aBULLY
«ENTER» anqa nepesarpy3kn ARMA FW.

10. BBectn «y» 1 Haxxatb knaBuwy «ENTER» Ha 3anpoc «The system will reboot. Do
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5 CEPBUCHI

5.1 Mapuwpytusauyums
ARMA FW noagep>xnBaet CTaTUYECKYH 1N AUHAMWNYECKYO MapLlpyTU3aumio.
5.1.1 Cratnueckasa mapupyTmsaumus

CraTnyeckas MapLupyTM3aLma — 3TO 3anNncb MapLUpPyTM3aLMK, HaCTPOEHHas BPYUHyto, 6e3
NPYMEHEHNA NPOTOKOAO0B MappyTmdaumn. CtaTmyeckne MapLupyTbl MCMOb3YHOTCA B
c/yyae, KOraa y3bl UAv CeTU AOCTYMHbI Yepe3 MapLUpyTM3aToOp, OT/IMYHbBIV OT LWJ03a Mo
YMOAYaHWIO.

MoapobHas HacTpolika CTaTUUEeCKOW MaplipyTusauun npeactaBieHa B pasgene
«CraTnueckasa mapupytmsauma» Pykosoacrsa nonb3osatens ARMA FW.

5.1.2 AnHamuuyeckasa MmapLipyTusaums

AvHamunyeckas MapLipyTU3aumns — 3T0 BUA MapLUpyTU3aLumnmn, B KOTOPOM OTANUYNTENBHOM
0COBEHHOCTbIO ABNAETCA aBTOMATUYeCKM BbIGOP OMTUManbHOIO MapLlupyTa npw
NPOXOXAEHUM Tpaduka MexXay NOAAEP>XKMBAOWNMUN AMHAMUYECKYD MapLUpyTU3aLLmMio
CceTeBbIMU YCTPOUCTBaAMM.

ARMA FW nogaep>xuBaeT AMHaMUYECKyro MapLipyTmusaumio no npotokosam RIP v.1, 2,
BGP n OSPF.

MoapobHas HacTporka AMHAMUYECKOW MapLupyTM3auum npeactaBieHa B pasgene
«[lInHaMmunueckana mapupytusauma» Pykosogctea nonb3osatens ARMA FW.
5.2 Tlpokcn

Mpokcn-cepBep obecneunBaeT KOHTPOAMPYEMbIA AOCTYN XOCTOB IOKA/IbHOW CETU B CETb
NHTepHeT, a TakKe 3almuTy TOKaNbHOW CETU OT BHELLHEro A0CTyna.

MNpokcn-cepeep Noaaep>xunBaeT pag METOAOB ayTeHTUdMKaLMW:
® 6e3 ayTeHTUdUKaLnY;
® ayTeHTMdUMKALMA NO IOKaNbHOW Ha3e nonb3oBaTenen;
® ayTeHTMMKauwma no LDAP;
® ayteHTudumkauyma no RADIUS;
® /ByxdaKTOpHasa ayTeHTUpUKaLns.

MogpobHaa HacTpoilka MpoKcu-cepBepa npeAcTaBneHa B pasgene «lMpokcun»
PykosogcTea nosb3osatens ARMA FW.

54 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

5.3 DHCP

DHCP-cepBep wcnonb3yeTrca Ana aBTOMaTUUeCKOro npefocTaBieHus kaveHtam |P-
ajpeca n Apyrux napameTpoB, HeobxoaumbIx ans pabotel B cetn TCP/IP. HacTtponku
DHCP-cepBepa AocCTyrnHbl Ana npotokonos IPv4 n IPve.

MNMoppobHas HacTtpovika DHCP-cepBepa npeactaBneHa B pa3gene «DHCP-cepBep»
Pykosoactea nosb3osatens ARMA FW.

5.4 CepBucCbl MOHUTOPUHrA

5.4.1 Syslog

Syslog — 310 cTaHAAPT OTNPaBKM 1 perncTpaLmm coobLeH O MPOUCXOAALLIMX B CUCTEME
cobbITMAX, UCNoAb3yembi Ans yaobcTtBa agMUHUCTpUpOBaHMA K obecneveHuns Wb.
ARMA FW ¢dopmupyeT TekCcToBble COODLEHMA O MPOUCXOAAMX B HEM COObITUAX,
MHUMAEeHTax 6e30MacHOCTM C TOYHOW METKOW BPEMEHUN W UAEHTUPUKALIMOHHbBIMU
AaHHBIMU U nepesaéT nx Ha 0bpaboTky cepsepy Syslog. ®opmat cobbitnin M3 — IPFW,
dopmart cobbiTuii COB — Suricata.

MoapobHas HacTpoika Syslog npeacraBneHa B passene «Cepsuc syslog» PykoBoactsa
nonb3osatend ARMA FW.

5.4.2 SNMP

SNMP — npoctol npoTOKON CETEBOrO YyMnpaBieHUs, MO3BOAAKOWMKA  YAANEHHO
oTcnexuvBaTb HekoTopble cncteMHble napametpbl ARMA FW ¢ nomoubro pasinyHbIX
CUCTEM MOHUTOPWUHTA.

B 3aBMCKMMOCTM OT BbIOpaHHbIX OMNLUMIA MOXET BbINMOAHATECA MOHUTOPWHT:
® obuen cncteMHon nHGopmaumm — ncnoabzosanuve LM, namatm u ancka;
® cBefeHnn 06 ycTponcTee, ceTeBoro Tpadmka;
® cBefeHNN 06 nHTepdencax, akTMBHbIX MPOLECCOB 1 ycTaHOBAeHHOro N0;
® (CTaTyCcoB TyHHenewn IPsec.

3a peanmzaumto SNMP B ARMA FW otBeuyaer cepBuc «snmpd». ARMA FW
noaaep>xxunsaet cieayrowime sepcnn SNMP:

e SNMPv.1, 2;
® SNMP v.3.

MNMoppobHas HacTporka MoHuTopuHra no SNMP npepcraBneHa B pasgene «SNMP»
PykosogcTea nonb3osatens ARMA FW.
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6 OMWCAHME NOKAJIbHOIO KOHCOJ/IbHOIO MHTEP®ENCA

MeHI0 /IOKa/fIbHOrO KOHCONBHOTO MHTepdenca oTobpaxkaeT BapuaHTbl AeUCTBUSA,
npeacTaBiaeHHble B Tabavue (cM. Tabanua «/IelncTBMA KOHCONBHOrO MEHH0»). [laHHoe
MEHIO AOCTYMHO MOCAE YCMNeLWwHOW ayTeHTUdUKaLLUN.

Mpumeuanne:

MNpwn 6e3aencTBUM nNoOAb30OBaTeNss B TeYeHMe 5 MUHYT B JIOKaJbHOM
KOHcoAbHOM NHTepdeinnice ARMA FW, aBTomaTnueckmn ByAeT BbIMOJHEH BbIXO,
M3 MeHr K Bo3BpaT k dopme Bxoga. lMpn 6e3zencTBUM Nonb3oBaTeNs B
TeyeHne 10 MUHYT B uHTepderice kKomaHaHon cTtpokn ARMA FW,
aBTOMaTM4yeckn ByaeT BbIMONHEH NEPEXOA B MEHHO JIOKalbHOrO KOHCOAbHOIO

nHTepdeica.
Tabauya «/elicmeus KOHCOIbHO20 MEHH»
AencrBne AencrBne
0 Logout 7 Ping host
1 Assign interfaces 8 Shell
2 Set interface IP address 9 pfTop
3 Reset the root password 10 Firewall log
4 Reset to factory defaults 11 Reload all services
5 Power off system 12 Restore a backup
6 Reboot system 13 Activate license

YnpaBneHne B J/IOKaJbHOM KOHCONbHOM WHTepdence MNPONCXOAUT TONbKO C
MCMONb30BaHMEM K/aaBuaTypbl. BbibOp MyHKTOB MEHIO OCyLecTBAAeTCA BBOAOM
NopAAKOBOro HOMepa NyHKTa, a NoATBepXAeHne Bbibopa HaxkatneM knaBuwm <ENTER».

6.1 Bbixopa N3 KOHCOIbHOTO UHTep¢eiica

[ns BbIxoza 13 MeHHO 1 BO3BpaLLeHNs K dopme Bxoaa HeobxoaMMOo BbIOpaTb MyHKT MEHHO
«0) Logout».

6.2 HasHaueHue ceTeBbix UHTepdencoB u HacTtpoika VLAN

Ans py4yHOro HasHauyeHWs COOTBETCTBUA WMHTEPPencoB HeobXoaMMO BbIOpPaTb MyHKT
MeHto «1) Assign interfaces». B pe3sysnbtate Bbibopa OyayT oTobpaxkeHbl AOCTYMHble
ceTeBble MOPTbI 1 ByseT BbiBeAEH 3aNpoC Ha HAaCTPOWKY MHTepdenCcoB.

MopsafoK HasHayeHUs WHTepdpencoB oOnucaH B pasjene «HasHaueHve ceTeBbIX
MHTEPDENCOB» HACTOALLLErO PYKOBOACTBA.
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B cnyuae Heobxoammoctn ykaszaHums napametpoB VLAN ansa kakoro-nvbo ceteBoOro

NHTEpdEca HeOBXOAMMO BbINMOJHUTL CAeAyHOLME LeNCTBUS:

1.

57

Beect «y» n HaxaTtb knaBuwy «ENTER» Ha 3anpoc «Do you want to Configure
VLANs now?». B pe3synbtate byayT oTobpaxkeHbl A4OCTyMNHble ceTeBble MHTEPdENChI
n ByseT BbiBeAEH 3aNpocC Ha BbIbOp MHTepderica AN HAaCTPONKM.

BBect HOMep WHTepdenca, Ha KoTopom Tpebyetca HacTpoutb VLAN, n HaxaTb
knaBuwy «ENTER» Ha 3anpoc «Enter the parent interface name for the new
VLAN (or nothing if finished):».

Ykazatb Ter VLAN, npu Hannumm wnaeHtndukatopa nNpuUHaAANEXHOCTU Tpaduka K
VLAN nHTepdeicy, n HaxaTb knaBuwy «ENTER» Ha 3anpoc «Enter the VLAN tag
(1-4094):».

B pesysnbtate ykaszaHHOMYy ceTeBOMYy WHTepdency OyaeT NMPUCBOEH YKa3aHHbIM
naeHtnoukatop VLAN (cMm. PucyHok — Hactporika VLAN) n noBTOpHO byAeT BbiBeseH

3anpoc Ha Bblbop MHTepdelica Ans HacTporkn. Hactporika napametpoB VLAN ans
ApYrnx nHTepdencoB NPOM3BOANTCSA aHANOTUYHO NYHKTaM 2 1 3.

Mocne 3aBeplieHmsa HacTponkm napameTpos VLAN ans Bcex HEOHXOANMbIX CETEBbIX
nHTepdencos Haxatb knaBuwy <«ENTER» 6e3 BBOZa WMeHW uWHTepdenca. B
pe3ynbTaTe NPOM30MAET Nepexos K Ha3HaYEeHNIO CeTEBbIX MHTepdelnCoB.

for auto-detection: I

PucyHok — Hacmpotka VLAN
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6.3 Hacrpoiika IPv4-appeca

Ana Hactporikn IPv4-aspecoB Ha Ha3Ha4YeHHbIX WHTepdencax HeobxoaMMO BbIOpaTb
NYyHKT MeHto «2) Set interface IP address». B pe3ynbTtate Bbibopa OyayT oTOOpaXkeHb!
AOCTYMHble MHTEPdENChI 1 ByaeT BbiBEAEH 3anNpoC Ha HaCTPOUKY MHTEPdENCOB.

Heobxoanmo BBecTn HoMep MHTepderca n HaxaTb knaBuwy «<ENTER» ana HacTpovikm
IPv4. Hactpowika IPv4-agpeca BO3MOXHa ABYyMs cnocobamu:

® aBTOMaTMyeckas HacTpolika nocpeactsom DHCP-cepBepa;
® pyyHas HacTpouKa.
Mpumeuanune:

CeteBble MHTepdenchl, HacTpoeHHble nocpeactBom DHCP-cepsepa, byayt
oTobpaxeHbl He BO Bcex O@yHkumax ARMA FW, Hanpumep, 6yayt
OTCYTCTBOBAaTb B CMMCKE AOCTYMHbIX MHTePPEeNCcoB Npu HacTpomnke GyHKLMM
NpPOKCN-cepsep.

[na aBTOMaTnUeCckon HacTporkmn nocpescteom DHCP-cepBepa HeEO6X0AMMO BBECTU «y>»
M HaxkaTb knaBuwy «ENTER» Ha 3anpoc «Configure IPv4 address [MUma nntepdeiical
interface via DHCP? [y/N]». 3gecb n panee [ima nHtepdencal — nma BbIBpaHHOTO
nHTepdenca.

Ana pyuyHon HacTponkm IPv4-agpeca HEO6XOAMMO BbINOAHUTL CAeAytoLme AeNCTBUS:

1. BBectn «n» 1 HaxaTb knaBuwy «ENTER» Ha 3anpoc «Configure IPv4 address
[Mma nutepddeiica] interface via DHCP? [y/N]».

2. BBectu IPv4-agpec nHtepdeica n Haxatb knaBuiy <ENTER» Ha 3anpoc «Enter the
new [Uma nntepdeiical IPv4 address. Press <ENTER» for none:».

3. Beectn macky noacetn B popmarte CIDR n HaxaTtb knaBuwy «ENTER» Ha 3anpoc
«Enter the new [Ima untepdenca] IPv4 subnet bit count (1 to 32):».

4. Bsectu IPv4-agpec wnto3a n HaxxaTb knasmuy «<ENTER» Ha 3anpoc «For a WAN,
enter the new [Uma nHtepdeiica] IPv4 upstream gateway address.» B ciyuae
HacTponkn WAN-nHTepderca, B MPOTUBHOM C/ly4ae NponyCcTUTb HAaCTPOWKY LLUKO3a,
HaxkaB knasuwy «<ENTER».

MNocne okoHYaHMA HacTponku IPv4 ByaeT npeanoxeHo HacTpoutb IPv6 (cm. «Hactponka
IPv6-agpeca»), B c/ayyae OTCYTCTBMA HeobBXOAMMOCTM HacTponku IPv6 BbIMOAHUTB
cneayroLme fencTBus:

1. BBecTn «n» 1 HaxaTtb knasnwy «ENTER» Ha 3anpocsb:

® «Configure IPv6 address [ma uHTepdeiica] interface via WAN tracking?
[Y/n]>»;

® «Configure IPv6 address [MImsa nntepdeiica] interface via DHCP6? [y/N]».
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2. Haxatb knaBuwy <ENTER» Ha 3anpoc «Enter the new [Ima nHtepdeiica] IPv6
address. Press <ENTER> for none:».

[anee 6yzaeT npegnoxeHa Hactporika DHCP-cepBepa Ha BbibpaHHOM MHTepdelice. MNpu
OTCYTCTBUN HEOOXOAMMOCTM HACTPOMKM BBECTU «n» N HaxkaTb knaBuwy «ENTER» Ha
3anpoc «Do you want to enable the DHCP server on [ima nntepdeiica]? [y/N]», B
MNPOTMBHOM C/ly4ae BBECTU «y» N HaxaTb knaBuwy «ENTER» 1 BbINOAHWUTb HAaCTPOMKY
DHCP-cepsepa.

Ana Hactponkn DHCP-cepBepa Ha BbibpaHHOM WMHTepderice HEObXOAMMO BbIMONHUTD
cneayroLme fLencTBUS:

1. BBecTn HaudanbHbIM IPv4-agpec arnana3oHa BbligaBaemblx agpecoB DHCP-cepeepom
M HaxaTb knaBuwy <ENTER» Ha 3anpoc «Enter the start address of the IPv4 client
address range:».

2. BBectu koHeuHbIn IPv4-agpec gnanasoHa BbigaBaeMbix agpecoB DHCP-cepepom u
HaxkaTb knaBuwy «ENTER» Ha 3anpoc «Enter the end address of the IPv4 client
address range:».

6.4 Hacrpoiika IPv6-appeca

Ana Hactpovikn IPv6-aspecoB Ha Ha3Ha4yeHHbIX WHTepdencax HeobxoaMMO BblIbpaTb
NyHKT MeHto «2) Set interface IP address» n nnb6o npownssectn Hactpouky IPv4 (cm.
«HacTtpownka |IPv4-agpeca»), nambo nponyctntb HacTpounky |Pv4, HaxaB KnaBuwy
«ENTER» Ha 3anpoc «Enter the new [Mmsa nHtepdeiica] IPv4 address. Press <ENTER»
for none:».

HacTtpowka IPv6-aspeca BO3MOXHa Tpems cnocobamu:
® aBTOMATMYeCcKas HaCTPOMKa NOCPEACTBOM OTCaAeXMBaHUA coctoaHns WAN;
® aBTOMAaTM4eckas HacTponka nocpeactsom DHCP-cepBepa;
® pyyHas HacTpouKa.

Ans  aBTOMATMUYECKON HACTPOMKM MNOCPEACTBOM OTC/AeXMBaHWUA cocTosHus WAN
HeobxoANMO BBECTM «y» U HaxaTb knaBuwy «ENTER» Ha 3anpoc «Configure IPv6
address OPT1 [Mmsa nHtepdeiica] interface via WAN tracking? [Y/n]».

[na aBTOMaTnUeckom HacTporkun nocpesctsom DHCP-cepBepa HeEO6XOAMMO BbINOAHUTb
cneayrolme fencTBus:

1. BBectn «n» 1 HaxaTb knaBuwy «ENTER» Ha 3anpoc «Configure IPv6 address
OPT1 [Mma uHTepdeiica] interface via WAN tracking? [Y/n]».

2. BBecTtn «y» n HaxaTb knaBuwy <ENTER» Ha 3anpoc Configure IPv6 address [Mms
uHTepdeiica] interface via DHCP6? [y/N]».

[na pyuyHon HacTponkm IPv6-agpeca HeEO6XOAMMO BbINOAHUTL CAeAytoLMe AeNCTBUS:

59 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

1. BBecTn «n» n HaxaTb knaBuwy «ENTER» Ha 3anpoc «Configure IPv6 address
OPT1 [Mmsa nHTepdeiica] interface via WAN tracking? [Y/n]».

2. BBectn «n» n HaxaTb knaBuwy <ENTER» Ha 3anpoc Configure IPv6 address [Uma
uHTepdoeiica] interface via DHCP6? [y/N]».

3. Beectn IPv6-agpec uvHTepdenca n Haxatb knaBuwy <«ENTER» Ha 3anpoc
«Configure IPv6 address [Mma uHtepdeiica] via DHCPv6? [y/N]».

4. Beectn macky nogcetn B dpopmate CIDR n HaxaTtb knaBuwy «ENTER» Ha 3anpoc
«Enter the new OPT1 [ima uHTtepdeiica] IPv6 subnet bit count (1 to 128):».

5. Beectu IPv6-agpec wto3a n Haxatb knasuwy «ENTER» Ha 3anpoc «For a WAN,
enter the new [Uma unHTepdencal IPv6 upstream gateway address» B ciyuae
HacTpoinkn WAN-nHTepdelica, B NPOTUBHOM Cay4Yae NponycTUTb HaCTPOWKY LLUIHO33,
HaxkaB knasuwy «<ENTER».

MNMocne HacTponku pekomeHayetcs nepesarpy3mte ARMA FW (cm. «[lepesarpy3ka ARMA
FW»).

6.5 WM3meHeHne naponsa yuetrHou 3anucu Root

Ana n3mMeHeHns napons HeobxoaMmo BbibpaTb NyHKT MeHi «3) Reset the root
password» 1 BbINOJHUTbL CIeAyHoLL e LeNCTBUS:

1. BBecTn «y» Ha 3anpoc «Do you want to proceed? [y/N]» 1 HaxaTb KnaBuwy
«ENTER».

2. BBecT HOBbIV Naponb Ha 3anpoc «Type a new password» 1 HaxaTb KAaBuULy
«ENTER».

3. lMoBTOpWTb BBOA HOBOro naponas Ha 3anpoc «Confirm new password» 1 HaxaTtb
knasuwy «ENTER».
6.6 BoccraHOB/IEHME HAacTpoOeK MO YMOJIYaHUIO

Ans BocctaHoBneHns HacTpoek ARMA FW no ymonyaHuto HeobxoamMo BbibpaTtb MyHKT
MeHto «4) Reset to factory defaults», BBecTn «y» nocne 3anpoca «Do you want to
proceed? [y/N]» v HaxaTtb knaBuiy «<ENTER».

6.7 BbikiroueHne ARMA FW

Ans BoikntoueHna ARMA FW Heobxoanmo BbibpaTb NyHKT MeHto «5) Power off system»,
BBeCTU «y» nocne 3anpoca «The system will halt and power off. Do you want to
proceed? [y/N]» n HaxaTb knaBuwy «<ENTER».
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6.8 T[lepesarpyska ARMA FW

Ana nepesarpy3zkn ARMA FW Heob6xoa1Mo BbibpaTb NYHKT MeHIO «6) Reboot system»,
BBECTU «y» nocne Bonpoca «The system will reboot. Do you want to proceed? [y/N]»
n HaxkaTb knasmuwy <ENTER».

6.9 [lpoBepka AOCTYNHOCTU XOCTa

Ans BbINONHEHWA MPOBEPKN [JOCTYMHOCTM XOCTa C MOMOLbIO KOMaHAbl «ping»
HeobxoanMo BblbpaTb MyHKT MeHi «7) Ping host», BBectn IP-agpec xocta wam
AOMeHHOe nMa xocTa Ha 3anpoc «Enter a host name or IP address:» 1 HaxaTb kKnaBuiy
«ENTER».

6.10 JocTtyn K KOMaHAHOWU CTPOKe

Ans nepexosa B MHTepdenc koMaHaHOW cTpokum «command line interface — CLI»
HeobxoaMMo BbIbpaTb NMyHKT MeHO «8) Shell». [ns Bbixoga HeobxoaMMO HaxaTb
KOMOUHaumo knasuw «Ctrl» + «D».

6.11 NMpocmoTp cocToAHUA NakeTHoro ¢punbTpa

[na npocMoTpa akTMBHOIrO COCTOAHWA NakeTHOro dpunbtpa «PF» 1 ero npasui B pexxmme
peanbHOro BpeMeHu B BuAe NoapobHOM Tabavubl HEOBXOAUMO BbIGpaTh MYyHKT MEHHO
«9) pfTop». na BbIxoa HEOOXOAMMO HaxaTb K/1aBULUY «(>.

6.12 MpocmoTp xypHana M3

Ana npocmoTpa XypHana M3 Heobxoanmo BbibpaTb NyHKT MeHio «10) Firewall log».
[ns Bbixoda HEOBXOANMO HaXkaTb KOMOBUHaUMIO KnaBuw «Ctrl» + «C»,

6.13 lNepe3sanyck cepBucos

[na nepesanycka BCceX HaCTPOEHHbIX CEPBUCOB HEODOXOAMMO BblIbpaTh NYHKT MeHto «11)
Reload all services».

6.14 BoccTtaHOB/IeHMe U3 pe3epBHOW KONum

Ana BocctaHoBNeHMs ARMA FW Heob6xoanmo BbibpaTb NMyHKT MeHO «12) Restore a
backup» (cm. PucyHok — BoccraHOB/ieHWe 13 pe3epBHOM KOMWW), BBECTU HOMepP

BbIOpaHHOW pe3epBHOW Konum Ha 3anpoc «Select backup to restore or leave blank to
exit:» n HaxaTb knaBuwy «<ENTER».

Beectn «y» 1 HaxaTb knaBuy «<ENTER» Ha 3anpoc «Do you want to reboot to apply
the backup cleanly? [y/N]», nocne uyero ARMA FW O6yzeT BOCCTaHOBAEH U
nepesarpyeH.

[Ans BbixoAa 6€3 BOCCTAaHOB/NEHWA HEOBXOAMMO OCTaBUTb NOJie BBOAA MYCTbIM U HaXaTb
knaBuwy «<ENTER» Ha 3anpoc «Select backup to restore or leave blank to exit:».
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PucyHok — BoccmaHoesieHue u3 pesepsHoli konuu

6.15 AkTUBaUMA ANLEH3UUN

Ana aktmBauum anueHsnm Heobxoammo BbibpaTb NyHKT MeHo «13) Activate license»,
BBECTWU IMLEH3NOHHbIN KAtoU U HaxkaTb knaBuwly «<ENTER» (cm. PucyHok — AkTnBauma

NNLEH3UN).

Fing host
Shell

pfTap
Firewall log

PucyHok — Akmusayus nuyeH3uu
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7 OBCNY)XVBAHWE

B pasgene «KoHdpurypaumsa» peannsoBaHa BO3MOXHOCTb BbINONHATE CAegytouime
NencTBuS:

® (03/aBaTb JIOKaNbHble pe3epBHble KOMUN KOHPUrypaLmu;

® D>KCMOPTMPOBATb MO PaCMMCaHUIO TekyLlyr KOHpUrypauuo CUCTeMbl Ha
yaanénHeii FTP/SFTP/SMB-cepBep;

® BOCCTaHaBAMBaTb KOHOUIypaLuto;
® cbHpacbiBaTb HACTPOWKMN CUCTEMbI A0 HaYabHbIX;

® [pocMaTpuMBaTb UCTOPUIO N3MEHEHWI C BO3SMOXHOCTBHO OTMEHbI AENCTBUI.

7.1 Pe3epBHOe KONMUpOBaHME U BOCCTaHOBJIeHUEe

Pe3sepBHOe KOMMpPOBaHME KOHOUIypauUmM BbINOJHAETCA COXpaHeHMeM danna ¢
pacwmpeHrem «xml». B panbHerwemM AaHHbIA Gain BO3MOXHO WCMOAb30BaTh ANS
BOCCTAHOBJ/IEHMS  KOHOUIypauum npyv €€ MOBPexXAeHWW, OTKaTta WU3MeHeHWUw
KOHPUrypaLumm nam nepeHoca KoOHGUrypaumm Ha HoOBOe YCTPOMCTBO.

Ans co3paHns NOKaNbHOM pe3epBHON KOMUM KOHPUrypaLmum HEOBXOANMO BbIMOAHUTbL
cnepyrowme AencTBus:

1. Tepentn B Nnogpassgen pe3epBHOro konuposaHusa («Cucrtema» - «Konpurypauma»
- «Pe3epBHble KonNuu») (CM. PnucyHok — CoxpaHeHue Tekylien kKoHGurypawmm).

2. [ns OTKAOYeHWMA co3jaHua pesepBHOW konuu B[ yctaHoBUTHL dnaxok and
napameTtpa «He penartb pesepBHyto konuio 6a3y gaHHbIX RRD».

3. 3agaTb nNaposnb AN pPe3epBHOW KOMUM B MoAsx MapametpoB «[Maponab» u
«MoarBepXkaeHne», a 3aTeM HaxkaTb KHOMKY «COXpaHUTb KOHUrypauuro».
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Cuctema: KoHdurypauyus: PesepBHble konuu

CoxpaHeHune
He penatb pesepsHyio Konuio 6asy gaHHbiX RRD.

Maponk coe

MoaTesepxaeHme coe

HaxmuTe, 4ToBbl COXpaHUTE KOHUTypauuto cucTeMbl B opmaTe XML.

PucyHok — CoxpaHeHue mekyujeli koHguaypayuu

4. CnepoBaTb ykazaHusAM Beb-6pay3epa A1 coxpaHeHUa KOHPUrypaLmoHHoro dainna.

7.2 Wctopua nsmeHeHunm

ARMA FW xpaHUT NCTOPUIO BHOCMMbIX U3MEHEHWI B KOHPUTYPaLMIO AN BO3MOXHOCTU
NPOCMOTPa U3MEHEHUI M OTKaTa K NpeAblayLLen BepCum.

YnpaBneHve wnCTOpven W3MEHEHUM OCYLLEeCTBAAETCA B OAHOMMEHHOM Mojpassene
KoHourypaumm («Cncrema» - «<Konpurypauma» - «<Mcropma nusmeHeHUN»).

7.2.1 YkasaHue KOJIMUECTBa XPaHUMbIX pe3epBHbIX KONUi

Ans ykazaHWs KONMYECTBA XPaHUMbIX pPe3epPBHbIX KOMWK KOHGUrypaumm Heobxoammo B
610ke HacTpoek «KonnuecTBo pesepBHbIX KONUW» 334aTb Tpebyemoe 3HaueHne (Cm.
PrcyHok — HacTtporika KonmyecTBa pe3epBHbIX KOMWIK) U HaXkaTb KHOMKY «COXpaHUTb».

Ha Ka>Xa0€e WM3MeEHEHUe KOHq)I/IpraLI,I/II/I COBAaéTCH OoTAe/ibHaaA pe3epBHaA KOMUA. Mo
NCTe4YeHNN 3a4aHHOIo KOJIMYECTBA pPe3epPBHbIX KON nocneaHAaa Konuma 6y,u,eT yAaneHa
n CO34aHa HOBas.

Cuctema: KoHdurypaumsa: UcTopus USMeHEHUN

HoNMYeCTEO pe3epBHBIX KONKIA

60 BBEOUTE KOMMYECTED NPEAblyLUMX KOHPMIypaunii, KoTopele ByayT XPaHMTECA B K3LWE
NOKANBHONA DEZEDEHOM KOMMM.

Bbl QOMMHEI 3HATh, CKONLKO MPOCTPAHCTER 3AHUMAIOT PE3SPEHBIE KOMWW NPEXe YeM
HaCTpaWBaTk 3TOT N2paMeTp. 3aHUMaeMoe AUCKOBDE NPOCTPAHCTED: 9,1M

PucyHok — Hacmpolika konudecmea pesepgHbix konut
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7.2.2 TpocMoOTp NCTOPUU U3MEHEHNI
[ns npocMoTpa NCTOPUN N3MEHEHUI HEOBXOAMMO BbINMOAHUTL CAeayroLmne AeNCTBUS:

1. B 6noke HacTpoek «Wctopma usmeHeHuUW» (cM. PucyHok — Bbibop Bepcuin

KOHbUIypaLmm Ana CpaBHEeHMNA) YCTaHOBUTb q>na>|<|<|/|:

® B eBOM CTON6LEe YeK-OOKCOB HaNpPOTMB PaHHEN BEPCUN KOHGUTypaLmu;
® B NpaBoM cTonbLe Yek-O0KCOB HaNPOTUB NO3AHEN BEPCUN.
Cuctema: KoHdurypauus: UcTtopus UsMeHeHUI

Konu4ecTeo pesepeHbIX KONWHA

&0 BESAMTE KOMUHECTEO NPENLIAYLLMK KOHDUIYPALMA, KoTopeIe ByayT XPaHUTLER B KIS NOKANEHOM pesepEHoi Honku,

Bibl ON#HB! 3HATE, CKOMBKO NPOCTPaHCTEa 33HUMAIOT pe3epEHbIE KONWKM Npexe YeM HacTpaMeaTe 3TOT NapaMeTp. 3aHUMAEMOE QUCKOBDE NPOCTPAHCTEO: 4,7M

WCTOPUA MZMEHEHWA

Y700k NPOCMOTPETE CTAMHUA MEXLY PAZHEIMM E2PCUAMK KORGUrypaLwi, epibepuTe e neeom cTonOue Gonee paHHICK BEPCMID, 3 B NpaeoM - Donee

MNO3QHKK M HAKMUTE HA KHOMKY.

Omnu4mMa Nara Pazmep WzmeHeHHe KoHdMrypaunn
18.02.25 15:53:37 164 KB root@192.168.1.107: Changed backup revision count Tekywas
18.02.25 15:53:37 164 KB root@192.168.1.107: Changed backup revision count | o &
18.02.25 12:59:45 164 KB root@192.168.1.107: /interfaces.php eHec naMeHenna - o X
18.02.25 10:40:19 164 KB root@182.168.1.107: Updated NTP Server Settings LRI A
@ 18.02.25 10:47:04 164 KB root@192.168.1.107: Interface OPT1(opt1) is now disabled. LI -
® O 18.02.25 10:46:25 164 KB root@192.168.1.107: Widget configuration has been changed LI
18.02.25 05:44:03 164 KB root@192.168.1.107: /apifarpwatcher/general/set BHeC M3MEHEHMA LRI -
18.02.25 09:43:58 164 KB root@192.168.1.107: /api/arpwatcher/service/rmAllArpwatchRecords BHeC M3MeHeHNUA o
18.02.2509:42:44 166 KB root@192.168.1.107: (api/arpwatcher/service/toggle/em0,08:00:27:22:84:4f,192.168.1.1 EHEC M3IMEHEHUR LI - A

PucyHok — Beibop sepcuti koH@pu2ypayuu 018 CpagHeHUs
2. Haxartb kHornky «lpocMmoTpeTb oTANUUNA>.

Otanuma mexay BblbpaHHbIMK BepcusaMn ByayT otobpaxeHbl B 610ke «OTanuwmsa
KoHUrypaumm» B yHuBepcanbHoM popmarte diff-parina:

® CTPOKM, HaUMHAMOLLMECs CO 3HaKa «-», MOKa3blBaKOT, UTO ObIIO yAaneHo w3
KoHUrypaumm;

® CTPOKM, HAaUMHAKOLWMECS CO 3HAKa «+>», MOKa3blBatoT, YTO HbIIO gobaBNeHO B
KOHUrypaumio;

® CTpoKM He3 BblleyKa3aHHbIX 3HAaKOB MOKa3bIBakOT, YTO OCTaN0Ch €3 N3MEHEH M
(cM. PucyHOK — [pOCMOTP M3MEHEHUW MEXAY KOHPUIypaLumnamm).
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OTNWYKMA KOHDUIypauun 18.02.25 10:46:25 o1 18.02.25 10:47:04

--- fconf/backup/config-1739864785.xml 2825-82-18 10:46:25.386728088 +8388
+++ fconf/backup/config-1739864824,.xml 2825-82-18 18:47:084.884632000 +6308
@@ -414,7 +414,6 @@
<optls
<ifrem2</if>»
<descr>0PT1</descr>
- <enable»1</enablex
<enablePhysical»1</enablePhysical>
<spootmac/»
<foptl>
-633,8 +632,8 (3@
</widgets>
¢revision»
<username>root@le2.168.1.187</username>
- <time»1739864785.3746</Timex>
- <description»Widget configuration has been changed</description>

(=%

<time»1739864824.791</time>
+ <description»Interface OPT1(optl) is now disabled.</description:>
<frevision>
<0OPNsense:>
<APPCON wersion="1.8.8"»

PucyHok — lpocmomp u3meHeHul mex0y KoH@puU2ypayusamu

7.2.3 BosBpart k npeabigyluiein COXxpaHEHHOW KOH$Urypaumm

Ans BO3BpaTa K MNpeAblAyLlen COXPaHEHHON KOHOUIypauumu BbIMOAHUTL Cleaytolmne
JNencTBUS:

1. B cTpoke BbIGpaHHOW KOHOUIypaLMy HaxaTb KHOMKY « ™ » 1, B OTKPbIBLUIEICA

dopme (cM. PucyHok — BcnabiBatouilee OKHO O MOATBEPXKAEHUW AENCTBUS),

NOATBEPANTb LENCTBUE, HAXKaB KHOMKY «/[a».

BoccTaHOBUTL M3 pe3epBHOI KONUKM KOHGUrypaun
Bepcus: 1646372362.0929

Het [a

PucyHok — Bcnaeigarowjee okHo 0 nodmeepxxdeHuu deticmsus

2. B cnyuyae ycnewHoro Bo3BpaTta K Npeabliaylieit Bepcum KOHOUrypaumm nossutcs
COOTBETCTBYHOLLee coobuieHme (cM. PucyHok — CoobuieHre 06 ycnelHoMm Bo3Bpare

K MpeablavIen BepCUy KOHbUrypaumm).
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YCMewHbIi B03BPaT K BepCcuM OT 04.03.22 08:39:22 ¢ onucaHmneM «/usr/local/opnsense/mvc/script/run_migrations.php made changess.

PucyHok — CoobuwjeHue 06 ycnewHoM 8o38pame K npedbidywjeli gepcuu KoH@pu2ypayuu

7.2.4 JlokanbHoe coxpaHeHne KoHurypaumm

[lna NOKanbHOro COXpaHeHus KOHGUrypauunm HeobxoAMMO B CTPOKe BbIOpPaHHOM

KOHOUIYpaLMM HaxaTb KHOMKY « = » 1 cnejoBaTh yKasaHWsm BeG-6paysepa ans
ckaumBaHua dpanna.
7.3 BoccraHoBneHue KOHUrypauum
BoccTraHoBAEHME KOHPUIypaLMm NPpUMeEHSAETCA ANS:
® BOCCTAaHOBJEHWUA KOHOUIypaLmm Npu eé NoBpexAeHUN;
® OTKaTa M3MEHEHUI KOHPUrypauuw;

® nepeHoca KOHGUrypaumum Ha HOBOE YCTPOMCTBO, B TOM YMC/IE MPU HaCTpomKke
60/1bLLOro KOMYECTBa YCTPOMCTB C OAHOTMIMHBIMW NapaMeTpamu.

BoccraHoBneHWe BO3MOXHO, kak Bcen KoHPurypaumm ARMA FW, Tak 1 oTaeNbHbIX rpynn
HacTpoOeK — 30H.

[ns BOCcCTaHOBAEHUS KOHOUIypauum HeobXoANMO BbIMONHUTb CeAytoLme AeACTBUS:

1. Tepentn B Nnogpasaen pe3epBHOro konuposaHusa («Cucrtema» - «Konpurypauma»
- «Pe3epBHblIe KONUN»).

2. B Bbinagarowem cnucke «BocctaHoBUTBL 30HY» (CM. PucyHOK — BoccraHoBsieHue
KOHOUMrypaLumm) BbibpaTs:

® OJHYy 30HY A/19 BOCCTaHOB/IEHMA OTAENbHOM 30HbI KOHbUrypauuw;
® HeCKOJIbKO 30H A/19 BOCCTaHOBJ/IEHNA HECKOJIbKNX 30H KOHpUrypaumu;
® 3HaueHuve «BCE» ans BoccTaHOBAEHMA KOHOUIypauum B NOJIHOM O6bEMe.

M HaXkaTb KHOMKY «Bbli6bepuTte dpann».
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BocctaHoBUTDE

BoccTaHOBWUTL 30HY BCE v
3arpysnTb amnn | Buibepute daiin | @aiin He BbIbpaH

Maponb ™

OTkpoiTe XML dhain KoHbUrypaumm u HaxMUTe KHOMKY HWKE, 4ToObl BOCCTAHOBUTL KOHMIypaumio.

PucyHok — BoccmaHoeneHue koHguzypayuu

3. B oTKpbIBLLIEMCA OKHE NPOBOAHMKA BbIbpaTh Gaiin pe3epBHON KONUK KOHOUTypaLmnm
M HaXaTb KHOMKY «OTKPbITb».

4. YkaszaTb naponb B noJje napametpa «Maponb» n HaxaTtb KHOMKy «BoccraHOBUTH
KOoHUrypaumro».

5. O3HakOMUTbCA C NpeaynpexaeHvemM B OTKPbIBLIEWCS dopMe M HaxkaTb KHOMKY
«BoccTtaHOBUTDBL».

NMpumeuanne:

Mpw BbIbOpe 3HaueHnsa «BCE» B Bbinagatowem cnucke «BocctaHoBUTbL 30HY»
BO3MOXHa notepsa ynpasieHna ARMA FW Bcneacteme BOCCTaHOBJ/IEHUA
HacTpoek Y3, ceTeBbix MHTepdencos, Nnpasua M3 u 1.n.

B cnyuae, koraa Tpebyetca pazBepHyTb 60/bLLIOE KOANYECTBO YCTPOUCTB C OAHOTUMHbBIMU
napameTpamMu, HeoH6XOANMO MOBTOPUTb OMMUCAHHbIE AENCTBUA Ha BCex ycTpouncTeax. s
aBTOMaTM3MPOBAHHOIO NPUMEHEHMA KOHPUIypaumnii Ha 60NbLLIOM KOIMYECTBE YCTPOWCTB
uenecoobpasHo ncnonbzosats ARMA MC.

Mpouecc nogkntoueHns ARMA FW K ARMA MC npeacTaBneH B pa3gene «[loakaroueHue
K ARMA MC».

7.4 3Sxcnopt KoHpUrypauum Ha yaanéHubiii FTP/SFTP/SMB-cepBep

JKCNOpPT KOHUrypaumn Ha yaanéHHole FTP/SFTP/SMB-cepBepbl Heobxoaum ans
aBTOMAaTNYeCKOro BbINOJIHEHWNA pe3epBHOro konnposaHua HacTpoek ARMA FW.

ARMA FW noggaep>xunBaet nepegavy faHHbIX No npotokoay SMB 3.1.1.

Mpumeuanune:

[ns KOppeKTHOW nepefayv AaHHbIX Ha MPUHMMAIOLEM CepBepe JAOJKHO
6bITb HaCTPOEHO WndpoBaHMe.

68 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

JKCNOPT KOHOUrypaLmn BbINOAHAETCA B BWAE apXxMBa C paclMpeHnem «tar.gz»,
KOTOPbIN UMEET CeAYHOLLYIO CTPYKTYPY UMEHW:

® «config_armaif_[Bepcus ARMA FW]_[aaTa akcnopTal_[Bpems
akcnopral_[nokauums].tar.gz»

Hanpumep,

config_armaif_3.14_20250430_125959_MSK tar.gz

Ana HacTpomkm 3Kcnopta Ha YyaanéHHelr FTP/SFTP/SMB-cepBep Heobxoanmmo
BbIMONHUTbL C/ieAytoLLme AeACTBUS:

1. Mepentn B noapa3sen HaCTPOWKM 3KcnopTa KoHdurypauum («Cucrema» -
«KoHdurypauyuma» - «<HacTtpoiikmn akcnopra»).

2. YctaHOBUTb daaxok B NapameTpe «BkaroueH» 1 yka3aTb HaCTPOMKM 3KCNopTa Ans
Tpebyemoro npoTokona:

o FTP|SFTP:
o «Apapec» — agpec cepsepa: IP-agpec, XocT, LJOMEHHOE NMS;
o «Mmsa nonb3oBarens» — yuétHble JaHHbIE;
o «[laponb» — y4yéTHble AaHHbIE;

o «[MyTb K Nanke» — abCoONOTHBIV NyTb K KOpPHEBOW nanke. [yTb goaxeH
HauyMHaTbCA C CMMBOJIa «/». B cnydae ykasaHWA TONbKO CMMBOJA «/»
3KCnopT HyzeT BbINOJHEH B KOPHEBYHO ANPEKTOPUIO;

o «WHTepBan oXxmgaHus» — WHTEPBAN OXWAAHUA B CNyyae HeyAauyHOoU
NoNbITKY, 3a4aETCA B CeKyHAaX;

o «llndppoBaHue» — BKAHOUUTL WNPPOBaHME KOHOUTYpaLMOHHOro danna.
®ann npasun COB nepesaétca B OTKPLITOM BUAE;

e «Maponb wmudpoBaHMA» — yKkazaTb MNaponb Aaa WKdPOBaHUS
KOHUrypaumoHHoro dainna. Maposb AonKeH cogepxatb XoTa Hbl OAWH
cumBon. [Mone AocTynHO Npw akTMBaumm GyHKUMK WndpoBaHuS;

e «Ucknrountb npasuna COB» — no3ssosnset nckaroumts npasuia COB 13
npouecca 3kcnoprta. [1o ymonyaHuio napaMmeTp OTKAHOYEH;

o «Ucknrountb RRD» — no ymonuyaHuio napameTp akTUMBEH, YTO MNo3BosseT
NCKAOUMTL 6a3bl gaHHbIX RRD 13 npouecca akcnopra.

MNpy aKkTMBaLUMM «paclUMPEHHOro pexuma» (cM. PucyHok — Hactpovikum
3KCrnopTa KOHGUrypaLmm) ctaHoBUTCS JOCTynHbIM napameTp «FTP|SFTP nopt»,

KOTOPbI NO3BOASIET U3MEHUTb NOPT ANS NogkAtoueHns K FTP|SFTP-cepsepy. Mo
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ymonuvanuto ana FTP-cepsepa yctaHoBneH nopt «21», a ana SFTP-cepsepa
MCNOIb3yeTCA NOPT «22».

Cuctema: KoHdurypauus: Hactponku skcnopTta

HacTpoikn

PECLWMDEHHEIA DEXMM cnpaska (L
BrnwyeH ([l

MpoTokon
Appec
SFTP nopt -
WmMA nonszoBaTENA

Mapons

MyTh K Nanke

WHTepean oxmganma 1

lWndpoeanne

Mapone wkudpoeaHua

WckmwouuTe npaedna COB - [

Wckmoqmnte RRD

PucyHok — Hacmpoliku skchopma koHgu2ypayuu
e SMB:
o «Appec» — asapec cepsepa: IP-agpec, XocCT, LOMeHHOe NMS;

e «O6wepocTynHbI pecypc Samba» — nma obuwiesocTynHoro pecypca
Samba;

¢ «MmaA nonb3oBaTtens» — yyétHble JaHHbIE;
o «[laponb» — y4yéTHble AaHHbIE;

e «[yTb K NanKe» — OTHOCUTENBHbIV NYTb K KOpHeBOW nanke. MyTb goixKeH
HauMHaTbCA C cMMBONa «/». B cayvae ykasaHWA TONbKO CMMBOAA «/»
3KCnopT ByzeT BbINOJHEH B KOPHEBYHO ANPEKTOPUIO;

o «I/IH'repBan oXXnAaaHNA» — MHTEPBan OXunAaHuUA B Clydae HeyAaHHOIZ
NnonbITKK, 3ap,aéTc;1 B CeKyHZAax.

¢ «lUndpposaHune» — BkIOUNTL WNdpPOBaHME KOHPUTypaLMOHHOTO danna;
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e «Maponb wudpoBaHMA» — yKkazaTb MNaponb Ana WKOPOBaHUS
KOHPUrypaumoHHoro dainna. MNaponb AomkeH cogepxaTb XOTa H6bl OAUH
cumBon. [Mone AoCTynHO Npu akTMBaLmu GyHKUMM WNdpoBaHUS;

e «Wcknountb npaeuna COB» - no ymonuyaHWto 3TOT napameTtp
HeakTWBEH W NPW ero BKJAKYEHUN No3BoAseT Uckaountb npasmna COB 13
npouecca 3KCnopTa;

o «MUcknrouutb RRD» — no ymonyaHunio napameTp akTUBEH, YTO No3BosfeT
nckatounTb 6asbl gaHHbIx RRD 13 npouecca skcnopra.

3. Ana coxpaHeHua HacTpoek HeobxoaMMO HaxaTb KHoOMnkKy «CoxpaHuTb», a And
COXpaHeHMA HaCTpOeK M NOCNeAytoLLEero 3KCNopTa HaxaTb KHOMKY «CoXpaHuTb M
3KCMOPTUPOBaTb».

Mocne HaCTpoOMKM pekoMeHayeTcs ybeanTbcid B Hanvuum danna KoHdurypaumm Ha
yAanéHHOM cepBepe ANs NPOBEPKM KOPPEKTHOCTM paboTbl IKCMOpPTa.

Ans coxpaHeHWs U NPOBEPKN KOPPEKTHOCTM HACTPOEK 3KCMopTa KOHdurypaumm
Heo6X0AMMO HaxaTb KHOMKY «COXpPaHUTb U 3KCNOPTUPOBaTb». [lepeliT Ha yYAanEHHbIN
cepBep 1 yb6eantbcs B Hanmumm danna KoOHPUrypaumm, ecivm ero Hert, To ybeanTbcs B
KOPPEKTHOCTN HacTpoeK cepBepa M ero Aoctyna no cetu. [pn HeobXxoaAMMOCTN TObKO
COXpaHeHMUsA HacTpoeK HeOBXOAMMO HaxaTb KHOMKY «CoXpaHUTb».

7.4.1 Sxcnopt KOHUrypaumm no pacrnmucaHmro

MNocne ycnewHon HaCTPOMKK 3KCMopTa KOHPUrypaLunmn Ha yaanéHHbl cepBep BO3MOXHO
HaCTPOWTb pacnmncaHue BbINMOJHEHMA 3KCNOPTa C MOMOLLBIO NMaaHMpoBLmKa 3agay Cron.
MNMoapobHas HacTpoWka pacnucaHua onucaHa B pasgene «Cron» PykoBoacTBa
nonb3oBatens ARMA FW. [Mpn co3gaHnm 3agaum Heobxoammo BblibpaTb «IKCNOPT
KoHbUrypaumm» B napametpe «KomaHnpga».

7.5 C6poc HacTpoek

Cbpoc HacTpoeKk [JO 3aBOACKWMX 3HAYeHWW WCMOAb3yeTcs, Hanpumep, B Cayyae
HEKOPPEKTHOW  HACTPOWKM  YCTPOWCTBA U HEBO3MOXHOCTU €ro  JanbHeunllero
MCMNOJ/Ib30BaHWA.

C6pocC HaCTpOeK BO3MOXEH ZBYyMs Crocobamu:

® uepes Beb-uHTEepdeic;

® uyepes IOKaNbHbIA KOHCOJbHBIV MHTepdeiic (CM. «BoccTaHoBAEHME HACTPOEK
MO YMOJIYAHUIO»).

7.5.1 C6poc HacTpoek uepe3 Beb-uHTepdenc

Ana cbpoca HacTpoek cCucCTeMbl HeObXOAMMO MeperTn B Mogpasfen HacTpoek
KoHpurypaumn («Cncrema» - «KoHpurypauma» - «3HauyeHMA MO YMOJIYAHUIO») U
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HaxkaTb KHOMKY «Ja» (cM. PucyHok — [NepBoHayanbHble HacTponkn cuctemsl). ARMA FW

6yzeT cbpolueH K nepBOHaYabHbIM HAaCTPOMKaM W BbIMOJAHEHA Nepe3arpyska.

Cuctema: KoHdurypaums: 3Ha4yeHMA Mo yMONYaHUIO

Ecnu Bbl HaxMeTe «=[1a=, TO CHCTEMA:

* COpOCHT HACTPOMKK NO YMOM4aHIK
* |P-agpec NoKaneHol ceTh ByneT copowek oo 192.168.1.1
s CucTeMa OyaeT HACTpoeHa Kak DHCP-cepeep Ha LAN-uHTepdefce No yMOonHaHMI

o WAN-wHTepdeic OyaeT aETOMATHYECKKM NoNyYaTe agpec oT DHCP-cepeepa
* MA M Napont agMUHKCTpaTopa ByoyT cipoweHt
s [locne BHECEHMA MSMEHEHWMA CUCTEMa Dy ST Nepe3arpyeHa

Bbl YEEPEHBI, HTO XOTHTE NPOJOTHMTE?

Het

PucyHok — [MepsoHauabHele Hacmpolku cucmemel

7.6 O6HOBNEHMe NporpamMmMHOro obecneueHus
O6HoBneHus MO npeacTaBnArOTCA Pa3paboTUMKOM UM TEXHUYECKOWN NOAAEPKKON.

O6HoBneHne ARMA FW npowussoautcs yepes Beb6-mHTepdenc n AoCTynHO ANA BEPCUN
3.7.2 ViV BblLLIE.

MNepes o6HOBNEHMEM pPEKOMEHAYETCA BbINOAHUTL CO3J4aHWe pPe3epBHOW KOMuu
koHourypaumm ARMA FW. lNpouecc co3aaHmsa pesepBHoOW konum koHurypaunn ARMA
FW onvcaH B pa3gene «PesepBHOe KONVPOBaHVE 1 BOCCTAHOBJIEHME.

Mpumeuanne:

Ecam Tekywasn Bepcua ARMA FW saBnsetca 60onee paHHeu, yeM npeabiayLias
OT yCTaHaB/IMBaeMoW, ToO OOHOBJeHMEe A0 HOBeNlleln BepCcMuM BO3MOXHO
BbINOJIHATL TOJIbKO MNOCAEA0BaTE/IbHO, He Mpornyckas MpPOMeXyTOouHble
BEpCUWN.

Mpumeuanne:

Ana koppekTHoro obHoBneHua MO ARMA FW, pabotatowmx B pexume
OTKa30yCTOMUYMBOrO  Kaactepa, HeO6XOAMMO  BBINMOJHWUTL  C/eAyroLine
JeNCTBUS:

® OTK/OUUTb CMHXPOHM3aumio coctoaHua Bcex ARMA FW, BxogALumx
B COCTaB KJ1acTepa;

® 06HoBuUTL MO kaxxaoro ARMA FW;

® BKJ/IHOUNTb CMHXPOHM3ALINIO.
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B 3aBMCMMOCTM OT MPOM3BOAUTENBHOCTM  NMAATPOPMbl  GYHKLUNOHUPOBAHUSA U

npUMeHEéHHOW KoHdUrypaumnm npouecc obHosaeHMs [TO ARMA FW MoXeT BbINMONHATLCA
B TeYeHWne NPOAOIKUTENBHOIO BPEMEHM.

Ana obHoBneHns ARMA FW Heo6x0A1MMO BbINMONHUTL CAeAytoLme LeNCTBUS:

1. Mepentn B Nogpasgen Hactpoukn obHoBneHun («Cucrema» - «lMpowmBKa» -
«O6HOBNEHNA») (cM. PucyHok — OB6HOBAEHME CUCTEMBLI) W HaxaTb KHOMKY
«Bbi6epute ¢aiin».

Cuctema: Npowmneka: ObHoBNneHUs
| BriGepuTe hain | ®aiin He BxiGpan

HypHan

MpeasoywMx *ypHanoe He oBHapyxeHo

PucyHok — ObHos1eHUe cucmeMbl

2. B oTkpbiBLIEMCA OKHE MPOBOAHMKA BblbpaTh Pann OOHOBAEHWS, HaXkaTb KHOIMKY
«OTKpbITb», @ 3aTEM KHOMNKY «O6HOBUTb ceiiuac».

3. B noasusLliemcsa yBefoMaeHUN HaxaTb KHOMKY «OK» (cM. PucyHok — YBegomieHve
nepes obHoeaeHvem [10).

B cnyuyae HeobxoaMMOCTN OTMEHbI 3anycka npouecca obHoBnaeHma NO ARMA FW
cnepyet HaxaTb KHomMky «MpepBaTb».

Hoean Nnpowweka OygeT cKaYaHa M YCTpoRcTEO OygeT Nepe3arpyeHo HECHONEKD pas B
npouecce oSHOENEHMA. Bee dainel onepauMoHHOR CUCTEME! M NaKETH ByayT NepeyCTaHOENEHE.
ITOT NPOLECC MOKET 33HATE HECKOMBKO MWHYT.

MNpepeaTs

PucyHok — YeedomneHue neped obHoeneHuem 10

Mocne 3anycka npouecca o6HoBAeHWs MO ByAeT BbIMOJHEH NEPEXOA Ha CTPAHMLY C

oTobpaxkeHNeM >ypHana M nporpecca BbIMOJHEHUA OBHOBAeHMSA (CM. PucyHOK —
XypHan obHoBaeHusa [10).
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4.

arvilRy) FIREWALL

Update in process. Please wait. You will be redirected to main page after end of updating process.

] 10%
FVEr TIrmWdre/ DatRUp/ SUritdidy/ usry 1otd L/ eELL/ourlidid/ useriotdl . &mL e
@@@@@ BwnonHeHa komaHaa ‘cp -Rfa fusr/localfetc/suricata/rule-updater.config
fvar/firmware/backup/suricata/usr/local/etc/suricata/rule-updater.config’ @@@Eg
@@@@@ BenonHeHa komaHga ‘cp -Rfa /usr/local/etc/suricata/installed_rules.yaml
Sfuvar/firmware/backup/suricata/usr/local/etc/suricata/installed_rules.yaml’ @@@EaER
@@@@@ BunonHeHa komaHga 'cp -Rfa /usr/local/etc/suricata/rules.config
fvar/firmware/backup/suricata/usr/local/etc/suricata/rules.config’ @@EEE

rxxk hefore() CKPUNT YCMEWHO BEINOAHEH. *¥***

*EAEE DozepBHOE KOMWPOBaHWE QaWNOE W3 Npefbayled Eepcuu... *HEsx

@@@@@ BunonHeHa komadga 'rm -fr [var/firmware/backup/all’ @@@E@@

@@@@@ BunonHeHa komavga ‘mkdir -p /var/firmware/backup/all’ @@@@s

@@@@@ BenonHeHa komanga ‘mkdir -p /var/firmware/backup/all/usr/local’ @@@g@
@@@@e BunonHeHa komawia 'cp -Rfa Susr/local/* /var/firmware/backup/all/usr/local’ @@@a@
@@@@@ BunonHeHa komadga 'mkdir -p /var/firmware/backup/all/boot’ @@@EE

@@@@@ BenonHeHa komaHga 'cp -Rfa /boot/* /var/firmware/backup/all/boot’ @@@a@
@@@@@ BunonHeHa komadga ‘mkdir -p /var/firmware/backup/all/conf’ @@@E@E

[@@E@EE Benonwena komaHga 'cp -Rfa Sconf/* /var/firmware/backup/all/conf’ @@E@@@
@@@@R@ BenonHeHa komaHaa ‘mkdir -p fvar/firmware/backup/all/etc’ @E@E@

@@@@@ BenonHeHna komaHpaa ‘cp -Rfa /etc/* /var/firmware/backup/all/etc’ @@@gE@

*¥*E¥ CozfaHWe apxvBa ANA BOCCTAHOBNEHWA Npejpiylied BepchM... *H¥**

@@@@E BunonHeHa komadja "tar -zct /var/firmware/backup/backup.tar.gz -C fvar/firmware/backup/all .’ @@@@g
@@@@@ BenonHeHa komanga ‘rm -rf fvar/firmware/backup/all’ @@@@@ E

PucyHok — XypHan obHosneHus 10
[oxpaatbca okoH4YaHMa npouecca obHosaeHnsa NO ARMA FW.

MNepes Havanom npouecca obHoBneHus O aBTOMaTUueckn OyAeT BbINMOJHEHO
pe3epBHOe konvpoBaHue Tekyuwen Bepcum MO ARMA FW. ApxvB c pe3epBHOWN
Konunewn «backup.tar.gz» byaet pPacnooXeH no nyTu -
«/var/firmware/backup/backup.tar.gz». Bbiweyka3aHHbI apxvB MOXeT ObITb
ncnonb3osaH Ana otkata ARMA FW (cm. «Otkat ARMA FW»).

Mo okoHYaHMKM npouecca obHoBneHus MO byaeT nHMLMMpoBaH nepesanyck ARMA
FW (cm. PucyHok — lMepesarpyska ARMA FW), nocne kotoporo 6yaeT BbIMOAHEH
nepexos Ha CTpaHuLy aBTopu3auunm.

OBHOBNEHME 33BEPLIEHD, U EALIE YCTPONCTED NEPE3arpyMasTcs, nogoxauTe... £

PucyHok — Nepe3aepyska ARMA FW

O6HoBneHue 6a3bl pewwarowmx npasmn COB onncaHo B pa3gene «3arpyska v BKAOYEHME
HabopoB npasui» PykoBoactea nonb3oBatens ARMA FW.
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7.6.1 Otkat ARMA FW

ARMA FW nogaep>xnBaeT BO3MOXHOCTb OTKaTa K npeabiaywen sepcum MO. Otkat
MOXKET BbINOJIHATLCA 4151 BOCCTAHOB/IEHMSA paboTocnocobHoro coctosHns ARMA FW.

Mepes BbINONHEHVMEM OTKaTa CleAyeT NpeABapuTENbHO YAanuUTb  COAep>KMMOe
anpektopuii ARMA FW «local», «boot», «conf», «etc», BBeas B nHTepdeince KOMaHAHOM
CTPOKM CNefytoLine KOMaHAbI:

rm -rf /usr/local
rm -rf /boot

rm -rf /conf

rm -rf /etc

B cnyuae 3aBeplieHns obHoeneHna MO ARMA FW, npwvBegliero K BO3HWKHOBEHUIO
cnefyrowmx HeAoCTaTkoB, HEOHXOAMMO BbINOJAHWUTL OTKAT COOTBETCTBYHOLLMM CMOCO60M:

1. HekoppekTtHasa pabota kaknx-ambo cnyx6 ARMA FW.

[na oTkaTa B Ciyvae HEKOPPEKTHOW paboTbl kakmx-1mbo cnyx6 ARMA FW, crheayet
nepevtn B NMHTEPPENC KOMaHAHOW CTPOKM (CM. «[JOCTyn K KOMaHAHOW CTPOKE»),

BBeCTM koMaHay «tar -xzvf /var/firmware/backup/backup.tar.gz -C /». lNpwu
HeobxoaMmocTn BbinoaHUTL nepe3arpy3ky ARMA FW (cm. «[lepesarpy3ka ARMA
FW»>).

2. Heso3moxHocTb 3anycka ARMA FW.

[Ana otkata B ciyvae HeBO3MOXHOCTM 3anycka ARMA FW, cneayetr obecneuntb
poctyn Kk ¢annoson cucteme ARMA FW 1 B KOpHEBYHO ANPEKTOPUIO pacnakoBaTb
apxvB C pe3epBHOM konven — «backup.tar.gz», nocne yero BbIMONHWUTL 3anyck
ARMA FW.

7.7 KoHTpO/b LLeNI0CTHOCTN

KOHTpOAb LEeNOCTHOCTM HeobXoAuM ANA OTCAEXMBAHUA HEM3MEHHOCTU CAefyHoLLmX
nporpaMmHbix Yacte ARMA FW (cm. PucyHok — KOHTpOAb LIeNOCTHOCTM NPOrpaMmMHbIX
YacTen CUCTEMBI):

® «configuration» — KOHUrypaLmsa cnctemsi;
® «contrib» — cTtopoHHMe BcnomoraTtenbHble 6MbanoTeky;
e «firmware-product» — npoLuvBka NPoAyKTa;

® «legacy-includes, mvc, www» — nporpammHbIM KOJ, CBA3aHHbIN C Beb-
cepBepom;

L4 «scripts» — BCNOMOraTenbHblE€ CKPUNTbI 414 Pa3/IMYHbIX 3aay,
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® «service» — MNPOrpaMMHbIA KOA, CBfi3aHHbI C CEPBEPHbIM KOAOM W He
CBfA3aHHbIV C BeH-uHTEepdericom;

® «site-python» — BcnomoratesibHble MOAYAM fi3blka NporpaMmMmupoBaHus Python,
NnoAKNtOYaeMble B CEPBEPHbIN KOZ;

[ ] «version» - BepCI/IOHHOCTb npop,yKTa.
Cucrtema: MNMpowmBKa: KOHTPO/Ib LLeNOCTHOCTH

cnpassa (D

© OcTaHOBUTE cepBUCE a

Q | Mowuck

Q

20~

m
4

Wma Oxupaemoe BrluncnenHoe Aata BeluncnexHmns MepecunTats
configuration 85c02c7de252c001961e2ea3293aabs9 HECKONLKO CeKyHA Hazan o
legacy-includes 26c4fcee28fcad429b376ff5bo6e3755 HECKONbKO CekyH[ Hasag Z
contrib e9158e51374b781d959adfce092eeel3 HECKONbKO CeKYHN Hasaf, Z
firmware-product d41d8cd98f00b204e9800998ecf842Te HECKONLKO CeKyHA Hazan Z
mvc 3572238b34f81c76d129525d2e0fb6f5 HECKONbKO CeKYHA Hazaf, Z
scripts 864c3f87437c6efcc21cac2d16981F57 HECKONLKO CeKyHA Hazan o
service df65c80c58071260519280b165b788ff HECKONbKO CeKyH/ Ha3af o
site-python 6031a417b01fbd22359c3dbc42507432 HECKONbKO CeKyH/ Hasaf o
version c7d5c819bc1bsdee3e14dff1726cd080 HECKONbKO CeKyH[ Hasag o

www 332ef1f70333e2005ef50f873b595bad HECKONbKO CeKyH[ Hasaf o

MokasaHel ¢ 1 o 10 u3 10 3anuced

PUCyHOK - KOHmpOﬂb yesocmHocmu npoepamMmmHsix yacmeli cucmemel

KOHTpONbHblIE CyMMbl aBTOMaTUYeCKM MEepPecUMUTbIBAOTCA MNpPW CTapTe CUCTEMbl, HO
CyLLLeCTBYHOT AOMOHUTENbHbIE CPEACTBA 3aMycKa MPOBEPKM KOHTPOAbHbIX CYMM:

® BPYUYHYIO,
® O pacnuncaHuto.

Mpu coBnageHUM 3HaudeHW ctonbua «OdxkuaaHume» 1 «BbluMcneHHoe» 3HauyeHue
ctonbua «BbluncneHHoe» BbIUMCAEHHOIO 3HaUYEHWA KOHTPOJIbHOW CyMMbI C 3TaJlOHHbIM
ctonbel, «BbluncneHHoe» 6yzeT BblgesieH 3eN1EHbIM LLBETOM.

B cnyuae, ecam kakas-To M3 YacTer BbilWAa U3 CTPOSA UK Bblia BHELITATHO U3MEHEHA, TO
3HaueHue cTonbua «BblumcneHHoe» OyseT BbigeNeHO KPacHbIM LBETOM W MOABMUTCA
yBeZlOMJIEHME O HeyCrneLIHON NpoBepKe LIeJIOCTHOCTA BBEPXY CTPaHMLbI (CM. PucyHoK —
HeycnelwHaa npoBepka LENOCTHOCTY). YBeAoMaeHne OyaeT oTobpaxatbca wn npw
nepexogze B Ntobon pasgen seb-mHTepdelica.

MpoBepka LeNOCTHOCTY He NpoAeHa

PucyHok — HeycnewHas nposepka yesocmHocmu

76 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

[lononHnTeNbHO  CyllecTByeT BO3MOXHOCTb OCTaHaB/MBaTb CepPBUCHI B Ciay4ae
HapyLeHWA LLeNOCTHOCTW. [Ins 3TOro HeobXoAMMO YCTaHOBUTb GNaXKOK HanpoTMB MoAs
«OCTaHOBUTb CepBUCBI» N HaxXaTb KHOMKy «CoxpaHuUTb». B cnyyae HapyweHwus
uenoctHoctn atobon yactn ARMA FW, 6naokmpyetca pabota Bcex cepencos ARMA FW
— JanbHeuwas 3KCrnyaTauma HEeBO3MOXHA, Mpu 3TOM MOABUTCA COOTBETCTBYHOLLEe
yBegoMaeHune (cM. PrucyHok — ABTomaTtnyeckasa 6J10KMpoBKa MeXCETeBOro akpaHa).

arvA(R) ) FIREWALL

MpoEEpKa UENOCTHOCTH HE NPoHAEHa

(€} 2019-2025
PUC_yHOK - Aemomamudyeckas 6/70KUPOBKG MeXXcemegoeco 3KpaHd

Ana npogonxeruna akcnayataumm ARMA FW Heobxoa1MO Npon3BecTn BOCCTaHOBAEHME
M3 YCTaHOBOYHOTrO AUCTpUbyTMBa. [pouecc BOCCTAHOBNEHUS WAEHTMYEH MOBTOPHOM
YCTaHOBKE, HO C NOCAeAyOLWNM UMNOPTOM KOHUrypaumu.

7.7.1 3anyck npoBepKU KOHTPOJIbHbIX CYMM BPYU4HYIO

Ans 3anycka NpPOBEPKM KOHTPOJbHbIX CYMM BPYYHYHD HEOBXOAMMO BbIMOAHUTb
cneayrowime fencTBUS:

1. MNepenTn B nNoApa3fen KOHTPONA LENOCTHOCTU cucTembl («Cuctema» -
«[lpowmneka» - «<KoOHTpPOsb LLENOCTHOCTU») (CM. PUCyHOK — KOHTPO/Ib LLeIOCTHOCTH

NPOrpaMMHbIX YacTeN CUCTEMBI).

#u
L=

2. HaxaTb KHOMKy « ™ » HanpoTMB CTPOKM MPOrpamMMHOM YacTW, HyXJarollenca B
NpoBepKe MAN HaxaTb KHOMKY «Bce» ans 3anycka NpoBepKU BCEX MPOrpaMMHbIX

yacten ARMA FW.
7.7.2 3anyck npoBepKU KOHTPOJIbHbIX CyMM MO pacnucaHuio

Bo3moxkHa HacTpovika pacnucaHus BbINMOAHEHMA NPOBEPKN KOHTPOIbHbIX cymm ARMA
FW c nomowpbto nnaHupoBuwwmka 3agad Cron. [logpobHas HacTpownka pacnucaHua
npeactaeieHa B pasgene «Cron» Pykoogctea noab3osatens ARMA FW. Npu co3gaHum
3aja4m HeobxoaMMo BbibpaTh «[lepecumTaTh BCe YeK-CyMMbI» B NapamMeTpe «KomaHaa».

7.8 MOHUTOPUHT annapaTHOM NaaTPOopPMbl

ARMA FW no3BoaseT otciexmnsatb MHGOPMaLMIO OT JaTUMKOB annapaTtHoOU naathopmel,
NoJly4aeMyro NOCPeACTBOM YTUAUTBI «ipmitool».
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Bbiweyka3zaHHas WHPOPMaLMs MOXET BbIBOAUTLCA Kak B JIOKaJbHOM KOHCOJIbHOM
NHTEepdelice, Tak n B Beb-nHTeppenice ARMA FW.

Mpumeuanne:

He Bce annapatHble niatdopmbl nogaep>xunsaroT IPML.

[Ans 03HaKOMJIEHWS C MHDOPMAaLMEN OT AaTYMKOB anmnapaTHON NaaTGopMbl B 1OKaJbHOM
KOHCOJIbHOM MHTepderice HeObXOAMMO NepPenT B MHTEPHENC KOMaHAHON CTPOKM (CM.

«[JocTyn K KOMaHAHOW CTpOKe») U BBeCTU KOMaHAy «ipmitool sdr» (cm. PucyHok —
MOHUVTOPWHI annapaTtHouW NaaTdopmMbl).

-P0_TEMFP

TEMP
TEMP S¥

PucyHok — MoHumopuHz annapamsoli ni1amgopmsi

Mpumeuanne:
He rapaHTupyetca abcontoTHas AOCTOBEPHOCTb MHOPMaLMKM, NOJyYaeMoun

NOCPeACTBOM YTUANUTBI «ipmitool».

MNopaepXmBaeTcs BO3MOXHOCTb BbIBOAA WHPOPMaLMM OT Kakoro-ambo jatumka
annapaTtHoun naaTGopmbl.
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B kauectBe npumepa npuBeAeHa KOMaHAa AN O3HAaKOMAeHWA C mHdopmaumen ot
AaTyvka TemnepaTtypbl npoueccopa. KomaHay «ipmitool sensor get "CPU_TEMP"»
HeobxoAMMO BBECTU B MHTEPdECE KOMaHAHOM CTPOKM (CM. PrucyHok — IHbopmaLums ot

AaTuMKa Temneparypbl NpoLeccopa).

PucyHok — MIHgpopmayus om damyuka memnepamypsi hpoyeccopa

Ana o3HakoMneHns ¢ nHbopmaumen OT AaTUMKOB annapatHOM naatdopmbl B BebH-
nHTepdence HeobXxoAMMO NepenTn B NoApa3aen ANarHOCTUKM annapaTHOM naatdopmel
(«Cucrema» - «flnarHocTuka» - «AnnaparHasa nnatpopma») (CM. pasgen «AnnaparHas
niatgopma» PykoBogcTa nonb3osatens ARMA FW).

7.9 Nopaknrouenmne Kk ARMA MC

ARMA FW no3BossfeT OoTnpaBasTb CUCTEMHblE COObITMA K COBbITMA 6e30MacHOCTM B
eAVHbIv LeHTp ynpaeaeHna ARMA MC.

B3anmogenctesne ARMA MC 1 ARMA FW ocyuiecteaserca no npotokoay HTTPS.

Ans ycnewHon obpabotkm cobbiti ot ARMA FW B ARMA MC Heobxogmma TouHas
CUMHXPOHM3aLUMA BPeMeEHU MexXay ycTponctBamu. [Nepes Hauyanom HacTpoWku ciesyet
ybeanTbCca B JOCTYMHOCTM YCTPOWUCTB M NpU HeobxoanmocTu fo06aBuTb paspeluatollee
npaswnio M3.

Ana nogkntoueHa ARMA FW K ARMA MC Heobx0A1MO BbINMOHWUTL CieAytoLme waru:

1. B ARMA FW co3gatb Y3 ¢ npaBamu agmumHucTpatopa u ¢ katodom API. lMpouecc
co3ganua Y3 B ARMA FW onucaH B pa3gene «YUérHble 3anncy 1 npasa A0CTyna»
PykosogcTea nonb3osatens ARMA FW.
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2.

B ARMA MC g06aBnTb UCTOYHMK COBBbITMI. [pouecc pobaBneHMs MCTOUHMKA
cobbiTuin onucaH B pasgene «Mcrounmk «Industrial Firewall»» PykoBoactsa
nosb3oBatends ARMA MC.

B ARMA FW HacTtpoutb 3kcrnopTt cobbitn B ¢opmate «CEF» («Cucrema» -
«HacTponkm» - «9KCNopT cobbITUI»), yKa3aB C/efytoLLMe 3Ha4YeHNA NapaMeTpoOB:

® «TpaHCNOpPTHbIN NpoTokon» — «UDP(4)»,
() «(DopmaT» — «CEF>;
® «WMmsa xocra» — IP-agpec nan pomenHoe nms ARMA MC;

® «[MopT» — NopT, yKasaHHbIV Npy 406aBAEHNM UCTOYHMKA COBBITUN.

Hactpolika akcnopTa cobbiTuii syslog onvcaHa B pa3saene «Cepsuc Syslog» PykoBoacTtBa
nonb3osatend ARMA FW.
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8 BO3MOXXHbIE OLULMBKU U UX PELLUEHUA

8.1 Owwmbka konupoBaHuA ¢aiinia BO BpeMsA YCTaHOBKWU C ucnosib3oBaHuem ISO-
obpasa

Owwbka KonnpoBaHMa daiina BO BPeEMS YCTaHOBKW C ncrnosb3oBaHmeM ISO-obpasa vale
BCero Bbi3BaHa HexsaTkon O3Y. [lna npeaoTBpaLleHms owmnbkn HeobxoaAnMo ybeanTbes,
ytTo  Cpefa  BUpTyaausauMm  COOTBETCTBYET  MWHWMalbHbIM  TpeboBaHMAM,
npeAcTaBAeHHbIM B pa3gene «IpeboBaHuns K BUPTyasbHOW Miathopme» HaCTOALLEro
PYyKOBOACTBA.

8.2 Owunbku aucka Ha «<VMware»

Owwunbka amcka Ha «VMware» uyalle BCero Bbl3BaHa HEWCMNPaBHbIM MPUBOLOM —
HocuTenem. [na npepoTBpalLleHns OWnbKM HeOBXOAMMO M3MEHUTb pexum paboTbl
npueoaa Ha «IDE».

8.3 OrpaHnueHue Tpaduka He pabortaet Ha «VMware»

B cnyuae, korga B «VMware» ucnosnb3ytotcs apanBepbl «vmxnet3» BO3MOXHa
HekoppekTHas paboTa orpaHuyeHus Tpadpuka. Aas nckaroueHms owmnbok HeobxoamMMo
nepekaroumnTb gpaneepbl Ha «E1000».

8.4 OrcyrcTBYyeT gocTyn K Beb-unrepdeicy
OCHOBHbIe BO3MO>XHbIE MPUYMHbBI OTCYTCTBUSA AOCTyNa K Be6-nHTepdency:

1. Beb-uHTepdenc otkpbincs uyepes npotokon HTTP. MopgkntoueHue uyepes HTTP
HEeBO3MOXHO. [na noakntoueHns K Beb-uHTepdency no npotokony HTTPS
HeobXx0AMMO OUNCTUTb UCTOPUIO B Beb-Opay3epe wmau OTKPbITb CTpaHWLy Beb-
6pay3epa B pexxvme «/IHKOrHUTO».

2. Mpn wncnosnb3oBaHWW Cpeabl BUPTyaaMsauMm MNOPAAOK CeTeBblIX ajanTepos,
NpeAcTaBAeHHbI B OMEPaUWNOHHOW CUCTEME, MOXET OTAMYaTbCs OT nopsaka
otobpaxeHns B ARMA FW. [na peweHna agaHHOW oOwWwnbkM Heobxoanmo
pononHuTtenbHo conoctaButb MAC-agpec M Ha3BaHUA PU3NUECKMX U CETEBbIX
nMHTEpdEncos.

8.5 HeBepHbIV Napo/ib B KOHCOJIbLHOM UHTepdeiice

Bo3mMOXHOM NpuuYMHOW OowmnbKM aBTOpU3aLMWM B KOHCOAbHOM WHTepderce ABAfeETCH
MCMOJ/Ib30BaHME PyCCKUX CMMBOJIOB B Napoe, 3alaHHOM NMOoCpeAcTBOM Beb-mHTepdelca.

B KOHCONBHOM WHTepdence NOAAEPXKMBAETCA TONbKO aHIIMNCKas packaajka.
HeobxoanMOo M3MeHUTb Naposib B BEH-MHTEpderice Ha cofep KaLlmii TONbKO aHTIMNCKNeE
CUMBOJIbI MNM BOCMONb30BaTbCsl COPOCOM Mapons 4epe3 NOKajlbHbIA KOHCOJNbHbIN
nHTepdenc (cM. pasgen «COHpoC Naponsa y4eTHOM 3anmcy Cyrnepnoab30BaTenia»).
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8.6

FTP-

He paboTaeTt FTP-npokcu

npokcu obpabaTbiBaeT TONbKO He3awmndpoBaHHbIK FTP-Tpadurk n paboTaeT TONbKO

NpW BKJIKOYEHHOM NMPOKCU-CEPBEpE.

BkntoueHne npokcn-cepsepa OCyLLEeCTBAAETCA B NOJpa3jene HacTpoeK NpoKcn-cepeepa
(«Cnyx6b1» - «lMpokcn» - «OCHOBHble HaCTPOMKMU»). HeobxoAMMO YyCTaHOBUTb

dnaxok ansa napamerpa «Bkarountb NpokcK» 1 HaxaTb KHOMNKY «MpUMeHUTb».

8.7

HeBo3MOXXHO aBTOpM30BaTbCA B NPOKCU-CepBepe

OCHOBHbIe BO3MO>HbIE MPUUYNHBI HEBO3MOXHOCTM aBTOPN30BaTbCA B NMPOKCU-CEPBEpE:

1.

8.8

Hu oamH 13 metogoB ayTeHTMdUKALMM HEAOCTyNeH, eCiv HacTpamBaeTCa PexXunm
npo3payHoro HTTP-npokcn n/mam pexxum nepexsata SSL. [ns pelieHUs gaHHOM
OWKnBKM HeobXxoAMMO 3aBepLUMTb HacTpomnky npo3payHoro HTTP-npokcn wn/wnu
pexunma nepexsata SSL.

Mpokcn-cepBep npesHacTpoeH TakuM 0bpa3oM, UTO paspeluaeT MPOKCUPOBaHME
3aMpoCoB TONbKO K HEKOTOPOMY MHOXECTBY MOPTOB, cuMTarowmxcs 6e3onacHbIiMy,
Hanpumep: 80, 21, 443, 70, 210, 1025-65535, 280, 488, 591, 777. lNpokcnposBaHue
SSL/TLS-coeanHeHnin metogom CONNECT pa3pelueHo Tonbko ans nopta TCP/443.
Ans peweHna fJaHHOW oOWMBKM HeobxoAMMO 3azaTb MOAA B COOTBETCTBUM C
TpeboBaHNAMM K HUM.

He cpabaTtbiBaeT npaBuio MeXXCETeBOro 3KpaHa

OCHOBHble BO3MOXHble MPUYMHbI HecpabaTbiBaHWA NpaBmaa M:

1.

8.9

Bce npaBuna obpabatbiBatoTca no nopsaaky. MNpv nepBomM coBnageHMn obpaboTka
npaBua npekpawaeTcs. Jaa peweHns 4aHHOM oWwnbKn HeOBXOAMMO NEPEMeCTUTb
HY>XHOE NpPaBWJ/IO B Ha4aa0 crmcka.

MNMoapobHbIM anroput™ paboTel Npasua M3 onucaH B pa3gene «HacTtponka npaBun
M>3» PykosogcTtBa nonb3osatend ARMA FW.

MNpu pabote ¢ Microsoft AD cywectByeTr npobnrema noucka Moab3oBaTens B
NepBUYHOM rpynne, Kak npasmao, 310 rpynna Users. B pe3yabtate 370 NpMBOAUT K
TOMYy, UYTO €CAn MpPaBWIO CO34aHO ANA HEKOTOPOW rpynnbl, TO OHO He byger
cpabaTtbiBaTb Ans Tex NOAb3OBaTesneln, AN KOTOPbIX AaHHas rpynna sBaseTcs
nepBUYHOU. Ins pelleHns aHHOM OWnbKM HEOHXOANMMO CO34aTb AOMONHUTENbHYHO
rpynny nonb3oBaTesnen, AN NOb30BaTeNen y KOTOPbIX Fpynna ABASETCS NePBUYHON.

OTcyTCcTBYeT AOCTYN K NopTasy aBTopu3sauum

OCHOBHbIe BO3MOXHble NMPUYUNHBI OTCYTCTBMA AOCTyrMa K NOPTaJsy aBTOpU3alnn:
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1. OtcyTcTBMeE paspelwwarowmx npasua M3 ana noptana aBTopusauunun. Heobxoammo
co3gaTtb paspewarowme npasmna M2. MNMapameTtpbl Nnpasua M3 onucaHbl B pa3gene
«Hacrtpoiika noprana aBTopusauumn» PykoBoacTtBa nonb3soBatess ARMA FW.

2. HenpaBunbHo HactpoeHHbln DHCP-cepsep. Heobxoammo npu Hactpounke DHCP-
cepBepa B nosie napametpa «DNS-cepBepbl» ykasatb |IP-agpec nHTepdeinca, Ha
KOTOPOM pa3BEPHYT NOpTaa aBTopu3aLmu.

8.10 OwmnbKa MHMLMANM3ALMN KOHTPOJIbHbIX CYMM NPOBEPKN L,eIOCTHOCTU

Ans ycTpaHeHus oWnBKN MHULMAAN3ALUN KOHTPOIbHbBIX CYMM MNPOBEPKM LLeJIOCTHOCTH C
MOMOLLLIO Mepe3anycka MCnoaHsemoro ¢aina NpoBepkM LIeNOCTHOCTM HeoBbXxoanMMo
BbINOJIHUTb C/leAyHoLLNe AeACTBUS:

1. Mpown3BecTn ayTeHTUPUKALMIO B JIOKAZIbHOM KOHCOJIbHOM UHTepdeice.

2. HaxaTb knaBuwy «8», a 3atem knasuuy «ENTER» Ha knaBuatype ans Bbibopa
nyHkTa meHro «Shell».

3. B 3anyLueHHON KOMaHAHOW CTPOKEe BBECTU KOMaHAY:

/usr/local/opnsense/scripts/integritycontrol/integritycontrol.py generate-initial -c

n HaxkaTb knasmuy <ENTER».

8.11 Ownbka KoHPUrypauum nceBjoOHUMOB

Owmnbka BO3HMKAET B CAyyae HexBaTKM MamaTuM Ana 3anucen B Tabauue M3. [ns
YyBENVNUEHNSA BbIAENEHHOW MaMATU ANs 3anucert B Tabanue M3 HeobxoanMMo nepenTtn B
pasfen Aono/sHUTENbHbIX HacTpoek M3 («MexkceteBou 3KpaH» - «HacTpowku» -
«/lonoNHNTEeNbHO») W BBECTU B MoJsie napametrpa «MakcumasibHOe KO/AU4YeCcTBO
3anucei B Tabnuue» 3HaueHve B gnanasoHe ot «0» o «2147483647». o ymonyaHuto
ncnosb3yetcs 3HaveHne «1000000».

8.12 Ownbka npu o6HoBNeHun Dr.Web

B cnyuae 3anycka obHoBneHua Dr.Web B TOT MOMeHT, korga aBToMatnyecku yxe 6bia
HauaT npouecc obHoBeHUs, ByaeT BbiBeAeHO yBefoMIeHne 06 owmnbke (CM. PrcyHok —
Owwbka npu obHoeneHun Dr.Web). MNocne 3aBepLueHs aBTOMATUYECKN 3amnyLLEHHOTO
06HOBNEHMA BO3HWKHOBEHME OLLINGKN NpeKpaTUTCS.

Cnyx6bi: Dr.Web: O6bHoBneHusA

Q
|

ObHoRNeHWe Npoeanunock. Owwbka: Error: Operation is already in progress

PucyHok — Owubka npu obHosneHuu Dr.Web
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9 MPUNOXEHUE A

CepBMCHble YYETHbIE 3annCK NPeACTaB/eHbl B CleAyHOLLEM NePeYHe:

1.
2.

9.

10.
11.
12.
13.
14.

15.
16.
17.

18.
19.
20.
21.
22.
23.
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«root» — ¥3 cynepnonb3oBatens, System Administrator.

«toor» — Y3 pesepBHoro nonb3osatend ¢ ID = 0, umetrowiero poBHO Te >Xe
BO3MOXXHOCTW, UTO U «root».

«installer» — Y3 anqa ycraHoskn ARMA FW.

«daemon» — OT uWMeHM Y3 3anyckaroTca CepBUCbl, KOTOpPbIM Heobxoanma
BO3MO>HOCTb 3anncu Gannos Ha ANCK.

«operator» — Y3 npegHa3HayeHa ANS BbINOJHEHUA aAMUHUCTPATUBHbBIX 3agay C
HU3KMMW MPUBUAETUAMMU.

«bin» — Y3, ocywectBastowasn 3anyck GHapHbIX KOMaHZ OrnepaLMOHHOW CUCTEMBI.

«tty» — Bce ycTponctBa «/dev/vca» pa3peLlaroT 4OCTYN Ha YTeHue 1 3anucb Y3 u3
3TOW rpynnbl.

«kmem» — Y3, ¢ npegocTtaBaeHHbIM AOCTYNOM K BUPTyasbHOW NaMATV fgpa Ans
ynpaBieHUs pacnpeseneHns onepaTMBHON NamMATL.

«games» — Y3 Games pseudo-user, He NCMO/b3yeTCs.

«news» — ¥3 News Subsystem, He ncnonb3syercs.

«man» — Y3, no3BonatroLan 406aBnaTb CTpaHWLbl B ANPEKTOPUIO «/var/cache/man».
«sshd» — ¥3 ana Hactponku goctyna yepes SSH.

«smmsp>» — Y3, ncrnonb3ytowas Sendmail no ymonuanmio.

«mailnull» — ¥3 ana Sendmail, oT MeHM KOTOPOW NO YMOAYAHUIO OTNPABAAOTCA
NOYTOBblE COOBLLEHMUS.

«bind» - Y3 no ymonuaHuto cepsuca Bind.
«unbound» — Y3 ana HacTponkun n nogkntoueHmsa kawmpyrowero DNS.

«proxy» — Y3 ncnosb3yetcs NpoKcu-cepBepom, OCTyN Ans 3anucn GaliiioB Ha A1UCK
OTCYTCTBYET.

«_pflogd» — Y3, ot nMeHWn koTOpoW coxpaHatoTcsa cobbiTus pf.
«_dhcp» — ¥3 pna nogkntoueHna DHCP-cepBepa.

«uucp» — Y3 ana nogkaroyeHnsa no npotokony UUCP.

«pop» — Y3 nonyyeHuns 31eKTPOHHOMU MOYTbI.

«auditdistd» — nemoH pacnpegeneHna Gannos XypHana ayauTa.

«WwwWw>» — Y3, obecneumnsaroLas NoAKAOUEHME B BEH-NHTEpPdENCY.
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24. «ntpd» — semoH NTP.

25. «_ypldap» — Y3 obecneumBaet nogkntouerHme Kk LDAP-cepBepy.
26. «<hast» — Y3 obecneunBaet paboty HAST.

27. «nobody» — Y3 6e3 npusuaernin gocryna.

28. «avahi» — Ahavi gemoH.

29. «messagebus» — D-BUS pgemoH.

30. «_flowd>» — ¥3, pasgensatowas npusmaernu.

31. «frr» — ¥3, obecneumBatoLlas NoAka0UeHne naketa npotokosos FFRouting.
32. «dhcpd» — semoH DHCP.

33. «_lldpd» — LLDP gemMoH.

34. «squid» — Y3, obecneunsatroLas paboTy KIWMPYHOLLEro MPOKCH.
35. «_tss» — Y3 TCG Software Stack, TSS.

36. «drweb» — Y3, obecneumnsatowas paboty Dr.Web.
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