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TEPMWUHbI N COKPALLEHNA

B HacTosAwem pykoBOACTBE MCMONAb30OBaHbl ONpeaeneHns, npeacraBaeHHble B Tabavue
(cM. Tabamua «TepMUHbI U COKPALLLEHUS»).

TepMmuHbl 1
COKpaLueHus

Nb

M3

o3y

OoC

Nno

COB

y3

LI

ARMA CreHa
CIDR

DHCP

DVI
FTP
FQDN

HTTP

HTTPS

LAN

Tabauya «TepMuHbI U COKpawjeHus»
3HaueHue

NudbopmaumoHHaa 6esonacHoCTb
Me>xceTeBOW 3KpaH

OnepaTtnBHOE 3aNOMUHatoLLEee YCTPONCTBO
OnepaumoHHasa cnctema

MporpammHoe obecneveHmne

Cnctema 0BbHapy>KeHNs BTOPXKEHWNN
YuéTHasa 3anuncb

LLeHTpanbHbIM Npoueccop

InfoWatch ARMA CreHa

Classless  Inter-Domain  Routing -  6ecksiaccoBas
MeXXAOMeHHas MapLLpyTU3aLms

Dynamic  Host  Configuration Protocol, npotokon
ANHAMNUYECKOW HaCTPOWNKM y3na

Digital Visual Interface — undposoi BuaeonHtepdenc
File Transfer Protocol — npotokon nepesauv dpaninos no cetu

Fully Qualified Domain Name, nonHOCTbiO onpeaenéHHoe
MMA  JOMeHa — UMMA  JAOMEHa, He  uvMelollee
HeoZHO3HaYHOCTEW B onpeaeneHnm

HyperText Transfer Protocol, npotokon nepesaun
rmneprekcTa — NPOTOKOA MPUKNAAHOIO YPOBHA MNepesayun
AaHHbIX

HyperText Transfer Protocol Secure - pacwupeHue
npotokona HTTP pgna nopaaepxkun wudpoBaHUAa B Liensx
noBbILeHNa 6e30nacHOCTH

Internet Protocol, MEXXCEeTeBOM NPOTOKO -
MapLpyTU3MpPyeMbI MPOTOKON CETEBOTO YPOBHSA CTeka
TCP/IP

Local Area Network — nokanbHad BbluMCAUTENbHAA CETb

arma.infowatch.ru
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NTP

SSD
SSH

STP

TCP

USB

VRr

WAN
Zabbix

Network Time Protocol, npotokon ceTeBOoro BpemeHu —
CEeTeBOWN MPOTOKOJ ANA CUHXPOHM3ALNN BHYTPEHHMX YacoB
KOMMbOTEPA C WCMONb30BaHMEM CeTel C MNePEMEHHOM
NAaTEHTHOCTbIO

Solid-State Drive — TBepAOTeNbHbIA HaKOMUTENb

Secure Shell, 6e3onacHasa obosouka — ceTeBOW MPOTOKON
NPVKNAAHOrO  YPOBHS,  MO3BO/MANOWMNA  MPOU3BOAUTb
yAan€HHOE ynpaBJeHWe OnepaLyoOHHON CUCTEMON U
TyHHennpoBaHue TCP-coegmHeH NI

Spanning Tree Protocol, npotokon OCHOBHOro aepeBa —
KaHaJIbHbI/ NPOTOKO, npe,u,Ha3HaquHb||7| AN yCTpaHeHus
rnetenb B Tonoaornm cetu Ethernet

Transmission Control Protocol, npoTtokon ynpaBaeHus
nepesavei — OAWH N3 OCHOBHbIX MPOTOKONOB MNepesauu
AAHHbIX MHTEpHEeTa

Universal Serial Bus — yHuBepcanbHaa nocnegoBaTesibHas
WHa

Virtual Router  Redundancy  Protocol, npotokon
pe3epBMpPOBaHWsA  BUPTyasibHOrO  Maplupytusatopa —
CeTeBOV MPOTOKOJ, NPeAHa3HaUYeHHbIA AN YBeJUYeHUs
AOCTYMHOCTM  MapLUpyTM3aTOPOB, BbIMOJHAOWMUX  POJb
LWH03a MO YMONYAHUIO

Wide Area Network — rnobanbHag BbluMCIUTEIbHAA CeTb

CBobogHas cncTema MOHWTOPWHTa CTaTyCOB
pa3HOO6pPa3HbIX CEPBMCOB KOMMbIOTEPHOW CETH, CEPBEPOB
n ceteBoro obopyaoBaHuma

B HacTosALWEM pPyKOBOACTBE UCMOJb30BaHbl CCbIIKM Ha AOKYMEHTbI, MPeACTaB/eHHbIE B
Tabauvue (cM. Tabanua «CMexXHble JOKYMEHTbI»).

Tabauya «CmexHole O0KyMeHMb|»

CokpauiéHHoe

MonHoe HanmeHOBaHue
HaMMeHoBaHue
PykoBoacTBO no PykoBogctBo no  Hactponke ARMA  CreHa ¢
HacTpowke ARMA vcnonb3oBaHveM vHTepderica komaHaHow ctpokm (CLI)
Crena B CLI

arma.infowatch.ru
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AHHOTALUA

Hactoswee pykoBoactBO no Hactponke ARMA CreHa B BebG-uHTepdelice
NpeAHa3HauYeHO AN TEeXHUYECKMX CMeLMannuctoB WU MOAb30BaTeNel, BbIMOJHAMOLLMX
KOHGUrypupoBaHue n moHutopuHr paboTsl InfoWatch ARMA CreHa v.4.7.

PykoBoactBo no Hactpovike ARMA CreHa B Beb6-nHTepdelrice onncbiBaeT NPUHLMIMbI
pabotel ¢ ARMA CreHa, foCTynHble QYHKLMM, UX NOAPOOHOE OMMCaHWe, HAaCTPONKY u
MCnonb30BaHue.

Monb3oBatento ARMA CreHa HeobXoAMMO M3y4uMTb HacTosLLee PYKOBOACTBO Nepes
sKCnyaTaumnen
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1 YMNPABJIEHVE JIMLLEH3UEWN

B HacToAwem pasgene npejCTaBAeHO OMWCaHVe JINLEH3NMPOBAHUA  MPOAYKTa,
npeAycMaTpyBatoLLEero MexaHn3Mm ynpaBiaeHnsa ANLEeH3Ner, KOTOPbIA MNO3BONSET:

® aKTMBMPOBATb HOBYHO JINLIEH3UIO:
e aBTOMaTUYeCKMM CNOCOHBOM;
® pYy4HbIM cnocobom.

® [pocMaTprBaTb MHPOPMALMIO O AEUCTBYHOLLEN NLLEH3NN.

1.1 AxtnBauyusa cuctembl ARMA CreHa

AKTMBauma — 3TO MNpoLuesypa BBEAEHUA B AENCTBUE JNLEH3UW, Aatollen npaBoO Ha
ncnonb3oBaHve NosHOGYHKUMOHanbHON Bepcun cuctembl ARMA CreHa B TeuyeHue
CpoKa AeNCTBUS TNLEH3NN.

MNpu nepBoHauvanbHOW 3arpy3ke cuctembl ARMA CreHa Heo6x0AMMO MNpPOM3BECTU
aKTUBALMIO TNLEH3NN. AKTUBALIMA NULEH3UM OCYLLEeCTBAAETCA ABYMSA CLLEeHapUAMMU:

® aBTOMaTM4YecKas akTBaLKMA Yepe3 MHTEPHET,
® py4yHasd akTnBauunAa oe3 noagKAr4YeHNA K CETU MHTepHET.

NMpumeuanne:

nI/ILI,eHBI/IOHHbII7I KAKOY  npejocrtaBndeTca  CcorjaCcHoO ycaoBuaM B A0OroBope
MOoCTaBKW.

B cucteme ARMA CreHa npu OTCyTCTBMM aKTUBHOM ILLEH3UN A0CTYN K Beb-nHTepdency
6nokupyerca. B TakOM COCTOSHUM  MWHWMaNbHasf  KOHOUrypauma  CUCTEMbI
OCYyLLLeCTBAAETCA MCKAOUMTeNbHO 4yepe3 uHTepdenc CLI (cm. pasgen «YnpasneHue
NvueH3nen» pykoBoacTea agMmuHuctpatopa ARMA CreHa).

B cnyuyae ypaneHma auvueH3MoHHOro danna M3 CUCTEMbl, HaxoAAWEeWcs B
akTMBMpoBaHHOM coctosiHuy, ARMA CreHa ocyLllecTBuT 6J10KMPOBKY A0CTyna K Beb-
nHTepdency. MNpn 3ToM Tekywasa KOHbUrypauma CMCTeMbl COXPaHAETCs, N eé ceTeBble
byHKUMM NPOAOAXKAOT BbINOAHATHCA B OObIUHOM pexume.

[lna BOCCTaHOBAEHMA JOCTyNa K Be6-MHTepdency HeOO6X0AMMO BbINOJAHUTb MOBTOPHYHO
aKTUBALMIO CUCTEMbI MAMN BPYYHYH) BOCCTAaHOBWUTb JINLLEH3UOHHbIM darn B KaTanore
/config/ n3 paHee CoxpaHEHHOWM pe3epBHON KOMWUW, €CNN TakoBas UMeeTCs (CM. pa3zen
«PyuyHas akTMBaLuMA AMLEH3NN» PyKOBOACTBa agMmuHucTtpatopa ARMA CreHa).

I'Iepep, aKTI/IBaLI,I/IeI\/’I NNUEH3NNn HeO6XOAI/IMO BbINOJIHNTL Cegyrolime noagrotoBnUTEJibHbIE
warwu:

1. Hactpoutb ceteBOn MHTepdeNC ycTponcTBa Ans obecneyveHns AocCTyna K ceTu
MHTEepHeT uyepe3d uHTepdenc CLI. TMoapobHasa uvHPopmauua npvBeseHa B

9 arma.infowatch.ru
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pasgene «Hactpovika nHTepgeiicos» pykoBoacTBa agMmuHucrpatopa ARMA
CreHa.

2. [obaBuTb aKkTMBMpPyeEMOe YCTPOWCTBO B COCTaB MCTOYHWMKOB cucteMbl ARMA
MC. Tlopsgok BbINOAHEHWs YyKa3aH B pasgene «Beb6b-uHtepdeiic»
pykoBoacTBa agmuHuctparopa ARMA CreHa.

1.1.1 ABTOMaTMUecKana aKTUBaL A JINLLEH3UN

[na aBTOMaTM4Yeckon akTMBaumu anueHsnn Ha yctponctee ARMA CreHa Heobxoammo
BbINOJIHUTbL CIeAyHoLLMe feCTBUSA:

1. B cnucke ncrouHnkos ARMA MC oOTKpbITb KapTO4YKy HEOBXOAMMOro MCTOYHMKA
«NGFW>.

2. Bkaprouke ncrouHmka «NGFW>» HaxxaTb KHONKY «AKTUBUPOBaTb JINLLEH3NI0>» (CM.
PurcyHok — biok akTMBaumm AMLEH3NN).

+ Lobasuts & Mpynnsl v 172 OtmeHnTs
& Oxenopr € o Fw EL EW Brewmmi
- Haumenosanue”
\  Craryc v
172
Mpynna ~ @
IP-anpec”
Mo: P
XX XX

TlorvH none3oeatens’
2 172 (n) N 172... 555 0 admin

API-Knmiow”

API-io4 1 METOUHARE

Mopt*
55555
Mopr ans 8 neraunrka (UDP). 3navennn ot 1500

fpynna

Nepefitk B cnucok rpynn

Onucanue

NMuyensun: ( Heavera ) [luueH3uoHHoe cornalenue

AKTHEMDOBATE NMUEHHIO

PucyHok — biiok akmusayuu auyeH3uu

1-1uat 1 Ed

3. B otkpbiBwemMca O60KOBOM OKHe «AKTUBUPOBaTb JIMLEH3UID» HeobxoanMMo
BbIOpaTh CNOCob akTnBauMm «ABTOMaTUUECKaA».
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4. B none «JINUEH3NOHHBIA KJKOU MNpoOAyKTa» BBEeCTU MNPefOCTaB/EeHHbIN
JMUEH3VNOHHbBIV KJIHOY NMPOAYKTa N HaXaTb KHOMKY «AKTUBMpPOBaTb>» (CM. P1cyHOK
— ABTomaTtuyeckas aktmpaumnsa ARMA CreHa).

AKTMBMPOBaTh NULEH3HIO X

@® Astomatuueckas | O Pyuuan

oceid-xxxx-02ac-wuxx-f46dab51 Kxxx 9

9 NuueH3IMOHHBIA KNKOY NpoayKTa®

PucyHok — Aemomamudyeckas akmusayuss ARMA CmeHa

5. B npaBoM HWXHEM yray skpaHa nosaBuTCS yBejOMIeHWe 06 yCrnewHOon akTMBaLuum
NNLEH3UW.

1.1.2 PyuHas aKTMBaLuA MLEH3UN
Ana pyuyHon akTMBaunm ANLEH3UN HEOBXOAMMO BbINMONHNUTL CAeAyHOLME LeNCTBUS:

1. B cnncke ncrouHnkos ARMA MC oTKpbITb KapTO4Ky HeobXoAMMOro MCTOYHMKA
«NGFW>.

2. Bkaptouke ncrouHmka «<NGFW>» HaxxaTb KHONKY «AKTUBUPOBaTb JIMLLEH3NI0>» (CM.
PucyHok — baok aktvBaumun anLeH3nm).

3. B oTtkpbiBlemcs 6G0OKOBOM OKHe «AKTUBMpPOBaTb JIMLEH3NIO» HeoHX0AMMO
BbIbpaTh cnocob akTnBaumm «PyuHasa».

4. B none «J/IMLLEH3NOHHbIA KUY MNpoOAyKTa» BBEeCTM MNpesoCTaBAEHHbIN
NNLLEH3NOHHbIW KOY NPOAYKTa N HaXaTb KHOMNKY «MonyunTb TOKeH».

5. CwncTema creHepupyeT TOKEH, KOTOPbI 0TO6pa3unTcs B none «TokeH» (CM. PucyHoK
— PyyHasa aktmBauug cnctembl ARMA CreHa).

11 arma.infowatch.ru
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12

AKTHEWMPOBAaTh NMULEHIHUIO X

0 nsovar )

FHHEHEHOHH bl KAKOY NpOAYKTa™

)o0e0oud-9981 -oio-1605-f46dab5 1 xxxx 9 ||

’ TokeH

mZB8YTZmBAgqwWBIRtq1HO9Jz00PNtaTLIsWa2OZKZgtsAAAAal]A ﬂ

NSOwOSOwWMVQxMjoOMToxMS41MTEwWNIo=

OTNpasETe ASHHBIR TEKCT HA CEPBEP NMUEHIHA

NuueHanA*

PucyHok — Py4yHas akmusayus cucmemol ARMA CmeHa

MonyyeHHbIN TOKEH HeobXOAMMO HamnpaBWUTb B TexHMueckyro noasepxky OOO
«UNnpoBotu APMA>».

Mpumeuanne:
OKHO aKTMBaLMWM JNLEH3UN MOXET ObITb 3aKpbiTO Ha BpeMsA OXMAAHWA

NoNyYeHNa INMLEH3NOHHOTO panna.

Cneumanmnct OO0 «UHpoBoTtu APMA» npesoctaBut dann avueHsum B popmare
bin, koTopbi Heobxoanmo 3arpy3nTtb B cuctemy ARMA CreHa.

B cnucke ncrouHnkoB ARMA MC oTKpbITb akTUBMpPYeMbI NCTOUHUK «NGFW>.

B oTkpbiBweMcs 60KOBOM OKHe «AKTMBUPOBaTb JIMLLEH3UIO» HeobXxoAMMO
BbIbpaTh cnocob akTnBaumm «PyuHasa».

Ha>xaTb KHOMKY «AKTMBUPOBaTb>», NMOC/IEe Yero B OTKPbIBLUEMCS OKHe NMPOBOAHMKA
BblIOpaTb MONYYEHHbIA  JIMUEH3VOHHBIM  dann  (cM.  PucyHok —  3arpyska
NLEH3NOHHOro danina).

arma.infowatch.ru
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+ [obasute & Mpynnei AKTUBMPOBATb NHLEHIHIO x

& Gxenopr € o FW EL =0 Brewnwi
X O Aetomarnueckan @ Pyunan
Orepeme
JULEH3HOHHbIA KNKOY NpoAyKTa®
Tpynna: | < ~ N @ > Pabouniicron v G| Moucxs PaBouuii cron »
MonyumuTh TOKEH
Mo: Ynopagouuts *  Hogas nanka Oo- O @
TokeH
I £} Maenan -
) ranepes
2 0.
@ Nestcloud
sphinx OrnpaskTe AaHHw TBHCT HA CEPBBP NHUEHIM
Work
TNuuenana”
|
£ Paounii cro
e (1]
= Nowymentel
Vsobpaskery
0 Myzeika
B Bueo
Vi haiina: license bin | BiN-gaiin (+bim) v
| Omeporms | Oruera

PucyHok — 3azpy3ka auyeH3uoHHo20 gaulna

10. BbibpaHHBIN ANLEH3MOHHBIM dann oTobpa3utcs B nosne «JinyeHsma». [MoBTOpHO
HaXxaTb KHOMKY «AKTMBUpPOBaTb». B NpaBoM HWXHeM yray skpaHa otobpasutcs
yBeAoM/eHne 06 ycneLwHon 3arpy3ke AnueH3noHHoro darna.

11. AKTMBaLMA INLEH3MN BbINMOJHEHA.
NMpumeuanne:

B cnyuae, ecin 3arpy>kaemblil MNLEH3NOHHbIN bal ABNAETCA HEKOPPEKTHbIM
(HanpvMep, NOBPEXAEHHbIM WAWM NpefHa3HaYeHHbIM ANS  APYroh Bepcuu
nNpoaykTa), cuctema oTobpasuT coobLleHne O TOM, YTO JULLEH3MA YCMeLHO
3arpy>eHa, 0HaKo YCTPOMCTBO OCTAHETCA B HEAKTMBMPOBAHHOM COCTOAHUN.

1.2 WHdopmauma o TeKyLen TNLEeH3UN

NHdopmauma o Tekywen aAvueH3um AOCTynHa B KapTouke nctouHuka «NGFW» (cwm.
PucyHok — VIHdopmaumsa o TekyLlen NULLEH3INN).
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172 OTMEHHTL o

admin =)

API-Knrou*

AP|-HmOY ANA HETOMHWKE

Mopt*
55555

Mopt ana noroe netossmsa (UDP). 3xasensua ot 1500 ao 65535

Tpynna

MepeiTH B CNIMCOK rpynn

OnMcaHWe

s ~
Nuuenaunn: [ Acmesa ) NuueHanoHHoe cornawiedne

Nepuoa genctenA: ¢ 10.06.2025 no 11.07.2025

PucyHok — lHgoopmayus o mekyweli auyeH3uu

[na 03HaKOMIEHUA C MNONb30BaTE/IbCKUM NNLLEH3NOHHBIM COT/lalleHneM HEOBXOAMMO B
kapTouke nctouyHnka «NGFW>» BbibpaTth cCbliky «JlML,@H3UOHHOE coralleHne» (CM.
PucyHok — JIMLLeH3NOHHOe corialleHve).

P
NMuueHaua: |\ AKTHEHA /l JHUEHIWOHHOS cornallgeHue

MepHog gercteMA: ¢ 10.06.2025 ao 11.07.2025

PucyHok — /luyeH3uoHHoe coziauieHue
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2 YNPABJIEHNA AOCTYINOM

B Hactosiem pasgene npeacTaBAeHO OMMCaHWe pasgena MeHwo «lMosb3oBaTenu»,
npeAycMaTpyBatOLLErO MeXaHN3M YNpaBaeHUs CeAyoWMMN GYHKLNAMU:

® [paBa A0CTyna K pa3genam Beb-nHrepdenca;
® yrpaB/ieHNe akTUBHbIMWU CECCUSIMUN MONb30BaTENEN;

® ornepauumm 6J10KMPOBKM U Pa3bIOKMPOBKM YUETHBIX 3aMUCEN.

2.1 MpaBa aocryna

MpaBa poctyna Kk paszenam Beb-uHTepdenca onpegenstorcs Habopom CLI-komaHg,
pa3peLléHHbIX ANA Knacca nosb3osaTtena. [locTyn peanusyeTca Ha OCHOBE MPOBEPKMU
HannuMa HeobXOAMMbIX MPWUBWUAErMMA Ha BbINMOJHEHME COOTBETCTBYHOLUMX KOMaHZ B
KOHPUIypPaLMOHHOM WAN 3KCMayaTauMOHHOM pexume. NoapobHaa wHbopmaumsa o
Knaccax nonb3oBaTenen 1 HazHauyeHnu npas goctyna B CLI npuBeseHa B pykoBoacTBe
no Hactpoiike ARMA CreHa B CLI, pa3gzen «HasHaueHume npaB poctyna
NoJ/1b30BaTe/IbCKUM YUYETHbIM 3annUCAM>».

OCHOBHbIe TE3UCbI npeaocrtaBjieHNA JOCTyra.

® [lpocMOTp pa3zena BO3MOXEH MPW HaAMuMW Yy MOAb30BaTeNs MNpPaB Ha
BbINMOJIHEHME BCEX KOMaHZ, TpebyeMmbix Ans oTobpaxeHus uHbopMauuv B
AaHHOM pasgene.

® PepakTnpoBaHue (obaBneHue, U3MeHeHWe, yaaneHne KoHGuUrypaunin passgena)
A,0MNyCKaeTca TONbKO MPW YCI0BUN:

® HaAM4MA NpaB Ha NPOCMOTP BCErO pasjena;
e HaAMuusA NpaB Ha MoAndUKaLMio NapamMeTpoB (koMaHAbl set, delete);
® HaAM4MA NpaB Ha AOCTYN K CMEXHbIM 3aBUCMMbIM pa3genam.

Kaxabin pasgen Beb-uHTepdenca ceszaH C onpeaenéHHbIM MUHMMaAbHbIM Habopom
CLI-koMaHa, HeobXxoAnMbIX AN peanmsaumm GyHKUUI NPOCMOTPa U pPesakTUpPOBaHMS.
MNepeyeHb 3TUX KOMaHZA NpuBeséH B Tabaumue «CooTBeTCTBME MpaB AOCTyna B Beb-

nHTepdence CLI-komMaHaaM».

Mpumeuanue:

[na nonyyeHmsa poctyna K Beb-nuHTepdpency cmcrema Tpebyet, utobbl yUETHAs 3aNnch
Nnosb30BaTeNss MMena npaBa Ha UYTEHWE JNLEH3UU U JIMLLEH3MOHHOMO COralleHus.
YKa3aHHble npaBa ABAAOTCA obOs3aTeNbHbIMWM M MPOBEPANOTCA Ha  3Tane
ayTeHTUdMKaLMM Npy NonbiTKe BXxoa B Beb6-nHTepdenc.

Aoctyn Kk Beb-nHTepdercy NpeAoCTaBAsfeTCs TOAbKO B C/ly4yae, eCcin B Kjacce
NPVBUNETVIA NONb30BaTENS MPELYCMOTPEHO Pa3peLLEHME Ha BbIMOJHEHWE CIeAYHOLLNX
KOMaHZ 3KCMayaTaLMOHHOIO pexunma:
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® show version — komaHza, oTobpaxarowas uHboOpMauuo O Bepcum

nporpamMmMHoOro obecrneyeHus;

® show license — komaHza, BbIBOAALLASA TEKCT IMLEH3MOHHOIO COrNalleHus.

OtcyTcTBME XOTA Obl OAHOWM M3 YKa3aHHbIX KOMaHJ, B CNMCKE Pa3peLléHHbIX A8 Knacca
noJsib30BaTens NPUBOANT K 610KMpOBKe A0CTyna K Be6-nHTepdency.

Tabauya «Coomeemcmeue npas docmyna 8 8eb-uHmepgetice CLI-komaHdam»

Paspen

1. Me>xxceTeBon
3KpaH

1.1 Fno6anbHbie
HaCTPOUKM

1.2 Fpynnbi

13 MpaBuna
Me>KceTeBoro

3KpaHa

16

NMpaBa Ha npocmoTp

KomaHObI KoHgU2ypayUoHHO20
pexuma:

® show firewall global-options

KomaHObI KoHgU2ypayUoHHo20
pexuma:

® show firewall group

KomaHOb! KoHgu2ypayuoHHo20
pexuma:

® show firewall zone
show firewall group
show firewall ipv4
show firewall ipv6

show firewall bridge

show interfaces

MNpaBa Ha peaakTUpoBaHue

KomaHObI KoHgU2ypayUuoHHo20
pexuma:

® set firewall global-options

® delete firewall global-options

® show firewall global-options
KomaHObI KoHgU2ypayuoHHo20
pexuma:

® set firewall group

® delete firewall group

® show firewall group

® show interfaces
KomaHde! kKoHguypayuoHHo20
pexuma:

® show interfaces

show firewall group
show firewall zone
show firewall ipv4
show firewall ipv6
show firewall bridge
set firewall ipv4

set firewall ipv6

set firewall bridge
delete firewall ipv4

delete firewall ipv6

delete firewall bridge

arma.infowatch.ru
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1.4 30HbI ceTn

1.5 HasHaueHua Ha

HanpaBJieHUA
Tpaduka

MeXAay 3o0HamMun cetn

1.6 Jlorn
Me)XCeTeBoro

3KpaHa

1.7 NAT

17

KomaHObI KoHgU2ypayUuoHHo20
pexuma:

® show firewall zone

® show interfaces

KomaHOb! KoHgU2ypayUoHHO20
pexuma:

® show firewall zone
show firewall group
show firewall ipv4
show firewall ipv6

show firewall bridge

show interfaces

KomaH0s! skcnayamayuoHHoz20
pexuma:

® show logging firewall
nam

® show logging all
KomaHOb! KoHgU2ypayUuoHHo20
pexuma:

® show nat

® show firewall group

® show interfaces

KomaHObI KoHgU2ypayuoHHo20
pexuma:

® set firewall zone

® delete firewall zone

® show firewall zone

® show interfaces
KomaHObI KoHgU2YypayuoHHo20
pexuma:

® show firewall group
show interfaces
show firewall zone
show firewall ipv4
show firewall ipv6
show firewall bridge
set firewall zone
set firewall ipv4
set firewall ipv6
set firewall bridge
delete firewall zone
delete firewall ipv4

delete firewall ipv6

delete firewall bridge

KomaHObI KoHgU2ypayuoHHo20

pexuma:
® setnat
® delete nat
® show nat
® show firewall group
® show interfaces

arma.infowatch.ru
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2. KoHtponb
NPUIoXKEHUIA

3. NHTepdeiicnl

3.1 Hacrtpoiikn
MHTepgeiicoB

3.2 banaHcupoBKa
Harpysku

Ha WAN-
MHTepgeicax

3.3
npoKcu

O6paTtHbIN

4. CucremHble
HaCTPOWKMN

4.1 Cuctremubii DNS

18

KomaHObI KoHgU2ypayUuoHHo20
pexuma:

® show app-control
KomaH0s! skcnayamayuoHHozo
pexuma:

® show app-control

KomaHObI koHpu2ypayuoHHo20
pexuma:

® show interfaces
KomaHOb! skcniyamayuoHHo20
pexuma:

® show interfaces

KomaHObI koHpu2ypayuoHHo20
pexuma:
® show load-balancing wan
® show interfaces
Komar0b! akcniyamayuoHHoz20
pexuma:

® show wan-load-balance

KomaHOb! KoHgU2ypayUoHHo20

pexuma:
® show load-balancing reverse-
proxy

KomaHObI kKoHgU2ypayUoHHo20

KomaHObI KoHgU2ypayuoHHo20
pexuma:

® set app-control

® delete app-control

® show app-control
KomaHObI a3kcnayamayuoHHo20
pexuma:

® show app-control

KomaHObI KoHghuU2ypayuoHHoz20
pexuma:

® set interfaces

® delete interfaces

® show interfaces
KomaHObI akcnyamayuoHHo20
pexuma:

® show interfaces
KomaHObI KoHgpuU2ypayuoHHoz20
pexuma:

® show load-balancing wan

® show interfaces

® set|load-balancing wan

® delete load-balancing wan
KomaHOb!I akcnyamayuoHHo20
pexuma:

® show wan-load-balance

KomaHObI KoHgU2ypayuoHHo20

pexuma:
® show load-balancing reverse-
proxy

® set load-balancing reverse-proxy

® delete load-balancing reverse-
proxy

KomaHObI KoHgU2ypayuoHHo20

arma.infowatch.ru
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pexuma:
® show system domain-search
® show system name-server

® show interfaces

4.2
Mpokcn

CuctemMHbIi  KoMaHObI KOHU2YpayUOHHO20
pexuma:

® show system proxy

4.3 NlornpoBaHune KomaHObI koHpu2ypayuoHHo20
pexuma:
® show system logging global
® show system logging file

® show system logging host

4.4 LWnro3
yMoO1YaHUIo

no KomaHObl KOHU2YpayUOHHO20
pexuma:

® show protocols static route

4.5 YnpaBneHue KomaHObI kKoHpueypayuoHHo20

KoHpUrypaumemn pexuma:
® show system config-
management

® compare

KomaHOb! skcnyamayuoHHo20

19

pexuma:
® show system domain-search
® show system name-server
® show interfaces

set system domain-search

set system name-server

delete system domain-search

delete system name-server
KomaHObI KoHgU2ypayuoHHo20
pexuma:

® show system proxy

® set system proxy

® delete system proxy
KomaHObI KoHghuU2ypayuoHHo20
pexuma:

® show system logging global

® show system logging file
show system logging host
set system logging global
set system logging file
set system logging host
delete system logging global

delete system logging file

delete system logging host
KomaHOb! KoHgu2ypayuoHHo20
pexuma:
® show protocols static route
® set protocols static route

® delete protocols static route

KomaHObI KoHgpuU2ypayuoHHoz20

pexuma:
® show system config-
management

® set system config-management
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4.6 MoHutopuHr
annaparHoii

nnat¢popmMbl

4.7 MoHuTOpUHT
npoLeccos

4.8
OTtkasoycroiiunBas

MapLupyTU3aums

5.COB

6. CepBucbl

6.1 PetpaHcnaumsa
DHCPv4

20

pexuma:
® show configuration

® show system commit

Komar0s! skcnayamayuoHHoz20
pexuma:

® show health psu

® show health all
KomaHObI skcniyamayuoHHo20
pexuma:

® show system processes
KomaHObI KoHgU2ypayUoHHO20
pexuma:

® show protocols failover

® show interfaces

KomaHObI KoHpu2ypayuoHHo20
pexuma:

® show suricata

® show interfaces

KomaHOb! skcn1yamayuoHHo20

pexuma:
® suricata
® show idps

KomaHOb! KoHgU2ypayuoHHo20

pexuma:

® delete system
management
® J|oad

® delete commit
KomaHObI a3kcnayamayuoHHo20
pexuma:

® show configuration

® delete commit

® show system commit

KomaHObI KoHgU2ypayUuoHHo20
pexuma:

® show protocols failover

® show interfaces

® set protocols failover

® delete protocols failover
KomaHObI KoHpU2ypayuoHHO20
pexuma:

® show suricata

® show interfaces

® et suricata

® delete suricata

KomaHObI SKCcnJyamayuoHHOeOo

pexuma:
® suricata
® show idps

KomaHObI KoHgU2ypayuoHHo20

pexuma:

arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

® show service dhcp-relay

® show interfaces

6.2 PetpaHcnauma KomaHObl KOHGU2YPAYUOHHO20

DHCPv6

6.3 Be6-npokcu

7. DrWEB

8. Monb3oBatenun

21

pexuma:
® show service dhcpv6-relay

® show interfaces

KomaHObI koHpueypayuoHHo20
pexuma:

® show service webproxy

KomaHOb! KoHgU2ypayUoHHo20

pexuma:

® show third-party service drweb

gss
Komardel akcniyamayuoHHo2o
pexuma:

® show third-party drweb gss

® show logging third-party service

drweb

KomaHObI kKoHpueypayuoHHo20
pexuma:

® show system login
KomaHOb! skcn1yamayuoHHo20
pexuma:

® show users recent

® show users sessions

show service dhcp-relay
show interfaces

set service dhcp-relay

delete service dhcp-relay
KomaHObI KoHgU2ypayuoHHo20
pexuma:

® show service dhcpv6-relay

® show interfaces

® set service dhcpv6-relay

® delete service dhcpv6-relay
KomaHObI KoHgpuU2ypayuoHHo20
pexuma:

® show service webproxy

® set service webproxy

® delete service webproxy
KomaHObI KoHgU2ypayuoHHo20

pexuma:

® show third-party service drweb

gss

® set third-party service drweb gss

® delete third-party service drweb

gss
KomaHOb!I 3kcnayamayuoHHo20
pexuma:

® show third-party drweb gss

® show logging third-party service

drweb

® third-party drweb gss update
KomaHObI KoHgpuU2ypayuoHHoz20
pexuma:

® show system login

® set system login users

® delete system login users
KomaHde! skcniyamayuoHHo20

pexuma:

arma.infowatch.ru
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® show system login users ® reset sessions
® show users recent

® show users sessions

Mpumeuanue:

Hanvumne y nonb3oBatens npaB Ha BbINOJHEHME KOMaHZ 6Honee BbICOKOTO YPOBHS
nepapxuv aBTOMaTUYECKM MPesoCTaBASET JOCTYMN K COOTBETCTBYHOLLEMY pa3geny BeO-
nHTepderica. Hanpumep, ecam nonb3oBaTtesb UMEET NPABO Ha BbINOJHEHNE KOMaHAbI
show firewall, emy npepocTaBaseTca AOCTyn KO BCEM TMogpaszenam rpynnbl
«MexceTeBOW 3KkpaH», BK/IOYas, Hanpumep, «30Hbl CETU», Aaxke ecv nNpasa Ha show
firewall zone He yka3aHbl ABHO.

MpocmoTp npasB aocTtyna

[na npocMoTpa npaB AOCTyNa TekyLlen yY4ETHOW 3anncu B Beb-nHTepderice Heobxoanmo
B KapTouke ncroyHmka cobbitni NGFW BbibpaThb ccbinky «MpaBa gocryna» (cM. PrucyHok
— CcblIka Ha NPOCMOTP NpaB AOCTyNna).

& & & &
e
= e
_— = KonTtpons e
MemceTanoi MPHMNOMEHHA W HHTEpdercu E:ﬂ‘&':::‘?

3KpaH
AoMeEHDB

& 5 @ . @ o @
@ W5 &8

IRS/IDS Cepsucy Dr.Web Nonesosarend

NuyeH3suA: [:. AxTHBHA _:ﬁl NMUEH3INOHHOE COorNalleHWe

Mepuog gercTBUA: c 11.09.2025 ao 12.10.2025

Mpaea] Npaea aoctyna

PucyHok — Ccoblika Ha npocMomp npas docmyna

MNocne nepexosa MO YKa3aHHOM CCblake OTKpbiBaeTcs OkHO «[llpaBa poctyna
<umsa_tekyuwein_Y3>». OKHO COZEPXWUT ABE OCHOBHblE CEKLMW: TabauLy pa3peLLeHnin
Ha AOCTyn K pa3genam Beb-mHTepderica n cnmcok AocTynHbix CLI-komaHa.

Tabnnua «PaspewweHus»

Tabnvua «PaspeweHua» BKAKOYAeT MOJHbIN MNepeyeHb BCeX pasfenos Beb-
nHtepdperica NGFW (cm. PucyHok — MNpocMoTp npaB goctyna).

Ans Kaxaoro pasgena B Tabsve nNpesycMoTpeHbl ABE KOJOHKM:
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® «[pocmoTp» — yka3biBaeT, UMeeT AN TeKyL M NOAb30BaTeslb NPaBoO Ha

oTobpaxkeHne nHGopmMaLumm B JaHHOM pasgene.

® «PepaktupoBaHue» — oOTpaxaeT HaaMuMe TnpaB Yy TekyLlero

nonb3oBaTens Ha N3MeHeHue KOHUrypaLumm (nobaBneHwue,

pefaKkTMpOBaHWe, yaaneHe napameTpoB).

CraTyc npaB BU3yann3npyeTca C MOMOLLbIO rpaduueckmx MHANKATOPOB:

() — yKkasbiBaeT Ha HaaMuMe paspelleHus;
)

\*) — yKa3blBaeT Ha OTCYTCTBME COOTBETCTBYHOLLLErO NpaBa.

Mpasa aocTyna test

Paspewenus

Pasgen MpacwmoTp

Unteppencei

HacTpoiika nHTepaeiicos ®

B D Harpyaxu Ha WAN: ] ®
OBparHbiii NpoKcH [©]

CHCTeMHbie HACTPORKA

CucTembi Mok

TNornposarive

® ® @ ©®

Linioa no ymonwanio

Ynpaenetie KondHrypaunei

MOHKTOPHHF ANNAPATHOR ANATOPMbI

Q® ¢

OTKAT0YCTOAMEAR MaPLIYTHIALHA
MexXceremoi akpan

TnoGankHsie HacTPOfKK

Tpynns

Mpasina MEXCETER0r Skpana

30HI ceTH

® ©@ ® ® ©

HaaHaueHy Ha HanpasneHA TPadUKE MeXZY 30HaMH CeTH

Tlor MerceTesor0 sHpana

PeakTHpoBathe

PucyHok — lMpocmomp npas docmyna

Bnok «CnMcoK AOCTYyNHbIX KOMaHA, KOMaHgHOU cTpoku (CLI)»

B monosHeHne k Beb-npaBam npegocTtaBnsetca nHdopmaums o CLI-npusunermsx

nonb3oBatens. [JaHHbIA 610K COAEPXXUT ABa YyNOPAA0UYEHHbIX CMINCKA KOMaHA!

o KomaHabl KOHpUrypauMoHHOro peXxnma

® KOMaHAbI 3KCN/1yaTayMuOHHOro peXXmma

ﬂepehleHb OTpa>aeT TOJIbKO T€ KOMaHAbl, KOTOPbI€ BKJIKOYEHbI B KJ1aCC I'Ipl/lBI/IfIGFI/II7I

TekyLen y4yéTHon 3anuncn (cM. PucyHok — Cnncok AOCTyMNHbIX KOMaHZA KOMaHAHOW

ctpoku (CLD).

23

arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

Cn1coK JOCTYNHbIX KOMaHA KoMaHaHoH cTpoku (CLI)

KoMaHAbI SKCANYaTaUHOHHOTO peMHMa ~ KoMaHALI KOHGHTYPaUHOHHOTO pemHMa ~

add comment
clear commit
clone commit-check
configure commit-confirm
connect compare
copy confirm
delete copy
disconnect delete
emergency discard
exit edit
force exit
format load
generate merge
import rename
install roliback
integrity-check rollback-soft
integrity-control run
license save
monitor set

mir show
ping

poweroff

reboot

release

rename

renew

reset

restart

set

show

suricata,

telnet

third-party

traceroute

update

PucyHok — Cnucok docmynHeix kKoMaHO komaHOHouU cmpoku (CLI)
Mpumep Ha3HaueHUA NpaB AoCTyna ANA YYETHOWN 3anncu

PaccMOTpUM CLeHapuin HaCTPOWMKW Knacca MPUBWMAErMUA AN YYETHOW 3anucu C
nveHem  test, npeAHa3HayYeHHON NCKNHOUNTENBHO  ANS npocmoTpa
KOHPUIypaLMOHHbIX AaHHBIX MEXCETeBOro 3KpaHa B Beb-uHTepdelice. YuétHas
3anuncb HajeNnseTcs npaBaMm TONbKO Ha YTEHWE; peakTUpPOBaHNE KOHPUrypaLmm BO
BCeX pasfgenax cucrembl 3anpelueHo. Joctyn k noapaszeny «NAT» B cocTtaBe
pasgena «MexceTeBOMW 3KpaH» He MPesoCTaBAAETCS.

YuéTtHasa 3anucb test accoummpoBaHa C MO/b30BATENbCKMM KNACCOM MpPUBUAETUN,
KOTOPOMY pa3peLleHo BbinosHeHne cnegyrowmx CLI-komana:

® KomaHZzbl KOHOUIYPaLMOHHOTO pexunMa:
e show firewall global-options
e show firewall zone
e show firewall group
e show firewall ipv4
e show firewall ipv6
e show firewall bridge
e show interfaces
® KomaHZAbl 3KCNIyaTaLMoOHHOrO pexnma:
e show version

e show license
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e show logging firewall
B pe3synbraTte nosib3osatesib test nMeeT BO3MOXHOCTb:

® NpOCMaTpMBaTh TeKyLLYH KOHOUIypaLmo MeXCeTeBOro 3kpaHa, Bkaro4as
rnobanbHble MapamMeTpbl, 30Hbl 6e30MacHOCTH, rpynMnbl 06BEKTOB, NPaBMaa
dbunbTpaymm;

® noayyatb NHGOPMaLMIO O BEPCUM CUCTEMBI, TIMLEH3NPOBAHNM N COCTOSHUN

XKYpPHaNoB COBbITUIA MeXCEeTEBOrO IKpaHa.

[octyn Kk pasgeny «NAT» n KO BCeM OCTaibHbIM pa3genam Beb-uHTepdelica
610KnpyeTCA Ha YpOBHe NpaB AOCTyna.

Ana npoBepkM KOPPEKTHOCTM Ha3HAUYeHHbIX MpaB HeobxOoAMMO BbIMOJHUTb
cneayrolme fencTBus:

1. B kapTouke wuctouHmka cobbitmi NGFW ykaszaTb Y4éTHble JAaHHble
noJsib3oBatens test B nose aBTopmsaumm 1 COXPaHUTb U3MEHEHUA.

2. TIOBTOPHO OTKpPbITb AAHHYK KapToOuky M nepenTn no ccoiake «lMpaBa
Aoctyna».

3. B OTKpbIBLIEMCS OKHE YBeAnUTbCs, UYTO CAMCOK AOCTYMHbIX pa3zaenoB Beb-
nHtepdenca n paspewéHHbix CLI-koMaHa COOTBETCTBYET 3ajaHHOM
nonntunke (cm. PucyHok — MNpaea goctyna ans Y3 test).

Mpasa aoctyna test X

Menceteaoh akpat
ThoBansHsie HacTPOHKA

Toynns

Mpasina MexceTesoro axpana

Sotbl ceth

HasHaueHua Ha HANPABNeHUA TpapHKA MEIY 30HaMHK CeTH

Tlorw MerCeTeB0r0 aKpara

» ® ® ® ® ® 6

NAT

120ua28 < 12 > F
CrHCOoK JOCTYNHBIX KOMaHA KOMaHAHOH cTpoKH (CLI)

KoMatbi HCNNYaTauOHHOrO permma ~ HKOMaHabi KOHGHTYPALHOHHOTO PeNHIa ~

configure commit
exit commit-check
show license commit-confirm
show loggin firewall confirm
show permissions discard
show version exit
run configure
run exit
run show license
run show loggin firewall
run show permissions
run show version
save
show firewall bridge
show firewall global-options
show firewall group
show firewall ipv4
show firewall ipvé
show firewall zone
show interfaces

PucyHok — lpasa docmyna 05 Y3 test

B 610ke oTobpaxkeHns JOCTYMHbIX MoAyiein Beb-nHTepdeinca KapToukm MCTOUHUKA
AO/KEH MPUCYTCTBOBATb TObKO MoAynb «MexceTeBoM 3KpaH» (CM. PUCYHOK —
JoctynHble Moaynu and Y3 test).
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IP-agpec”
172.16.241.71

TNoruk nons3oearena”

test

API-Knrou™

test

AP-104 ANA HCTOYHHKA

Nopt*
1500

Mopt ana noros uctounmkka (UDP). 3uauequn ot 1500 o 65535

Tpynna

MNepeiiTH B CNUCOK rpynn

OnucaHHe

Mercereson
anpan

NHueH3HA: ‘: AxTiBHA :I JHyeHanoHHoe cornaweHue
Mepuoa aeAcTemA: ¢ 13.09.2025 ao 14.10.2025

Mpaea: Mpasa noctyna

PucyHok — [locmynHeie moOynu 08 Y3 test

2.2 YnpaBneHue nosib3oBatensamMmu

B cucteme ARMA CreHa peann3oBaHO UEHTPaan30BaHHOE agMWUHUCTPUpPOBaHUE
MO/NIb30BaTeNbCKMX YUETHbIX 3anucen. DyHKUMOHaN BKAOYAET KOHTPOAb AOCTyNa,
ynpaB/ieHne COCTOAHMEM YYETHbIX 3anucei, a TakKe OonepaTMBHOE MPUHYAUTENbHOE
3aBepLUeHME aKTUBHbIX CECCUN.

Moasep>knBatoTCa cneayroLime TUMbl CECCUM:

® SSH-ceccuy;

® TepMUHaNbHble ceccuu;
ALMUHUCTPATOP MMEEeT BO3MOXHOCTb!

® pocMaTpuBaTh CMMNCOK aKTUBHbIX CECCU;

® 610KMpoBaTh M Pa3bOKMPOBaTb YUETHBIE 3aMnUCK;

® VHVUMMPOBATb MPUHYANTEIbHOE 3aBePLUEHME OLHOW NN HECKOJIbKUX CECCUN.
2.2.1 lMpocmoTp cnucka aKTUBHbIX ceccui

[na ynpaBnaeHMs MOAb30BaTENIbCKUMM YUYETHBIMW 3aNUCAMU HEOBXOAMMO BbIMOJHUTD
cneayrowme fencTBUS:

1. B cnucke NCTOYHWKOB OTKPbITb KAPTOUKY He0b6xoaMMoro nctouHmka «NGFW».,
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2. B kapTtouke ncrouHuka Bbibpatb Moaynb «fMonb3oBaTenn» 1 nepenTn B passgen
«YnpasneHme nonb3oBatenamu»  (CM.  PucyHok -  YnpasJsieHue
NoJib30BaTeNsAMM).

Nansosatens, Nanwos wun craye Bpesn Goxsponss Tepusan Hasce (-]

PucyHok — ¥YnpasseHue noss3oeamensamu

Pasaen MeHro no3sonseT npocMatTpuBatb CeCCU nosb3oBaTeNien B q>opMaTe Ta6ﬂI/ILI,bI,
COCTOFILLI,eI\/’I n3 cnejyrowmnx CTOJ'I6LI,OBZ

® [Monb3oBaresb - IOMMH YYETHOWN 3aNnCK;
® [lonHoe UM - NOHOE NMS NOb30BATENIbCKOW YUETHOW;
® CraTyc - TeKyLlee COCTOAHME YYETHOM 3anuncK:

e AKTUBEH;

e 3abnokuposaH;

e BpemeHHO 3abnokmpoBaH (MO NpUYMHE NPEBbILIEHUS AOMYCTUMOro
KOJIMYECTBa HEYAa4YHbIX NOMbITOK aBTOpU3aLmn).

[aHHble obHoBAstOTCA pa3 B 30 cekyHA,.

® Bpemsa 610kMpoBKM - OTOOpaXkaeT AaTy U BPeEMS BDEMEHHOIO NPOMeXXYTKa Ha
KOTOpbIN 3abaoknpoBaHa Y3 nonb3oBarens.

® TepmuHan - otTobpaxkaeT KOANYECTBO aKTUBHbIX CECCUIA NOJIb30BaTENS.
® Knacc - HameHOBaHMe Knacca, K KOTOPOMY OTHOCUTCS YUYETHAs 3aMuCh.

,ﬂ,flﬂ |'|OJ'|b3OB&T€J'I€I7I, MMELNX aKTUBHbIE CECCUN, B COOTBeTCTByI-OLLI,eIZ CTpoke Ta6J'II/ILI,bI

oTobpaxaeTca KHOMKa  , PacKpblBawoLWAs AETaNN3MPOBAHHbIA CMUCOK aKTUBHbIX
Ceccum.
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Mpumeuanue:

Ceccuu, ana KOTOPbIX 3HaYeHWe Nons «TepMUHaN» He yKa3zaHo, ABAAKOTCA GOHOBLIMU.
Kak npaBwno, Takme ceccum CO34ar0TCA CUCTEMHbIMWU MpPOLLeCcCaMy U He CBfidaHbl C
NHTEPaKTMBHbIM BXOAOM MOJIb30BaTeNA B CUCTEMY.

2.2.2 bnokupoBka n pa36s10KkMpoBKa YYUETHOW 3anNncK

B cucteme ARMA CreHa peannsoBaHa QYHKLMSA yNpaBaeHNsa 4OCTYNOM Noib30BaTenen,
BK/IFOYaKOLL,aA BO3MOXHOCTb 610KMPOBKU 1 pa3ba0KMPOBKM YUYETHBIX 3aMmcen C TMbKUmMm

napameTpamu Mo BPeMEHU U CECCUAM.

Mpumeuanne:

BaokmpoBka BCTPOEHHOM YUYETHOWM 3anncn «admin» 3anpeLyeHa Ha YPOBHE CUCTEMBI.
JlonyckaeTcs NCKNHOUUTENbHO NPUHYANTENBHOE 3aBEPLUEHME aKTUBHbIX CECCUI AaHHOM
YYETHOM 3anucu.

BnokupoBKa yUéTHOM 3anncu

28

BJ’IOKVIpOBKa OAHOVI NN HECKOJIbKUX MOJIb30BaTe€/1IbCKUX yl-IéTHbIX 3anucer Moxet

6bITb BbINOAHEHA ABYMA cnocobamu.

Cnocob 1: F'pynnoBas 610KMpoBKa Yepe3 KOHTEKCTHOE MEHHO:

1.

B T1abanue pasgena «YnpasneHue noJsib3oBaTtenAaMmu»  BbibpaTb
Tpebyemyto Y3, ycTaHOBMB GNaxKok B NeBOM CTosbLie HaNmpOTUB JIOTMHA.
MNopaepXrBaeTca  MHOXECTBEHHbIM  BblIGOp AN OAHOBPEMEHHOM
06paboTKM HECKONBKMX YUETHBIX 3anncen.

Haxatb kHomkKy «3abnokmpoBatb». OTKpPOeTCa AManoroBoe OKHO
«bnokupoBka mnosb3oBaTenen», B KOTOPOM JOCTYMHbI C/lejytolime
pPeXMMBbI:

® 3abnokmpoBaTtb — HeMeANEHHOE MPUMEHEHNE MOCTOAHHOW
6/0KMPOBKM YUETHOM 3aMmCK.

® 3abnokmpoBaTb Ha BpeMA — BO3MOXHOCTb 3aaTb BPEMEHHbIE
napameTpbl 610KMPOBKMK:

e AxTMBauua 610KMpPOBKM B 3ajaHHOe BpemMA —
MO3BO/IAET Has3HauMTb AaTy W BpemMa Havana
610kMpoBKkM 6e3 ykasaHuA eé okoH4aHuA. [na 3Toro
cnegyet BbibpaTh TMN «3abnokMpoBaTbh Ha BpemMsA», B
none «C» ykasaTb Tpebyemyro faTy n Bpems Havana
AencTeuns 610knpoBky, a none «Mo» ocTaBnTb NyCTbIM.
YuéTtHas 3anuce byaet 3abs0kmpoBaHa aBTOMaTUYECKM
B yKa3aHHOe BpeMs.

arma.infowatch.ru
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e bnokmpoBka B ykasaHHbIM nepuog — 3ajaHue
WHTepBana JeuctBus  bGaokmposkn. Heobxognmo
3anonHUTb 0ba nons: «C» (gata M BpemMsA Hayana) u
«Mo» (pata n Bpema okOHuYaHwus). baokmposka byaert
aKTVBHa TONIbKO B Npejenax yka3aHHOro nepuoga.

3. Mpn HeobxoANMMOCTN MPUHYAUTENBHOTO 3aBEPLUEHUA aKTUBHbIX CECCUN
noJsib3oBaTena caeAyeT yCTaHOBUTb Gpaaxok B none «PasopBaTb ceccnio».
JTO NpVBEeAET K HemMeA/seHHOMY 3aBepLUEHUIO BCeX TeKYLUX Ceccui
BbIGpaHHOro No/Ab30BaTeNA B MOMEHT akTvBaLmn 610KMPOBKM.

4. TlopTBepAnTb ONepauuio, HaXkaB KHONMKY «3absokupoBaTtb» (CM. PUcyHok
— baoknpoBka y4€THOM 3anuncu).

O ]

o|:| ENokMpoBKa nonsacBarenei

Pasopears cecowo

—

PucyHok — biokuposka y4émHou 3anucu.

5. [lna npuMeHeHMa N COXpaHeHUa HaCTPOEKT HaXkaTb KHONKY «CoXpaHUTb»,
pacroioXeHHY0 B MPaBOM BEPXHEM Yray 3arosoBka pasgena
«Monb3oBatenn» (cM. PucyHok — lNpumeHeHne n CoxpaHeHne HaCcTpoek
610KkNMpoBKL).

flonesosaren Ot

Ynpasnesne nonk3osaTennmMK

Graryc:

Nonsaosatens Nankoe HuR Craryc ~ Bpewn GnOKKPOBRH Tepuunan Knacc [-]

admin - - Ceceuit: 1 NGFW_Super_Administrators

test Ao Beccpouso Cecoui: 0 test

PucyHok — lMpumeHeHue u coxpaHeHue Hacmpoek 610KUpOo8KuU.
Cnocob 2: iHamBmayanbHaa 610knmpoBKa Yepe3 6OKOBYHO NaHesb:

1. B T1abanue «YnpaBneHue mno/b30OBaTeNsAMU» LWENKHYTb MO CTPOKe
HY>XHOMW YUYETHOW 3anumcu.
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30

2. B otkpbiBwemcs 6okoBOM OkHe «lMosb3oBatenb <Mmsa_Y3>» nepesectu
nepekntoyaTtesnb «3ab10KMpoBaTb» B NOOXeEHNe «BkaroueHo».

3. Boibpatb TN 610KMPOBKM (MOCTOAHHAA WAW BPEMEHHas) W npwu
HeobXoANMOCTN OTMETUTbL ONUMIO «Pa3opBaTb CECCUIO».

4. Haxatb KHOnKy «A3MeHnTb».

5. MNpuUMeHNTb N3MeHeHUs, HaXkaB KHOMNKY «CoXpaHUTb» B MPaBOM BEPXHEM
yrny pasgena (cM. PucyHok — Pa3bnokmpoBka yY4ETHOW 3anmncu).

Nonssoearent

Ynpasnewe nonkaosaTenam ~

Monkoe umA
Cranye

Monsaosatens Nannoe Ha Craryc Bpema BnokHpo.. Tepmunan Knacc

admin 4 Ceccwi: 1 NGFW_Supe

[LlaTa ¥ BpauA Hawana

JIaTa W BPEMA GKOHUBHNA

Pazopears caccum

PucyHok — Pazbsiokuposka yuémHoli 3anucu.

Ecav npu BbINONHEHUN GJOKMPOBKM YUYETHOM 3anucu He Obin BbibpaH napameTtp
«Pa3opBaTb ceccuio», 1 Mosb30BaTeNb K MOMEHTY akTvMBaLuu G1OKMPOBKM YyxKe
aBTOPU30BaH B CUCTEME, TO €r0 aKTUBHbIE CECCUUN HE MPEPbIBAKOTCA aBTOMATUYECKN.
Monb3oBaTeNb  COXpPaHAET BO3MOXHOCTb Mpogo/mkate paboTy B pamkax
CYLLECTBYHOLLMNX CECCMI A0 UX eCTECTBEHHOIO 3aBEpPLUEHNS — B pe3y/ibTaTe py4HOro
BbIXOAa, WCTeYeHUs BpemeHu 6e34eNCTBUA WA MPUHYAUTENBHOrO 3aBepLueHus
agMuHuUCTpatopom. [ns obecneyeHMs HeMeA/IeHHOro npekpalleHns AocTyna
peKOMeHAyeTCs  COBMelaTb  OAOKMPOBKY  YUYETHOWM  3ammMcM  C  Onuuen
NPUHYAUTENBHOTO Pa3pbiBa aKTUBHbIX CECCUI.

Mpumeuanue:

MNpwn 6nokMpoBKe YYETHOW 3anucu JOCTyn K Beb-uHTepdency npekpaliaercs
HeMef/IeHHO, He3aBUCMMO OT Toro, 6bin An yctaHosBneH ¢nar «PasopBaTtb
ceccuio».

Echrv Ha MOMeHT On0KMPOBKM MOAb30OBaTe/Nb Haxoauacs B Beb-uHTepdeince,
TekyLas CTpaHuLLa OCTAETCs OTKPbITON, O4HAKO BO3MOXHOCTb BHOCUTb M3MEHEHUS
B KOHQUrypauuro CTaHOBUTCA HepfocTynHon. Jlrobasa nombiTka COXPaHUTb
M3MEHEHNS TNpPUBEAET K BbIBOAY CUCTEMHOM OWKOKK, MNoOcCae KOTOPOW
oTobpaxkaeTca coobLieHne 0 HeAOCTaTOYHOCTM NPaB.

NcTounnk «<NGFW>» B ARMA MC, B HacTpoWkax KOTOPOro UCMOb3YHOTCS YUETHbIE
JaHHble 3ab6/10KMPOBaHHOW YYETHOM 3aMmnCK, aBTOMATUYECKN NEPEXoamnT B CTaTyC
«Owmnbka».
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Pa36sokupoBKka y4éTHO 3anucm

Ans cHATUA GNOKMPOBKM C OAHOW WM HECKOJIbKUX MOJb30BATENbCKNX YUETHbBIX
3anucen npesycMoTpeHbl ABa cnocoba.

Cnocob 1: I'pynnoBas pa3bioknpoBKa Yepe3 KOHTEKCTHOE MEHHO:

1. B tabnnue pasgena «YnpaBneHne nosb3oBaTensiMmmu» BblibpaTb O4HY NN
HeCKOoJIbKO 3ab10KMpPOBaHHbIX Y3, yCTaHOBMB COOTBETCTBYHOLME DAAXKKN.

2. HaxaTb kHONKy «Pa36nokupoBatb».

3. B oTKpbiBlWEMCA AManOroBOM OKHe MOATBEPAMTbL OMepauuto, Haxkas
KHONKy «Pa3bnokmpoBatb» (CM. PucyHok — Pa3baokmpoBKa Y4YETHbIX

3anucen).

4. [na npuMeHeHUA 1 COXPaHEeHMA HaCTPOEKT HaXaTb KHOMKY «CoOXpaHUTb»,
pacrnosioXXeHHYt0 B MPaBOM BEPXHEM yray 3arosoBka pasjgena
«Monb3oBaTtenun».

2 |

ol

PaaGnokuposKa nonsaoeaTenei

Brmu

1 Bt ASACTBMTENSHO XOTUTE PASGNOKKPOBATE ARHHOTD

&3

PucyHok — Pa3bs0okuposka y4émmHeix 3anucedu.
Cnocob 2: lHamenayanbHaa pa3baokmpoBka yepe3 60KOBYHO NaHenb:

1. B T1abnuue «YnpaBneHue mMo/sib30OBaTeNsIMU» LWENKHYTb MO CTPOKE
HY>XHOMW YUYETHOW 3anumcu.

2. B otkpbiBwemca 6okoBom okHe «lonb3oBatenb <nma_Y3>» nepesectu
nepekatoyatens «3absokupoBaTb» B MNONOXEHNE «BbIKAHOUEHO».

3. Haxartb kHonKy «M3MeHnTb>».

4. [MpuUMeHUTb U3MeHeHUA, HaXKaB KHOMKY «CoXpaHUTb» B NPaBOM BEPXHEM
yrny pasgena (cM. PucyHok — Pa3bnokmpoBka yY4ETHOW 3anmncu).
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¥npasnesse nankaoBaTenaMK ~

— — e P —— T

admin Ceccnii: 1 NGFW_Supe P o
est & Cecoun esi

PucyHok — Pazbsiokuposka yuémmHoli 3anucu.

Mocne ycnewHOro BbIMOJHEHUA OMepauuy CTaTyC YYETHOW 3anvcu M3MEeHSeTcA Ha
«AKTUBEH», 1 MNO0/b30BaTe/lb MOJyYaeT BO3MOXHOCTb aBTOPWU30OBaTbCA B CUCTEME B
COOTBETCTBUWN C YCTAHOB/IEHHbIMU NOANTMKAMMK AOCTYyMa.

2.2.3 MpuHyauTenbHoe 3aBepLUeHUNe ceccui

Cuctema ARMA CreHa npegoctaenser GYHKLUMOHaA MPUHYAUTENBHOTO 3aBepLueHus
aKTMBHbIX CECCUI, peann3oBaHHbIV NO ABYM KPUTEPUAM: MO MAEHTUHUKATOPY OTAENbHON
ceccuu Man No MMeHU Noab3oBaTens (Y4ETHOW 3anucK).

3aBepLueHune ceccum nNo ngeHTudpukaTopy

OgfHa y4éTHas 3anucb MOXET MMETb HECKOJIbKO akTMBHbIX CECCUA OLHOBPEMEHHO.
Ans 3aBeplieHMA KOHKPETHOW ceccuu HeobXxoaMMO BbIMOAHUTE Caeaytolme
JeNCTBUS:

1. B Ta6n|/|u,e «YHpaBneHMe nosib3oBaTeNnAMUn» PaCKpbITb CMMCOK aKTUBHbIX

ceccvii  TpebyeMOol YUETHOW 3anmucyM C MOMOLLbHO KHOMKM B
COOTBETCTBYHOLLEN CTPOKE.

2. BbibpaTb Hy>XXHytO Ceccuio, YCTaHOBMB  GaXkOoK pajoM C  eé
NAEHTUPUKATOPOM.

3. HaxaTb kHonky «Pa3opBaTb ceccum».

4. B nosABMBLUEMCS ANANOTOBOM OKHE NMOATBEPAUTb AeNCTBME, HaXKaB KHOMKY
«Pa3sopBatb» (CM. PucyHok — 3aBepLueHve ceccum No naeHtudurkaTopy).
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(1 ] IEwe—

Pasopears cecchi

BHUMaHHe! Bl 1eACTBHTENLHO XOTHTE PA30paaTs

PucyHok — 3asepuweHue ceccuu no udeHmugukamopy.

Mocne noaTBepXAeHWs BblbpaHHas ceccus ByaeT HeMeA/NeHHO 3aBepLueHa.
Monb3oBaTesb TEPSET AOCTYN B paMKax JaHHOTO CeaHca.

3aBepI.UEHVIe BCeX CecCMi nosib3oBartens

33

[Ans 3aBepLlUeHNs BCEX aKTUBHbIX CECCUM BbIBpaHHOro nosb3oBaTens HeobxoAMMO
BbIMONHUTb CIeAytoLLme AeACTBUS:

1. B Tabanue «YnpaBneHue nosb3oBaTeNnaMmu» BbiIOpaTb YUETHYH 3amuch,
yCTaHOBMB pNaxokK cneBa OT fiormHa. MNoasepxnBaetcs BbIGOP HECKObKNUX
nosib30BaTeneln 4151 MacCOBOrO 3aBEPLUEHUNS CECCUN.

2. Haxatb kHOnKy «Pa3opBaTb ceccum».

3. B oTkpbiBWEMCA AMaNOroOBOM OKHE MOATBEPAUTb Onepauuto, Haxas
KkHonKky «PasopBatb» (CM. PucyHok — 3aBeplieHne Bcex ceccuu
noab3oBaTens).

-]

Pasopearth ceccum

BHMManKe! Bu ASACTEHTENLHO XOTHTE PA30DEATS CBY

nank3oRaTENA?

PucyHok — 3asepuwieHue scex cecculi nosib3o8ameris.

Bce akTnBHbIe ceccumn BbIOpaHHbIX MOAb30BaTesne byayT HeMeaNeHHO 3aBepLUEHbI.
doHoBble ceccuu (HanpyMep, CMCTEMHbIE) TakXKe NoAJ/IeXaT 3aBepLUeHNHO.

Mpumeuanue:

Ceccun  nonb3oBaTtene Beb-uHTepdenca He oTobpaxkatoTca B Tabavue
«YnpaBneHue noJsb30OBaTeNAMM» U He Mojjexar MNpUHYAUTENbHOMY
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3aBepLUEHMIO Yepe3 AaHHbIN nHTepdenc. [na paspbiBa Takmx ceccun Tpebyetcs
BbIMONHUTb 610KMPOBKY COOTBETCTBYHOLLEN YUYETHOW 3anucu. [laHHas onepauus
HeAOoCTyNnHa ANA BCTPOEHHOMW YUYETHOM 3anmcy «admin».
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3 WHTEP®ENCHI

ARMA CreHa nogzep>XMBaeT MHOXECTBO TUMOB UHTEPPENCOB, NCMO/b3YS Kak CeTEBbIE
MHTEPPENCHI, TaK N pa3INYHbIE CETEBbIE MPOTOKObI.

Ana npocmoTpa Bcex MHTEPdENCOB CUCTEMbI, WX HACTPOWKM W CO34aHUSA HOBbIX
HeobxoauMo nepentn B passen «Hacrpouikmn nHtepgeiico» (cM. PrucyHok — MNaHesb

HaCTPOWVKM UHTepdelncos).

UrTepdeicst

HacTpoiikn nHTepdencos ~
+ HoGasute Q

Haumerosanme DrsuueCKMil MH. .. Tun Cratyc IP agpec MAC agpec Cocronnue Onucanne e

bri Cetesoit mocT (_ Briouen ) (_ Moaxniouero )

br11 Certesoit MocT

eth0 DuznyecKui

eth1 DHIHYECKUA

PucyHok — lNaHenb Hacmpotku uHmepgeticos

Mpumeuanne:

B Beb-umHTepdeinice peanvzoBaHa YHKUMOHANbHOCTb KOHOUIYpPUPOBaHMA TOJbKO
bur3nyecknx nHTepdencoB n ceTeBoro MocTa. [l HaCTPOMKM BCeX OCTa/IbHbIX CETEBbIX
nHTEepdencoB HEOBXOANMO NCNOIb30BaTb MHTepdec KoMaHAHOW cTpoku (CLI).

Mpumeuanne:

MNepea yaaneHvem ceteBbiXx MHTepdencoB TpebyeTcs 06sa3aTeNlbHO UCKAOUNTL UX U3
CoCTaBa BCEX CEPBUCOB M CYX6, B KOTOPbIX OHW mcrnonb3yrotcs. K Takmm cnyxbam
MOTyT OTHOCUTbCA MapuwpyTu3auns, NAT, M3, 6anaHcupoBka Harpyskuy, VPN-TyHHenw,
COB n gp. HeBbiNONHEHME AAHHOTO Lara MOXEeT MPUBECTU K HapyLUEHWHO CeTeBOM
cBA3HOCTK, cbosiM B paboTe cepBNCOB 1AM ownbkam B KOHUrypaunn. PekomeHayetcs
NPOBEPUTb BCE 3aBUCUMOCTUN Nepes BbiNOAHEHNEM OnepaLmn yaaneHnsa nHtepderica.

3.1 ®usunuecknii nHTepdeinc

®uznueckme wuHTepdencol nosnydaroT uMMeHa B dopmate «ethN», rage «N» —
MAEeHTUPUKATOP, NPUCBOEHHBIN NHTEPdEeNnCy.

3.1.1 Hactpoiku pusmueckoro nHrepgeica

Hactponka ¢u3mueckoro wuHTepdenca ocyllectBasetca B  OOKOBOM  naHenu
«PepakTnpoBaHme uHtepgenca», Kkotopas Bbi3biBaeTcs wenukoMm JIKM Ha Hy>XHOM
nHTepdence (cm. PucyHok — PegaktnpoBaHue nHtepdeinca).
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MnTepdeiice Penantuposaie wnTepdeiica  OTMeHuTs

BII0NHTE HHTEPPEAC

HacTpo#KkH HHTepdeicos ~

HauueHoeaHue

t+ [oGasute

Hacronuee w

Hauuerosa... usuuec. .. Tun Craryc 1P appec MAC anpec Cocronmue o. ©

etho

ethi

ethz

lo

HacTpoiika agpecos IPv4

DUIHECKMA 172.16.241. ~ Mcnone3osars DHCP

Duanueckmit
CraThdeckue anpeca IPv4 v

Ouanueckui

loopback 127.0.0.1/8 v ((noasno... ) - Hactpoiika anpecos IPv6

Menonssosare DHCP

Cratuueckie agpeca IPv6 v

BanaHcHpoBHa Harpysku Ha WAN-HHTepdeicax v

MTU

OBpaTHbIi NPOKCH v

HacTpoiika 3epkanupoBaH1a
BriounTs 3epkanuposakie (SPAN)

MAC agpec

Pexum gy i paBotsl ¢ 0 UK
CkopocTs paBoTsi dpuanueckoro uTepdeica (O

BiiowHTb annaparkyio pasrpyay CeTesof KapTh MHTepdeica

PucyHok — PedakmuposaHue uHmepgetica

MapameTpbl nHTepdenca:

36

«BknrounTb MHTEpdEnc» - BKIHUeHMEe/BbIKNOUEHNE GU3nYeckoro nHtepdenca.

«Hactpouka agpecoB IPv4» - 610k napameTpoB A4 KOHPUrypauum IPv4-agpecos.
MNopaepXmBaeTcs yCTaHOBKA Heckonbkux IPv4-aspecoB ans ogHoro uHtepdeunca.
[na aBTOMaTM4eckoro noayyeHua agpeca no npotokony DHCP Heobxoanmo
nepesBectn nepekntoyatens «Mcnonbzosatb DHCP» B akTnBHOEe cocTtosHme. Jnd
PYUYHOTO Ha3HayeHWs CTaTUYeckMx ajapecoB TpebyeTcAa pacKkpbiTb  OMLUUIO
«CraTtnueckme agpeca IPv4», HaxxaTb KHONKY «+ [Llo6aBuUTb», 1 BBECTU IPv4-aapec
n macky noacetn. KHonkum «/[106aBuUTb» 1 «¥YaannTtb>» N03BOAAOT 400ABAATL HOBbIE
CTPOKMW C afpecamu Uan yaanatb CyLLecTBYOLME.

«Hactpouika agpecoB IPv6» - 6510k napameTpoB A4 KOHPUrypauum IPv6-agpecos.
MNMopaep>XmBaeTca yCTaHOBKa Heckonbkux IPvb-agpecoB ans ogHoro nHtepdenca.
[na aBTOMaTM4eckoro noayyeHus agpeca no npotokony DHCP Heobxoanmo
nepesecTn nepekntoyatesnb «Mcnonbzosatb DHCP» B akTnBHOEe cocTtosHme. nd
PYUYHOTO Ha3HayeHWs CTaTUYecKMx ajapecoB TpebyeTcAa pacKkpbiTb  OMLUUIO
«CraTtnueckme agpeca IPv6», HaxxaTb KHONKy «+ [Lo6aBuTb», 1 BBeCTM IPv6-agpec
n macky noacetn. KHonkm «/[L06aBuUTb» 1 «¥Y AannTtb>» N03BOAAOT 400aBAATL HOBbIE
CTPOKM C agpecamMu Uan yaanaTb CyLLeCTBYHOLLME.

«MTU» - 3HaueHne MTU. BO3MOXHO yKa3aTb 3HaueHue B guana3oHe ot «1280» ao
«9190». No ymonyaHuto ncrnonbsyetca 3HaveHne «1500». 3HaveHne MTU He moxeT
6bITb MeHbLUe 3HaueHns MTU gouepHero VLAN mnHTepdenca.
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«Bknrountb  3epkanuposBanue  (SPAN)» -  HacTpoika  KOmnupoBaHue
BXoadLLero/mexoaawero Tpadumka:

o «Bxopgawun Tpaduk» - BbIbOp wWHTepdenca, Ha KoTopbIN Oyaer
BbINOJIHATLCA 3epKanvpoBaHMe BXOAALLEero Tpaduka;

o «Wcxopaawmin tpadpuk» - BbIGOp WHTepdelca, Ha KoTopbin byaert
BbIMNOJHATLCSA 3epKasMpOBaHmMe UCXoasaLLero Tpaduka.

Mpumeuanne:

HeBO3MOXHO Ha3HauMTb CeTeBOM MOCT AN 3epKanvpoBaHusa Tpaduka
ceTeBOro vHTepdenca, ecam AaHHbln MHTepdenc ABAAETCA YYaCTHUKOM 3TOrO
ceTeBOro MocTa.

NMpumeuanne:

3epkanmpoBaHue Tpaduka Ha cybuHTepderic VLAN ceteBoro nHtepdeica He
MOXET ObITb peann3oBaH Aaxke Mpu MPUMEHEHUU MPOMEXYTOUHbIX 3Tanos
nepeHanpasieHnsa Tpadpuka.

«MAC-agpec» - nosb3oBatensckui MAC-agpec. Wmutaumo MAC-agpeca
MHTepdenca BO3IMOXHO MCMOb30BaTb, HAMPUMep, NPU onpesenéHHbIX KabenbHbIX
coeanHenmax WAN wuHTepdenca. Popmar BBOga 3HauveHua MAC-agpeca
CRXXKXXXX XXX

«Pexxnm pgynnekcHou pabotbl ¢usnueckoro wuHTepdenca» - HacTpouka

napameTpoB AynaeKCHOro pexuvma pabotbl dmsmyeckoro nHTepdenca. BosmoxxHbin
BbIOOp 3HAYEHWN:

e «auto» - HacTpoWka  [ABYCTOPOHHEro  pexuma  UHTepdelica
COr/1acoBbIBAETCA aBTOMATNYECKY;

o «full» - ncnonb3oBaTh NONHOAYNNEKCHBIN PEXUM;
e «half» - ncnonbzosatb nonyaynnekc.

N5 Kax a0 ceTeBOW KapTbl OTOBPAXKAETCA CBOM CMMCOK AOMYCTUMbIX 3HAUEHWA.
HegocTynHo Ans pesakTMpOBaHUA B CETEBOW KapTe, WCMOJb3yowehd OAnH 13
ApanBepoB: «vmxnet3», «virtio_net», «<xen_netfront», «iavf», «ice», «i40e», «veth».

«CKopocTb paboTbl ¢pusmueckoro nHrepgenca» - yctaHoBka CKOPOCTM paboThbl
HTepdenca. HefoCTynHO Ans pefakTMpPOBaHUA B CETEBOW KapTe, UCMO/b3YyHOLLEN
OAVH 13 AparBepoB: «vmxnet3», «virtio_net», «xen_netfront», «iavf», «ice», «i40e»,
«veth».

«Bk/IlOUMTb annapaTtHyro pa3rpy3Ky ceTeBou KapTbl MHTepdgenca» - No3BoaseT
CHU3UTb Harpy3sky Ha LI
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e «Twun annapaTHOW pa3rpy3ku ceTeBol KapTbl UHTepdenca» - BbIbOp
MeToza pa3rpy3km obpabotkm creka TCP/IP.

® «OTKMouUNTb KOHTpOAb notokoB (IEEE 802.3x)» - mexaHVM3M BpeMeHHOW
OCTaHOBKM Mnepefaun AaHHbIX B KOMMbIOTEPHbIX ceTax. Llenbto 3Toro mexaHmsma
ABAseTCA obecneyeHne Hy1eBOW NOTePU NakeToOB NMpu neperpyske cetn. HeaocTynHo
ANA  pefaKTUPOBaHUA B CETEBOW KapTe, MCMONb3YHLWENA OAWH W3 ApaliBepOB:
«vmxnet3», «virtio_net», «xen_netfront», «iavf», «ice», «i40e», «veth».

® «OTKNOUNTD MOHUTOPUHI cocToaHnA nHtepdenca (link-detect)» - otkntountb
KOHTPO/Ib GU3NYECKNX COCTOAHNIN NHTepdelica, HanpuMep, Npu OTKIOYEeHUN Kabens.

® «OnucaHme» - KpaTkoe TekCToBoe onucaHue. [Jlonyckaerca WCNOib30BaHWe
CMMBO/IOB KUPWAANYECKOTO U NaTtuHCKoro andasutosB. OnucaHne He AOAXKHO
HaYMHaTbCA C NOC/IeA0BATENbHOCTU «//>». 3anpeLLeHo NCNOoAb30BaHMe CUMBOJIOB «"»,
«'» N NepeHocC CTpokn. MakcrMmanbHas ganHa 3HaueHna — «127» cMMBOJIOB.

Ans NpUMeHeHWs N COXpaHeHMA HacTpoek B KOHUrypauuoHHbI dann Heobxoanmo
HaXaTb KHomnkKy «CoxpaHUTb» B BepxHeM MpaBOM YIrJy 3arojoBka pasgjena
«UNHTepdencbl» (cM. PucyHok — [IpvMEHUTb W COXPaHWTb HOBblE HACTPOWIKWA B

KOHDUTYpaUMOHHbIV dann).

Hrsppeien o

HacTpoinm uHTEpGERcas ~

+ fodaswre

He A uHTEp.. Tun Cratyc IP agpec MAC agpec CocToRnme OnucaHue (=]

eth0

PucyHok — lpumeHUM®b U COXpaHUMe Ho8ble HacCMpoUKU 8 KOHGU2YPpayUoHHbIU gatin
3.1.2 BupTtyanbHbi nHTepdeiic

BupTtyanbHble nHtepdencol nmetoT nmeHa B dpopmate «ethN.M», rge «M» — 3HaueHune
VLAN-Tera, ykazaHHOe Npun CO34aHNN BUPTYanbHOro nHtepdenca.

[Ana co3paHns BUPTyanbHOro WHTEpdenca HeobXOAUMO BbIMOJHUTL Caefytoline
AEeNCTBUSA:

1. B okHe «HacTpoiika nHTepdencoB» HaxkxaTb KHONKY «+/Lo6aBUTb>.

2. B otkpbiBwenca 6okoBOM NaHenn BblibpaTb co3gaBaeMbii 06beKT «BupTyanbHbIn
MHTep@Penc» 1 3anoHUTb NapamMeTpbl:

® «HaunmeHoBaHue» - HaumeHoBaHMe VLAN. Ha3HauaeTca aBTOMaTUJyeckM Ha
OCHOBe MMeHu ¢umsmveckoro nHtepdenica n VLAN-Ter;

® «Bknountb uHTepdeilic» -  BKAOUEHWE/BbIKIHOUYEHME  BUPTYaSbHOTO
NHTEpPdENCa;
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3.

39

Mo

«®usnuecknin nHTeppenc» - Bbibop dusnyeckoro nHTepdenca, Ha KOTOPOM
6yzeT co3naH CerMeHT BUPTyanbHOWN CeTu;

«VLAN-Ter» - mMeTka BWpTyanbHOW ceTn. BO3MOXHO ykasaTb 3HaueHue B
Anana3oHe oT «0» Ao «4094»;

«Tun koHpurypauun IPvd» - Bbibop HacTpouku |P-aspeca: «OTKAHOUEH>,
«pyy4Has HacTpowka», «DHCPv4»;

«Tun koHdpurypauum IPv6» - Bbibop HacTpowkm IP-agpeca: «OTKAHOUEH>,
«py4YHas HacTpolika», <DHCPv6»;

«MTU» - 3HaueHne MTU. BO3MOXHO yka3aTb 3HaueHue B AnanasoHe ot «1280»
80 «9190». o ymonyaHuo ncnonbsyerca 3HadveHne «1500». 3HaueHne MTU
AOMKHO ObITb MEHbLWWM UAWM  paBHbIM 3HauveHuo MTU popuTenbckoro
nHTepdeica;

«MAC-agpec» - nonbzoatenbcknin MAC-agpec. dopmat BBOJA 3HaAUeEHUSA
MAC-agpeca «XX:XX:XXXXXX:XX»;

«OTK/IIOUUTb MOHUTOPUHr coctofaHuAa wuHTepdeica (link-detect)» -
OTKNHOUNTb KOHTPOJIb PU3MUECKMX COCTOSIHWI WHTepdenca, Hanpumep, npu
OTK/ItOUYeHUM Kabens.

«OnuncaHme» - Kpatkoe TeKCTOBOe onucaHue. [lonyckaeTca Mcnonb3oBaHWe
CMMBOJIOB KUPWINUYECKOTO U NaTUHCKOro angasutoB. OnucaHne He AONXKHO
HauMHaTbCA C MOC/NeAOBaTeNbHOCTM «//».  3anpeleHo WCnoJib3oBaHue
CMMBOOB «"», «'» Y MepeHoC CTpokn. MakcnmanbHasa ANrHa 3HaUYeHna — «127»
CMMBOJIOB.

3aBepleHno HaxaTb KHonKy «CoxpaHuTb» (CM. PucyHok — [lobasieHue

BUPTYaNbHOro nHTepdemnca).

arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

Mutepdencu

HacTpoRuM KHTepeHCcOs

o 9 DHINIECHHR HHTEpDEIC

Haumenosasme DuIHaECH - Tun Cratyc 1P anpec

Banaucupoaxa Harpyaum va WAN-nHTepdencax

Obpamuuih npokcH

4,

et

Dusiecni E n 172.16.230.43/24
VLAN-Ter

1m3 1 HacTpoitka agpecos IPvd

Henaneaosars DHCP

Cratuueckme anpeca IPvd. v

Hacrpaiika anpecos IPvG

Wenanaosats DHCP

CraTHusckme anpeca IPVG

MTU

MAC aapec

HHTOPHHI COCTORHHRA MHTBPQ@HCa (nk-detect

PucyHok — [lobasneHue supmyaabHo20 uHmMepdgelica

HaxaTb kHOnKy «CoXpaHWUTb» B BEpPXHEM MpPaBOM YI/y 3arosoBka paszena
«WHTepdeiicbl» AnA  NPUMEHEeHWs W COXPaHEHUs HOBbIX HAcTpoek B
KOHPUrypaLmOHHbIA dain.

Mpumeuanne:

HeBo3MOXHO co3saTh BUPTYyanbHble MHTEpdeNnchl ans Gusmyeckoro nHTepdeica,
KOTOpPbIA y4acTByeT B ceTeBOM MocTe ¢ noaaep>xkon VLAN.

3.1.3 PepaxTtupoBaHue nHtepdeica

[na pepgakTnpoBaHusa MHTepderica HeOBXOAMMO BbINMONHNUTL CAeAYHOLME LENCTBUS:

1.
2.

40

Haxatb JIKM Ha Hy>xHOM nHTepdelice B okHe «HacTpovika uHTepdpencos».

B oTkpbiBwenca 6o0koBou naHenn «PepaktupoBaHune wuHTepdenca» BHeCTU
HeobXxoAVMble N3MEHEHUS 1 HaXKaTb KHOMKY «COXpPaHUTb».

HaxaTb KHonKy «CoXpaHUTb» B BEpPXHEM MPABOM Yry 3aro/ioBKa pasjena
«NHTepdencobl».

MpumeuaHume:

Ecan ceteBOl MHTepdENC ABASETCS YacTbO CETEBOTO MOCTA, TO HacTpoliKa agpeca
ByaeT HeBO3MOXKHa.

Mpumeuanne:

B cnyuae pobaBneHuns umHTepdenca B CNUCOK MPOCAyLUMBAEMbIX WHTepdencos
petpaHcasaumm DHCP, Ha HEm TpebyeTcs Hanmume Kak MWUHUMYM OZHOTO
cTaTuyecku HasHadeHHoro IP-agpeca. YpaneHmne Bcex |P-agpecoB ¢ Takoro
NHTepdENCa 3anpeLLeHo 1 NPUBEAET K HapPYLUEHNIO PYHKLIMOHMPOBaHMA cepBuMCca
peTtpaHcaaumm DHCP.

arma.infowatch.ru
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3.1.4 YpaneHue nHTepdeiica

Ana  ypaneHus BUPTYanbHbIX WHTEPPENCOB HEOOXOAMMO BbIMOAHUTL Chaeayrolme
AEenNCTBUS:

1.

41

BbibpaTb OAMH MAN HECKONbKO MHTeppencoB ANA yAaneHns, YCTaHOBUB Gnaxok B
yek-bokce cneBa OT HAMMEHOBaHWNA MHTepdenca, N HaXkaTb KHONKY «YAanunTb».

MNMoaTtBEpAUTb yAaNeHNe HaxXaTMeM KHOMKWU «YAaNUTb» B OTKPbIBLLUEMCA OKHE (CM.
PucyHok — YaaneHue BupTyanbHOro nHrepoenca).

HaxaTb KHOMKy «COXpaHUTb» B BEpPXHEM MPABOM YIy 3aro/ioBKa pasjena
«UNHTepdpencobi».

Buumanue!

Bl yBepeHsl 4TO XOTUTE yAanuTe uuTepdeic eth1.1?

OTMEHHUTE YoanuTte

PucyHok — Y0aneHue supmyansHo20 uHmepgetica

Mpumeuanne:

dusnyeckne nHTepdencel He noanexar yaaneHuto. [Npy ogHOBpeEMEHHOM Bbibope
bur3nyecknx n BUPTyanbHbIX MHTEPdENCOB KHOMKa «Yaanutb» 610KMpyeTcs B
nHTepdence ynpasaeHus.

Mpumeuanue:

YaaneHve nHtepdencos, 3a4encTBOBaHHbIX B npouecce petpaHcnaumm DHCP, He
AonyckaeTcsa.

Mpumeuanue:

Echan ceteBon nHTepdenc BkAOUEH B COCTaB CETEBOrO MOCTa, onepauus ero
yaaneHns Oyaer 3abnokvpoBaHa, W cuCTEMa BbIJACT COOTBETCTBYHOLLEE
npeaynpexgaeHue (cM. PUCYHOK — YaneHne HEBO3MOXHO).

@ YhaneHve HEBO3MOMHO!

HE’KOTDPL—.IE HHTEPqJEHCL—.I HA3HAYEeHkl B KAYEeCTBE Y4YACTHWKOB
CeTeBblx MOCTOB!:

uHTepdenc eth2.1 yyacTHux cetesoro mocTa bri

PucyHok — Y0aneHue He803MOXHO

arma.infowatch.ru
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3.2 CeteBOU MOCT

CeTeBOM MOCT - 3TO CeTeBOE€ YCTPOWCTBO, MNpeAHa3HauyeHHoe And 0bbeAnHeHUA
CEerMeHTOB CETU Mepefayun AaHHbIX B e4uHyto ceTb. OH QYHKLMOHMPYET Ha KaHalbHOM
ypoBHe mogenn OSI, obecneumnBas Npo3payHoe NPOXOXAeHMEe NPOTOKOIOB Yepes Hero.

Mpumeuanne:

Mpotokon STP no ymonuvaHuio He aktmBmposaH B cucteme ARMA Crena. OgHako ero
BO3MOXHO akTMBMPOBaTb B MPOLLEeCCe HAaCTPOMKM CETEBOTO MOCTa.

B ARMA CreHa pob6aBneHve 1 HacTpolka CeTeBbIX MOCTOB MPOM3BOAUTCA B pa3lgene
«HacTtpouikn nHtepgenco» (cM. PrcyHok — [MaHenb HacTpoviku MHTePdENCOB).

Mpwn co3gaHun ceTeBOro Mocta GOPMUPYETCA HOBbIM CETEBON WMHTEpPdENC, KOTopbIM
nonyyaet nma «brN», rae «N» — nopsgkoBblin Homep. Ha ceTeBoM WHTepdelice He
AOMKHO BbITb HacTpoek KoHburypauun IP-agpeca nepes gobaeneHvem ero B CeTeBOM
MOCT. B cocTtaBe ceTeBOro MoCTa NOAAEPKMBAKOTCA C/efytolime TUMbl CeTeBbIX
nHtepdencos: Ethernet, Bond/Link Aggregation, L2TPv3, OpenVPN, VXLAN, WLAN/WIFI
- Wireless LAN, Tunnel, GENEVE.

3.2.1 Co3aaHue ceTeBOro Mocra
[lns co3paHma ceTeBOro Mocta HeobxoAMMO BbINMOHWUTL CleayroLne AeNCTBUA:
1. B okHe «HacTponka nHTepdpercoB» HaxaTb KHONKY «+/106aBUTb».

2. B otkpbiBwencs 6okoBon naHenn «[lobaBneHve uvHTepdenca» BblbpaTb
co3gaBaeMbli 06bekT «CeTeBOM MOCT» 1 3aMN0JHUTb NapaMeTpbl:

® «Bknrountb MHTEp@Penc» - NO3BONSAET BKIOUNTL AU OTKIHOUUTL CETEBOM MOCT.
OTkANtoUeHMe MOCTOBOM Tpynnbl COXPAHAET Tekylwwme HacTpouku. [locne
OTK/OUEeHVA WHTepbenc nepexoauT B COCTOAHME aAMUHUCTPATUBHOIO
oTktoueHma (A/D).

® «HaumeHoBaHMe» - M5 ceTeBOro mocta. OHO fOMKHO UMeTb BUA «brN», rae
N npeacraBnaser Ccob60OM  YHUKaNbHbIN  MAEHTUHUKATOP CETEeBOrO MOCTa,
HaunHarowmmnca ¢ «0». JanHa HavMEeHOBaHWA He AOJKHA npeBbiwaTth «15»
CUMBOJIOB.

® «YyacTHUKM» - 610K f0b6aBieHNA ceTeBblX MHTepdENCOB B COCTaB CETEBOrO
MocTa. KHonkm «+[06aBUTb» 1 «YAanutb» M0O3BONAIOT A0b6aBAATb WU
yAanatb ceTeBble MHTepdencbl. Ha ceteBoM MHTepderice He AOMKHO ObITb
HacTpoek KoHdurypaumnm IP-agpeca nepes sobasieHnemM ero B ceTeBon MOCT.

Mpumeuanune:

O,ﬂ,I/IH N TOT Xe ceTeBou I/IHTepq)eI\/’IC MOXET ObITb Y4aCTHMKOM TOJbKO OAHOro
CeTeBoro Mocra.
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Mpumeuanne:

Henb3s Ha3HauuTb ceTeBOM WHTepdEenc Ha CEeTEBOM MOCT, €CAN JAaHHbIU
MHTepdenc HacTPOeH Ha 3epkaanpoBaHue Tpadurka Ha 3TOT CETEBOM MOCT.

[lononHnTeNbHbIE NapaMeTpbl:

«Mpunoputert yuacTHMKa» - NpuopuTeT Ana nHTepdenca, BXoaALLEero
B COCTaB CeTeBOro Mocra. Bo3aMoXHO yKka3aTb 3HaueHve B AnanasoHe
oT «1» Jife] «63».

«PaspeweHHble VLAN» - wugentuoumkatop VLAN. T[lo3sonntb
yKkasaHHbIM ngeHtnéoumkatopam VLAN npoxogutb uyepes mHTepdenc
ceTeBOro Mocrta. Bo3MoXHo ykasaTb 3HaueHue B Anana3oHe oT «1» g0
«4094». flonyckaeTca ykasbiBaTb Kak oAnH naeHtneukatop VLAN, Tak
N rpynny naeHTueunkaTopos, passaenéHHoix gepucom (X-Y). KHonkn
«+/l06aBUTb» 1 «Yaanutb» MNO3BONAKT A00aBNATb WAW YAANATb
naeHtneumkatop VLAN. HeBO3MOXHO u1cnosb30oBaTb MNapamMmeTp
«Pa3peweHHble VLAN» Ha ceTeBOM MOCTY, eC/in He aKTMBMpPOBaHa
onuwnsa «MNoaaep>xkka VLAN».

«LleHa (cost ana STP)» - ctoumocTb nytn ans uHTepdenca,
BXOASALLEro B COCTaB CeTeBOro Mocta. bosnee 6bicTpbin MHTepdenc
AOMKEH UMMeTb 6osiee HU3KYy0 CTOMMOCTb. BO3MOXHO ykasaTb
3HayeHuve B gnanasoHe oT «1» 0 «65535». 3HaveHre No ymon4aHuo
AN CTOMMOCTM MYTU  PacCUMTbIBAETCA WCXOAS U3 MPOMYCKHOW
cnocobHoctn kaHana (cMm. Tabaumua «CoOTBETCTBMA MPOMYCKHOM

CNocobHOCTU M Ha3HaYaeMon N0 YMOAYaHUKD CTOUMOCTU NYTU»).

Tabauya «Coomeemcmeus nponyckHouU cnocobHocmu u HazHa4yaemou no

43

YMOJYaHUKO cmoumocmu nymu»

MponyckHaa cnoco6HoOCTb CronmocTtb nyT1 npotokona STP
KaHana ANnA nHtepdenca
4 Mbit/s 250
10 Mbit/s 100
16 Mbit/s 62
100 Mbit/s 19
1 Gbit/s 4
2 Gbit/s 3
10 Gbit/s 2

arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

44

e «W3onmpoBatb NOpT» - Npu BKAKOYEHMM W30JMPOBAHHBLIA NOPT B
YyacTHOW BMpTyanbHOW nokanbHOW cetn (PVLAN) wmsonumpyetca Ha
BTOPOM YpOBHE OT OObIX ApYyrMx KOMMYTaTOpOB, KPOMeE Tex,
KOTOPble HAaCTPOEHbI Ha PEXMM Promiscuous.

e «CobcTBeHHbIN VLAN ID (native-vlan)» - ykazatb naeHtudukatop
VLAN, KOTOpbIM AOJKEH MNPUCYTCTBOBaTb Ha KaHane. Bo3moxHO
yKasaTb 3HayeHue B guanasoHe oT «1» o «4094». [1pn nocTynneHnn
naketa fJaHHbix 6e3 Tera VLAN Ha nopT, nakeT AaHHbiX 6yaet
BbIHY>XAEH NONYyUYNTb Ter ¢ onpesenéHHbiM ngeHtneumnkatopom VLAN.
Mpu BbIXOAe nara wnaeHtndukatopa VLAN un3 nopta, Ter
naeHtndukatopa VLAN 6yaet yaanéH. HeBO3MOXHO MCMOb30BaTh
napametp «CobcrBeHHbI VLAN ID (native-vlan)» Ha ceTeBoM MOCTY,
ecn He aktBmpoBaHa onumsa «oaaepxka VLAN».

® «Twun KoHpurypaumm IPv4» - BbibpaTb TMN KOHOUrypmposaHua IPv4-agpeca.

Mpwn BbIGOpe «PyyHasa HacTpowka» OTKPbIBAIOTCA AOMONAHUTENbHbIE MOAA ANA
ykasaHua IPv4-agpeca. KHonku «+/[,06aBuTb» 1 «Ypanutb» MO3BONAIOT
pobasnatb nam yganate IPv4-agpeca.

«Tun koHurypaumm IPv6» - BbibpaTb TN KoHbUrypupoBanusa IPv6-agpeca.
Mpw BbIGOpe «PyyHasa HacTpowka» OTKPbIBAIOTCA AOMOAHUTENbHbIE MOAA ANA
ykasaHua IPv6-agpeca. KHonku «+/[,06aBuTb» 1 «Ypanutb» MO3BONAIOT
pobaenaTh nam yganatb IPve-agpeca.

«Bknountb 3epkanupoBaHume (SPAN)» - dyHkuma SPAN no3sosnset
AybAnMpoBaTh BXOAAWMN N UCXOAALWLMA TPadUK, MPOXOAALLMIA Yepe3 CETEBOW
MOCT Ha yKa3aHHbIV nHTepdenc. O6bIYHO AaHHbIN MHTepdEenc NoAKAOYaeTCa K
cneuvanmM3npoBaHHOMY ObOOpPYAOBaHWUIO, TakOMYy Kak CUCTEMbl KOHTPOS
nosegeHusa U obHapyxeHua BTopxXeHuW. [NpenmywectBo ¢yHkuymm SPAN
COCTOUT B TOM, YTO OHa MO3BOASET OTAENNTb MPUIOXEHME OT OCHOBHOIO
TpaduKa, YTO NPeLOTBPALLAET BAVAHNE MPUIOXKEHNA Ha OOLLMI MNOTOK AaHHbIX
N NPOM3BOANTENBHOCTb cucTeMbl. [1pun BkatoueHn SPAN Heobxoammo ykasaTb
AOMONHUTEIbHbIE NapaMeTpbl:

o «Bxopaawun tpaduk» - BbibpaTb UHTepdenc, Ha KoTopbin Byaert
AybanmpoBaThCs BeCb BXOAALLMN TpadUK CETEBOTO MOCTa;

o «Ucxopawmm tpadpuk» - Bbibpatb nHTEpdenc, Ha KoTopbin ByaeT
AybanpoBaTbCa BeCb MCXOAALLNN TpaduK CETEBOrO MOCTa;

«[Mpuoputer» - ykasaTb NPUOPUTET MepPecbUIKM CETEBOrO0 MOCTa B paMKax
cBA3yOWero JAepeBa. 3HaueHWe nMpuopuTeTa yuuTbiBaeTca npu Bbibope
KOPHEBOrO 3/eMeHTa CBA3yHOLLEro JepeBa. YeM MeHblue 3HauyeHue,
NPUCBOEHHOE CEeTEBOMY MOCTY, TEM Bbllle ero npuopuTeTr KU Tem bonblie
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BEPOATHOCTb TOFO, YTO JaHHbIA CeTeBOM MOCT OyaeT BbibpaH B KauecTBe
KOPHEBOro 3/1eMeHTa CBA3yHLero gepea. Bo3MOXHO yka3aTb 3HaueHve B
AvanasoHe ot «0» po «65535». Mo ymMOn4YaHMIO MCMO/Nb3yeTcs 3HayeHue
«32768».

«MTU» - 3HaueHme MTU. Bo3mMOXHO ykasaTb 3HayeHue B AuanasoHe oT
«1280» po «16000». Mo ymonyaHmo ncnoabsyetca 3HadeHme «1500».

«MAC agpec» - faHHOe Nnoje BO3MOXHO MUCNOAb30BaTh ana nmmtauum MAC-
appeca uHtepderica. B none Heobxogmmo BBectv MAC-agpec B dopmate
XXXXXXXXXXXX mam octaBuTb noJsie MyCcTbiM. JTa  onepauva  Moxet
notpeboBaTbCs, Hanpumep, NP onpeaenéxHHbIX TUMNax kabeabHbIX COeANHEHN
WAN-uHTepdenca.

«OTKNIOUUTb MOHUTOPUHT cocTosHUA uHTepdenca (link-detect)» - cucrema
He OyzeT oTcnexmBaTb W3MEHEHWUA GU3NYECKOro COCTOSIHWS KaHana CBA3W,
Hanpumep, B Clyyae OTCOeAnHeHns kabens.

«Mopaeprxka VLAN» - Bkntountb noaaepxky VLAN Ha gaHHOM ceTeBOM MOCTY.
Mpumeuanne:

B cnyyae ecam wHTepdencobl, yyacTByrolMe B CETEBOM MOCTY, VMeT
pouyepHue VLAN-unHTepdencel, To dyHKuma noaaep>xkn VLAN Ha aTom mocTy
byaeT HeagoCTyrMHa.

«MpoTokon ceasywowero aepesa (STP)» - Bkaouutb npotokon STP Ha
ceTeBOM MOCTY.

«3apepi)xKka nepecbinku STP» - 3HaueHVe BpeMeHW 3aAep>XXKn Nepecbiiku B
cekyHzax. Bpema 3agepxku nepecbuikn — 3TO Bpems, B TeYeHMe KOTOpPOro
YCTPOWCTBO HAxOAMTCA B COCTOSHUM MPOCAYLIMBaAHUA U OobydeHns nepea
nepexoAoM B COCTOSIHME MepechiNKN. ITO BpeMsi HeobxoaMMO A8 TOro, UToObI
HOBOE  YCTPOWCTBO, MOAK/JHOUYEHHOE K  3arpy>KeHHou CeTn, MOrao
npoaHannsmposatb Tpabuk nepes Havanom paboTbl. Bo3mMoXHO ykaszatb
3HayeHVe B fnanasoHe oT «2» A0 «30». [10 yMonYaHNIO NCNOb3yeTCs 3HaYeHne
«14»,

«UHTepBan npuBetctBuM STP» - 3HaueHWe MHTepBana BPEMEHMN B CEKYHZAAX.
Bo3MOXHO yka3aTb 3HayeHue B AmanasoHe oT «1» go «10». [No ymonuyaHuo
NCMoNb3yeTcs 3HayeHue «2». [lapamMeTp WCNOb3yeTca ANA  HACTPOWKM
WHTEpBasa BpPeMEHW, Yepe3 KOTOPbI MOCTOBas rpyrnna oTnpaB/seT MnakeTbl
«hello». MakeTbl «hello» npeacraBasatoT cobon 6aokm BPDU (Bridge Protocol
Data Units), koTopble ncnosb3yroTca Ana nepegayn nHGopmaumm o CTpykType
TONONOTNN CETW.
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® «Bpemsa xpaHeHnsa MAC-agpeca» - NHTepBan BPEMEHU XPaHEHWs, B CEKYHAAX,
no wucreyeHunn kotoporo MAC-azpec ypansetca u3 Tabavubl NepecbiaKu.
Bo3mMOXHO ykasaTb 3HaueHue B AmanasoHe oT «10» po «1000000». [o
YMOIYaHUIO ncnonb3yetcsa 3HadeHme «300». [pu 3HaveHnn «0» dyHkuma MAC-
ajpecHoro obyyeHusa oTkatO4aeTca (BCcerga nCnoab3yeTca LMpoKoBeLaTenbHasn
nepesayva).

® «Bpemsa XXM3HU ApPYrUX KOMMYTaTOpoB (max-age)» - 3HauyeHne NHTepBana
BPEMeHW, B CeKyHAaX, B Te4eHNe KOTOPOro CeTeBOM MOCT OXMAAET NONyYeHNs
naketa «hello» nepea nepeBblUMCAEHMEM TOMOAOIMM CBA3YHOLLErO AepeBa.
Bo3MOXHO yka3aTb 3HayeHue B AumanasoHe oT «6» Ao «40». o ymoavaHuto
ncnonb3yetca 3HayeHne «20».

® «Bknrountb IGMP» - Bkatounts IGMP/MLD querier.

3. Mo 3aBepleHnto HaxaTb KHonKy «CoxpaHuTb» (CM. PucyHok — JlobassieHune
CeTeBOro Mocra).
4. Haxatb kHonKy «CoxXpaHuUTb» B BepxHeM MpaBOM Yray 3arofioBKa pasgena
«NHTepdencobl».
o Wntepdecsl Lo6asneHne HHTepderica OrMeHo @
HacTpoHKku HHTepericos A O Buptyanuuuii V“Tso
ow qel BRAIOYATE HHTEPDENT
Hanmerosanue”
Haumenoga. .. Duamuec... Tan Craryc IP anpec MAC agpec Cocronmme o. © br0
br1 Cetesoii m. P
eth0 DU3MYECKHI 172.16.230. v 00:50:56:bd. Jtacrng 1+
etho.1 etho BHpTYankHbIi -
eth0.2 ethd BrpTyankHeii
‘ S . — N JoNoNHUTeNbHbIe NapaMeTphl N
s F T Vaanute
HarpyaKi Ha WAN i . Tun Kondburypaunn IPv4
Tun KoHdbmrypaunu IPvE
Hacrpotika sepkanuposanmua
Braioun s sepranmposatie (SPAN)
MpropuTer
32768
PucyHok — [lobasneHue cemegozo Mocma
3.2.2 PepakTupoBaHue ceTeBOro Mocra

,ﬂ‘flﬂ peaakTmpoBaHua ceTeBoro MocTta HeO6XO,£I,I/IMO BbIMNOJIHUTE Caegyroumne AelzCTBMﬂ:

1.
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Haxate JIKM Ha HyxHOM uHTepdelice ceTeBOro Mocta B oOkHe «Hacrtpowuka
nHTEepdencos».

B otkpbiBwencs 6okoBon naHenn «PepakTnpoBaHue uwHTepdenca» BHECTU
HeobXxoAMMble U3MEHEHWNS N HaxaTb KHONKY «CoXpaHUTb».
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3. Haxatb kHomnky «CoxXpaHuUTb» B BepXHEM MpaBOM YIJy 3aro/sioBka pasgena
«NHTepdencobl».

Mpumeuanne:
Mpn M3MEeHEHMN YYaCTHMKOB CETEBOrO MOCTAa C BKIHOUYEHHOW noazep>xkon VLAN
He AOonycKaeTcsa yKa3bliBaTb MHTEPdENChI, KOTOpble UMetoT gouepHue VLAN.

3.2.3 YpaneHue ceTteBOro Mocra

Ans yaaneHns ceteBoro Mocta HeoH6XoAMMO BbIMOAHUTL CeaytoLlme AeCTBUS:

1. BbibpaTb OAMH MM HECKONBKO CETEBBLIX MOCTOB ANA YAANEHUS, YCTaHOBUB $HNaXOK B
yek-bokce cneBa OT HaMMeHOBaHWA MHTepdenca, N HaxkaTb KHOMKY «YAaAUTb».

2. lNoaTBepAnTb yaaneHVe HaXkaTueM KHOMKU «YAananTb» B OTKPbIBLUEMCA OKHe (CM.
PvcyHoOK — YaaneHune ceteBoro MocTa).

BHumaHue!

Bel yBepeHsl YTO XOTHTE YAANWTE MHTepdenc br1?

OTMEHUTL Vaanute

PucyHok — YO0aneHue cemegoz2o mocma

3. Haxatb KHonky «CoxpaHuUTb» B BEPXHEM [MpPaBOM Yray 3arojioBka pasjena
«UNHTepPpencobi».
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4 CUCTEMHbBIE HACTPOUKM

B HactoAwem pa3sgene npeacTaBleHO oOnucaHve pasgena MeH «CUcTeMHble
HaCTPOMKM», NPesyCMaTPMBALOLLErO MeXaHN3M YNpaBaeHUs caeayrolmMm GyHKLMAMM:

Ana

® Hactpowka cuctemHoro DNS;

® HacTpoWKa CUCTEMHOrO NMPOKCY;

® HaACTpOWKa LUK03a MO YMONYAHUIO;

® yrnpaB/ieHne BepcusaMu KOHOUrypaumm cuctemMsi;

® MOHUTOPWHT TEKYLLEro COCTOSAHMA annapaTHou naaTtGopmbl.

nepexosa B pa3gen «CucTeMHble HaCTPOMKU» HeobXOAMMO  BbINMOJAHUTb

cnepyrowme AencTBUs:

1. B cnucke NCTOYHWKOB OTKPbITb KAPTOUKY HEO6X0AMMOro nctouHmka «NGFW».

2. B kaptouke wncTouHuka BblibpaTb MOAyNb «CUCTEMHblE HaCTPOMKU» (CM.
PrcyHok — CnCTeMHble HaCTPOMKW).

ngtw-web-maset.iwarma.ru OmMesmTe e e

Hanwenosamo

PucyHok — CucmemHele HacmpouKu

NMpumeHeHne N coxpaHeHUe CUCTEMHbIX HacTpoeK
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MNocne 3aBepLUEHNs HACTPOWMKM BCEX HEOOXOAMMBbIX MapamMeTpoB B MoOApasjenax
pa3gena «CuUCTeMHble HaCTPOMKU» HeOobOXOAMMO COXpaHWUTb BHECEHHblE
n3MeHeHus. ns 3Toro cnesyet HaxaTb KHONKY «COXPaHUTb», PAaCcMONIOKEHHYH B
NpaBOM BepXHeM Yray 3arosioBka passgena «CucreMHble HaCTPOUKMU».

MNocne HaxaTna KHOMKM OTKPOETCA OKHO noateepXaeHns «CoxpaHUTb NU3MEHEeHUA
KoHpUrypaumum», B KOTOPOM OTObOpaxkaeTcs CNMCOK MOAPa3AenoB, 3aTPOHYTbIX
BHECEHHbIMU  U3MeHeHUaMW. [na NpoAo/KEeHMA U NPUMEHEHUSA HaCTpoek
HeobxoAMMO NOATBEPANTL AENCTBME, HaXKaB KHOMKY «COXPaHUTb» B JaHHOM OKHe
(cM. PucyHok — NMpuMeHeHWEe 1 COXPaHEeHWe HacTpoek).
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TonbKO MocC/e yCnewHOro MOATBEPXAEHWA BCe M3MeHeHus OyayT coxpaHeHbl
aKTUBMPOBaHbI B TekyLlen koHourypauumn cuctemsl ARMA CreHa.

o—

CoXpaHWTL W3MeHeHUA KOHpHUrypayuu?

MameHeHbl KoHdUrypaumn B pasaenax: florpoeaxHe e

Otmena CoxpaHuTh

PUCyHOK - HpumeHeHue u coxpaHeHUe Hacmpoek

MNpn HeObXOAMMOCTN OTMEHWUTb BCE HEMPUMEHEHHbIE HAaCTPOWKN ClefyeT HaxaTb
KHONKY «OTMeHa», pacrnoJ/ioXXeHHY0 B BEPXHEM MPaBOM YrJy 3aroioBka pasjena
«CncTemMHble HaCcTPOUKu». B 3ToM cnyyae KoHPUrypaumsa pasgena «CucremHble
HacTpPoMrKM» ByseT oTKataHa K NocaeAHeMy COXPaHEHHOMY COCTOSAHMIO.

Mpumeuanue:

Ana nogpasgena «Wnw3 no ymonuaHuio» o6LWNMA MeXaHM3M COXPaHEHUS U
MPVYMEHEeHUs1 HacTPoeK He WCMOoAb3yeTcs. VI3MeHeHWs B 3TOM nogpaszene
MPVYMEHSAIOTCA OTAeNbHO — Cpa3y Moc/ie HaxaTus KHonKu «CoXpaHuTb» B
COOTBETCTBYHOLLLEM OKHE HAacTPOeK Lto3a.

4.1 CuctemHbii DNS

[aHHbI pa3gen copepxnt HacTponkn DNS cepBucos, ncnosbsyrowmecs aaa o6paboTkm
DNS-3anpocos.

4.1.1 Appeca cepBepoB
Ana pobaBneHnsa agpeca cepepa DNS Heobx0aMMO BbINOAHUTL CAeaytowme AeNCTBUS:

1. B pa3gene «CucTeMHble HacTpPoMkn» BbibpaTb Nogpasgen «CucremHbii DNS». B
61oke «Appeca cepBepoB» HaXkaTb KHOMNKY «+/,06aBUTb>.

2. B otkpbiBWeENca 6oKkOBOW NaHenn BbibpaTh TUM:
® |Pv4 — pana ykasaHua IPv4-agpeca;
® |Pv6 — pna ykasaHua IPv6-agpeca;

® WHTtepdeiic — ans NpuBA3KM K CETEBOMY MHTEpdency.
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3. MMpw Bbibope Tvna IPv4 nan IPv6 BeecTn cooTeeTcTBYytOWMA IP-agpec B none «IPv4
| IPv6 appec cepBepa». [Mpu Bbibope Tuna «UHTepdeiic» ykasatb B nose
«UNHTepdenc» nma Tpebyemoro ceTeBoro nHTepderica 13 BbinagaroLLero cnmcka.

4. HaxaTb KHonKy «CoxpaHuTb». B NneBOM HWXHEN 4acTM OKHa OTobpasuTcs
yBegomaeHne o6 ycnewHom pobaBneHuun agpeca DNS-cepepa (cm. PucyHok —
[obasnenune agpeca DNS cepsepa).

P — Hodasnsue DNS-copsspa owel)
1Pv4 IPv6 M iic
Cuctemnsiit DNS ,9 @ 1Pvd O IPv6 O Mutepgeii
IPv4 anpec cepsepa’
Anpeca cepBepoB [
o —1
Anpec cepsepa e

172.16.10.11

1wzt 1 &
HmeHa nomeHOB AnA HeKBanMULHPOBaHHBIX HMEH

+ [obasuts Q

PucyHok — [lobasneHue adpeca DNS cepsepa

Ansa v3meHeHMs napamMeTpoB cyluecTBytouwlero agpeca DNS-cepsepa Heobxoanmo
HaxaTb JIKM Ha cTpoke peaakTMpyeMoro agpeca v B OTKPbIBLUENCS HOKOBOWN NaHenu
BHECTM KOPPEKTMPOBKM. [10 3aBepLUEHNIO HaXaTb KHOMKY «COXpaHUTb».

Ana ypaneHns ofHOro wAnm Heckonbkmx agpecoB DNS-cepsepoB Heobxoanmmo
yCTaHOBUTb G1axkKOK B Uek-Hokce cieBa OT agpeca cepBepa 1 HaxkaTb KHOMKY «YAaAuUTb».
MNoaTBepAunTb yaaneHne B OTKPbIBLLUEMCS OKHE HaXaTUeM KHOMKW «YAanuTb».

4.1.2 VNmeHa pOMEHOB AN HeKBaNNPULMPOBaHHbIX UMEH

Ona  pobaBneHnss jJgomMeHa Heobxoagumo B 6aoke «MmeHa AomeHoB Aansa
HeKBaMPULMPOBaHHbIX MMEH» HaXXaTb KHONKY «+/l06aBnUTb». B OTKpbIBLLEMCA OKHE
«/[lo6aBMTb AOMEeHHOe MMA» BBeCTU TpebyemMoe AOMeHHoe uMs (CM. PucyHok —
[lobaBneHvie JOMEHHOIO MMEHM) U HaXaTb KHOMKY «CoOXpaHUTb».
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Jobaeuts gomeHHoe uma

HoBoe foMeHHOe A 9
e ()

PucyHok — [lobasneHue doMeHH020 uMeHU

[Ana pepakTMpoBaHUA HACTpoek JomeHa Heobxoammo Haxate JIKM Ha cTpoke
peAakTMPyemMoro JOMeHa M B OTKPbIBLLUEMCA OKHE BHECTU U3MeHeHus. o 3aBepLueHunto
HaXkxaTb KHONKY «COXpaHUTb».

Ans yaaneHus foMeHa HEOHXOAMMO YCTaHOBUTb GaxoK B Yek-HoKce cieBa OT MMEHU
AOMEHA M HaxaTb KHOMKY «YaanuTtb». [oATBEpAUTb yAaneHne B OTKPbIBLUEMCA OKHe
HaXaTVeM KHOMKU «YAanuTb».

4.2 CucremHbiv Mpokcu

B HekoTOpbIX IT-cpegax ans noakAtOHeHUA K ceT VIHTepHET HEOH6XOAMMO MCMOb30BaThb
NpoOKCcu-cepBep.

[lna HaCTPOMKMN CUCTEMHOTO NMPOKCU HEOBXOAMMO BbIMONHUTL CeAyroLME LENCTBUS:
1. B paszene «CuctemMHble HaCTPOMKMU» BbibpaTb Nogpasaen «CncremHbin Mpokcn».

2. B none «Appec npokcm (url)» BBectn url-agpec npokcun-cepsepa. Aapec fOXKeH
HaunHaTbcs ¢ «http://» nan c «https://».

3. Bnone «MopTt» ykazaTb NOPT NOAKAHOUEHMS K MPOKCU. BO3MOXHO yKasaTb 3HaUYeHue
B AMana3oHe oT «1» g0 «65535».

4. B cnyyae HeOHXOAMMOCTM, BBECTM MMSA NO/b30BaTENSA M NAapPOJb B COOTBETCTBYHOLLME
nossa. [onyckaeTca MCNonb3oBaHMe NatUHCkMX 6ykB (a-z, A-Z), undp (0-9) wu
cneymanbHbIX CUMBOOB, 3@ UCKNHOYEHMEM CUMBOJIOB «"» U «'», IMS nonb3oBaTens
AO/IKHO UMETb AINHY He bonee 128 cnumBOIOB.

Mpumeuanue:

NmMsa nonb3oBatens M Naposib He AOJIKHbI HAYMHATBLCA CO CMeucuMBona «//» Uan
npobena.
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5. 3aBepLliMTb HaCTPOWKY, HaxxaB KHOMKY «CoxpaHuTb» (CM. PucyHok — Hactpouika

CUCTEMHOr0 MNPOKCK).

CUCTEMHBIE HACTPOHKH OtmeHnTs CoxpaHuTs

CuctemHblit DNS v
CucTemHbii Mpokeu ~
Appec NpoKcH (url) Wma nonsaosatens

URL ponmen HaumHarsca ¢ "hitp2/” wnm ¢ "hitps7/* JIOnyCTHMSIE GHMEOT 12 CHMEONE! NIATHHCKOTD ANGIEEHTA, LHGPS, CrIELCAMEDN

Mopt Mapone

WIMO yKASAHWE YMCEN B AMANasoHe o 1 Ao 65535

PucyHok — Hacmpolika cucmemHo20 npokcu

4.3 LWnro3 no ymonyaHuro

Ana HacTpoVku WAt03a NO YMONYaHWIO Heobxoaumo B pasgene «CucTemMHble
HacTpomrkm» BbibpaTb Nnogpasgen «LlWnro3s no ymonuanuro». B none «IPv4-agpec wnrosa
Mo yMOA4YaHuo» cneayet ykasaTb |IPv4-agpec waro3sa. lNocne atoro HeobxoanMo HaxaTb
kHonKy «CoxpaHuTb» (CM. PucyHok — HacTponka wito3a no ymonyaHuo). Jonyckaercs
yKa3aHuve TO/IbKO OJHOrO LWH3a.

» .
CHCTEMHbie HACTPOItKH

"

Cuctemmbint DNS v

CucTemmbif MpoxcH v

Tloruposatne v

LWinioa no ymonuansio ~

o IPv4-agpec WNko3a N0 yMONUaHH0
8888
—@

YnpaeneHue KoHepHrypaunes v

PucyHok — Hacmpolika wia1t03a no yMo4aHuro

4.4 YnpaBneHue KoHuUrypaumemn

ARMA CreHa viIMeeT BCTPOEHHYIO CUCTEMY YrpaBaeHna Bepcnamm KoHurypaummn. OHa
aBTOMaTUUeCKNn CO34aéT pe3epBHble KOMWM BCEX MNpeablayLimx KOHbUrypaumm,
COXpaHEHHbIX B cucteMe. KoHdurypaumm xpaHaTca B NOKaAbHbIX BEPCUAX A8 HBbICTporo
BOCCTAHOB/IEHMA MPU HEOBXOAMMOCTH, a Tak>Ke MOryT ObiTb COXpaHeHbl Ha YAaNEHHOM
XOCTe ANA apXMBUPOBAHNA N Pe3epPBHOIO KOMMPOBaHWA.

ARMA CreHa ncnonb3yeT eAunHbl KOHPUIypaLMOHHbIA dann ana BCeuW CUCTeMbl —
/config/config.boot. 310 nossonder nerko co3gaBatb WabnOHbI, AenaTb pe3epBHble
KOMUWN 1 TMPaXXMpoBaTb KOHOUIypaLmIo CUCTEMBI.
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Ana npocmoTpa M ynpaBaeHWs apxmBamMn KOHOUrypaumm cuUcTembl HeobxoanmO B
pasgene  «CncTeMHble  HacTpoMkuM»  BblibpaTb  noapaszesn  «YnpassieHue
KoHuUrypaumen» (CM. PucyHok — YrnpasneHue koHGuUrypaumen).

Ynpasnenue KoHGurypauumei ~
MHbopMaLKA 0 pasBepHyTOM NPOrpaMiHom obecnedeHHH
Texywan sepchn npogykra: NGFWOS 4.5.0 Tun cucTemer: Viware
ApxiTexTypa: 86 64 Cepittbii Homep nnaTdpopmbi: VMware-42 3d a0 cd 54 99 34
Baupop: VMware, Inc. UUID nnavgpopmbi: cda03da2-9954-8534-367
HacTposiki
UHENO NOKANILHO XPAHUMLIX APXHBOB KOHAHTYPaLMit 1P-anpec UCTOUHMKA ANA SKCMOPTA
100

CNHCOK MECTONONOMEHHit apXHEOE
+ [obasuts

WMectononomenne apxea

0030 ®
APXHBbI KOHG HIypaLHit
Q| Monesosarens MucTpymesr v famac Mo
Howuep Monsaosatens MHCTpymeHT JHlata u spema -]

0 root ngfwos-http-api 28.01.25 12:48:05
1 admin ci 28.01.25 123145
root ngfwos-boot-config-loader 28.01.25 123057

3 root init 28.01.25 12:30:53

PucyHok — YnpaeneHue koHgpu2ypayueu

Mpumeuanne:

KoHdurypauma ¢ metkon «init» B ctonbue «MHCcTpymeHT» Tabavubl «ApXUBbI
KOH}Urypaumin» 3abnokmpoBaHa A/sa NPOCMOTPa, BOCCTAHOB/IEHNA W CKaYMBaHUA.
TO CBA3AHO C TeM, UYTO yKa3aHHas KOHOUIypaumnsa He COAEPXXUT HAaCTPOeK CUCTEMbI, U
Nobble MaHWMMNyNAUMM C 3TOM KOHUrypauuven MOryT MpuBECTM K HapyLUEHMIO
cTabunbHOM paboTbl YyCTPOMCTBA.

MNpn  ocywecTtBAeHWN  MHOXECTBEHHOrOo  BblbOpa  apXWBOB,  BKJ/IHOYAOLLEro
KOHOUIypaLumo € MeTKOM «init», QyHKLMOHan ynpaB/ieHUs apXxMBamu CTAaHOBUTCA
HeZoCTyNHbIM. [ns obecneyeHns BO3IMOXHOCTU BbIMOJHEHUSA ONepauuin C Apyrumu
apxvBaMn HeObOXOAMMO WCKAOUNTL KOHOUIypauur C METKOM «init» K3 cnucka
BblIOpaHHbIX O6BEKTOB.

B BepxHer uacTm okHa nogpasgena «yYnpaBsieHue KoHurypauuein» otobpaxaercs
KpaTkas WHopmaumns o nporpaMMHOM obecneyeHun (cM. PucyHok — VMIHbopmaums o
pa3BEPHYTOM NpOrpaMMHoOM obecneyveHun).
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YpasneHme KoHGHrypauned

MHpOpMaLUA O Pa3BepHYTOM NPOrpaMMHONM oBecneueHnu

Tenywian sepeun npogywra: NGFWOS 4.50 Tun cucTembi: VNware guest

Apxurextypa: x5 64 Cepuiinbiit Homep nnardopmer: VMware-42 3d all od 54 99 34
Bewpiop: VMware, Inc. UUID nnatdopml: cda03da2 995425341307

HacTpoiikn

UKCNO NOKANEHO XPaHHNLIX PXHEOB KOHHTYPaLHiL IP-anpec HCTOUHHKA ANA 3KCOPTa

100

CRUCOK MECTONONOKEHHi apXHBOE
+ [odasute

Mectononomenwe apxsa

00430 £
ApXuBBI KOHHFypaLMit
Q. Monksosarens: ~ | Mrctoyment: ~ | feac: 8 Mo
Homep Monk3osarens. MuHCTpyMeHT Jlata u Bpema (-]
0 root ngfwos-http-api 28.01.25 12:48:05

PucyHok — VIHgbopmayus o pazeépHymom npo2paMmmHOM obecnedeHuu

4.4.1 Hactpoiikm apxuBa KOHpUrypauum

Bnok «HacTponku» no3BO/AET HacTpavBaTb MapamMeTpbl apxuBaLun KOHUrypaumm
cuctembl ARMA CreHa.

B gaHHOM 6noke cyliecTByeT BO3MOXHOCTb 3afaTb KONMYECTBO JIOKaNbHO XPaHWMbIX
apXnBOB KOH®UrypaLmi, a Takxke HaCTPOUTb pe3epBHOE KOMMPOBaHME N apXMBUPOBaHMe
KOHPUrypaumni Ha yganéHHble XocTbl. JONosHUTENBHO NpeayCcMOTpeHa BO3MOXHOCTb
ykasaHua IP-agpeca nctouHmka ans skcnoprta KoHourypauuin.

Ana npuMeHeHna N3MEeHEHHbIX MapaMeTPOB HEOBXOAMMO HaXkaTb KHONKY «CoOXpaHNUTb>,
PacnosoXeHHYO B MPaBOM BepxHem yray pasgena «CUCcTeMHble HacTPOMKM» (CM.
PucyHok — HacTpoinkun apxmea KOHGUIypaumi).

CHCTeMHble HaCTPOHKH OtmennTs COXpaHHTL

Ynpaenesue Koupurypauueit

MHopMauua o passepHyTOM NPorpammHom oBecneyeHn

Texywan sepcA npoaykta: NGFWOS 4.5.0 Tun cucTemi: Viiware guest

ApxuTexTypa: x86 64 CepHiiHbIi HoMep nnaTdopmbiz Viiwars-42 3d a0 cd 54 99 34
Bennop: Vware, Inc. UUID nnatdopme: cda03d42-9954-8534-307

HacTpoHkn

UWCNO NOKANLHO XPaHHMbIX APXHBOB KOHMIypaLMit IP-afpec UCTOUHMKA ANA 3KCNOPTa

0o

CMCOK MECTONONOMEHHi! apXHBOS
+ JoBasums

Mecrononomenye apxusa

0-0m30 £
ApXHBbI KOH HFypaLui
Q  Tonk3oearens v | VHCTpymenT: v | Jarac [ o
Howmep Monbaosarens. MHcTpymenT [Lata v spema (-]
o oot ngfwos-hitp-api 28.01.25 12:48:05
1 admin cii 28.01.25 123145

PucyHok — Hacmpotiku apxuea koHgu2ypayuu

54 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

HacTtpoWku nokanbHbIX Bepcuii KOHGUrypauun.

[na onpeaeneHna MakCMMaabHOTO KONMYECTBA JOKaNbHbIX BEPCUA KOHPUTYpaLmm
HeobxoaMMO YyKka3aTb B none «Yucio NoKalbHO XPaHUMbIX apPXUBOB
KOHPUrypaumm» KOM4ECTBO apXMBOB B AmManasoHe oT «1» ao «65535» n HaxaTtb
KHONKy «CoxpaHuTb». [10 ymMOa4aHuo cucTeMa coxpaHseT «100» konuin apxvBa
KOHbUrypaumi. B cnyyae 4oCTMXEHNS YCTaHOBIEHHOTO IMMMTA XPaHALLMXCA BEPCUN,
NPON30MAET Nepe3anncb CaMO paHHEeN COXPaHEHHOW BEPCUN.

IP-aapec uctouHnka ana skcnopra.

[laHHbIN NapameTp no3BosseT 3asatb IP-agpec, ¢ KOTOpoOro H6yaeT NPOV3BOAUTLCS
NOAKJ/IHOUEHME K YAaNEHHOMY XOCTy. IP-aspec nctouHvka ana skcnopTta Bblbupaetcs
M3 BbiMajaroLero Ccrnucka, KoTopbii Bkaroyaer |IPv4- un IPv6-agpeca Bcex
MHTEpPdENnCcoB CUCTEMBI.

[No6aBneHve yaanéHHOro pacnosio)kKeHUs apxmsa.

95

[Nna HacTpOWKM pPe3epBHOrO KOMUWPOBAHWSA W apxuBauuu KoHOUrypaumin Ha
YAANEHHBIM XOCT HEOOXOAMMO BbIMOAHUTL Cleaytolme AencTBus (CM. PUcyHOK —
JobaBaeHvie yaanéHHOIo PacrnojoXeHUa apx1Ba):

1. B T1abnmue «CnNMCOK MECTOMOJIOKEHUA apXuMBOB» HaXaTb KHOMKY
«+/l06aBUTb>».

2. B oTKpbiBLIEMCS OKHe B None «Agpec MecTopacnosio)KeHUA apXxmBa» BBECTU
napameTpsbl yaanéHHoro xocta B popmaTte «URL». Nose MmoxeT cogep>kaTb He
6onee 1024 cnmBonoB. s yaanéHHOro pacnosioXXeHns apxmBa KOHOUrypaumm
BO3MO>XHO MCMOJ/b30BaHMe cieayromx wabaoHos «URI»:

® http://<user>:<passwd>@ <host>:/<dir>
® https://<user>:<passwd>@ <host>:/<dir>
e ftp://<user>:<passwd>@ <host>/<dir>
e sftp://<user>:<passwd>@ <host>/<dir>
® scp://<user>:<passwd>@ <host>/<dir>
e tftp://<host>/<dir>
e git+https://<user>:<passwd>@ <host>/<path>
rae:

® <user> —vmsa Y3;

® <passwd> — naposb ¥Y3;

® <host> — agpec komnbroOTEPS;

® <dir> — aupekTopus ana coxpaHeHua daiia KOHPUrypaumm.
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3. HaxaTtb kHonKy «/lo6aBuTb». B cnyyae ycnewHoro gobaBneHns yaanéHHOro
PacroJioXXeHna apxnBa NOABUTCA COOTBETCTBYIOLLIEE YBEJOMIIEHME.

Lo6aBHTb MECTOPACNONOMEHHE apXHBa X

@ oo

o
nip:
p:

apuasa:

Eo Anpec MecTopacnonoMeHHA apxHea”

1]

PucyHok — [lobasneHue y0anéHHo20 pacnoioxeHUs apxuea

Cnctema ARMA CreHa 6yaeT 3KCNopTMpOBaTb KOHPUIypaLuio Ha YAANEHHbIV
cepBep KaXAbl pa3 Npu NPUMEHEHUN 1 COXPAaHEHUW U3MEHEHUIN B KOHOUTypauun.

YaaneHue HacTpoek yAaNEHHOIo pacrno/io)KeHUA apXuvBa.

Ana  ypaneHna HacTpoek YAanNEHHOrO pPacrnoNoXeHWs apxmBa Heobxoanmo
BbIMOJIHUTb CeAytroLimne AencTBua (CM. PUcyHoK — YaaneHve HacTpoek yAanéHHOro
PaCNONOXEHMSA apXMBa):

1. BbibpaTb HeobxoaMMble YyAanéHHble XOCTbl, YCTAaHOBMB (aXoOK cneBa OT
3HayeHun ctonbua «MecTononodxeHue apxmBa».

2. Ha naHenu MHCTpyMEeHTOB HaXaTb KHOMKY «YAaNAUTb>».

3. HOATBepAI/ITb yAaneHne, Ha>kaB KHONKY «Yp,anvnb» B OTKPbIBLLEMCA OKHE.

BHumanhe!

Bul yBepenL, UTo 30TUTE YIaNWTL BLGPAHHOS MeCTopacnonoMeHHe
apusa?

e e (D] O
0e

PucyHok — Y0aneHue Hacmpoek y0anéHHO20 pacnoioxeHUs apxuea
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4.4.2 MpocmoTp KoHPUrypaumm

[lns npocMoTpa HacTpoek apXnBHOU KOHUrypaumm Heobxoammo HaxaTb JIKM Ha apxus
KOHPUrypaumm. B pesynbtate 6yaet otobpaxeHa kaptouka «KoHpurypaums [Homep]»
B BWAE WHTEPdENCHOrO MapPKEPHOro npeactaBieHns (cMm. PucyHok — [NpocmoTtp

KOHUrypauumm):

CHCTeMHbie HACTPOIKH

Hacrponku

UMCNI0 NOKANLHO XPAHUMBIX APXHEOB KOHAHIYPaLMit
100

CN1CoK MecTONOoNOMEeHHA aPXUBOB

+ [fobasute

MecTononomeHHe apxHea

Apxuebl KOHUTypaLHin

%, Monssosarens

MHCTpYMEHT v farac
Homep Nonksosatens
0 root
1 root
2 root
3 root
4 admin

Mouck n punbrTpaumsa

Mo

MHCTpyMeHT

ngfwos-http-api

ngfwos-http-api

ngfwos-itp-api

ngfwos-hitp-api

cli

[lata u Bpema

27.01.25 13:48:51

27.01.25 13:40:13

27.01.25 13:39:58

27.01.25 13:39:01

27.01.25 13:16:51

Howdurypayus 0 OrmenuTs

firewall {
global-options {
send-redirects "disable’
source-validation "disable”
state-policy {
invalid {

action "accept”

related {

action "accept”
1
)
ipva {
forward

filter {

default-action "drap”

default-action "drop”
rule 44 {
action "drop"
disable
1
]
}
interfaces {
ethernet ethd {
address "dhep”
hw-id "00:50:56:bd:19:1b"
}
loopback o {
]
}
service
https {
api {

PucyHok — [Mpocmomp koHguaypayuu

Baok punbTpaumm NnpesocTaBaseT BO3MOXHOCTb COPTUPOBKM N GUABTPALUN AaHHbIX
B Tabanue «ApxuBbl KOH$Urypaumii» rno scem crtonbuam B cnmcke (CM. PucyHok —

MNaHesnb nounck 1 dunbTpaumm). OH BKAtOUAET B cebsa cnesyroLne nons:

o «lMownck»;

o «[losb3oBarenb»;

® «MHCTpyMeHT»;

[ ) «C»;

o «[Mo»;

® KkHonka «Cépocntb GUALTPDbI».
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ApXmBRI KOHGMUTypaLWit

Q  Moneaomarent. MHCTpYMEHT c: Mo:

Homep Monb3osatens. MrHcTpymenT [Lata v spena (-]

o root ngfwos-http-api 14.02.25 1148
1 root ngfwos-http-api 14.02.25 1145

2 roat ngtwos-http-api 14.02.2511:44

PucyHok — lNaHenb nouck u gpunempayuu

CKBO3HOW MOMCK MO MoAAM Tabanupbl «ApXUBbl KOHPUIypaLmnn» OCyLLeCTBIAETCS
C NOMOLbIO BBOAA MCKOMOTrO 3HayeHua B noJsie napameTtpa «Momck». lMownck
ocywecteaseTca no cronbuam «Homep», «[onb3oBatens» n «NHCTPyMeEHT».

®unbTpaums no nosto «Monb3oBaTesb» NO3BONASET OCYLLECTBAATb OTOOP AaHHbIX
Ha OCHOBE WMEHW Y4YETHOM 3anucu MOJb30BaTens, CO3JaBLUEro  apxuvB
KoH®Urypaumm.

OunbTpauus no nonto «MHCTPYMeHT» no3BoaseT OTPUAbLTPOBaTb apXMBbl B
3aBUCMMOCTM OT TUMNa UHCTPYMEHTA, KOTOPbIN NCMONb30BaNCA AN UX CO3AaHUS.

OunbTpauns no nonto «C» no3ponser oTGuUAbTPOBaTb apxMBbl MO AaTe CO34aHuA U
3a4a€T HauyanbHyO faTy Amana3oHa. Mocne BBosga gaTbl B Tabauue oTobpazdarcs
NNWb Te fencTBus, rae «/[ata» coBnagaet nam 6onblie BBeAEHHOW B GUABLTP.

OunbTpauus no nonto «Mo» nossonser oTGMAbTPOBaTb apXMBbl MO AaTe CO34aHUS
N 3afaéT KOHEeYHyr aaTy Amanas3oHa. MNocne BBoga fatbl B Tabavue otobpassatcs
NNWb Te aencteumg, rae «/ata» coBnagaet uam MeHblUe BBeAEHHOW B QUABLTP.

C6bpoc BCEX YCTAHOBAEHHbIX GUIBTPOB OCYLWECTBASETCA HaXaTVeM KHOMKMU
«C6pocnTb GUNLTPDLI».

4.4.3 CkaumBaHue KOH}Urypauum

Ana

CKaunBaHUA  apPXUBHbIX q)al\/’U'IOB KOHq)I/IpraLI,I/II/I HeO6XOAI/IMO BbINMOJHUNTb

cneayrowime fencTBUS:

1.

58

B Tabanue «ApxmBbl KOHUrypaumm» cnegyet BbibpaTb OAHY WAW HECKOAbKO
apXMBHbIX KOHOUTypaLmiA, ycTaHOBUB GNaXKoK B COOTBETCTBYHOLLLEM Yek-boKce cneBa
OT HOMepa apxuBa.

HaxxaTb kHONKy «CKauaTb» 1 B OTKPbIBLUEMCS OKHE YKa3aTb MMS apxmBa, BbibpaTtb
AVPEKTOPUIO COXPaHEHMA apXMBa M HaXkaTb KHOMKY «CoXpaHUTb» (CM. PUCYHOK —
CkaymBaHue KoHOUrypaLwmm).
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HacTponku
YHCNO NOKANLHO XPaHHMBIX apXHBOB KOHGHIYpaUHA Y Brumarme! My CaiiTy AQCTYNHEI BaLIM MpaBKK x
100 - « 4 > 3moromnsiorep > OBkemmbie ofsekTl v|®] | Moncce: Obremusie obverma o
TlonyCramsie smauernn: uensie uncna & ananasone ot 1 20 65535
YnopssoumTs ¥ Hosan nanka =5~ @
OKR A

CRMCOK MECTOMNONOKEHHA apXMBOB

+ [otasnme

& 3arpysku

MecTononowerue apxusa

zip v
0-0us0 ES
ApxuBbi KOHDUrypaLUi
~ Copnre O
@
@ Monssosarent v | Mucpyment v | farac
Mo
@ Homep None3oearene MHCTPYMeHT Aara u epema e
0 root ngfwos-http-api 24.01.25 09:31:00
11 admin cii 24.01.25 08:37:16
oF root ngfwos-boot-config-loader 24.01.25 08:36:28
3 root init 24.01.25 08:36:23

PucyHok — CkayusaHue KoHguzypayuu

4.4.4 BoccraHoBneHue KOHUrypauum

[lns BOCCTaHOBNEHUA KOHOUTypaumm K Kakon-1mbo BepCcun akTMBHOW KOHOUrypaumm
Heo6XoAMMO BbIMONHUTL CeAytoLMe 4eACTBUSA:

1. B 1abanue «ApxmnBbl KOHPUrypauun» cnegyet BbibpaTb apXnBHYH KOHOUIypaLmio,
yCTaHOBMB GNaXKoK B COOTBETCTBYHOLLEM Hek-bOKce cneBa OT HOMepa apXuBa.

2. Haxatb kHonKy «BocctaHOBUTb KOHUrypauuio» K B OTKPbIBLIEMCA OKHe
NoATBEPANTb BOCCTAHOBJIEHME HaXaTeM KHonkn «BocctaHoOBUTb» (CM. PucyHok —
BoccTtaHoBaeHVEe KOHDUTypaLmm).

Bl yBepeHbl?

BOCCTaHOBHTL KOH(UTYpaLMio U3 apxusa?

cmera 9

ClO

PucyHok — BoccmaHoenieHue KoHguzypayuu
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3.

Mo 3aBepLUeHMM npoLecca BOCCTAHOBAEHUA KOHOUIYpaLMnM B HUXKHEM JIEBOM Yray
3KkpaHa byzeT OoTO6paXkeHO BCM/bIBAKOLLEE OKHO C yBeAOMJEHMEM 06 ycCnewHoM
BOCCTaHOBJIEHUN (CM. PUCYHOK — ApX1B KOHOUIYpaLLMmM BOCCTAHOBJIEH).

@ ApXHB HOHGMIypaLMi yenewHo eoccTaHoened X

PucyHok — Apxus KoHgu2ypayuu 80cCmMaHosieH

4.4.5 CpaBHeHMe apXMBHbIX KOHPUTrypauumn

B cnucteme ARMA CreHa peann3oBaHO [JBa MexaHW3Ma CpaBHEHME apXWMBHbIX
KOHPUrypaumm:

® cpaBHeHWe C NpeAbIAYLLIUM apXMBOM,;

® Mpou3BOJIbHOE CPaBHEHMe.

CpaBHeHuUe ¢ NpeabIAYLWNM apXUBOM

60

[laHHbIA MexaHW3M MO3BOJIAET BbIMNOJHUTL CPaBHEHWE BbIOPaHHOW apXVUBHOW
KOHbUrypaumm ¢ npeaplayLunm apxmeom no anroputMmy «<N> cpaBHutb ¢ <N+1>»,
raoe <N> — Homep BblbpaHHOro apxuBa. [ns 3TOro Heo6XoANMMO BbLIMOAHUTb
cneayroLme fencTBus:

1. B tabanue «ApxuB KOH}Urypawmin» BbibpaTtb HY>XXHbI apXMB, YCTaHOBMB
dnaxkok B COOTBETCTBYHOLLEW CTPOKE C/1IeBa OT HOMepa apxuBa.

2. B naHenn WHCTpymMeHTOB Tabauubl HaxaTb KHonkKy «[lokasatb
M3MeHeHNA».

3. MNocne aKkTMBaLMWM KHOMKW OTKPOETCA MOJaNbHOe OKHO «M3meHeHus
KoHpurypaumm <N>», B KoTOpom ByseT oToHpaXkéH CNMCOK NapaMeTpoB,
OTNNYAIOLLMXCA MeXAY BblibpaHHON KOoHbUrypaumen <N> n npegbiayLien
<N+1>. [obaBneHHble napameTpbl OyayT MOMeYeHbl CUMBOJIOM «+>,
YAANEHHbIE — CUMBOJIOM «—>,

Hanpumep, ecin BbibpaTb apxmB KOHOUIypaLMm C HOMEPOM «2» N HaXaTb KHOMKY
«[lokazaTb N3MEHeHMA» , CUCTEMA BbINMOJIHUT CPaBHEHME C NpeablayLLen Bepcnen —
apxvMBOM C HOMepoM «3» (N+1) — 1 BbiBeZeT nepeyeHb N3MEHEHNN OTHOCUTE/IbHO
apxmBa «3». (cM. PucyHok — OTobpaxkeHre 3MeHEHWUA apXMBHOW KOHOUIypaLmm ¢
HOMEPOM «2»).

arma.infowatch.ru
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CHCTEMH i@ HACTPOMKH M3MeHeHUA KOHHIYPaLIMM 2 OmennTs

[firewall global-options]
+ source-validation disable
CNMCOK MECTONONOMEHNA apXHBOB
+ state-policy {

+ invalid {

action accept
=}
MecTononomeHHe apxuea + related{

action aceept
<1
+}

+ Dobasure

0-0130 =

Apxuebl KoH$Hrypayni

O BoccranosmTs Kougurypaunio () Ckauats | @ Mokasars usmexenun e T Yaanuts

X Mons3osatens v

VHcTpymen v 6 @ Mo
© Howep Mons3osatens MHCTpyMeHT JlaTa 1 Bpems e

0 admin cli 13.05.25 11:10:13

1 admin cli 13.05.25 11:07:56

0 root ngfwos-http-api 13.05.25 10:47:04

3 admin cli 13.05.25 10:03:05
4 root nglwos-boot-config-loader 13.05.25 10:02:14
5 root init 13.05.25 10:02:09

16mab < 1 Ed

PucyHok — OmobpaxkeHue usmeHeHUU apxusHoU KOHuU2ypayuu ¢ HOMepPOM «2»

NMpounssBonbHOe cpaBHEHME

[laHHbIN MexaHW3M npejHa3HayeH ANA CPaBHEHWS KOHOUIypauMOHHbIX HacTpoeK
MeXAy ABYMA BblOpaHHbIMW apxuBamu. [N BbINOAHEHMA OMepauun CpaBHEHMSA
HeobX0AMMO BbINONHUTL CeAyroLME LENCTBUS:

1. B 1abnvue «ApxuB KOHpUrypaumn» BbiOpaTb fABa apxmBa, YCTaHOBMB
dnaxkkn B COOTBETCTBYHOLLMX CTPOKaxX C/leBa OT HOMEPOB apX1BOB.

2. B naHenn MHCTPYMeHTOB TabanLpbl HaxkaTb KHONKY «CpaBHUTb».

3. B oTkpbiBWEMCA MOZaNbHOM OkHe «CpaBHeHMe KoHpurypaumn <N> un
<M>» oTobpaxkaeTcs CnMCoOK MapaMeTpoB, B KOTOPbIX 3aPUKCUPOBaHbI
pasnnumna mexay fAByms BblOpaHHbIMW KOHuUrypaumamu. apameTpsl,
AobaBneHHble B 60s1ee HOBOW KOHbUIypaLmm, MOMeyatoTC CUMBOJIOM «+»,
a yAAaN€HHble — CYMBOJIOM «=>».

CpaBHeHMe BbINOJHAETCA TaKMM 06pa3oM, UTO OTpa>kaeT U3MEHEHNS OTHOCUTENBHO
6onee cTaporo 13 BbiIbpaHHbIX apPXMBOB NO CpaBHEHUIO ¢ 6osee HOBbIM. Hanpumep,
eCcn Ana CpaBHEHWA BblOpaHbl apxMBbl C HOMepaMu «4» 1 «1», To ByaeT nokasaHo,
Kakme napameTpbl 6bv fo6aBieHbl UK yAaNeHbl B KOHOUTypaLumn apxmea «1» no
CPaBHEHUIO C apXMBOM «4» (CM. PucyHok — CpaBHeHue apx1MBOB C HOMepaMn «4» n
«1»),

61 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

CHGTeMHbIe HaCTPOFKH CpaBHeHHe KoHHrypauMit 4 1 1 OrwennTs

[firewall global-options]

_ + source-validation disable
CnUCOK MeCTONONOMEHUA apxueoe

+ state-policy {
- + invalid {
+ Hotasum. "" + action accept
=}
MecTononomenme apxnea + related {
action accept

+ 1

+}

[interfaces ethemet eth0]
- hw-id 00:50:56:bd:73:15

0-0m0 = + desoription WAN
_ + hw-id-auto-pinning false
ApxuBel KoHUrypaumi [interfaces ethermet elh1]
- hw-id 00:50:56:64:77:3
@ Cravare e + hw-id-auto-pinning false
X [interfaces ethemet eth?]
* S flonesoestont - - hw-id 00:50:56:5:31 f

+ hw-id-auto-pinning false

UncTpyment v cC @ Mo
[service hitps api keys user admin]
~key
© Homep Nonbsosatens MHcTpymenT lata u Bpema (-] S GIAFBZIGIShTI2ASIKAMZ zyjypK
882QUIKISA3hHQ1T P 6V qap3tdoH1
0 admin i 13.05.25 11:10:13 +key
$63r0unds=656000$wiGNIWARI2ERCHGJ$750RBEpWNUBAWNNGPJ1ZUVHRE!
admin cli 13.05.25 11:07:56 Ctdx70mJgBuu 9jgCIORASZbK8OXC2JBBF32GSh8rY RIKUI9Nf3 XygOEabP/
oot ngfwos-http-api 13.05.25 10:47:04
admin i 13.05.25 10:03:05
root ngfwos-boot-config-loader 13.05.25 10:02:14
root init 13.05.25 10:02:09
1-6m3 6 1 =

PucyHok — CpasHeHue apxusog ¢ HoMepamu «4» u «1»
4.4.6 YpaneHne apxmBHON KOHPpUrypauum

Ana  ypaneHns apxmMBHbIX KOHOUIypauuin HeOBXOAMMO BbIMOAHUTb  CAEAYHOLLYHO
nocnea0BaTe/IbHOCTb AENCTBUMN:

1. B 1abnvue «ApxuBbl KOHpUrypaLumn» BbiI6paTb OAHY UAN HECKO/BKO 3amnucemn,
yCTaHOBMB GNaXKoK B COOTBETCTBYHOLLEM Hek-boKce cneBa OT HOMepa apXuBa.

2. HaxaTb KHOMKY «YpAanuTb», pPacrnosIOKeHHY Ha MaHenn WHCTPYMEHTOB
Tabnvubl «<ApX1UBbl KOHPUrypauuin».

3. B OTKpbIBLIEMCA AMANOTOBOM OKHE MOATBEPAWUTb BbIMOJHEHME OMepaumm
yAaNneHuns, HaXkaB Ha KHOMKY «YAanuTb».

4.5 MoHUTOpPUHI annapaTHou naat¢opmbl

B cucteme ARMA CreHa BO3MOXEH MOHUTOPWUHI TeKyLLero COCTOAHWA KOMMOHEHTOB
YCTPOWCTBA, BKAKOYAA CUCTEMY MUTAHUA LN OXNaXAEHUA. DTO NO3BOASET NPEAOTBPATUTD
BO3MO>HbIE aBapUinHble CUTyaLnK, CBA3aHHble C 06opya0BaHMEM.

[na npocMoTpa COCTOAHUA annapaTHOM NAaTGOpPMbl CUCTEMbl HEOBXOAMMO B pasgene
«CUCTeMHble HacTpPOMKM» BblbpaTb nogpassen «MOHWTOPUHI annapaTHoOM
naatpopmbl» (CM. PrcyHoK — MOHUTOPUHT annapaTHOW niatdopmbl).
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MOHHTOPMHT annapaTHoi nraTdopms: ~
Hawnmenonanme Inauenne CocToRnme RaramKa (-]
PSU1 Presence Present

PSUI Input Vohiage 234 Volts

PSUI Input Power 45 Watts

PSU1 Temperature 33 degrees C
PSU2 Presence Missing

PSU2 Input Vohage Not available
PSU2 Input Power Not available
PSU2 Temperature Not available
CPU Temperature 3050 degrees C
System Tomp 1 19.50 degrees C
System Tomp 2 19.50 degroes C
Fan | Speed 6640 RPM

Fan 2 Speed 6400 RPM

Fan 3 Speed 6200 RPM

Fan 4 Speed 6640 RPM

Fan 5 Speed 6480 RPM

+5V Dua 502 Volts

+3.3V Dual 3.35 Volts

VEE Input 182 Volis

VCC KRHV S8 131 Volis

+12V Rail 11.90 Vlis
+1.08V Combined 1.06 Volts
DDR4 VPP 126 Vols

+1.2V VDDQ 121 Volis
+0.6V VTT 0,60 Volis
+1.05V PCH 1.05 Volts
+3.3V PCH 3.33 Volts
Battery Voltage 3.11 Volts

PucyHok — MoHUmopuHe annapam+ol niamgopmel

Cronbey, «CocrofaHue pgatumka» 1abanubl «MOHUTOPUHI annapaTHOW NaaTPopMbI»
oTObpakaeT Tekyllee COCTOSHME AaTuumKa. JonycTMMble 3HaUeHUs:

® WcnpaBneH - faTunk QyHKLMOHMPYET KOPPEKTHO N NPeAOCTaBAAET AaHHbIE;

® Hert I/IHq)OpMaU,VIVI - 4aTUUK OTCYTCTBYET, HE OTBEYaeT NN HENCNPAaBEH, AaHHbIE
OT HEro He NocCTynatoT.

Mpumeuanue:

Ans obecneyeHns MOHUTOPMHra annapaTtHor naatdopMbl TpebyeTcs akTMBMPOBATb
noaaepxky BMC B Hactpomnkax BIOS. Ecanm ¢dyHkuma BMC oTkatouveHa, cuctema
oTobpasnT cneaytouee coobuieHne: «MoHumopuHe annapamdol  naamgopmel
HedocmyneH. [Mposepeme Hacmpouku BIOS».

Mpumeuanue:

B cnyuae oTkntoueHms pesepBHoro 61oka nutaHmsa (PSU) Bo Bpems paboTbl yCTpOMNCTBa,
B WHTepdence MOHUTOPUHIa COXPAHATCA BCe MOJA, CBf3aHHble C AaHHbIM 6J10KOM
nutaHus. Mpwm 3ToM nx ctaTyc 6yaeT otobpaxéH kak «Not available», a 3HaueHuve nons
«PSU<Homep_bIM> Presence» n3meHuntca Ha «Missing».
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Ecav yctponctBo 6b110 nNpeaBapuTENbHO BbIKNKOYEHO, U TObKO MOC/ie 3TOro 6bin
oTKNtoUeH 610K MUTaHWsA, B UHTepderce ocTaHeTcs oTobpaxaTbCA WMCKAHOUNTENbHO
ctpoka «PSU<Homep_BIM> Presence» c ykasaHuvem 3HayeHusa «Missing». Bce
OCTaNbHble NMapameTpbl, OTHOCALLMECA K AaHHOMY 610Ky NuUTaHus, oTobpaxaTbca He

OyayT.

4.6 MoHNTOpPUHT NpoLeccoB

Pazgen «MOHWTOPUHI npoueccoB» MpejHa3HayeH ANa OTobpaxeHns TekyLlero
COCTOAHMA CUCTEMHbIX W MOJIb30BATE/IbCKMX MPOLLECCOB, aKTMBHBIX Ha YCTPOMWCTBE.
Nudopmauma npepcrasneHa B TabanyHOM BuAe M aBTOMaTM4eckn ObBHOBAAETCA C
nepuoanyHOCTbIO 5 cekyHA. [ns gocTyna K pasgeny HeobxoAMMO Nepertr Mo nyTu:
«CncTemMHble HaCTPOUKU» - «MOHUTOPUHT NMpoLLeccoB» (CM. PUCyHOK — MOHUTOPWHT

NpPOLLECCOB).

MOHHTOPHHT NpoLEeccoB ~

STAT -
PID O USER () PRI (O NICE (O STAT O co %CPU... %MEM... vsz © RSS (0 ™Y © TIME () c... a

1 root 19 0 Ss 0 01 0.1 168312 12396 ? 00:04:34 Isbin/ini... v
2 root 19 0 s 0 0.0 0.0 0 0 ? 00:00:00 [kthreadd]

3 root 19 0 s 0 0.0 0.0 0 0 ? 00:00:00 [pool_w... v
4 root 39 -20 l< 0 0.0 0.0 0 0 ? 00:00:00 [kwarke... v
5 root 39 -20 l< 0 0.0 0.0 0 0 ? 00:00:00 [kwarke... v
6 root 39 -20 l< 0 0.0 0.0 0 0 ? 00:00:00 [kworke... v
7 root 39 -20 l< 0 0.0 0.0 0 0 ? 00:00:00 [kworke... v
9 root 39 -20 < a 0.0 0.0 0 ) ? 00:00:00 [kworke... v
1 root 19 0 a 0.0 0.0 0 ) ? 00:00:00 [kworke... v
12 root 39 -20 < a 0.0 0.0 0 ) ? 00:00:00 [kworke... v

13 root 19 0 a 0.0 0.0 0 ) ? 00:00:00 [reu tas... v

PucyHok — MoHumopuHz npoyeccos

OnwuncaHune nonen Tabanubl:

® PID - yHMKanbHbIN 4YMCNOBOW WMAEHTUPMKATOP npouecca, NpUCBanBaeMbiy
AAPOM OnepaLMOHHON CUCTEMbI MPU €ro 3amnyckKe;

® USER - vmA nonb3osaTens, oT MMEHW KOTOPOro BbIMOAHAETCA npouecc. [Ans
CUCTEMHbIX MPOLLECCOB yKa3aHO 3HayeHwe root;

® PRI - npuvoputer niaHMpoBaHMA npouecca (3HayYeHne AMHaMUYecKoro
npuopuTeTa), onpesenseMoe Ha ocHoBe napameTpa NICE v BHyTpeHHen n1orvkm
NAaHUPOBLLMKA;

® NICE - cratmyeckmi napameTp KOPPEKTUPOBKM MpPUOpUTETA MNPOLECCa;
AOMNYCTUMble 3HAaUEHNA HAaXOAATCA B Anana3oHe oT «-20» ao «19». [Npouecchl ¢
MEHbLLMM 3HaueHneM nice noayyatot 6onblie CPU-BpemMeHy;

® STAT - cocToAaHMe npouecca cornacHo knaccudumkaumm agpa Linux:
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R - npouecc BbINONHAETCA B TEKYLLMA MOMEHT;
e S - NpoLecc HaXOANTCA B COCTOSHUM OXMAAHUA (MpepbiBaeMbl COH);

e D - npouecc 3a6710kMpoBaH B HEMPEPbIBAEMOM pexmMe (Hanpumep,
OXWJaHWe onepawmii BBOAa-BbIBOAA);

e Z - 3aBepWéHHbIN npouecc (zombie nan defunct), He noayumBLMiA
CWUrHana oT PoAUTENbCKOrO MPOLLecca;

e T - npouecc NnpruocTaHOB/EH (OCTaHOBIEH CUTHANIOM);
e W - npouecc HaxoauTCa B COCTOAHWM CBOMa;

e < - qnpouecc WMeeT TMOBbIWEHHbIN NpUopUTET (3anyLieH ¢
npuopwuteTom real-time);

e N- npouecc BblNOAHAETCA C MOHUNXEHHBIM MPUOPUTETOM,

e L - npouecc nmeeT cTpaHuWLUbl NamsaTn, 3abnokmpoBaHHble B RAM
(06bIUHO yKa3biBaeT Ha MCMOb30BaHMe real-time niaHnpoBaHmA);

e |-notok Agpa B pexume 6e3gencreuma (idle), He MetoLW M aKTUBHOTO
BbIMOJHEHWA.

® C - MHAMKaATOp 3arpysKku NpPoLeccopa;

® %CPU - f015 NCNONb30BaHMA LEHTPANbHOMO NpoLeccopa AaHHbIM NPOLLECCOM
3a NOCNeAHUI UHTEPBaAN N3MEPEHMS;

® %MEM - npoueHT MCNo/Nb30BaHUS OMepaTMBHOM MNaMATM OTHOCUTE/NIbHO
obuwero o6béma RAM;

® VSZ - 06BEM BUPTYaNbHOWN NaMATY, 3aHMMaeMOM NPoLEeccom (B knaobantax);

® RSS - 06béM pe3naeHTHOW NamATM (PuU3Myeckou NamMATH, MCMNOJb3yeMOou
npoLeccom 6e3 yuérta csona), B kunobawurax;

® TTY - TepmuHan, cBA3aHHbIA C npoueccom. [Ans GOHOBbIX U CUCTEMHBIX
NPOLECCOB 3HaUeHNe — «?»;

® TIME - cymmapHoe Bpemsa CPU, 3aTpayeHHOe Ha BbINOJIHEHWE MNpOLecca,
oTobpaxaetcs B popmate H4:MM:CC;

® COMMAND - vmsa ncnonHsemoro darvina nam KoOMaHAbl, 3anyCcTUBLLEN NpoLiecc.
[lna NOTOKOB AApa yKasaHO Ha3BaHMe B KBajpaTHbIX Ckobkax (Hanpumep,
[kthreadd]).
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5 MALWPYTU3ALUUA

5.1 OrkasoycronumBas MaplipyTusaums

B cucteme ARMA CreHa BO3MOXHa HacTpoMKa OTKa30oyCTOMUMBOM MapLLpyTM3aLmMn. ITO
TEXHONOrMA, KOTopas obecneynBaeT HEMPEPbLIBHOCTb PaboTbl CETU NPU BbIXOAE U3 CTPOS
OAHOrO WAN HEeCKONbKMX MapLipyTU3aTopoB. HenpepbiBHOCTb AOCTUraeTca 3a CYET
pe3epBMPOBaHMA MapLIPYTOB M aBTOMATUUYECKOro NepekarYeHs Ha pe3epBHble NyTu B
cnyyae cbos, YTO MUHUMU3NPYET BPEMA MPOCTOA N NOAAEPXKMBAET AOCTYNHOCTb CETU.

Ana nepexoga B nogpasgen «OTka3oycTtoMumBas MapLIpyTU3auma» HeobxoanMmo
BbIMONHUTb C/IeAytoLLme 4eACTBUSA:

1. B cnucke NCTOYHUKOB OTKPbITb KAPTOUKY Heobxoanmoro nctouHmka «<NGFW».
2. B kapTouke nctouHuka BbibpaTb MOAy/b «CUCTE@MHbI€ HACTPOUKM».

3. B pa3gene «CuctemMHble  HaCTPOMKU»  MNepentn B MOApaszen
«OTKa3zoycroMumBaa MapuwpyTtusauma» (cM.  PucyHok — noapasgen

«OTKa30yCcTOMYMBAA MapPLUPYTU3ALLNS»).

ngtw-web-maset iwarma.ru Omaesuurs ) === Cucremssie uact poiten [L—

opr OTHAIOYETONNMBAR MAPUIPYTHIAUMA

+ Jobaante

Onucanme Hiepgeic Tn nposspis TonkTiea:

MspupyBCHpyeuNe apeca L. Warepoehc T pasepun [re— P S— o

PucyHok — nodpazdesn «Omkazoycmoliqueas Mapuwpymu3ayus»
MpumMeHeHMe M coxpaHeHWe HacTPoeK MapLupyTU3aLmMm

Mocne 3aBeplUeHMs HACTPOWMKW BCEX HeobXOAMMbIX MapaMeTpoB B MNojpaszene
«OTKa3oycTOoUMBaA MapLIpyTU3aLMa» HEeOOXOAMMO COXPaHWUTb BHECEHHble
n3MeHeHus. s 3Toro cnepyet HaxaTb KHOMKY «COXPaHUTb», Pacro/IOKEHHYHO B
NpaBOM BEPXHEM Yriy 3aro/fioBka pa3zesna «CMCcTeMHble HaCTPOMKUN».

lNocne HaxaTna KHOMKM OTKPOETCSA OKHO noateepaeHns «CoxpaHUTb NU3MEHEeHUA
KOHpUrypaumum», B KOTOPOM OTODOpaxkaeTcs CMMCOK MOAPa3AeNnoB, 3aTPOHYTbIX
BHECEHHbIMU  U3MeHeHUaAMW. [na NpoAO/KEeHMA U MNPUMEHeHUAa HacTpoek
HeobxoAMMO NOATBEPANTL AENCTBME, HaXKaB KHOMKY «COXPaHUTb» B JaHHOM OKHe
(cM. PucyHok — NMpuMeHeHWEe 1 COXPaHEeHWe HacTpoek).
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Tonbko nocne yCnewHoro noarsep>XxaeHna BCce M3MEHEHUA 6y,£l,yT COXPaHeHbl n

aKTUBMPOBaHbI B TekyLlen koHourypauumn cuctemsl ARMA CreHa.

(=]
@

COXpaHUTL H3MEHEHHA KOHGUrypaLuu?

VI3MeHEHbI KOHG HTYpaUuK B pasaenax: OTKasoycToRUMBAR
MaplpyTH3auua e

Otmena CoxpaHuts

PucyHok — lNpumeHeHue u coxpaHeHue Hacmpoek

Mpn HEO6XOAMMOCTM OTMEHWUTb BCE HEMPUMEHEHHbIE HAaCTPOMKN ClesyeT HaxaTb
KHONKY «OTMeHa», pacrnoioXXeHHY0 B BEPXHEM MPaBOM Yriy 3aro/sioBka paszena
«CncTeMHble  HacTpouiku». B 3TomM cnyyae koHburypaumsa nogpasgena
«OTKasoycTrouMBaa MapwpyTusauma» OyseT oOTkataHa K nocaegHemy
COXPaHEHHOMY COCTOSHUIO.

5.1.1 Jo6aBneHue maplipyToB

Ana pobaBneHns Maplpyta HeobxoAMMO BbINOAHUTL CheayolimMe AeucTBuA (CM.

PucyHok - lobaBaeHue MapLupyTa):

67

1. B Tabauue noapasgena «OTKasoycToMuMBasA MapLIpyTU3aLUA» HaXaTb
KHOMKY «+/,06aBUTb».

2. B otkpbiBLENCA BOKOBOW NaHenn 3aiaTb CAeAyHoLMe HaCTPONKM:

® «MapuwpyTusupyembiii agpec» — yKkasaTb ajpec And MapLipyTu3aLunun.
[lonyckaetca ykasaHue IPv4-agpeca n Macku cetu B popmare X.X.X.x/y, rae
X - MOJIOXUTENbHOE Yncno B AgmanasoHe oT 0 go 255, y - nosoxuTtensHoe
umcno B AnanasoHe ot 1 go 32.

o «Lllmo3» - ykasatb IP-agpec wato3a B popmate IPv4.
® «WHTepdeinc» — BbibpaTb MHTEPPENC M3 BbINajaroLLero cnmcka.

® Onar «Onlink» — ¢nar ans ykasaHus, 4TO LWAKO3 HAXOAMTCA B MPAMOM
A,OCATaeMOCTM.

® «Metpuka» — 3agatb npuoputer MapuwpyTta. [Jonyckarorca uenble
NONOXUTENbHbIE YNCaa B Anana3oHe oT 1 ao 255.
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68

Mpumeuanne:

Ecan meTpuka LWtO30B OAMHAKOBas, TO MaplpyTusauma byaeT BbINONHATLCA B
pexunme banaHcmpoBku. Eciv MeTpuka WAKO30B pasHas, TO MapLupyTM3auma
OyseT BbIMONHATLCA B pPeXMMe Pe3epBMPOBAHWSA - YEM Bbllle MeTpMKa, Tem
NPUOPUTETHEN MapPLLPYT.

® «Twun npoBepKu» — BbIGpPaTh TUN NPOBEPKMN AOCTYMHOCTH y3a.

Bo3mo>XHO yKkaszaTb cnegyrowme TUnbl:

e arp;
e icmp;
e tcp.

® «Monutuka» — BbIGPaTb NOANTUKY NPOBEPKMN AOCTYMHOCTA Y3/10B.
BO3MOXHO yKasaTb ciefyroLime NOANTUKMN:
e [locTyneH KaxAbli y3en.
e [loctyneH xoTa 6bl OANH y3en.

® «[MopTt» — ykazatb NopT y3na. O6sa3aTenbHO 419 3aN0NHEHWSA, €C/IU B NOJe
«Tun npoBepkn» BbibpaHO 3HaueHue tcp. [JonyckatoTca uenbie
NONOXUTENbHbIE YnCNa B Anana3oHe oT 1 o 65535.

® «YacrtoTta npoBepKu» — 334aTb YaCTOTy NPOBEPKN AOCTYMHOCTA Y3/10B B
cekyHaax. JonyckaroTca yenble nonoxurensHole uncaa ot 1 go 300.

® «IPv4-agpec» — yka3aTb afpec npoBepsemMoro y3ia. BoamoxHo fobaBuTb
HeCKONbKO aApecoB, NCMO/b3ys KHOMKY «+/L06aBUTb>.

3. Haxatb kHonKy «/lo6aBuTb». B neBOM HWXHEN 4yacTu OkHa OTobHpasuTcs

yBefoMieHne 06 ycnewHoMm pgobaBneHun Mapwpyta (cM. PucyHok -
[JobaBneHvie MapLipyTa).
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CHCTEMHBIE HACTPOHKH

CuctemHeiid DNS
CHcTemHblA MpokcH
TNoruposaxue

LUAKO3 NO YMONUAHHIO

YnpaeneHHe KOHHrypaLued

OTHasoyCTOR4MI

MapLpyTH3ALHA

Q. Wutepdeiic:

THN NPOBEPKM & v MonuTHKa :

pLIpy

Tun nposepu

Monutuka

No6aeneHue MapwpyTa

OTMEHHTE Jobaeute e

MapiupyTH3HpyeMbli aapec’

0.0.0.0

Llinoz™

172.16.230.1

v WHTepdeiic”

eth0

Onlink ()

MeTpHKa®

20

MNpoeepra
Tun npoBepKH

ICMP

Monutuka

Joctynex xotA Obl 0AWH y3en

MNposep...
Mopt

MpoeepAemble yanbl
0-0 3 0

%

YacToTa NpoBEpKH, CeK.”

5

MpoBsepAembie yanbl

172.16.230.1

HacTpofika npoBepAeMbIX y3nos

IPv4 appec*
172.16.230.1

+ [Jobaeute

YKAXATE HOBBI QQPEC MM YR A00AENERHEI

PucyHok — [lobasneHue mapuwipyma

5.1.2 lMpocmoTp n pegakTMpoBaHue MapLUPYTOB

[na npocMoTpa v pefakTMpoBaHUA NapamMeTpoB MaplpyTa Heobxoanmo Haxatb JIKM

Ha CTpoKe MapLpyTa

B Tabauue.

B pesynbrate oTkpoeTca 6HokoBas

naHenb

«PepaktnposaHune mapupyta» (M. PucyHok — PesaktvpoBaHve MapLupyTa):
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CucTemMHbie HAaCTPORKK PepnakTHpoBaHue mapwpyTta OTMeEHHTL HameHuTb e

(2

MapuwpyTHsnpyemel ec”
CuctemHeii DNS " pupy Py anp

CuctemHbin Mpokeu v
Wintos”

172.16.230.1
TNoruposaHue v

WHTepdelic

LLMI03 MO YMONUaHHIO ~
eth1 ~

YnpaeneHue KOHGHrypauuen ¥ Onlink

MeTpHKa®
MOHHTOPHMHI annapaTHoMA NnaT¢opM bl ~
20

‘OTKA30YCTON4HBAR MaPWPYTHIALHA - MNpoBepka

Tun nposepku
+ [lobasnts
ICMP v
Q  Muteppeiic v

MonnTHKa
THN NPOBEPKA v MonuTHKa : v
JocTyneH XoTR Gkl OAMH yaen v

MapwpyTHaupyem... HHTepdeiic THN NpOBEPKH MonuTHra Mpoeep... e n
opT

0.0.0.0/0 - - - - e

I 172.16.230.1 eth0 ICMP YacTruHan aocTy. 172.18.2. I MNposepRembie yanbi

o [172.16.230.1] iiusd 1 3 HacToTa NpoBepKH, Cex.
5

MNposepRemsie yansl

172.16.230.1

HacTpoiika NpoBepAeMBIX y3nos ~

PucyHok — PedakmuposaHue mapuwipyma

[na coxpaHeHWs V3MEHEHWA MNocae peAakTUPOBaHUA HEOOXOAMMO HaXkaTb KHOMKY
«A3MmeHunTb>».

5.1.3 YpaneHue maplipytoB

Ans  ypaaneHns MaplpyToB M LWAKO30B HEOOXOAMMO  BbIMOJHUTL  CAEAYHOLLYHO
nocnea0BaTe/IbHOCTb AENCTBUN:

1. B T1abavnue nogpasgena «OTkasoycToMumBas MaplupyTusauma» BbiOpaTb
OZHY WM HEeCKO/IbKO 3anucel, yCTaHOBUB GNaXKOK B COOTBETCTBYHOLLEM YeK-
6okce cneBa OT MapLupyTa UK WAKO3a.

2. HaxaTb KHOMKY «YAanuTb», pPacroiOXEHHYH Ha MaHenn MHCTPYMEHTOB
Tabanubl.

3. B OTKpbIBLLEMCA AWMAJIOTOBOM OKHE nNoATBepAWTb BbIMOAHEHME Ornepaunmn
YAasi€HNA, Ha>KaB Ha KHOMKY «YAaIIVITb».

Mpumeuanune:

YaaneHve nociesHero MapLipyTM3MpyeMOro aZpeca LUk3a Takke MpuBeséT K
yAaNEHUIo CaMoro LUto3a.

5.1.4 Mowmck n punbTpaumna

Baok punbTpaumm npesocTaBaseT BOIMOXHOCTb COPTUPOBKM 1 GUABTPALMM JaHHbIX
B Tabanue nogpaszgena «OTkaszoycTonumBaa MapLUpyTU3saLusa» no sceM ctonbuam
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B cnncke (cM. PucyHok — [lMaHenb nowucka n duabtpaumm). OH BKAOYaeT B cebs
cnepyrowme nons:

o «[Mouck»;

® «WUHtepdenc»,

® «Tun NnpoBepKu»;
o «[Moantuka»;

® kHonka «CépocuTb GUALTPLI».

OTKa30yCTONYMBAR MapLWPYTH3aLUHA ~

+ [Nobasutb

Wnteppeiic v Thn npoBepKm : v Monutka v

MapwpyTHanpyemsie agpeca M ... Hutepdenc Tun nposepkH Monntuka MposepAemsie yansi e

0.0.0.0/0 = = = =)
172.16.60.1 eth2 ICMP HacTHyHaR AOCTYNHOCTE 172.16.60.1

172.16.230.1 etho ICMP YacTHuHaR AOCTYNHOCTE 172.16.230.1

1-1usi 1

o4

PucyHok — MaHesns noucka u punempayuu

CKBO3HOM Mouck Mo  noasm  Tabavubl  nogpasgena «OTkasoycroiiumBas
MapLIpyTU3aLmnaA» OCYLLECTBASAETCS C MOMOLLbIO BBOAA MCKOMOFO 3HayeHWs B mnosje
napameTtpa «Momck». Monck ocyLiecTBaseTcs nNo ctonbuy «MapLupyTusmpyemble agpeca
W LUAKO3bI».

®Ounbtpauns no noato «UMHTepdenc» nosponser OTGUAbTPOBaTb MaplipyTbl B
3aBUCUMOCTM OT BbIBpaHHOro ceTeBOro nHTepdenca.

Ounbtpauns no nono «Tun NpoBepKU» MO3BOASET BbiOpaTh JaHHble Ha OCHOBaHWUU
yKa3aHHOro Tuna NpoBepku AOCTYMHOCTK y3a.

OunbTpauus no nosato  «Monautuka» nosBonser OTGUALTPOBATL MapLIpyTbl B
3aBMCUMOCTU OT BbIBPaHHOW MOAUTUKM NPOBEPKN AOCTYMHOCTU Y3/0B.

C6poc Bcex yCTaHOBNEHHbIX GUIBTPOB OCYLLECTBAAETCA HaxXaTueM KHonku «Cépocutb
GunbTPLI».
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6 MEXCETEBOM JKPAH

OaHoM 13 ocHoBHbIX GyHKLMI ARMA CreHa sBasetcs puabTpaums Tpadrka C MOMOLLbHO
BCTPOEHHOro MexceteBoro 3kpaHa. C nomowbio M3 BO3MOXHO YCTaHOBMWTbL NpasBuia
AN 6NOKMPOBKM, OTKIOHEHUA UM Pa3peLLEHNs BXOAALLETO, UCXOAALLEro U NOKabHOIo
Tpadwmka.

Ans nepexoga B pasgen «MexceTeBoM 3KpaH» HEOBXOAMMO BbIMOAHUTL Caeayrowmne
NencTBUS:

1. B crnvcke NCTOYHMKOB OTKPbITb KAPTOUKY HEO6XOANMMOro NCToUYHNKa «NGFW>.

2. B kapTouke nctoyHuKa Bbibpatb Mogynb «MexxceTeBoMn 3KpaH» (CM. PUCyHOK
— MexceTeBOW 3KpaH):

172.16.230.100

1P-azpec

MIpaBHNS MERCETEROMD paHE

nnnnnnnn

NAT

PucyHok — Mexcemesoli s3kpaH
B M3 peannsoBaHbl ABe NOAUTUKN GUAbTPaLMK CETEBOro Tpaduka:
1. CraHaapTHaa NO/INTUKA Ha OCHOBE CMCTEMHbIX HabopoB npaBu.

CucremHble Habopbl NpaBUA NPEACTaBAAKT COBOM NpesonpesenéHHble NakeTbl
npaBu, BxoasLme B coctaB M3. B 3aBUCMMOCT OT HanpaBieHUs N Ha3HauYeHUs
ceTeBOro Tpadurka, NPUMEHAITCA CAeAyHoLLMe CUCTEMHbIE Habopbl NpaBua:

® «Ilnput» - Habop npaBun gna odunbTpaumm BxogAwero IPv4/IPve-
Tpadwka, agpecoBaHHoro camou cucteme ARMA CreHa.

® «Output» - Habop npasun ana dunbtpaymm ncxoaawero |Pv4/IPve-
Tpadvka, WHUUMMpPOBaHHOTO camon cuctemon ARMA CreHa,
HanpvmMep, oTBeTbl Ha BHelHWe 3anpockl (SSH, ICMP v ap.).

® «Forward» - Habop npaBun ana duabTpaymm TpaH3MTHOro IPv4/IPve-
Tpadwka, npoxoasauiero yepes yctporictso ARMA CreHa.

2. Monuntnka Ha oCHOBe 30H CeTM.
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B pamkax apxuTekTypbl, OCHOBaHHOM Ha 30Hax 6e30MacHOCTY, CeTeBble
NHTEepdencbl 0OBEANHAIOTCA B NOTMYECcKMe rpynmbl — 30Hbl, B COOTBETCTBUN C
X  OYHKUNOHANbHBIM  WAN  CErMEeHTAaUMOHHbIM  Ha3HadeHueM. [paBuna
buabTpaumm Tpadrka Mexay 30HaMU ONpPeAenstoTCA KaCTOMHbIMU Habopamu
NpaBwW/, Ha3HaUYeHHbIMW AJA KaXXAOW Mapbl B3aUMOAENCTBYHOLWNX 30H. Takou
noaxos obecneumBaeT rmbkoe U AeTanvM3MpPOBaHHOE yrpaBieHWe AOCTYNOM,
NO3BOJIAA 3a/,aBaTb Pa3/IMUHbIE YPOBHWN pa3peLleHnin n NoanTnkK 6esonacHocTu
NS KaXKA0M KOHKPETHOM 30HbI M MEX30HOBOTO B3aUMOAENCTBUA.

Mpumeuanne:

CraHpapTtHaa noautmka ¢punbrTpauun Tpapuka MMeeT NPUOPUTET Haj
NOJINTUKOW Ha OCHOBE 30H CETU M NPMMEHSAETCA NO YMOJIHaHMIO.

Mo ymonuaHuto ceteBon Tpaduk cHauana obpabaTbiBaeTca Ha YPOBHE CUCTEMHbIX

Ha60pOB npasu. ,U,J'IFI MCNnoJib30BaHMA WUCKAKOYUTESIbHO MNOJNTUKM Ha OCHOBE 30H

HeobXxoAMMO pa3pewwnTb BeCcb TpadMK Ha YPOBHE CUCTEeMHbIX HabopoB npaBua. ITO

OCYLL,eCTBAAETCA MYTEM YCTaHOBKM NapameTpa «[lecTBMe MO YyMOIHaHUIO» B 3HaUeHMe

«Pa3spewntb (accept)» v ypaneHua (MM OTKAKOUYEHWUA) BCEX MPaBW B KaXAOM W3
cucTeMHbIx Habopos Input, Output 1 Forward.

Mpwn kKoHdurypaumm M3 Tpebyetca obecneunTb JOCTYNHOCTb onpeaenéHHoro Habopa

CETEBbLIX NOPTOB, HeO6XOﬂ,I/IMbIX Aana cTabunbHOro q)yHKLI,I/IOHVIpOBaHVIFl CUCTEMHDbIX

CEepPBMCOB W B3aMMOAENCTBMA C APYTMMW KOMMNOHEHTaMn MHPPaCTPyKTypsbl. NepeyeHb
MCMONb3yeMbIX MOPTOB NpuUBeAEH B Tabanue «CnyxxebHble nopTbl cncteMbl ARMA CreHa».

Mopt
22

123
443

3128

3129

5000

73

Tabauya «CnyxebHolie nopmel cucmemsl ARMA CmeHa»

MpoTokon OnucaHue

TCP MNopT Ana yaanéHHoro Joctyrna K cuUcteMe no
npotokony SSH

UDP MopT cnyx6bl cMHXpoHM3aumu BpemerHn NTP

TCP MopT, wcnonb3lyembln  ANA  OHJAWH-aKTMBaLMU

cucTeMbl 1 nonyyeHns obHosaeHnin npasmn COB

TCP MopT npokcu-cepBepa ana obpabotkm HTTP-
3anpocos

TCP MopT npokcu-cepBepa pas obpabotkm HTTPS-
3anpocos

TCP MopTt B3aumopenctema cuctembl ARMA CreHa c
ARMA MC
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8082 TCP

Mpumeuanue:

nNpefHa3HaYeHHbIN  ANA  CMHXPOHM3aLMK
KOHOUrypaumm un cay>kebHoro B3aMMOAENCTBMA C
ARMA MC

PekomeHAyeTcA NPUMEHATb CTPOTy0 NOAUTUKY GUAbTPaLUM ceTeBoro Tpaduka
Ha YpPOBHE MEeXCETeBOro 3KpaHa, MpeAnosiaraloulyro Mo ymMoJiYaHUIO 3amnpeT
BCEro BXOAALLEro, MCXOAALLEro U TPaH3UTHoro Tpaduka. Jocryn gomkeH 6biTb
pa3speLuéH T0/IbKO Ha OCHOBaHWUM NMPUHLIMINA MUHUMAa/IbHbIX NPUBUNETUIA.

6.1 T[nob6anbHble HaCTPONKHU

HeKOTOpre HaCTpOI‘/IIKI/I M3 aBnstoTcs rnobanbHbIMU U BANAIOT HA BCHO cancrTemy. AJ'IFI

HacTPOWKW rnobanbHbIX NapaMeTpoB HEOHXOAMMO NepenTy B nogpassen «Hacrpouku
MeXXCceTeBOro 3kpaHa» - «lnobasbHble HacTpouku» (CM. PucyHok — [nobasbHble

HaCTPOVKW).

HacTpoHKH MeMCeTeBoro akpaHa

Tn06ankHbIe HACTPOMKM

Oraeuats Ha echo-3anpocs ICMPv4

Orseuars Ha WKpoKoBeLaTeNbHLIE 3anpock ICMP4

OBpatonia IPvd nakeTos, COABPMALYAX UHBOPMALMIO 06 HCXOAHOM MAPLIPYTE

OBpabonia IPY6 MakeTos, COABPMALYAX UHBOPMALMIO 06 HCXOAHOM MAPLIPYTE

OBpabonia exonsLux nepenanpasnsioLmx coobLyenmit ICMPv4
OBpaboria exonsLux nepenanpasnAioLmx coobuyenuit ICMPVE

Men nep i ICMPv4

Noruposanite mapcuancinx IPvd nakeTos

Mpogepka IPv4-aapecoB HCTOUHHKOB MO 0BPaTHOMY NYTH

QO crporan O Markar @ Omwiouena

Mposepka IPV6-aApecos HCTOUHHKOB NO O6PATHOMY NyTH
QO cmoran O Mamar @ OtwnioveHa

1Pv4 TGP SYN Cookies

3awTa oT yrpo3sl NPEPLIBAHKA N0 BpeMeki 8 TGP

Yer: i connections)

Obpatorka naxetos

Ypoae#s noros”

Cnuncok rnobanbHbix HacTpoek M3:

Henpener (invalid

O6paboTka nakeToR

@ Paspewns (accept) O OrépocTs (drop) O OTknoHMTS (reject)
TIOrAPOBAHHE AEHCTEUA HAA NAKETAMN HEABHCTEMTENEHEIX COBANHEHH
YpoBeHb noros”

Mpeaynpexaenme (wam)

n (related ions)

0OBpaborka naketos

@ Paspewms (accept) (O OtépocuTs (drop) (O OmknomuTs (reject)
TlornpoBaHHe AEHCTEM i Ha/ NAKETaNM, NOPOKAEHHEIX APy CORAMHEHNAMM
YpoBeHs noros”

Mpeaynpexaesue (wam)

Mepenaya WHpoKoseyaTensHeix IPv4 naketos
KawuposaTe pesynbtatel npeobpasosania nveH

MnTepsan npeobpasosanin MmeH"

300

PucyHok — obaneHele Hacmpouku

OTwenuTs CoxpaHue

e OrBeuatb Ha echo-3anpocbl ICMPv4 - paspewntb MAM 3anpeTnTb MPUEM

ICMP-3anpocoB (ping) Ha BxoasLmne coeanHeHms Ha yctporctee ARMA CreHa.
Mo ymonuyaHWIO YCTPONCTBO OTBeYaeT Ha Bce Buabl ICMP-3anpocos.

e OtBeuaTb Ha wMpokoBewatenbHble 3anpocbl ICMPv4 - paspewunts mam
3anpeTuTb OTBETHI Ha WKnpokoBeluaTenbHble ICMP coobuweHuns. [No ymonuaHuto

oTBeThbI Ha WwWunpokoseLlatenbHble ICMP cooblyeHms 3anpeLLeHsbl.
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® O6paborka IPv4 naketoB, copepawux uHpopmaumro 06 wncxopHom

MapLipyTe - NpuHMMaTb Win urHopuposaTtb IPv4-nakeTbl, B KOTOPbIX 3ajaHbl
napameTpbl MapLUpyTU3aLmMm NCTouHuka (Hanpumep, LSRR — Loose Source and
Record Route mam SSRR — Strict Source and Record Route). 311 napametpbl
MO3BO/IAIOT OTMNPaBUTENHO YKa3aTb KOHKPETHbIA MapLlpyT, MO KOTOpPOMY
AO/MKHBI MPOXOAUTb MaKeTbl Yepe3 CeTb. ITO MOXET OblTb MCMOAb30BaHO B
KOHTeKCTe aTak Tuna «man-in-the-middle», korga 310ymbIWNEHHVK MbITaeTCS
nepexBatuTb Tpaduk, nepeHanpaBass ero yepes ceou ysen. o ymonyaHuwo
Takme nakeTbl UTHOPUPYHOTCA.

O6pabotka IPv6 naketoB, cogepyawux uHpopmauuio 06 wucxoaHom
MapLupyTte - NpvHUMaTb UAN UTHOPUPOBaTh IPv6-nakeTbl, B KOTOPbIX 3ajaHbl
napameTpbl MapwpyTM3aumMm WCTOYHMKA. [0 ymo/nyaHWIO Takve nakeTbl
WFHOPUPYHOTCS.

O6pabotka BxoAAWMX nNepeHanpaBasoWMx coobweHnini ICMPv4 -
pa3peLlnTb NN 3aNPeTUTb BO3MOXHOCTb Npuéma coobuieHmnii ICMPv4 Redirect.
ICMPv4 Redirect npeactaBnser cobo MNPOTOKO/N  CETEBOrO  YPOBHS,
ncnonb3yembli Ansa nepegaun nHdopmaumm o 6onee 3dPeKTUBHbBIX MapLUPyTax
K LieneBbiM y31aM. MapLipyTmn3atop MOXeT OTMpaBMTb Takoe CoobLeHme XOCTy,
yTObbI YyKa3aTb Ha 6osee oNTUMaNbHbIA NYTb AR AOCTUXKEHNSA KOHEYHOW TOUKMN.
JTa byHKUMA MOXeT ObiTb MonesHa ANa ONTMMWM3auUn MapLupyTM3aumm B
HeKOTOpbIX  ceTeBbiX  KOHburypaumax. OfgHako, C  TOUYKM  3peHus
MHPopmaumoHHon  HesonacHocty, ICMP  Redirect-coobueHna  moryt
NPeACTaBAATb  yrpo3y, TaKk Kak OHWM  MOryT OblTb  MCMONb30OBaHbI
3N0yMbILLIEHHUKAMW A8 MoAndUKauMm Tabanubl MapLupyTM3aumMy KAeHTa.
Mo ymonuaHuto npmném ICMPv4 Redirect-coobLyeHnin OTKNHOYUEH.

O6pabotka BxoAAWMX nNepeHanpaBaswoWwmx coobweHnii ICMPv6 -
pa3peLlnTb NN 3aNPeTUTb BO3MOXHOCTb Npuéma coobuieHmii ICMPv6 Redirect.
Mo ymonuaHuto npmném ICMPv6 Redirect-coobLLeHNn OTKNHOUEH.

MUcnonb3oBaHue nepeHanpaBasowmx coobuwennii ICMPv4 - paspewntb
WM 3anpeTuTb BO3MOXHOCTb oTnpaBku ICMP Redirect-coobuieHuni yepes IPv4.
Mo ymonuaHuto yctpouncteo otnpasasetr ICMP Redirect-coobuieHuns apyrum
XOCTaMm, ecnm 0bHapyXuT 6onee oNTUManbHbIA NyTb.

NornposaHue mapcmaHckux IPv4 naketoB - BKAKOUUTb WU OTKAHOUUTb
perncTpaumio NakeToB C HEKOPPEKTHLIMU UM NOA03pUTENbHBIMK IP-aapecamu
MCTOYHMKA UMW Ha3HAYeHUsA, M3BECTHbIX Kak «MapCuaHckme» nakeTbl (martian
packets). [To ymonuaHuo N1OrMpoBaHme BKAKOYEHO.

MNpoBepka IPv4-aapecoB MCTOUHMKOB NO 06paTHOMY NMYyTH - BKIHOUNTb UK
OTKNHOUNTb NMPOBEPKY WMCTOYHMKOB MO obpaTHoMy nyTn. Bo3moXHO ykasaTb
caeaytoLLne BapnaHTbl MPOBEPOK:
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Crporas - OCyLEeCTBAAETCS NPOBEPKY TOro, 4YTO MaplpyT Ao
ncxogHoro IPv4-aspeca npoxoauT uepes TOT XKe CeTeBON nHTepdeic,
C KOTOPOTO OblN NONYYEH MaKET;

Msarkaa - npoBepseTca Haanmume mMapupyta A0 UcxogHoro |Pv4-
ajpeca, He3aBUCMMO OT ero COOTBETCTBMA WHTepdency, uepes
KOTOpPbIV MOCTYNWI MaKeT;

OTknroueHa - MpoBepka oTkAtoueHa. Icnosb3yeTca NO YMOAUYaHMIO.

® [poBepka IPv6-agpecoB NCTOUHUKOB MO 06paTHOMY NYTU - BKAHOUUTL UM

OTKNHOUNTb NMPOBEPKY WMCTOYHMKOB MO obpaTHoMy nyTn. Bo3mMoXHO ykasaTb
cneaytoLLme BapnaHTbl MPOBEPOK:

Crporas - OCyLleCTBAAETCA MNPOBEPKY TOro, 4YTO MapuwpyTt Ao
ncxoaHoro IPv6-agpeca npoxoAnT yepes TOT Xe CeTeBOW MHTepdelic,
C KOTOPOro 6blN NONYYEH NaKET;

Msarkas - npoBepseTcs Haivume MaplpyTa 4O McxoaHoro [Pve-
ajpeca, He3aBUCMMO OT ero COOTBETCTBUA WHTepdeicy, uepes
KOTOPbI MOCTYNWA NakerT;

OTknroueHa - [poeepka oTkatoUeHa. Icnonb3yeTcs No yMOAYaHMIO.

IPv4 TCP SYN Cookies - Bkatountb nam otknountb mexaHnsam SYN-cookies B
M3. MexaHu3m SYN-cookies npeactaBnsetr cobon MeTog 3amTbl OT aTak TMNa

«SYN flood», npwm KOTOpbIX 310yMbIWAEHHWMK OTMPaBAAET 3HauUTeNbHOE

konnyecteo SYN-nakeTtoB C Ue/fblO MCYepnaHua pecypcoB cepsepa. [lo

YMOJIHaHNIO AaHHbII7I MEXaHU3M aKTUBMPOBaAH.

3awumta OT yrposbl npepbiBaHusa no BpemeHn B TCP - BkaOunTb van

OTK/OUNTL 3alMTy OT yrpo3, CBf3aHHbIXx ¢ Time-Wait Assault (TWA). o

YMOJIHaHNKO OTKJHOYEHO.

YcraHoBneHHble coeauHeHusn (established connections) - 610k HacTpoWku
NoANTUKM 06paboTKM yrKe yCTaHOBJIEHHbIX coeAnHeHnn B M3:

O6paborka nakeToB - onpejenser, Kak cucTemMa JOJXKHa
obpabaTbiBaTh BXOAAWMM TPadUK, KOTOPbIA ABASETCS YaCTb YXe
YCTaHOBNEHHOro n paspelwéHHoro TCP/IP-coeanHeHnsa. Bo3MoXHO
BbIOpaTh Cieayrolne 3HauYeHUs:

o Paspewmntb (accept) - npuHumatb Becb Tpadwuk,
OTHOCALMACA K  YCTAHOBJIEHHbIM  COEAVHEHUAM.
Vicnonb3yeTtca No yMOAYaHUIO.
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o OTtbpocutb (drop) - oTbpacbiBaTb YyCTaHOBAEHHblE
coeanHeHus 6e3 oTnpaBKW Kakoro-Ambo oTeeTa.

o OTtknoHutb (reject) - otbpacbiBath Tpadmk C OTNPABKOW
ICMP naun TCP RST coobuieHus.

Mpumeuanne:

NMpu BbI6Ope 3HaueHna «OT6pocutb (drop)» wam «OTKAOHUTH
(reject)» ynpaBneHue AaHHbIM YCTPOUCTBOM CTaHET HEAOCTYMHbIM.

e JlormpoBaHue p[AeNCTBMA Haj, MNaKeTaMM  YCTaHOBJIEHHbIX
coeAuHeHNW - onpegenset, O6yAyT AV 3anucCbiBaTbCA B >KypHas
CcobbITUA  BCe MNakeTbl, NPUHaANEXaLLMe YXe CyLeCTBYIOLWMM,
YCTAHOBNEHHbIM COeAMHEeHMAM. [lo  yMONYaHWIO JOrMpOBaHMe
OTK/HOYEHO.

e YpoBeHb /IOFTOB - HaCTPOWUTb YPOBEHb AeTann3aluu JOrMpoBaHUS
YCTaHOBJ/EHHbIX coeanHeHnl B M3. Bo3MOXHO BbibpaTh cnegyroLimne
3HaYeHMS:

o AsBapuiiHbIi (emerg);
o TpeBoXxHbi (alert);
o Kputnueckmi (crit);
o Owwmbka (err);

o [MpepynpexaeHne (warn) -  uUCnoab3yerca Mo
YMOJIYaHMIO;

o YBeaomneHue (notice);

o WHpopmauums (info);

o Ornagka (debug).
NMpumeuanne:

Bnok «YcraHoBneHHble coeanHeHuns (established connections)» agoctyneH
TONbKO ANA MPOCMOTPa W He MOAAEPXKMBAET pefakTUpoBaHWe u4epes
rpadmueckni nHTepdenc. Hactponka napameTpoB gaHHOro 610ka BO3MOXHaA
NCKIHOUNTENbHO C MCMO/Ib30BaHMEM KOMaHAHOW cTpoku (CLI).

® HepencrButenbHble coeguHeHus (invalid connections) - 610k HacTpovikm

obpaboTtkmn Hegonyctmmbix (invalid) ceteBbix naketoB B M3. KoHdurypaums
3TOro pasfena aHanornyHa napamMeTpaM, TMPUMEHAEMbIM K MOJNTUKE
06paboTkn y>ke yCTaHOBAEHHbIX COEAVHEHWNI.
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® [MopoxpéHHble coepuHeHus (related connections) - 6nok HacTpouikm

obpaboTkn cBA3aHHbIX (related) ceteBbix coegnHeHnr B M3. KoHdurypaumsa
3TOrO pa3fefna aHalorMyHa napameTpaM, MpUMEeHsemMbIM K MOAUTUKE
06paboTKM y>Ke YCTaHOBAEHHbIX COEAUHEHWNI.

Mepepaua wmpokoBewatenbHbiX IPv4 nakeToB - BKIKOUUTL WIN OTKNHOUNTD
06paboTKy HanpaBaeHHbIX LIMpOoKOBeLLaTenbHbix naketoB (directed broadcast)
B M3. [To ymonuaHuto obpaboTka WNpOoKOBeLLLaTENbHbIX NAaKeTOB BKIKOYEHA.

KawnpoBatb pe3ysnbtatbl npeobpasoBaHUAs MMEH - BKIHOUYNTLE WU
OTKJHOUUTb  K3LWMPOBaHMe  pesyabTaTtoB  npeobpasoBaHus  DNS-umEH,
ncnosibdyembix Npu paborte ¢ npasunamm M3, coaep>kallMuy JOMEHHbIE MEHa.
Mo ymMOon4aHWIO K3WMpPOBaHWE OTKAKOYEHO.

MHTtepBan npeobpa3oBaHUA MMEH - YCTaHOBWTb 3HAYEHWs WHTepBana B
cekyHAax Aana obHoBneHua paspeweHns DNS-uméH. Bo3moxxHO ykasaHue
3HayeHma B AmanasoHe oT «10» po «3600». Mpu mncnonbsosaHun FQDN B
rpynnax «lomeHsbl» nan npasunax M3 oyHkUnA paspelleHma JOMEHHbIX UMEH
O6yAeT BbIMONHATLCA C  YKa3aHHOW MNEPUOANYHOCTBIO ANA  aKTyaam3auum
cBA3aHHbIX |P-agpecos, nNpuv 3TOM pe3y/abTaTbl MOTYT K3LWMPOBATbCA, €Cau
BKAtOUeHa rnobanbHaa onuua «KawmnpoBaTb pe3ynbTaTbl npeobpa3oBaHus
NMEH>.

[Ana coxpaHeHWs BHECEHHbIX U3MeHeHUK B rnobanbHble HacTponkn M3 Heobxoanmmo

Ha>kaTb KHONKY «CoxpaHuUTb» (CM. PrcyHoK — [no6anbHble HAacTPOWKK).

6.2 Tlpynnbi

Mpynnbl NpeacTaBasioT o601 yA06HbIV MHCTPYMEHT AN 06beAMHEHNA MHOXECTBA CeTel,

XOCTOB M NOPTOB C UESIbHO UX ,u,aane|7|Luero MCNONb30BaHNA B NMpaBuMiaX MexXceTeBoro

s3kpaHa (M3) mn ppyrmux Hactponkax ARMA CreHa. lNprmMeHeHMe rpynn no3Bonset

YAYHWUTb YNTAEMOCTb MNMpaBun M3, a Takxe YCKOPUTb npouecc AO6aBJ'IeHVIF| HOBbIX NN

N3MeHeHA CylecTBYrOWKnX rnpasu.

ﬂ‘flﬂ NPOCMOTpPa ChNMCKa Ha3Ha4YeHHbIX rpynn HeO6XO,£I|I/IMO BbIMNOJIHNTL cCaegyroumne

JeNCTBUS:

—

2
3.
4

OTKPbITb KAPTOUKY COOTBETCTBYHOLEro nctouHmka «NGFW»,
BbIbpaTh MOAyb «MexceTeBOW IKpaH»;
nepenTt B MeHo «HacTpoWku mexxceTeBoro akpaHa»;

OTKpPbITb pa3gen «Fpynnbi».

6.2.1 [o6aBneHue rpynnbi

Ana pobaBneHna rpynnbl HEOOXOAMMO BbINOJHUTL CAeAytoLne 4eNCTBUS:
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1.

MepenT B pa3gen ynpaBaeHUs rpynnaMm 1 HaxkxaTb KHONKY «+ [lo6aBUTb».

2. B otkpbiBwenca 60kKoBOM NaHenn ykasaTb Heobxoaumblie mnapameTpbl (CM.
PucyHok — lobaBneHwue rpynnbi):

«HanmeHoBaHue» - AOJIDKHO ObITb YHWKaJIbHbIM B paMKaX CBO€ro tmna, He
npesbiWaTh «31» CUMBO/IA, HAUMHATLCA TONBKO C NAaTUHCKOW ByKBbI WAV
Ll,l/lq)pbl, He MOXeT HaUMHATbCA C CMMBOJIOB «-» UIU «!», n He AO0JIKHO
cofepXkaTb CUMBOJIbI «|», «», «», «8», «$», «<», «>»;

«Tun» - Tun rpynnbl. Bo3amoxHo BbibpaTh M3 cnucka: «IPv4 appeca»,
«IPv4 cetn», «IPv6 appeca», «IPv6 cetn», «lopTtbl», «/[lOMEHbI»,
«MAC-agpeca», «[luHamnueckne rpynnbi». B
3aBUCUMOCTW OT BbIOPAHHOrO TMMNa B OKHE OTKPOKITCA AOMOJNHUTENbHbIE

«MNHTepdencbl»,

nona anda eBoJa rnapamMeTpos;

Mpumeuanne:

HacTpownka

HanoJIHeHNA 21eMEeHTaMU B AI/IHaMI/ILIeCKOIZ rpynne

ocyLLecTBAsETCS Yepes npasuia M.

Fpynnbl <TUN_rpynnbi> - No3BOASET BblbpaTb OAHY WU HECKO/bKO
CyLEeCTBYHOLMX TPYNMN aHa/JoOrMYyHOro TMNa M3 BbINaAarolwero Crmcka.
[laHHas GyHKLMA MO3BOASET BJAOXKMTb OAHY rpynny B APYryro Ana ya06HOM
opraHu3aumu npasmn GuabTpaumm Tpaduvka. MNapametp He gocTyneH ans
TMNOB rpynn «/JoMeHbl» 1 «AnHammnyeckme rpynnbi».

«OnucaHme» - MakCMMasbHO AonyctnMaa AJiHa 3HadeHUAa noada «127»
CMMBONOB.

3. [Mo 3aBeplueHnto HaxaTb KHONKY «CoXpaHUTb».

HacTpoWKH MeKceTeBoro akpaHa

Tno6ankHbie HacTPoMKH

Tpynnel

=10

HaumeHoBamHue
CHILD_INTERFAGE
PARENT_INTERFACE
CHILD_MAC
PARENT MAC
CHILD_PORT

PARENT PORT

MpagHna MEMCETeROro JKpaHa

3oHeI ceTH

79

o5 )

[HoBaenenHe rpynnsi

HaumeHoBaHue"

2]

Test_Interface

TH*

Unrepdeics

HHTepdedicel

eth1

Tun Cocrae rpynnei BKIIOUEHHIE TPYNMbI Onucanue

HacTpoika nHTepgeicos

Hnutepdencel eth2, lo PARENT INTERFAGE, ~

HHTepdenc’
MHTepdeicst etho, eth1, eth2 B

eth1
3F:ED:FB:2D:49:D7,

MAG-anpeca

¥ Vaanurs + [Nobasute

MAC-aapeca A4:1B:06:03:E8:DC,

Mopret 1000-6000 Tpynnsi uHTepeicos

Moptsl 55, 33, 5534

Touss 1 Onmcamme

PucyHok — [lobasneHue 2pynneoi
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6.2.2 PepakTupoBaHue rpynnbl

[na BHECEHMA N3MEHEHWNI B NCEBAOHUM HEODOXOAMMO BbIMONHUTL CAEAYIOLLME LENCTBUS:
1. Haxatb JIKM Ha cTpoKe Hy>HOW rpynnbl.
2. B otkpbiBLWENCA HOKOBOM NaHeAn BHECTU AOMYCTMMbIe KOPPEKTUPOBKM.
3. [llo 3aBepLUeHnIO pefakTMPOBaHUA, HaXaTb KHOMKY «COXpaHUTb».

6.2.3 KonuposaHue rpynnsi

[na KonnpoBaHMa rpynnbl HEOOXOAMMO BbINONHUTL CeAyrOLNE LENCTBUS:

1. BbibpaTb 0AHY rpynny, ycTaHOBMB G1a>koK B Yek-bokce cneBa OT HaUMeHOBaHMA
rpynnbl, U HaxaTb KHONKY «KonupoBaTtb».

2. B otkpbiBwenca 6okoBon naHenn «KonupoBaHwe rpynnbi» BBECTV HOBOE
HanMeHOBaHMWe Tpynnbl. 3HayeHe nons «Tun» HacneayeTca OT KOMMpPYyemMoro
rpynnbl U HEAOCTYNHO ANA U3MEHEHUN.

3. Haxatb kHonkKy «KonupoBatb» (cM. PrcyHok — KonunposaHwue rpynrbl).

—_—
4
Haumenosawne*
TnoBankHbie HACTPOMKM
Port-1|
rpynns: ~
% Tun®
e Q  Tan v MopTsl
34
© Hanmenosare Tun Cocras rpynansi BHrtoueHHbie rpynnbI Onucanue =]
HacTpoiina noptos -
o el o1 E Onucanue

MpaBHna MeKCETeBoro Kpana v

30HBI CETH v

PucyHok — KonuposaHue 2pynnei
6.2.4 YpaneHue rpynnbl
Ans yaaneHns rpynnbl HEOOXOANUMO BbINONHUTL CAeAytoLLNe AeNCTBUSA:

1. BbibpaTb OfHY WM HECKOABKO rPynmn yCTaHOBMB GNaxoK B Yek-bokce cneBa oT
HaVMeHOBaHWA rPYMMbl K HaXaTb KHOMKY «YAaNUTb».

2. B oTKpbIBLIEMCA OKHE NOATBEPAUTL YAaseHne HaxkaTmeM KHOMKU «YAanutb»
(cm. PucyHok — [MoaTBEepXXAEHMNE YAaAEHWE TPYMMbI).

BHumaHue!

Bhl yBepeHsl, 4To X0TUTE yAanuTe rpynny Test?

OTMEHNTE Vaanute

PucyHok — lMoOmeepxdeHue ydaneHue epynnei
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Mpumeuanne:

MNpy nonbiTke yaaneHus rpynnbl, ucnoabdyemon B npasunax NAT wan M3,
oTOobpa3nTCcA npesynpexaeHne O HEBO3MOXHOCTU €€ yaaneHus (cM. PucyHok —
YaaneHve rpynnbl HEBO3MOXHO).

() YnaneHHe HEBO3MOKHO

HexkoTopsie rpynny MCMoNb3yioTcA 8 npasunax: npasuno 1 HaBopa

PucyHok — Y0aneHue 2pynnel HEBO3MOXHO

test

6.3 CraHpapTHasA NO/IMTUKaA Ha OCHOBE CUCTEMHbIX HabopoB nNpaBun

6.3.1 Ha6op npaBun

Habop npaBua - 3T0 UMeHOBaHHbIN NakeT npasua M3.

B 3aBMCMMOCTM OT NPMHAANEXHOCTU TpaduKa CYLLECTBYHOT CledytoLine Habopbl MpaBu:

1.

«Input» - Habop npasun ana  obunbtpaumm IPv4 un  IPv6 Tpadwuka,
npeaHasHayeHHoro ans camori ARMA CreHa, 1 ncnonb3yeTcs A eé 3alUnThl.

«Output» - Habop npasun ans duabtpaunn IPv4 n IPv6 Tpaduka, ncxoasaiiero
oT camo ARMA CreHa. Hanpumep, oTBeT Ha nonbiTky Bxoga no SSH 8 ARMA
Creny.

«Forward» - Habop npaBun ana ounbtpaumm IPv4d un IPv6 Tpadwuka,
npoxogsawero tTpaH3ntom yepe3 ARMA CreHa.

«Name» - kacTomHbIM Habop npasBua. Mcnonb3lyeTca BO BCeX BapuaHTax
pabotbl M3, Bkitouas cnctemMHble Habopbl «Input», «Output» n «Forward»,
peanunsyembiv yepes aencTeus npasuna «Mepentn (jump)>».

ARMA CreHa No yMO/4aH1IO COAEPXKMT LIECTb CUCTEMHbIX HABOPOB NpaBu: Tpy Habopa

«Input», «OQutput» 1 «Forward» ans dpunbtpaymm IPv4 Tpadurka n Tpm Habopa «Input»,
«Output» n «Forward» ans dunbtpaumm IPv6 Tpaduka.

Habop npaBua coAepXXuT AecTBME MO YMONYAHNIO, KOTOPOE MPUMEHSETCS K CETEBOMY
nakeTy, eCv HU OA4HO M3 NpaBua B Habope He cpaboTano.

Ana cuctemHbix HabopoB npaBun «Input», «Output» n «Forward» BO3MOXHO

YCTaHOBUTb Ciedyrouine 3HavyeHnA AEVICTBVIFI Nno YMOAYaHUIO:

® «Paspewntb (accept)» - 3HaueHWe NO YMOAYAHUIO;

® «OT16pocutb (drop)».
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Ana KactToMHbIX HaboOpOB MpaBW/i BO3MOXHO YCTaHOBWUTb C/eAytoline 3HaYeHUs
AENCTBMA NO YMONYAHUIO:

® «OT16bpocutb (drop)» - 3HauUeHne NO yMOAYAHWIO;
® «[lepewntn (jump)»;
® «OTKNOHUTDL (reject)»;
® «BepHyTtbca (return)»;
® «Paspewutb (accept)»;
o «[popomkutb (continue)».
6.3.1.1 Jo6aBneHme KacToMmHOro Habopa npasun

Ana pobaBneHua KacTOMHOro Habopa npaBuA HEOOBXOAMMO BbIMONHUTL CAeayroline
NEenNCTBUS:

1. Mepentn B pa3gen «MpaBuna meXxcetreBoro s3kpaHa» MeHto «HacTpoiikm
Me>KCeTeBOro 3KpaHa» 1 HaxkaTb KHOMKY «+/106aBUTb».

2. B otkpbiBerica 60koBOW NaHenn BbibpaTb co3aaBaemyto cylHocTb «Habop»
(cm. PucyHok — [lobaBneHne Habopa npaswma).

HacTpOKH MeNCeTeBoro aKpaHa JAoGasnenue Habopa OtmeHnTs

9 @ Hatop |O Mpasuno O 3oma
TnoBansHbie HacTpoikM v
QO Hanpasnetue Tpaguka Mexay 3oHamu
MNcesgonnmsl -
Hawuenosanme’
Mpasmna NeKCeTeB0ro aKpana -
o e

1Pv4 v
Q Tun Tpaguka ~

Tloruposanie
BXORALIAA KHTEPBEHC v VoxonmLmi nHTepdEiic v P

Graryc ~  Mporokon v Reiicraue (no ymonuanmto )
Otépocuts (drop) v

Ha3Hauenme Ha TpaduK MeNay 30HaMu ceTH

g
a
-]
s
o
=
E°
a
El
=
a
B
=

-

+ Jobasute

Onucanue

16m6 < 1 > F

PucyHok — [lobasneHue Habopa npasun

3. BHectn/ckoppekTnpoBaTb 3HaUEHUA B NOASAX:

® «HammeHoBaHMe» - MakCMManbHO AONYCTMMAaA AJMHA 3HayYeHUs «28»
CMMBOI0B. [JonyckaeTcs MCNOAb30BaHMe TONbKO aTUHCKUX BykB (A-Z, a-z),
umdp (0-9) n cneumanbHbIX CUMBOJIOB: MOAYEPKMBAHME («_») U TOUKA («.»).
3HayeHne AOKHO HauMHaTLCA C NaTUHCKOW BykBbl nan Lmdpbl;
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«Tun» - BbIbOp Bepcun nHTepHeT-npoTokona «IPv4d» van «IPv6». MNpwu
fanbHelVeM pefakTMPOBaHWN WU KOMUPOBAHWW 3HAaYeHWe MNoaA He
NOANIEXUT N3MEHEHWNIO;

«JlornpoBaHue» - BK/IOUEHNE/OTK/IOUEHNE XXYPHAANPOBAHWS;

«[lericTBME NO YMONUAHUIO» - JeNCTBME NPUMEHNUTCA B Cy4Yae, eCIv HU
OZHO M3 yCTaHOBJIEHHbBIX MpaBua B Habope He BbII0 NPYMeEHeHO.

Mpumeuanne:

Mpun ncnonb3oBaHun aencteua «MepenTu (jump)» He JONycKaeTcs co3gaHme
H6eCKOHeUHbIX LIMKNOB, KOrga Habop nepeHanpasBaseT caM Ha cebs naum yepes
HeCKONbKO MepexoA0B BO3BpaLLlaeTca K cebe.

,ﬂ,flﬂ Ha3Ha4yeHna KaCTOMHOIo Ha6opa npaBua Ha TpaCI)I/IK MeXay 30HaMu CETU

HeobxoAMMO HaxaTb KHOMKy «+/lo6aButb» B 6/10ke «Ha3HaueHue Ha

TpadpumK Mexxay 30HaMu CeTu» 1 3anoSHUTb Heobxoanmble Noaa (CM. PucyHok
— Ha3sHaueHve Ha TpaduK Mexxay 30HaMu CeTn):

«30Ha oTnpasutTena» - BbI60p N3 CrMncKa 30Hbl OTNPaBUTENA,

«NHTepdeiicbl 30HbI OTNpaBUTeNs» - Nnojse oTobpaxaeT MHTepdencsl,
BXOAALLME B BblOpaHHYt0 30HY oTnpaBuTens. lNosne 3abi0KMpoOBaHO AN
pesakTMPOBaHMS;

«30Ha nonyuatena» - BbI6Op 13 CNMcKka 30HbI MOAyYaTens;

«MHTepeiicbl 30HbI OTNpaBUTens» - nose otobpaxaeT MHTepdencsl,
BXOAfLLME B BblbpaHHyO 30HYy nosy4yatens. [Mone 3abaokmpoBaHO Ans
peAakTMPOBaHUA.
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LoBaeneHne HaBopa OTMEHHTL CoxpaHuTs 3 JHo6aenexue Habopa OTMEHUTL CoxpaH1Ts 9

@® Hatop O Npasuno QO 3oua @ Hatop O Npasune O 3oma

(O Hanpasneuue TpaduKa MExaY J0HaMHU (O Hanpasneuue TpaduKa MEXAY J0HaMM

HavmeHoBaHue™ HaumeHoBaHHWe"

Test Test

Tun* Tun*

IPv4 IPv4
Norvposanne TormpoBaHne

LleiicTe e no-ymonuaxuto () JencTeHe no-ymonuanuio ()
OTpocuTe (drop) O16pockTe (drop)

Ha3sHaueHue Ha TpadrK Memay 30HaMH CeTH HasHaueHue Ha TpadHK MEeMAY 30HAMK CeTH

t+ Jobasute 3JoHa oTnpaeuTens”

Zonal
Onucanve

UnTepdeichl 30Hb OTNPaBUTEnA

3oHa nonyuarena”

Zona2

WHTepdenchbl 30HbI NonyYatens

T Yoanute + HoBasute

PucyHok — Ha3HaueHue Ha mpaguk mexdy 30Hamu cemu

5. TMo 3aBeplueHnto HaxaTb KHONKY «CoOXpaHUTb».

6.3.1.2 PepaktupoBaHue Habopa npaBun

[Ana pepaktmpoBaHus Habopa npasua Heobxoanmo Haxatb JIKM Ha CTPOKy € HY>KHbIM
HabopoM 1 B OTKpbIBLLUENCA HOKOBOW MaHeNN BHECTU KOPPEKTUPOBKN. 10 3aBepLUEHMIO

Ha>XaTb KHOMKY «CoxpaH UTb».

6.3.1.3 KonupoBaHue kacTOMHbIX HabopoB nNpaBu

[na KonvpoBaHUsA KaCTOMHbIX HabOpoB NpaBua HEOHXOAMMO BbIMONHUTL CAefytoLine
JEeNCTBuUS:

1.

BbibpaTtb 0AVH MM HECKOJ/IbKO KACTOMHbIX HAOOPOB NPaBwm, yCTaHOBMB GpaXKoK
B 4ek-bokce cneea OT HaMMeHOBaHMA Habopa, M HaxaTb KHOMKY
«KonupoBatb».

B oTkpbiBwencs 6okoBon naHenn «KonupoBaHue Habopa» npesycMoTpeHa
BO3MO>XHOCTb M3MEHEHNA MMeHN HOBOro Habopa. Mo ymonyaHno nma Konum
dopmMumpyeTcs Ha OCHOBE MMeHWN NCxoAHOro Habopa ¢ gobasneHvem cyddurkca
«_copy». [MapameTp «Tun» aBTOMaTM4YeCKU HacNefyeTcs OT OPWUTMHANbHOTO
Habopa 1 He NOANEXMUT pPefaKTUPOBaHUIO.

3. Haxatb kHonKy «KonupoBaTtb» (cM. PucyHok — KonupoBaHuve Habopa npasu).
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6.3.1.4 YpaneHue Habopa npaBun

HacTpoitu MemceTeBoro akpana

TnoGansHble HACTPOMKH
Tpynnsi

MpaBina MeKCeTeRoro aKpaHa

- 1@ ]

Q. TwnTpagmka v
BXOARLIMi UHTEPDERC v Vexoaswi unteppeiic
Cratye v Mpotokon

DeiicTaue ~  [leHCTaMe M0 yMONYaHHO

Ha... T. B... u.. G..

=i
o

Input 1Pud

Input IPv6

Qutp. 1Pvd

Outp.. IPv6

BIEHEIENENENE

I
\

1

Konwposanwe waopa

HaGop

HanmeHoBaHHe"

tets_copy

Tun

Moapobiee -

PucyHok — KonuposaHue Habopa npasun

,ﬂ,]’lﬂ y4aneHua Ha60pOB npasun HeO6XOﬂ,I/IMOZ

85

1.

BbibpaTb OAWH Man Heckonbko HabopoB MpaBwA, YCTAHOBUB GIaXKOK B YeK-

6okce cneBa OT HaMMeHOBaHMA Habopa NpaBuJ, M HaxkaTb KHONMKY «YAainTb».

MoaTBepAuTb yAaneHne Habopa MNpaBuA HaxaTVeM KHOMKW «YAaanutb» B

OTKPbIBLUEMCA OKHe (cM. PucyHok — MoateBepxxaeHne yaaneHve Habopa).

BHuUMaHKe!

Yaanute soifpadHbie Hatopw?

OTMEHHTEL

PucyHok — lModmeepxxdeHue ydaneHue Habopa

NMpumeuanne:

MNpu yaaneHun cuctemHoro Habopa npaBua YAANAOTCA TOAbKO MNpPaBuAa,
BXOZALLME B COCTaB 3TOro Habopa; cam Habop 13 cnucka He yaanseTca.

Mpumeuanune:

Ecam yaansemblii KaCTOMHbIV HA6Op MpaBW Ha3HaueH Ha Hanpas/ieHve Tpaduka
MeXJy 30HaMu CeTM WM WCMOoAb3yeTca B ApyrMx Habopax v npasunax Ans
nepeagpecauumn Ha HUX, TO NOSBUTCA Mpeaynpexzatolliee OKHO C 3anpeToM Ha

yAaneHue (cM. PrucyHok — YaaneHne HeBO3MOXHO).
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(1) Ynaneuue HeBO3MOMHO
HEKCTUpblE '|C]GUD|J Ha3Ha4eHbl Ha 30HbLI CETH HNK MCNONbL3YKTCA B

Apyrux Hatopax U npasunax:

HaBop npasun Nabor666 ucnonsayerca e HaBope Nabor6E66_copy

PucyHok — Y0aneHue He803MOXHO

6.3.2 MMpasuna M3

®unbTpaumsa Tpadmka nNpoucxoamT C nomowbiko npasun M. Kaxpgoe npasuio
NPOHYMEPOBAHO, WMEEeT JAEeNCTBUE, KOTOPOE cheayeT MNPUMEHUTb, eCcin MpaBuao
COOTBETCTBYET, U KpUTEPUM COOTBETCTBMA. [akeTbl AaHHbIX MPOXOAAT MO nNpasuaam OT
«1» 5o «999999», npm NnepBOM COBMazseHNM ByAeT BbINMONHEHO AENCTBUE NPABUAa, Aanee
obpaboTka nakeTa He NPON3BOAMUTCA.

Mpasunamun M3 npesycMoTpeHbl CegyroLLne AeCTBUA Haj CETEBbIMU NakeTamu:
® «OT1bpocutb (drop)» - oTHpPOCKTL Naker.
® «[epeuTtun (jump)» - NnepenTn K KACTOMHOMY Habopy nNpasu.

® «BepHyTtbca (return)» - BepHyTbCS M3 KACTOMHOro Habopa npaBu 1 NepenTn
K CneytoLiemMy npasuy.

® «OTKNOHUTL (reject)» - OTKNIOHUTb NaKeT.
® «Paspewntb (accept)» - paspewnTb naker.
® «[Mpopomkutb (continue)» - NPOAOAKNTL NPOBEPKY CEAYHOLLErO NPaBmaa.

® «B ouepepb (queue)» - oTNpas/aseT NakeT B NOJb30BaTeNIbCKOE MPOCTPAHCTBO
ANS fanbHenwen obpaboTku.

[laHHbIN onepaTop OTMpaBAseT NakeT B MPOCTPAHCTBO MOJb30BaTeNs C
ncnosnb3oBaHneM dyHkUunn nfnetlink_queue. Maket nomewyaetcsa B ouepesp,
naeHtnoémympyemyro no 16-paspsagHoMmy Homepy. [lonb3oBaTtenbckoe
MPOCTPaHCTBO MOXET Mpu HeobXOAMMOCTM MPOCMOTPETb U W3MEHUTb
nakeT. 3aTeM MoJib30BaTe/IbCKOe MPOCTPAHCTBO AO/KHO YAAAUTb NakeT Uau
MOBTOPHO OTMNPaBWUTb €ro B AAPO. Takke MpeaycMOTpeHa BO3MOXHOCTb
aKkTMBaumu onuum obxoga, KOTopas MO3BONUT He BbIMOAHATb Onepauuto
3anncKn naketa B MOJb30BaTENbCKOE MPOCTPAHCTBO, €CNN B OYEpPeAn HeT
NPUNOXEHUM, oXungarowmx obpaboTtkm naketa. B takom cnyyae npasmao
byAeT AeNCTBOBaTb aHa/IOMMYHO AencTBUIO «Pa3pewnTs (accept)», ecam He
OBHapy>XeHO MPUIOXKEHWNI, OXMAAROLLNX NaKeT.

® «Pasrpysutb (offload)» - onpegenset, kakve notokn fo6aBAAOTCA B TabamLy
NOTOKOB.
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Tabsvubl  NOTOKOB  MO3BOAAKOT  YCKOPWUTb  MNepejady MakeToB B
nporpaMmMHOM obecrneyeHnn (M B annapaTtHOM obecneyeHuy, ecau
ceTeBOM ajanTep noajep>kvBaeT 3Ty GYHKLMIO) 3a CHET obxoaa ceTeBOro
CcTeka Ha ocHoBe conntrack. 3anMcyn nNpeacTaBAArOTCA B BUAE KOPTEXA,
COCTOSILLLEro U3 BXOAHOrO MHTepdeiica, agpeca NCTOYHUKA U Ha3HaYeHWs,
nopTa MCTOYHMKA M Ha3HaYeHWs, a TakKe NPOTOKOI0B YPOBHA 3/4. Kaxaas
3anncb TaKxXe KaWwumpyeT nHPopmaunro 06 nHTepderice HasHaYeHUsa w
agpece wnto3a (anA OOHOBAEHWA ajpeca Ha3HayeHUA Ha KaHaJbHOM
YpOBHE) C uenbto nepecbinkm naketoB. [Mona TTL u hoplimit Takxe
AekpemeHTupytotcs. Takum obpasom, Tabavubl NOTOKOB obecneumBatoT
aNbTepPHATUBHbIM NyTb, MO3BOAOLLMNIN NakeTaM 0OONTU K1acCUUeCcKnm NyTb
nepecbiaku. Nocne yctaHOBAEHUA COCTOAHUA MOTOKM pa3rpy>aroTca. ITO
O3HaYaeT, YTo NepBbIA OTBETHbIN NakeT 0BbIYHO CO3Aa€T 3anuch B Tabavue
notokos. [na npuéma wucxogHoro Tpaduka Tpebyerca npaBusio
MeXCeTeBOro 3KpaHa. BbipaxkeHve noToka B NMpAMOW LEenoyke A0IKHO
COOTBETCTBOBATb 0H6paTHOMY TpadurKy N3 NCXOAHOTO coeanHeHns. CneayeT
MMeTb B BUAY, YTO 0BpaTHbIN MapLIpyT onpeAenseTcid Ha OCHOBEe MakeTa,
KOTOpbIA CO3AaéT 3anucb B Tabauue notokoB. Ecam wmcnonb3yrotcs
onpesenéHHble npasuna [P, Heobxoaumo ybeauTbCH, UTO  OHWU
COOTBETCTBYHOT Kak TpadurKy OTBETHOrO MakeTa, Tak U NCXOAHOMY Tpaduky.

® «Synproxy» - COefJMHEHNs SYnproxy.

CeteBon ¢uabTp Synproxy nepexsaTbiBaeT HoBble TCP-coeauvHeHua w
obpabaTtbiBaeT HauasbHOe TPEXCTOPOHHee MOATBEPXAEHME CBA3WM MO
npotokony TCP, wucnonb3dys syncookies Bmecto conntrack ans
yCTaHOB/IeHUA coeanHeHuda. Takum obpa3om, 3anyck SynProxy Ha nopty
nNpocayLnBatoLLLEero cepsepa npegoTBpaLlaer NCNONb30BaHNe
orpaHunyeHHbIx pecypcoB conntrack npu atakax Tunos SYN, SYN-ACK, ACK
Flood Ha 3TOT nMOpT, Npu KOTOpPbIX CepBep MOABEPraeTca BO3AeWCTBUIO
b6onbworo konuMuyectBa Ssyn-naketoB. [laHHoe gaenctBme Tpebyet
OTCNeXMBaHMA  COEAMHEHWUs,  MOCKOAbKYy  HeobxoamMmo  nepeaaTb
nopagkosble HoMmepa. MpuHUMn paboTbl: cepeep BbIUMCAAET 3HaUYEHWE Ha
OCHOBe TekyLero coctoaHma n otnpasnset ero B SYN+ACK-nakete. Korga
KAneHT Bo3Bpawaer ACK-nakeT, cepBep MW3BAeKaeT 3HauyeHue A4
ayTeHTUuKaummn. Ecam  3HavyeHMe BepHO, COeAMHeHVe cyuTaeTcs
YCTaHOBJIEHHbIM.

Mpumeuanne:

Kaxxgoe npasmno M3 gonkHO npuHaanexatb kKakoMy-anmbo Habopy npasua.
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6.3.2.1 Jo6aBneHue npasuna MD

Ana pobaBneHna npasuna M3 Heob6X0AMMO BbINMONHNUTL CAEAYHOLMNE AeNCTBUS:

88

1. Mepentn B nogpaszen «MexcereBoi 3kpaH» - «HacTponku mexxcereBoro
3kpaHa» - «[lpaBuna meXxceTeBOro »3KpaHa» W HaXaTb KHOMKY
«+/106aBUTb>».

2. B otkpbiBwenca 6okoBon naHenu BbibpaTb CO34aBaeMyr0  CyLLHOCTb
«MpaBuno» (cM. PucyHok — /lobaBneHne npasmaa).

HacTpOKH MECETeBOro KpaHa [Io6aenexue npasina OTMeHHTS

- om[EE@-

Hanpasnesie Tpaguka mexay 3oHamu
Tpynnsi - Crarye npasuna
Habop®
MpaBina MEHCETEBOro aKpaHa A o
Q  Tun rpagura v

BX0AALMI UHTepDeiic v Mcxonaluui uHTepdeiic v Toruposare

D v R o RedicTane”

JeficTane: ~  [JleficTBMe NO yMONYaHHIO | - -

TpaHcnopTHeI# npoTokon (O
Ha... T B... H... C.. n. 0. n n. n n. Aa. n.. e ® Hazsanwe O Howep

Forw.

Forw

Input

Input

Outp

Outp

1Pv6 Bee, kpome ykasarHoro npoTokona O

1Pv4
OTtnpasutens
IPv6 P.® = Bun oTnpaeuTens

1Pvd

1Pv6 P.O - MAC-agpec omnpasmTena

16ws6 < 1 >

PucyHok — [lobasneHue npasusia

3. BHectn/ckoppekTnpoBaTb 3HayeHne B nonax (cMm. PucyHok — [lapametpsl
npasuaa):

L «CTaTyc npasuiaa» - BKJ/IFOUEHME/OTKAOUEHME npaswuia, N0 yMOAYaHUIO

npaBunJiO BKJIHOYEHO,

«Habop» - Habop npaBuA, kK KOTOpoMy ByaeT NprHaaaexaTb CO34aBaeMoe
npaBuio. CnpaBa OT MMeHU Habopa B ckobkax yka3aH Tvn Habopa: IPv4 nau
IPv6. B 3aBMCMMOCTM OT BblIbpaHHOro Habopa npaBuA OTKPOHOTCH
AOMONHUTENbHbIE MO HACTPOWNKMY;

«lMpuoputer» - HOMep npuoputeta npasuna. BO3MOXHO ykasaTb
3HayeHVe B AmanasoHe oT «1» ao «999999». MapameTp AoKeH O6bITb
YHVKaNbHbIM B pamkax BblbpaHHOro Habopa npaBwn K onpejensert
nocief0BaTeNbHOCTb BbINOJAHEHUA NPaBuI;

«JlornpoBaHue» - BK/IOUYEHNE/OTK/IOUEHNE XYPHaINPOBaHWA AEVNCTBUN,
MO YMOAYaHUWIO IOTMPOBaHMe NpaBuia OTKAHOUYEHO;

«[leAcTBUE» - BbIOOP AENCTBUS HAZ CETEBLIM MaKeTOM.
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Mpun Bblibope penctBua «PasrpysuTtb (offload)» Tpebyetcs
yKasaTb LeneByto Tabauuy NOTOKOB AAs 3kcrnopTa. Jas 3Toro B
none «lMortokoBas Tabaumuya»  HeobxoaumMo  BblibpaTb
COOTBETCTBYHOLLYHO Tabanuy m3 BbiNagatowlero cnucka. Jencreme
«Pasrpy3urb (offload)» HegocTtynHo ans Habopos Tuna Input n
Output.

B cnyuyae Bbibopa genctBua  «Synproxy» HeobxoAMMO
AOMONHUTENBHO YKa3aTb CefyroLne napameTpbi:

e MSS - MakcMmanbHbIM pa3Mep nosesHoro 6s0ka
JaHHbIX B 6anmtax ana  TCP-naketa (cerMeHTa).
Bo3moXHO yka3aTb 3HaueHme B ananasoHe o1 «501» go
«65535»,

o Koapoduuumenr MacwtabupoBaHus OKHa -
kKo3pPuumeHT macwrtabupoBaHus okHa ana  TCP-
coefuHeHnA. Bo3MOXHO  ykasaTb  3HayeHne B
AnanasoHe oT «1» A0 «14»,

Mpumeuanune:

Ons peictBus «Synproxy» HeobxoauMo BblbpaTb MPOTOKOA
«TCP».

MNpu Bbibope pgencteua «lMepertn (jump)» nocaeayroLLas
npoBepka MakeTa OCYLeCTBAAETCA B KacTOMHOM Habope,
yKa3zaHHOM B gonosiHuTesbHoM nose «Mepeappecaunna».

Mpumeuanue:

Mpn wncnonb3oBaHun penctBus «Mepertn  (jump)» He
AOMycKaeTca co3fjaHue OeCcKOHeYHbIX UWKAOB, Korja Habop
nepeHanpasaseT caM Ha ceba nam yepes HeCKONbKO MepPexosoB
BO3BpaLlLaeTcs K cebe.

B cnyuae Bbibopa penctBna «B ouepepb (queue)» HeobxoanmO
AOMONHUTENBHO YKa3aTb Ceayrollme napameTpbi:

89

e Ouepepb - HOMep o4epean, B KOTOPYHO ByayT HanpaBaeHbl
nakeTbl, COOTBETCTBYHOLLME 3ajaHHOMY npasuay. BO3MOXHO
yKa3aTb 3HauyeHve B AmanasoHe oT «0» go «65535» wam
AnanasoH 3HayeHnn yepes geduc B popmate X-Y.

e Wcknwouatb u3s oyepean - UCKAKOYaATb MakeTbl N3 o4epean
N nponyckatb X 4Yepes3 M3, ecam Hu OAHO NpunnoXxeHune B
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MNONb30BaTENbCKOM MPOCTPAHCTBE HE MOAKNHOYEHO K
A AHHOW ouepeaun.

e PacnpepeneHue - pacnpegenatb  nakeTbl  MeXAy
HEeCKONbKMMK  oyepegamun. PacnpegeneHne BO3MOXHO
BKJIFOUNTb, TONIbKO €C/IV yKa3aH Anana3oH ouyepesen.

® «Bxopawmin nHteppenc» - NpeaHasHauyeHO ANSA yKasaHUA OAHOTO WU
rpynnbl BXxoaawmx nHtepdencos. Mpwu Boibope 3HaueHns «UHTeppencob»
Tpebyetca 3agatb MMA U3NYECKOrO WAN BUPTYyasbHOro WHTepdelica
«ARMA CreHa». [lonyckaeTcs nCrnosib3oBaHMe MNOACTaHOBOYHOMO 3HakKa
«*» Ans rpynnoBoro Bbibopa nHTepdencos (Hanpumep, 3HadyeHne «eth*»
no3BosifeT oxBaTuUTb Bce MHTepdencol Tvna Ethernet). MogaepxmnBaetcs
yKasaHune BXoAsALLero nHtepdenca B KauecTse KpUTepma COOTBETCTBUA AA
HabopoB npaBua: «name», «input», «forward». 1ns nHBepcun ycnosus
COOTBETCTBMUA AOCTyMHa onuuns «Bce, kpoMe yka3aHHOro uHtepdenca» —
NPV aKTUBaLMW COOTBETCTBYHOLLEro yekbokca NMpaBmMaO MPUMEHAETCA KO
BCEM MHTepdericaMm, 3a NCKNHOYEHMEM YKa3aHHbIX;

o «Ucxopawmin nHTepdenc» - HasHauUTb UCXOAALMKA WHTepdenc wnan
rpynny uHtepdericos. MNpu Boibope 3HaueHns «UHTepdencbl» TpebyeTcs
3a4aTb UM GU3NYECKOro nam BupTyanbHoro nHtepderica «<ARMA CreHa».
[lonyckaeTcs ncnosb3oBaHMe NOACTAHOBOYHOIO 3HaKa «*» A1A rpynnoBoOro
Boibopa  uHTepdencos. [loasepxmBaeTca  ykasaHMe  UCXOAALLEro
nHTepdenca B KavecTBe KpuUTepus COOTBETCTBMA ANA HabopoB npaBu:
«name», «output», «forward». [1na vHBepcMn yCnoBuS COOTBETCTBUSA
AOCTynHa onuma «Bce, kpome ykazaHHOro nHTepderica» — Npu aKkTMBaL MK
COOTBETCTBYHOLLIEro  4Yekbokca MNpaBWIO  MNPUMEHAETCA KO  BCEM
nHTepdencam, 3a NCKIOUEHNEM YKa3aHHbIX;

® «TpaHCNOPTHBLIX MPOTOKON» - 3HAUeHMEe TPaAHCMOPTHOrO MPOTOKOAA.
Bo3MOXHO yKka3aTb 3HaY€HMEe HOMEPOM WU UMEHEM MPOTOKOA:

e «Homep» - HOMep NpoTokona B COOTBETCTBUM C JOoKyMeHTOM IANA.
Bo3MOXHO yKasaTb 3HaueHue B gnana3oHe ot «0» fo «255»;

e «Ha3sBaHue» - BbIOGOP TPAHCMOPTHOIO NPOTOKOJIA U3 BbINaAatoLLEro
cnucka. ns NHBEPCUMM YCNOBMSA COOTBETCTBUSA AOCTYMHa onumsa «Bce,
KpOMe yKa3aHHOro MpOTOKONOB».

® «Bwupg otnpaButensa» - BbI6Op OTNpaBuTeNa U3 CrMCKa:

o «Appec» - ykazaHue |IP-agpeca oTtnpasutens B dopmate IPv4 mnaum
IPv6 B 3aBMCMMOCTM OT TMNa Habopa npasun;

e «[luanasoH appecoB» - 33jaHMe auvanasoHa |P-agpecos
OTNpaBUTeNIA B COOTBETCTBYHOLLMX MOAX;
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e «CeTb» - yKazaHue ceTn OTMNpaBuUTeNs C UCNoaAb3oBaHWeM IP-agpeca
N Macku noaceTwn;

o «[lpynna agpecoB» - BbibpaTb rpynny aapecoB 13 CrnNCKa;
e «[lpynna ceteir» - BbIOpaTh rpynny ceten U3 cnucka.
e «[lpynna pgomeHoOB» - BbIO6paThb rpynny AOMeEHOB W13 CNNCKaA.

e «lonHoe poOmMeHHOe wMA» - TMpejHa3HayYeHO ANA  YyKasaHWs
AoMeHHOro umeHun B ¢opmate FQDN B none «/lomeHHOe umsa».
TpeboBaHus kK dopmaTy BBOAA:

o o0bwasa AAMHa 3Ha4YeHVA He AO/KHA npeBblwaTth 242
CMMBONQ;

O UMA AOMKHO HAuMHATbCA W 3aKaH4YMBATbCA NATUHCKOMN
bykBou (A-Z, a-z) nam undpon (0-9);

o He Aonyckaetca Hadalo uanm  OKOHYaHue  UMEeHU
CUMBONaMW «.» TN «-»;

O pa3peleHbl TONAbKO C/efyrolme CUMBObIL: NaTUHCKUE
6ykBbl (A-Z, a-z), unodpbl (0-9), a Takke CUMBOAbI «.»
(Touka) n «-» (aedwnc);

O Kaxpjaa AoMeHHaa meTka (rpynna mexay Toukamu) He
AO/DKHA MpeBbiwaTh «63» CMMBONA M He MOXeT ObiTb
nycTou;

O MakKcumanbHoe KOIMYECTBO  AOMEHHbIX MeTOK,

pa3fenéHHbIX Toukamu, — «127».

e «Kop crpanbl (DB-IP.com)» - BbibOp cTpaHbl, onpeaenseMon no
reonHdpopmaumoHHon 6ase DB-IP.com, kak kputepua MCTOYHMKA
Tpaduka.

[na wHBEpCcMM yCIOBMA COOTBETCTBMA [OCTyNHa onuua «Bce, kpome
yKa3aHHOro otnpasuTens». [JocTynHa Ans CAeAyrolmx OTnpaBUTENEN:
«Agapec», «[lnanasoH agpecos», «CeTb», «Kog ctpaHbl (DB-IP.com)».

«MAC-appec otnpaButena» - BBect MAC-agpec otnpasutens. [ns
MHBEPCUN YCNOBUA COOTBETCTBMA JOCTYyNHa onuma «Bce, kpome ykasaHHOro
MAC-agpeca»;

«pynna MAC-agpecoB» - Bbibpatb rpynny MAC-aagpecoB 13 cnmcka;

«AI/IHaMI/I‘-IECKafI rpynna oTtnpasutena» - Bbl6paTb AVNHaAMUNYeCKyHo
rpynny m3 cnncka;

arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

® «[opTt oTnpaBuTena» - ykasatb NMOPT OTNPaBUTENA BPYYHYHO WAM BblibpaTb

rpynny. Ana

py4YHOro BBOAAa nopTta Heobxoanmo BbibpaTb 3HaueHne «[opTbi»,

nocsie 4yero CTaHyT AOCTYMNHbl CeAyroune BapnaHTbl YKa3daHUA nopTa: «H0|v|ep

nopta», «un

anasoH nopTos», «[1poTokon». [lose cTaHOBUTCA AOCTYMHbIM, eC/n

B 6/10ke «TpaHCNOPTHbIN MPOTOKO/I» YKa3aHO OAHO M3 3HaUYeHU: Ms «TCP»,

nma «TCP m

UDP>», nma «UDP»;

¢ «Bup nonyuarens» - BbIbOp nonyyatens us cnucka:

92

o «Appec» - ykasaHue IP-agpeca nonyuatena B ¢popmarte IPv4
nan IPv6 B 3aBUCMMOCTM OT TMNa Habopa npasu;

«flnana3soH agpecoB» - 3ajaHue Juanas3oHa |P-appecos
noayyaTtens B COOTBETCTBYHOLLMX MOAAX;

«CeTb» - yKa3zaHue ceTu noayyartens ¢ ucnonb3oBaHmem IP-agpeca
M MacKu noaceTw;

«lpynna agpecoB» - BbIbpaTb rpynny aApecos U3 CnUCKa;
«lpynna ceten» - BbIGpaTb rpynny cetein ns cnucka.
«pynna gomeHoB> - BbibpaTh rpynny JOMeHOB M3 CnmcKa.

«[MonHoe AOMeEHHOe uMA» - MNpeAHa3HayeHO AN yKa3aHWs
AoMeHHoro nmenu B ¢opmate FQDN B none «lomeHHOe nmMaA».
TpeboBaHus Kk popmaTy BBOAA:

» o6was AAMHa 3HauyeHUsA He JOJiKHa npeBbliwaTth 242
CMMBOA3;

" MA AO/KHO HAauMHATbCA U 3aKaHUMBATbCA NAaTUHCKOM
6ykBon (A-Z, a-z) nav undppon (0-9);
" He [JOMyCKaeTcs Hayalo WAM OKOHYaHWE UMEeHWU

CUMBON1IaMU «.» UNTN «-»;

" pa3pelleHbl TONbKO CleAytoline CUMBOJbI: IaTUHCKME
6ykBbl (A-Z, a-z), umdpsbl (0-9), a TakkKe CUMBOAbI «.»
(Touka) u «-» (aeduc);

" KaXJas AOMeHHasa meTka (rpynna mexay Toukamu) He
AO/MKHA NpeBblwaTh «63» CMMBOJIAa U HE MOXeT ObiTb
nycrom;

" MaKCMMaJbHOE€  KOAMYECTBO  AOMEHHbIX  METOK,
pa3fenéHHbIX Toukamn, — «127».
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o «Kog ctpaHbl (DB-IP.com)» - BbibOp CTpaHbl, onpeaenseMoun no
reonHpopmaumoHHon 6ase DB-IP.com, kak KpuTepusa NCTOYHMKA
Tpaduka.

Ana wvHBepcMM yCnoBMA COOTBETCTBMA AOCTynHa onuua «Bce, kpome
yKa3aHHOro nosydatens». [ocTynHa ANs Cieayrowmx OTnpaBUTENEN:
«Appec», «[lnanasoH agpecos», «CeTb», «Koa ctpaHbl (DB-IP.com)».

«MAC-agpec nonyuarensa» - BBect MAC-agpec nonydatensa. [ns
MHBEPCUM YCNOBMA COOTBETCTBMA AOCTynHa onuua «Bce, Kpome
ykaszaHHoro MAC-agpeca»;

«'pynna MAC-appecoB» - Bbibpatb rpynny MAC-azpecoB 13 crnvcka;

«[lnvHaMunueckasa rpynna noJjy4artens» - BblbpaTb ANHAMUYECKYHO
rpynny u3 cnucka;

«MopT nonyuatena» - ykasatb NOPT Nosy4vatens BPyUHyr nau Bbibpatb
nceBAoHUM. [lna pyyHoro BBoga noprta HeobxoaMMo BblibpaTb 3HayeHue
«[lopTbl», NOCNe Yero CTaHyT AOCTYMHbI CAefytoLiMe BapuaHTbl yKa3aHus
nopta: «Homep nopta», «[wmanaszoH noptoB», «[lpotokon». [lone
CTAHOBMUTCA AOCTYMHbIM, ecin B 610Ke «TpaHCMOPTHbIA MPOTOKO/M»
yKa3aHo OfHO 13 3HauyeHU: nms «TCP», nmsa «TCP n UDP», nmsa «UDP»;

«CoobuweHus ICMP» - KOMMOHEHT AOCTyNeH ANS 3aMOJHEHUS TOJIbKO
npwn ycnosuu, yto B 610Kke «TPaHCMOPTHbLIW MPOTOKOA» YKa3aHO MMS
«ICMP>» / Homep «1» anq IPv4 nan nma «IPv6-1CMP>» / Homep «58» ans
IPv6;

o «Tun» - Homep T1nNa ICMP B gnanasoHe o1 «0» fo «255»;
o «Koa» - Homep koaa ICMP B ananasoHe oT «0» a0 «255»;
o «Mmsa» - nma tuna ICMP, Bbi6op 13 BbiNagatowero cnmncka;

«AHanu3s d¢parmeHToB IP» - conoctaBneHne nakeToB Ha OCHOBe
Kputepusa ¢parmeHTa IP;

«IPsec» - coOTBeTCTBME rMakeToB Ha oOcCHOBe kputepueB |Psec. B
cucteMHoOM Habope npaBun «output» GuabTpauma NakeToB Ha OCHOBE
IPsec He npumeHseTcs;

«OrpaHnyeHne CcKOpoCcTu» - 610K KOMMOHEHTOB AN HaCTPOMWKMK
OrpaHnyeHms YacToTbl cpabaTtbiBaHus NpaBuaa. MNpaBuao npoeepseTcs A0
Tex Nop, Noka He HByAeT JOCTUIHYT yKa3aHHbIV NpeAen NakeTos;

o «KonnuectBo nakeToB» - Lie/i0€ NONOXUNTENbHOE YMNCNO OT «1».
MNpesenbHOE 3HaUeHMe 3aBUCUT OT BbIBPaHHOW eAMHULbI BPEMEHN
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n3 pacuéta: «10000» Ha cekyHay, «600000» Ha MuHyTY, «36000000»
Ha yac, «864000000» Ha AeHb;

o «EpnHMLa BpemeHn» - BbI6Op eAVHMLIbI U3MEPEHUS BPEMEHWN 13
CnCKa;

(@) «AOHYCTMMOE npesBbilleHune JNMUANTA» - MakKCMaJlbHOeEe
KOJIMYECTBO MaKeTOB, pa3pewaeMoe npn npesbilleHNN CKOPOCTW.
BO3MOXHO yka3aTb 3HaueHMe B JuanasoHe oT «lI» 4o
«4294967295»;

e «ConocraBneHne OTNpaBuUTe/NIe NakeToB» - 6J10K KOMMOHEHTOB ANS
HacTPoOWKN KpuTepus cpabaTbiBaHWA MpaBuaa Ha OCHOBAHWW 4acTOThI
NPWHMMAaEMbIX NakeToB OT OAHOrO OTMPaBUTENS;

o «KonuuectBo» - 4MCNO NOCNEAHMX MaKeTOB OT  OAHOrO
oTnpaBuTens. Bo3MOXHO yka3aTb 3HaueHue B AnanasoHe oT «1» a0
«255»;

O «BpeMﬂ» - YKa3atb eUuHNLY namMepeHna: MUHYTa, Yac, CeKyHAa,

e «Tunbl coeguHeHW» - NPaBUIO MPOBEPSETCA TONbKO Ha yKa3aHHble
COCTOAHMA COeAVNHEHN;

e «Yucno MPbDKKOB» - 610K 1 ero AOYepHME KOMMOHEHTbI AOCTYMNHbI ANA
3aMoNHEHUA TONBbKO NMpPpU YCJTOBUN, UTO MNPaBMUIO OTHOCUTCA K TUNY «|Pv6».
B AOMNOJIHUTENbHbIE MOJ1e HaCTpOI\/’IKI/IZ

o0 «3HaK cpaBHeHUA» - BO3MOXHO BblbpaTh C/esytolime 3Haku
CpaBHeHWs: paBHO, 60/bLLE AN PAaBHO, MEHbLLE U PABHO;

o «Yucno npbDKKOB» - BO3MOXHO BBECTM LLeNOYUCNEHHOEe
3HaueHue B AnanasoHe oT «0» Ao «255».

o «MaxkcumanbHbI pa3mep cermeHTa (MSS)» - napameTp AoCTyneH ecau
yKa3aH TPaHCMOPTHbIA NPOTOKON «tCp». BO3MOXHO yka3aTb 3Ha4eHWs B
AnanasoHe oT «1» 10 «16384». BO3MOXHO BBECTU Mana3oH 3HaUYEeHN B
dopmate «X-Y».

o «PacnucaHme» - 670K nNpegHa3HayeH AN OMNpefeneHns BPEeMEeHHbIX
MHTEPBA/NOB aKTMBHOCTM MpaBuAa B COOTBETCTBMM C CUCTEMHbIM
BpemeHeM yctporictBa ARMA CreHa;

o «®narm TCP» - npaBuno 6yzer nposepsTb Toabko Te TCP-nakeTbl,
3HaueHua nposepsembix GNaroB KOTOPbIX, COBNajaeT C HAaCTPOEHHbIM.
Baok n ero goyepHne KOMMOHEHTbI AOCTYMHbI MPW YCI0BMM, UTO B Baoke
«TpaHCMOPTHbIN NPOTOKON» BbibpaHO nMA «TCP»;

4. Tlo 3aBepLUeHMIO HaXaTb KHONKY «/Lo6aBUTb».
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PucyHok — [Napamempel npasuna

6.3.2.2 PepakTupoBaHue npasuaa

,ﬂ,flﬂ pefaKTUPOBaHUA MpaBuna HeO6XOAI/IMO HaxaTb JIKM Ha CTpoOKe C HY>XHbIM

npasujiomMm "N B OTKprBUJeI\/’ICFI OOKOBOW MaHenn BHeCTU KOPPEKTUPOBKN B anI/I6yTbI

npaswmna. [1o 3aBepLUeHNtO HaXxaTb KHOMKY «CoOXpaHUTb>.

6.3.2.3 KonupoBaHue npaBuna

KonunpoBaHve npaBua A0OMycKaeTCcs UCKAKUNTENBHO B Habop npaBua, MAEHTUYHBIA MO

TMNY MCXOAHOMY Habopy, B KOTOPOM HaxoAATCA KONMpyeMble NpaBuaa.

,ﬂ,flﬂ KonnpoBaHuA rnpaBnia HeO6XO,£I,I/IMO BbIMOJIHNTb Cheayrouine Ael\/’ICTBI/IFli

1.

BbibpaTtb nNpaBmao, ycTaHOBMB Gaxok B Yek-Hokce cneBa OT HaVMeHOBaHWS
npaBwuna, 1 HaxaTb KHonKy «KonnpoBaTtb».

B nosBuBwenca 6okoBou naHenn «KonupoBaHme npaBuna» BbibpaTb
LeneBov Habop npaswa, B KOTOpbIN ByaeT ckonvpoBaHO npasuio. Cucrtema
aBTOMaTUYeCKN NpOBepseT Haanume KOHPIMKTa MO 3HAYEHWUHO npuopuTeTa B
ueneBoM Habope. Ecam 3HaueHue npuopuTeTa yxe MCNosb3yeTcs, cuctema
Ha3HayaeT Oaukaulee AOCTYNMHOE 3HauyeHWe, YBEANUMBas WCXOAHbIN
NPUOPUTET Ha eanHNLY uan 6onee, B 3aBUCUMOCTM OT CBODOOAHbIX MO3MLNNA B
nocnesoBatenbHOCTU. [1pn HEOBXOAMMOCTM BO3MOXHO WU3MEHWUTb MapameTpbl
npaBu/ia, BKIKOYasA 3Ha4YeHne npuopuTeTa.

3. Haxatb kHonKy «KonupoBatb» (cM. PrcyHok — KonnpoBaHue npasunaa).
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]
Hacrpoin wenceresoro upana Konwposaswe npasna oneril)

Cratyc npasuna
TnobansHsie HacTROKH v

9 Habop*
Tpynne: v Input(IPvd) v
E—— N
2
Toruposanue

QL Tun rpaduka ~
2 BeitcTave’

BXoARLUMiA MHTEPPETC ¥ VcxoaRLmi ukTeDQeic ~ Paspewns (accept) v

Cratye. ~  Mporokon v Bxogawui uHTepdeiic

Defctene : ~  [eficTeue no ymonsanHio: v @© Miteppeic O Tpynna witeppericos

Mutepdeic
Ha... T.. B... ... c.

=
o
=
e
a
e
B
7

(]

Forw. 1Pva

Bce, KpOME YKasaHHOrO HHTEpGEica
Forw. 1Pv6

Input... IPv4 Tpancnopmsm nporokon (0
® Hazsanve O Homep

Input.... 1Pve

Bee, kpome ykasakoro npotokona (O
Outp. 1Pvd

OrnpaButens

Bua otnpaetens

PucyHok — KonuposaHue npasuna

MNpn KOMMPOBAHUM HECKO/NbKUX MpaBuA OAHOBPEMEHHO B oOkHe «KonupoBaHue
npaBua» HeobxoaAMMO BblOpaTh LieneBon Habop W 3ajaTb HayalbHbI MPUOPUTET.
MpuopuTteTbl ByayT Ha3HaUYEHbl NOCAeA0BaTENbHO, HAYMHAA C YKAa3aHHOTO 3HAYEHMUS.

KonnpoBaHve npaBun B Habopbl, Ha KOTOpble OCYLLECTBAAETCA Mepexos C MOMOLLbHO
pevicteus «Mepeiitn (jump)», ykazaHHOro B caMux NpaBuaax, 3anpeweHo. Mpu nonbitke
BbINOJIHUTL Takoe KONMPOBaHMe CUCTeMa BbIBOAUT NpeaynpexaeHne O HEBO3MOXHOCTH
KOMMPOBaHMA NpaBmaa, OCYLLLECTBAAIOLLErO Nepexos B LeneBon Habop.

[laHHOe orpaHnyYeHne BBeAEHO C Lie/IbIo NpesoTBpaLLeHa GOPMUPOBAHUA LIMKINYECKMX
(neTneBbIX) LLenoyek nNpaBus, CNOCOBHbIX MPUBECTM K HapyLLeHUI0 06paboTkm Tpaduka u
HeonpeaenéHHOMY NOBEAEHMIO NONUTUK GUAbTPaLMN.

6.3.2.4 MNepemeweHne npaBuna

MNepemelleHre NpaBua AOMyCcKaeTca TONbKO B Habop mpaBua TOro Xe Tuna, 4to ”
NCXOAHBIN Habop, B KOTOPOM OHUW HaXOAATCA B TEKYLLMIA MOMEHT.

[ns nepemelleHnsa NpaBmaa HEOBXOANMO BbINMONHUTL CleAytoLLINe AeNCTBUS:

1. BbibpaTb npaBmao, ycTaHOBMB (NaxOK B yek-bokce cseBa OT HaUMEHOBAHUS
npaBua, N HaxaTb KHOMNKY «MepemecTUTb».

2. B otkpbiBwencs 6okoBon naHenn «[lepemeweHune npaBuaa» YyKasaTb
ueneBoun Habop NpaBuJ, B KOTOPbIV ByaeT nepemeLLeHo BbibpaHHOe NpaBuo.
Cnctema aBTOMaTMUeCKM MpoBepsAeT Haanmume KOHbAMKTa MO  3HaYeHuto
npuopuTeTa B LiesieBOM Habope. Ecnmv 3HaueHre NpruopuTeTa y>Ke NCNoJib3yeTcs,
cucTemMa HasHaudaeT HamKanliee AOCTYMHOE 3HaYEHMe, YBENNYMBAA UCXOAHbIN
NpuopuTeT Ha eanHuLy uan 6onee, B 3aBUCUMOCTM OT CBOBOAHBIX MO3MLNNA B
nocnesoBatenbHOCTU. [py HEOBXOAMMOCTM BO3MOXHO WU3MEHWUTb MapameTpbl
npaBWAa, BKIOYas 3Ha4YeHne npuopuTera.
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3. Haxatb kHonKy «[MepemecTtntb» (CM. PucyHok — KonvposaHve npasmaa).

Craryc npasuna
TnoBanLHbie HACTPOFKH v
9 Ha6op*
Tpynnbi Forward(IPv4) v
Mpaskna MeXceTeBoro aKkpara ~ Mpuopurer”
3
+ flobasute Kon@b Mepemectute | T Yaanute
Toruposanue
aQ aduka ~
N Tpa ik RleficTene*
Bxogauii urTepdeiic ©  Moxopsuwwii unrepdeiic ~ PaspewnTs (accepl) ~
Cratyc ~  Mporokon ~ B - .
XOAALMIE MHTEpelic
Befictane : ~  [JefcTBAe N0 yMONuaHHIO : v ® wnreppeiic (O Tpynna untepgeiicos
WnTepdeic
Ha... T. B... n... c n o. n n n n a m... (-]
Forw, 1Pua 0..¢ - -
— © Bce. rpome yrasaHHoro uKTEpdEHca
o v "
Forw. 1Pve 0..( HUcxoanuwuin untepdeiic
@® Wnrepeinc O Tpynna unr epdeiicon

WnTepdeic

|ur‘ ‘ur‘

Bee, Kpome yKasaHHOro uHTepgeica

TpaHcnopTHbIN npoTokon ()

1°)

PucyHok — KonuposaHue npasusa

MNpy nepemeLLeHNN HEeCKONbKMX MNpaBua OAHOBPEMEHHO B OkHe «[llepemelieHune
npaBua» HeobXoAMMO BbIOpaTb LeneBor Habop M 3azaTb HayasbHbIA NPUOPUTET.
MpuopuTeTbl ByAyT Ha3HayYeHbl MOCAeA0BaTENbHO, HAYMHaA C YKa3aHHOrO 3HaYeHUS.

MepemelyeHre NpaBua B HabOpbl, Ha KOTOPbIE OCYLLECTBAAETCS NEPEXOS C MOMOLLbIO
nenicteus «Mepeittn (jump)», ykazaHHOro B caMux NpaBuaax, 3anpeweHo. Mpu nonbitke
BbIMOJNHUTbL TakOe NepeMeLLeHme CUCTEMA BbIBOAUT NPeaynpexieHe 0 HeBO3MOXHOCTU
nepemMecTuTb NpaBunaa, OCYLLECTBAAIOLLErO NEPEXOs B LieneBon Habop.

6.3.2.5 YpaneHue npaBuna

,ﬂ,ﬂﬂ yAaneHua npasuna HeO6XO,£l,I/IMO Bbl6paTb OAHO AN HECKONbKO npaBu, yCTaHOBUB
Cl)ﬂa)KKI/I cneBa OT UX HaI/IMeHOBaHI/IVI, HaXXaTb KHOMNKY «Yp,anwrb» n noaTeBepanTb
AGVICTBVIG B noasuBLiemMca AManoroBoM OKHe.

6.4 TlMonnTukKa Ha OCHOBeEe 30H CeTu
6.4.1 30HbI ceTu

B apxutekType 6€30MacHOCTM, OCHOBaHHOM Ha 30Hax, CeTeBble WHTepPHEnchl
rPYNNUpPYOTCA B 30HbI, KOTOPbIE OMNPEAENATCA Ha OCHOBE MX QYHKLMOHANbHOIO Wan
NOTUYECKOTro CXOACTBA. Tpaduk, NPOXOAALLMIA Yepe3 30HY, Peryampyerca Ha3HaueHHbIMU
KaCTOMHbIMW Habopamu npasua. JaHHbIM noaxos obecneuvBaeT H6onee AeTanbHbIA U
LeneHanpaBieHHbIA  KOHTPOJb Haj CceTeBbiM TpaduKOM, MO3BOAAS MPUMEHATb
pa3/iyHble YPOBHW AOCTyNa W 3awWuTbl B 3aBMCMMOCTM OT KOHKPETHbIX TpeboBaHui
KaXk0WN 30HbI.

B M3 Ha ocHOBe 30H peasiM30BaHa HOBas KOHLUENUUS, AOMOJHNUTENBbHO K CTaHAAPTHbIM
BXOAALMM U UCXOAALWMM noTokam Tpadumka Obin fobaBneH NoKanbHbIA NOTOK. OH

97 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

npesHa3HayeH Ana Bxogduero n ncxopdawero tpapuka ARMA CreHa (cM. PucyHOK —
Cxema HanpaieHua Tpaduvka B 30Hax cetn **M3**). 310 npegocTaBaseT BO3MOXHOCTb
YyCTaHOBUTb JONOIHUTENbHbIE NpaBuaa M3, koTopble byayT 3awmiate cam bpaHamMay3p
OT BHELUHMX YrpO3 CeTH, AOMNOJHAA Y>XKe CyLLeCTBYHLMe BXOAALME U NCXOAALLME NMpaBuaa
Mb3.

ouT IN
LOCAL . LOCAL
ETHO - ARMA |\ A= b ETH1
CTteHa
IN ouT

PucyHok — Cxema HanpasaeHusa mpadguka 8 3oHax cemu M3

Mpumeuanne:
Co3aaTb NOKaNbHYH 30HY BO3MOXHO WCKIHOUUTENbHO Yepe3 MHTepdenc KOMaHAHOW
CTPOKM.
OCHOBHble Te3UCbI:
® uHTepdenc MoXeT BbITb Ha3HaYeH TONbKO OAHOWN 30HE;
® B npejenax 30Hbl Pa3peLLéH BeCb BXOAALLNN U NCXOAALLMI TpaduK MHTepderica;
® TpadurK MEXAY 30HAMUN 3aBUCUT OT CYLLLECTBYHOLLMX MOJNTHUK;

® TpaduK He MOXeT nepesaBaTbCa MexXAy WHTepdencoM-yyaCTHUKOM 30Hbl U
No6bIM MHTEPdENCOM, KOTOPbLIA HE SBAAETCA YYaCTHUKOM 3TOM 30HbI;

® /1A KaXA0ro HanpasaeHus Tpadrka HeobxoaMMO 3a4aTb OTAENbHYHO MONNTUKY.

B obwem cnyyae anroputm Hactpouku pabotbl M3 Ha OCHOBe 30H CETU BbIFNAAMUT
cnegyrowmm obpasom:

1. Co3paTb kacToMHble Habopbl npaBun M3, B KoTOpbIX ByayT cosep>kaTbCs
npasuna.

2. Co3patb npaBuna M3, ykazaTb B HUX KPUTEPUW COOTBETCTBUA, AENCTBUA C
ceTeBbIMW MakeTaMu 1 NPUBA3aTb 3TN NpaBuaa K KaCTOMHbIM Habopam.

3. O6beanHNTb MHTEepPhENCHI B 30HbI.

4. Co3gatb ABa HanpaBneHUa Tpaduka MeXAy 30HaMU ceTu (BXOAALMN U
NcxoaAWwmMnM Tpaduk) M Has3HaUUTb Ha HUX CO3JaHHble KacTOMHble Habopbl
npasu.

ﬂ‘flﬂ NPOCMOTpPa U HaCTpOI\/’IKI/I 30HbI CeTn HeO6XOAI/IMO I'IepeI\/IITI/I B pa3gen «30HbI CeTU»

MeHto «HacTpoikmn meXkceTeBoro aKpaHa» (CM. PYCyHOK — 30Hbl CETW).
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HacTpofikH MelceTeaoro akpata

rmoBansHele HACTPOHKK v

Mcesgonmmb

Mpagina MeKCeTeROro aKpaKa v

3oHuI ceTH

b Hosasure

HaHmeHoBaHHe

ZonaEth0.0

ZonaEth0.1

Reficrane no-ymonaniio

UHTepencsl Aencraune OnucaHue e
&th0.0 OBpocuTs (drop)

eth.1 OBpocuTs (drop)

HaaHaueHHA Ha HanpasneHMA TpadHKa MEXAY 30HAMH CoTH v

PucyHok — 3oHblI cemu

6.4.1.1 [lo6baBneHue 30HbI CETU

[na co3paHns HOBOMW 30HbI HEOOXOAMMO HaxkaTb KHOMKY «+J/lo6aBuTb» B Tabauue

«30HbI CeTU» 1 B OTKPbIBLUENCS HOKOBOW NaHe M BHECTU 3HAYEHWA B Noas (CM. PucyHok
— lobaBaeHue 30Hbl CeTn):

99

«HanmeHoBaHue» - MakcMmanbHas AavHa 3HayeHua - «18» CMMBOJIOB.
[lonyckaeTcs ncnonb3oBaHMe TObKO NaTUHCKMX 6ykB (A-Z, a-z), umdp (0-9) un
crneumanbHbIX CMMBOOB: MOAYEPKMBAHUE («_») N TOUKA («.»). 3HaUEHWe JOKHO
HauUMHATBLCA C TATUHCKOW ByKBbI NAW LNdPbI;

«[lecTBME MO YMONUAHUIO» - JEWCTBME MO YMOJYAHWUIO A/S BXOASALLEro
Tpaduka: «<Ot6pocuTb (drop)» (Mo ymonyanuto) nam «OTKAOHUTB (reject)»;

«JlorupoBaHue» - BKIOUNTb 3aMncCb COObITUI B r106anbHbIN XYPHan;

«UnTtepdenc» - Bbibop dusmueckmx M BUPTyanbHbIX MHTepdencos. Cmncok
oTobpaxkaeT TONbKO Te UWHTepdencChbl, KOTOpble B TEKYLIMA MOMEHT He
NpUHaANexaT H1N OAHOWN 30HE;

«OnucaHme» - MakKCUMaNbHO AonyctumMaa AAnHa 3HadeHnA nond «127»
CMMBONOB.

arma.infowatch.ru
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Hato Mpasino @ Soma
P o

O Hanpaeneiue Tpadhka MexaY 30HaMK

Zona3

rnofanbHble HACTPOHKH v

MpaBina MeMEeTeR0ro SKpaKa v

Bombi cetn ~ JBleficteme no ymonuanuio ()

@® Orépocuts (drop) O OtknomHMTs (reject)

+ JloGasuts
o Tleruposatine

Q. [eficTane no ymon-ao: v UnTepdeiicsr” O

HaumeHoBaHHe MHTepdenicsl DeficTare Onmcarne (-]

Onwcane
Zonat etht OtBpocurs (drop)

Zona2 eth2 OtBpocurs (drop)

12m2 <10 ®

PucyHok — [lobasseHue 30HbI cemu

Mpumeuanne:

Mpyn pobaBneHUn 30HbI Ha WHTEpPdENC MPOMCXOAMT MOAHOe 60KMpOBaHWE BCero
TPaH3UTHOTO Tpaduka, MPOXOAALLEro 4Yepes 3TOT UHTeEpdENC, B COOTBETCTBUM C
NONNTUKOWN AEACTBMI MO YMONYAHWIO.

6.4.1.2 PepakTupoBaHue 30Hbl C€TU

[Ana pepakTmpoBaHMA NapamMeTpoB 30HbI ceT Heobxoanmmo HaxaTb JIKM no crtpoke ¢
HanMeHoBaHVeM TpebyeMoi 30HbI. [ocne oTKpbITMA HOKOBOM NaHeNn peaakTMpoBaHUsA
AOMNYCKaeTcs BHECEHWE U3MEHEHWI B JOCTYMHbIE NOAA KOHPUrypaLmm.

N3meHeHVe HavMeHOBaHWsA 30Hbl CETU He MoAAepXuBaeTcs, nose «HammeHoBaHue»
3ab6/10KMPOBaHO A/ PefakTUPOBaHMS.

MNocne BHeceHMs HEOHXOANMbBIX KOPPEKTUPOBOK CAeAyeT HaXaTb KHOMNKY «M3MeHUTb».
6.4.1.3 YpaneHue 30HbI CETH

Ans yaaneHns 30H ceT HeobXxoAMMO BbiIGpaTb OAHY WAM HECKONbKO 30H, YCTaHOBUB
dnaxok B yek-bokce cneBa OT HAMMEHOBAHWA 30Hbl, N HaXXaTb KHOMKY «YAanuTb». B
NOSBUBLUEMCA AMa/IOTOBOM OKHE MOATBEPANTb OMnepaLmio, HaXkaB KHOMKW «YAanuUTb».

Ecan 30Ha Ha3HayeHa B KayecTBe 30HbI oTnpasuTend, cuctemMa OTO6paBI/IT yBejomMneHme
O HEBO3MOXHOCTK yaaneHnA 3TOW 30Hbl. yAa}'IEHI/Ie CTaHOBUTCA AOCTYNMHbIM TOJILKO NMocne
CHATUNA COOTBETCTBYHOLLIUNX Ha3HaYeHUN.

6.4.2 Ha3HaueHusa Ha HanpaB/ieHUA TpadpnKa Mexxay 30HaMM ceTu

[Ana pobaBneHns HanpasaeHusa Tpaduka MeXAy 30HaMK CETU HEeOBXOAMMO BbIMONHUTD
cneayrowime fencTBUS:

1. TMepentn B nogpaszen «MexceTreBon 3kpaH» - «HacTpouku mexxceTreBoro
3KpaHa» - «Ha3HaueHunsa Ha HanpaBaeHUA Tpaduka MeXay 30HaMU CeTU» 1
HaXkaTb KHONKY «+/L06aBUTb»

2. B OTKprBLIJeI\/'ICFl 60OKOBOW MaHenu BHECTU 3HaUeHUs B NOJSA:
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® «30Ha oTnpaBuTens» - BbIBOP N3 CNNCKa 30HbI OTMPaBUTENS;

® «WHTepdeiicbl 30HbI oOTMpaBUTENnsa» - oTobpaxaeT WHTepdenchl,
BXOZALMe B BblbpaHHyt0 30Hy oTtnpasuTtens. [one 3abnokmpoBaHO ANS
pefakTMpOBaHMS;

® «30Ha nonyuarensa» - BbI6OP M3 CNMCKa 30HbI NONyYaTeNs;

® «WHTepdenicbl 30HbI nonyuarensa» - oTobpaxaer wHTepdenchl,
BXoZAlWMe B BbIOpaHHytO 30Hy noayuyatend. lNone 3abnokvpoBaHO ANS
pefakTMpOBaHMS;

® «[leiicTBME NO YMOYaHUIO» - 3HAUEHWNE HAC/IeyeTCA N3 HAaCTPOMKM 30HbI
nonyyatens;

® «Hab6op IPv4» - Bbibop 13 cnncka Habopa npasua ¢ Tunom IPv4;

® «[epeiiTn K cnucky HabopoB» - OTKPbIBAaET OKHO Bbibopa Habopa npaswmA
IPv4 ¢ BO3MOXHOCTbIO MPOCMOTPA U pejakTUpPOBaHUA BXOAALLMX B HUX
npaBua (cM. PucyHok — Beibop Habopa npasun);

® «Hab6op IPv6» - BbI6Op 13 cnncka Habopa npasua ¢ Tunom IPv6;

® «[epeiTu K cnncky HabopoB» - OTKPbIBaeT OKHO Bbibopa Habopa npaswmA
IPv6 C BO3MOXXHOCTbKO MPOCMOTPa M pPeAakTMPOBaHMA BXOAALLMX B HUX
npasu.

CrCoK HAG0PaR 1A HEIABAEHH 3 HATRSBENHE TP PHS MENZY S0KaMN ceri p—— JE—

HasHaueHHe Ha TPaGHK MEMAY SOHAMMH CETH

3oma oTnpasHTen:
WHTepdbeics 3omsi oTpasHTenn

Jowa nonyuarenn

PucyHok — Beibop Habopa npasun

3. o 3aBepweHnto HaxkxaTb KHONKY «CoxpaHuTb» (CM. PucyHok — [lobasneHve

HanpasJeHnsa Tpadrka Mexxay 3o0Hamu)
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QO Hatop O Mpasuno O 3owa
TnobanbHbie HACTPOMKH

@ HanpasneHue Tpaduka MeXay J0HaMM
NeeaoHHMbI v

Tpaduk meway 30HamMu ceT
Mpaeuna MeMCEeTeBOro aKpaHa v 30Ha oTnpaBuTens”
30HBI ceTH v

WUHTepdeicel 30HL 0TRpaBUTeNA
HaaWaueHun Ha HanpaeneHHa TpaduKa MeNaY J0HaMU CeTH ~

WnTepdericei 30uuI nonyuarenn
HaumeHoBaHue Ornpasur... Mopr oTAp... MNonyuarens Nopr non... Crarye Npotokon neic.. @

ZonaEth0.0 o... O v ~
AeficTene no-ymonuanuio ()

1ust <1

Ha6opbl HasHaueHHbIe Ha TPadMK MEXAY 30HaMK CeTH

HaGop IPva

TlepeitTh K cueky HaBopos

HaBop IPV6

NepeiTh K cnucky Habopos

PucyHok — [lobasneHue HanpaesneHus mpaguka mexoy 30Hamu

Ans pepakTMpoBaHUA HanpaBaeHua Tpaduka Mexay 30HaMn CeTU HEOBXOAMMO HaxkaTb
JIKM Ha cTpOKy C Hy>XHbIM HabopoM M B OTKPbIBLUENCA OOKOBOW MNaHeNM BHECTU
KOppeKkTMpoBKW. [0 3aBepLUEHNIO HaXKaTb KHOMKY «COXPaHUTb».

Ans yaaneHns HanpaBaeHns HeobXxoaMMO BbIGpaTb OAHO UM HECKOIbKO HarnpaBieHWni,
yCTaHOBMB diaxxok B uyek-bokce cneBa OT HaMMEHOBAHWSA HampaB/eHWs, U HaXaTb
KHOMNKY «YAaanutb». B oTKpbIBLLIEMCA OKHE, NMOATBEPAUTL YAaNleHMe HaXaTUeM KHOMKMU
«Ypanutb».

6.5 XypHan M3

B HacTosweMm pasgene npeacraBieHO onucaHve pasgena MeHo «Jlorm MmexxcereBoro
3KpaHa», npejHa3Ha4YeHHOro Aaa npocmoTpa U duabTpaumm CobbITUM, CBA3AHHbIX CO
cpabatbiBaHneM npasua M3.

Ana poctyna K >XypHany cobbitnin M3 HeobxoAMMO BbINMOAHUTL MEPEXO B NMojpasaen
«Jlorn me>XkceTeBOro 3KpaHa» 13 pasgena «HacTtpoku mexxcereBoro skpaHa» (CM.
PucyHok — XypHan cobbitni M3)
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HacTpoAKH MECETeBoro akpaHa OTMEHHTE

Tno6ankHbie HACTPOMKM v
pynnbl v
Mpaeuna MemceTeBoro aKpaHa v
30HBI CETH v
HasHaveHMA Ha HampaBneHuA TPaduKa MEWaY 30HaMM CeTH v
Tord memceTeBoro skpaHa ~

O Obmosute
Q  C ) Mo: ) Tun paguka

MpKmeHeHHoe AeficTane : v Mpotokon:
Hataue... Tvn Tpad... Habop W ... MpHuee... BX. HHTe... Mex. MHTe.... IP-anpec ... MopT HCT... MAC-agp... IP-apec .. MopT Has... MAC-anp... Mpo... e

17.04.25 ... 1Pv4 Hatop all.. Paspewmr... etho 172.16.20. 3017 8:f0:82.d... 172.16.24.. 443 00:50:56:.... TCP
17.04.25 1Pv4 Habop all Paspeumt. .. eth0 172.16.24 443 - 172.16.20. 3017 TCcP
17.04.25 1Pvd Haéop all Paspeumt. .. ethd 172.16.24 5000 - 172.16.22 34306 TCP
17.04.25 ... 1Pv4 Hatop all.. Paspewmr... etho 172.16.22. 34306 fa:f0:82:d... 172.16.24.. 5000 00:50:56:... TCcP
17.04.25 1Pv4 Hatop all Paspeumr... eth0 172.16.24 5000 - 172.16.22 34306 TCcP

17.04.25 1Pva Hatop all PaspewmT... etho 172.16.22. 34308 18:/0:82:d 172.16.24 5000 00:50:56: TCP

PucyHok — XypHan cobeimuti M3

Moapa3sen MeHo NO3BOASET NPOCMaTPMBaTh COObITUSA B popmMaTe TabimLbl, COCTOSALLEM
N3 cneayrowmx ctonbuoB.:

® «[lata U BpemA» - BpeMeHHas MeTka COObITUA, COOTBETCTBYHOLLAA MOMEHTY
cpabaTtbiBaHWA npaBua.

® «Tun Tpaduka» - Bepcua IP-npotokona: IPv4 nan IPve.

® «Habop n npaBuno» - COAEPXMUT HauMMeHOBaHWe Habopa npasBua U
NPUOPUTETHOrO HOMEpPa NpPaBuIa, KOTOpble BblNM NCMONb30BaHbI A8 CO34aHNA
COOTBETCTBYHOLLEN 3anucu. B cnyuyae oOTCyTCTBMA NPUOPUTETHOTO HOMepa
npaBwuia, 3anucb QOPMUPYETC Ha OCHOBE AEWCTBMA, Ha3HAUEHHOro Mo
YMOIUaHUIO A1A YKa3aHHOTo Habopa npasu.

® «[pumeHeHHOe geiAcTBUE> - AENCTBUE, MPUMEHEHHOE K NaKeTy AaHHbIX.

® «Bx. uHTepgenc» - HaumeHoBaHMe CETEBOro MHTepdeNca, Yepes KOTOPbIN bl
nosyyeH naket. [py HanMuMM HACTPOEHHbIX MOJUTUK 30H AOMOAHUTENBHO
yKa3blBaeTCs NPUHAANEXHOCTb MHTepdenca K onpeaenéHHON 30He.

® «Wcx. nHtepdenc» - HanmeHOBaHME ceTeBOro mHTepdelica, Yepes KOTOpPbIM
6bl1  oTnpaBneH nakeT. [lpyM  HaAMuMKM  HACTPOEHHbIX MOAUTUK  30H
AOMONHUTENBHO YKa3blBAaETCA NMPUHAANEXHOCTb MHTepdenca K onpesenéHHoM
30He.

o «IP-appec ncrouHmka» - |IP-agpec xocta, ABAAOLWEroca oTnpasnTenem nakera.
® «[lopT nctouHuka» - HoMep nopTa oTNpaBuTeNs MnakeTa.

® «MAC-aapec ncrouHuka» - MAC-agpec ceTeBoro nHtepdeinca otnpaButens.
o «|P-agpec HazHaueHUA» - |IP-afpec XOCTa, ABAAIOLLLEroca nojyyartenem nakeTta.
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® «[opTt HasHaueHnA» - HOMep NopTa NoayyaTesna nakerta
® «MAC-aapec HasHaueHna» - MAC-agpec ceTeBoro nHtepdenca noayyarens.

® «[poToKon» - MPOTOKOJ, B KOHTEKCTE KOTOPOro 6bi10 NPMMEHEHO MPaBUIO
obpaboTtkm nakerta.

MNMoppasaen MeHH MO3BOAAET HacTpouTb oOTobpaxkeHue cTtonbuos Tabauvupl. [Ana
HacTponkn oTobpaxeHua cTonbLOB HeobxoaMMO HaxaTb KHonKy «HacrTpoika

cronbuos» e n BblbpaTb B BbINajarolleM crnmncke Heobxoaumble ctonbupbl. Mo
yMONYaHWMIO B Tabanue otobpaxkaroTca Bce cTonbupbl.

O6HoBAEHME CnncKa COBBITUIA MOXET BbIMOIHATLCA ABYMS cnocobamu:

® BPYUHYIO, C NMOMOLLbIHO COOTBETCTBYHOLLEN KHOMKW Ha MaHenn WMHCTPYMEHTOB
Tabanubl;

® aBTOMAaTM4eCcKMW, C YCTaHOBJEHHOW neprnoamyHocTbto — 1 pa3 B 10 cekyHa,

MNpn BKAOYEHUN pexXrMa aBTOMAaTUYeCKoro OOHOB/IeHWA pyyHoe OO6HOBAEeHME
CTAHOBWUTCA HeAOCTYNHbIM. KHOMKM ynpaBneHns OOHOBAEHMEM HaxXOAATCA Ha MaHenu
MHCTPYMeHTOB Tabanupl «XKypHan» (cM. PucyHok — O6HoBAeHMEe crnvcka COBbITUM).

FlOrH MEMCETEBOTO FKPAHA

Bara u spemA THn Tpadhma Habop H np... MpHMeHeH. . Bx. HHTEp®.. Mcx. HHTEp.. IP-aapec He.. MopT HETOY... MAC-agpec... IP-aapec Ha.. MopT HaskHa... MAC-agpec... nporo... €

34306 18:10:82:009.

PucyHok — ObHoseHuUe cnucka cobbimuu

Mpumeuanne:

B Beb6-nHTepdeince ycTaHOBNIEHO OrpaHNYEHME Ha BbIrPy3Ky cobbITUI XXypHana M3 —
He 6osee 10000 3anucen.

6.5.1 MpocmoTp geTtanusnpoBaHHO MHPOpMaLum o cobbiTun

Ana nonyyeHuns nogpobHon nHbopmauum o BbibpaHHOM cobbiT M3 Heobxoanmo B
Tabnvue «Jlorm mexkcereBoro akpaHa» HaxaTb JIKH Ha cTpoke , cooTBeTCTBYHOLLEN
AaHHOMY cobbiTuto. [Mocne Haxatma OTKpoeTcs O60KOBOe OKHO «3anmucb Jora»,
cogep>allee pa3BEpPHYTyr0O MHPopmauuo o cobbitum (cM. PucyHok — TlpocmoTtp
AETaNnN3nNpoBaHHOW MHPOpPMaLmm O cobbiTum).
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HacTpo/KH MeKCeTeBoro akpaHa

TnoankHsie HACTPOKH

Tpynnet

MNpaBHna MEKCETEBOrO SKpaHa

30HE CeTH

Ha3HaueHA Ha HAMNpaBeHUA TPaduka MeXdy J0HAMM CeTH

Tlorn MexceTe=oro aKpana

AsToo6HOBNEHHE O O6HoBUTL
L G & Mo:
Tun Tpaduka v Tpumenennoe aeiicTane
Mporokon v
A...~ TH... Ha... Mp... BX.... Me...
03... 1Pva Ha... Pas... lo
03... 1Pva Ha. Pas ethd
03.. 1Pva Ha Pa3 ethd

IP. fo. MA... P Mo. MA. Y -}
127... . 00: 127. 00:... ToP
172 . a8: 255. .. upP
172. 18:f. 172. 1c. TCP

3anuce nora OmaeHuTL

SID: 1751529747198500

[Hata u BpemA: 03.07.25 11:02:27

Tun Tpacbuua: ipvd

Ha6op npasmn: input

MpHMeHeHHoe AeficTaMe: PaspelnTs (accept)
BXoARWH HHTEpeC: o

Mexomawui HHTepdedc:

IP-ajpec ucTousuka: 127.0.0.1

MAC-agpec uctounmia: 00:00:00:00:00:00
IP-azpec HasHaueHun: 127.0.0.1
MAC-agpec HagHaueHus: 00:00:00:00:00:00
®naru IP: DF

Npotokon: TCP

raw: [ipv4-INP-flter-default-A]IN=lo OUT=
MAG=00:00:00:00:00:00:00:00:00:00:00:00:08:00 SRC=127.0.0.1
DST=127.0.0.1 LEN=60 TOS=0x00 PREG=0x00 TTL=64 ID=6982 DF
PROTO=TCP SPT=42628 DPT=5500 WINDOW=65495 RES=0x00 SYN
URGP=0

ethtype: 08:00
source: ngfwos
process: kernel

pid: 0

PucyHok — lMpocmomp demanusuposaHHol uHgopmayuu o cobbimuu

6.5.2 Mowuck n punbrpauus

Bnaok dunbTpauumn npegHazHaveH ans ot6opa cobbiTnii M3 B COOTBETCTBUM C 3aZaHHBIMU

nosb3oBaTtenemM kputepuamu. Mo ymonuaHuto 610k GuabTpaLmMm COAEPXUT Creayroline
nona (cm. PucyHok — biok duabtpaLmm):

o «lMounck»;
[ ] «C»;
[ J «no»,'

® «Tun Tpadpuka»;

® «[lpumeHeHHOe AeNcTBME>,

o «[lpoTokon»;

® KHonka «CopocnUTb PUNBLTPLI»».

TNoru memceTesoro spaka ~
O Obuosure
c Mo Tun Tpags Nprasenenioe ReAcTENe
Mpatokan
[BaTa W Bpemn Tun Tpachma Habop unp... MpHmenes. .. Bx. HHTepS... Hex. HHTep... 1P-agpec Hc... MopT MCTOY... MAC-agpec... IP-anpec Ka... MopT HadMa... MAC-agpec... nporo... €
17.04.25 12 Pva Hatop allow Paspewms &tho 172.16.206.13 3017 18:10:82:00:9 172.16.241.55 4 00:50:56:bd ToP
0425 1Pva Habop allow Paspeunms etho 172.16.241.55 143 206.13 o TCR
042512 Py Habop allow PaspeuinTs etho 1721624156 5000 30 TcP
1Pva HaGop allow Paspewnms etho 172.16.220. 34306 18:10:82:00:9 5000 00:50:56:bd cP
Py Hatop allow etho 172.16.241.55 5000 06 ToP
042512 1Py Habop allow etho 172.16.220. 34308 18:10:82.009 172.18.241 000 o0 b TcP

CkBO3HOU
3HaueHus

PucyHok — bok punempayuu

MOWCK MO MNOoAAM Tabauubl OCYLLECTBAAETCA C MOMOLLbH BBOAA
B rnosie napametpa «lounck». Monck ocywecTBaseTca no BCEM

NCKOMOTO
ctonbuam

Ta6.I'II/ILI|bI. PeFI/ICTp BBOAVMbIX CUMBOJIOB YYUTbIBAETCA NPU BbIMOJIHEHNW NMOUCKa.
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Ounbtpauma no nonto «C» nos3ponsfer oTGuabTPOBaTb 3anNncK Mo gaTte U BPeMeHWU
Ccob6bITUA 1 3a4aET HaYaNbHbIN BPEMEHHOUW Anana3oH. [ocne BBOAa AaTbl U BPEMEHU B
Tabanuye otobpasatca avwb Te cobbitud, rae «/[ata v Bpemsa» coBnagaet uam 6onblie
BBEAEHHbIX B GUABTP.

Ounbtpauns no nonto «Mo» no3onseT oTPUALTPOBATL 3anMucK MO JaTe U BPEMEHMU
COb6bITUA N 3aJaéT KOHEYHbI BPEMEHHOW Anana3oH. [Tocne BBOAaA AaTbl U BpEMEHU B
Tabanye otobpaszatca amwb Te cobbiTns, rae «[lata n Bpemsa» CoBnajaeT UAN MeHbLue
BBEAEHHbIX B QUABLTP.

Ounbtpauns no nonto «Tun Tpadpuka» NO3BOAAET OTPUABTPOBATL 3annucK cobbiTnii M3
no sepcuun IP-npotokona.

Ounbtpauns no nonto «MpumeHeHHoe AenAcTBUE» NMO3BOAAET OTPUABTPOBATL 3aMnCK
cobbiTvi M3 no Buay AencTBUSA, MPUMEHEHHOTO K NaKeTy AaHHbIX.

OunbTpauus no nonto «MpoTokon» no3sonser oTGuUAbTPOBaTb 3anNUcK cobbitnin M3 no
MNPOTOKO/Y, B KOHTEKCTE KOTOPOro 66110 NpUMeHEHO NpaBuao o6paboTky nakeTa.

Cbpoc Bcex yCTaHOBAEHHbIX GUABTPOB OCYLLECTBAAETCA HaXkaTueM KHonku «CépocnTtb
GunbTPLI».

Mpumeuanue:

C6op noros ocyLlecTBifeTca B 06paTHOM NopsAjKe, HaUMHAA C CaMbIX HOBbIX 3amnmncen.
Mpn Hannumm dunbTpa No gate M BpemeHW, cbop NIOroB NMPOM3BOANUTCA HauMHas C
YyKa3aHHOro MOMEHTa, A0 JAOCTUXKEHWA 3alaHHOro KOJIM4YecTBa 3anucer  uau
MakcumManbHoro npegena B 10000 3anucen.
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7 COB (IDS/IPS)

OYHKLMOHaNbHOCTb CUCTEMbI OBHapyXXeHWs 1 NpeaoTBpalLeHns BTop>keHui (COB) B
ARMA CreHa peanmsyetca nocpeactsoM 10O ¢ OTKpbITbIM NCXOAHBIM KOAOM «Suricata»
M  WnCnoab3oBaHMeM MeToga 3axBata naketoB «NetMap» ana  nosblweHMs
NPOU3BOAUTENIBHOCTU U MUHUMM3aLMK 3arpy3kn L.

CuctemMa obHapyXXeHWs K npegoTtBpalleHma BTop>keHMr B ARMA CreHa nosBoaser
peLlaTtb cnegyrolme 3agadm:

® obOHapyXXeHne 1 NpeaoTBpaLLeHne UCMONb30BaHMA 3KCMIOUTOB U YA3BUMOCTEN
CeTeBbIX MPUNOXEHUN;

® ob6HapyXeHve 1  npeAoTBpalleHWe  3KCryaTauum  ya3BMMOCTEM B
NnoAAep>KMBaeMbIX MPOTOKOAX;

® obOHapyXXeHune 1 NpeaoTBpaLLeHne CETEBOTO CKaHNPOBaHUS;
® ob6HapyxeHne n duabTpauns Tpadprka OT CKOMNPOMETUPOBAHHbIX XOCTOB;

® ob6HapyxeHne n duabTpaunsa Tpaduka OT XOCTOB, 3apPaKEHHbIX TPOAHCKMM 10O
N CeTEBbIMM YEPBAMY;

® ob6HapyxeHune n npegoTepalyeHne DOS-aTak.
[nsa nepexosa B pasgen «COB» He06X0AMMO BbINMONHUTL CeAyHOLLME LENCTBUS:
1. B cnucke NCTOYHMKOB OTKPbITb KAPTOUKY HE0b6Xx0aMMoro nctouHmka «NGFW».

2. B kapTouke ncrouHuka BbibpaTtb moaynb «COB» (cM. PucyHok — COB (IDS/IPS)).
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NGFW WEB 4.7.0 OTMEHUTL {} =3 COB

HanmeHoBaHHe"
YnpaeneHue
NGFW WEB 4.7.0

HacTtpoHrkd
IP-agpec’ =

172.16.230.70
KOHTpONb NPOTOKONOB

JoruH nonbaosaTena”

admin

API-Kniou*

test

API-kn1OU ANA HCTOUHKKE

Mopt*
1503

Mopt ana noros uetosnuka (UDP). 3uadenun ot 1500 ao 65535

Onucanue

= 2 — & & &
e

Koxrpane
CpAnORREME U Verrepedic Crcromuss
Ronscrion

o
o
o

Mexceteson
anpan

@{% {% "-fé"';'@ 3.%3.@

CoB Cepaucsl Dr.Web Monesosarena

PucyHok — COB (IDS/IPS)
NMpumeHeHne u coxpaHeHne koHpurypauum COB (IDS/IPS)

MNMocne 3aBeplUeHMA HACTPOMKM BCEX HEOOXOAMMbIX MapamMeTpoB B Mogpasgenax
pa3gena «COB» Heob6x0AMMO COXpPaHWUTb BHECEHHbIE M3MeHeHus. [ns aToro cneayet
HaXaTb KHOMKY «COXpaHUTb», PacnoJIOXXEeHHYH B NPaBOM BEPXHEM Yry 3arojioBka
pa3gena «COB».

MNocne HaxaTns KHOMKM OTKPOETCA OKHO NoATBepXAeHNA «CoOXpaHUTb USMEHEHUA
KOHurypaumum». [Ind NpOAOMKEHUS U MPUMEHEHUA HACTPOEK HeobxoAnMOo
NOATBEPAUTb AEUCTBUNE, HaXKaB KHOMKY «COXpaHUTb>» B aHHOM OKHe (CM. PucyHok
— MpnMeHeHne N coxpaHeHne HacTPoeK).

TonbKO Moc/ie yCnewHOro MoATBEPXAEHWA BCe M3MeHeHus OyayT coxpaHeHbl U
aKTUBMpPOBaHbI B TekyLlen koHourypauum cuctemsl ARMA CreHa.
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CoxpaHuTb M3MEeHEeHHA KoHgUrypayuu?

MameHensl koHQUrypauuu B pasaenax: Hactpoikn COB

OTmveHa CoxpanuTs

PUCyHOK - HpumeHeHue u coxpaHeHUe Hacmpoek

Mpumeuanue:

Echm poctyn K Beb-uHTepdency ocyllecTBifeTcs 4yepe3 ceTeBOM WHTepdenc, Ha
koTopom Suricata BkatoueHa B pexume IPS, coxpaHeHne koHdurypaumn COB
NPUBOAUT K KPaTKOBPEMEHHOMY pa3pbiBy aKTMBHbIX CETEBbIX CECCMM Ha 3TOM
nHTepdence. B pesynbTate Tekyllas ceccus nosb3oBaTens B Beb-uHTepderice MOXeT
6bITb NpepBaHa, U B Hpay3epe oTobpasutca coobuieHne o6 owmnbke. Mpn 3TOM BCe
BHECEHHble HACTPOMKN COXPAHAOTCA KOPPEeKTHO. Ans oTobpaxkeHus OOHOBAEHHOM
KOHOUrypaumm HeobxoaMMo 06HOBUTL CTPaHULLY BPYYHYHO.

7.1 Hacrpoiikn COB

Hactponka COB ocyuiecteisetca B nogpasgene «Hactpokn» meHto «COB». [laHHbIN
pa3zen BKAKOYaeT cnegyrowme 610ku:

1. obwwme HacTpouKu;

2. HaCTPOWKM NOTNPOBaHMS;

3. WUCTOYHUKM OBHOBAEHWI NPaBUJ;

4. HacTtpouikn NetMap;

5. cos3gaHuve gamnos Tpadwmka.
Mpumeuanne:

MNpn pabote Suricata B pexwume IPS ¢ wncnonb3oBaHnem apaviBepa netmap
nepesarpy3ka KoHUrypauum npuBoAUT K KPaTKOBPEMEHHOMY pa3pbiBy akKTMBHbIX
CeTeBbIX CECCUIN Ha MHTepdercax, rae BKAOUEH IPS-pexum.

JTO 0OYyCNOBNEHO apXUTEKTypHbIMK ocobeHHocTamu IPS: Suricata pacnonaraetcs
HErnoCPeACTBEHHO Ha MyTUM MPOXOXAeHMA Tpaduka Ha Takux WHTepdencax,
obecneuvBas ero npamyo 06paboTky u nepecbinky. B xoze nepesarpysku
KOH®UrypaLmm ceTeBble MHTEPHENCHI C aKTUBMPOBAHHbLIM IPS BpemMeHHO oTk/ItouatoTCs,
nepegaya Tpaduka NPUOCTaHABAMBAETCA, @ COCTOAHWE aKTUBHbLIX COEAVHEHWNM
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(connection tracking) cbpacbiBaetca. B pesyabrate TCP- n UDP-ceccum, npoxoasiine
yepes 3TN UHTEPENCHI, MOTYT BbITb NMPEPBaHbI.

B pexxume IDS (TAB) Suricata aHannsmpyeT anwib KONuto Tpaduka N He y4acTBYeT B €ro
nepecbinke. CnegoBatensHO, Nnepesarpyska KOHQUrypaumm He okasbiBaeT BAVAHMA Ha
CTabuNbHOCTb CETEBbIX COEAVMHEHUI Ha MHTepdecax, paboTaroLLKX B 3TOM pexXnme.

B cuctemax, rae Ha OTAeNbHbIX UHTepdencax BKAHOUYEH IPS-pexum, pekoMeHayeTcs
n3beratb uyacTbix nepesarpy3ok Suricata. O6HOBAeHMe KOHUrypauum cneayet
BbIMONHATb B MepuoAbl MUHMMaAbHOW CETEBOW Harpyskv C Lenbtd MUHUMWU3aLUK
BO3ZENCTBMA Ha MOJb30BaTENbCKME CECCUN U KPUTUYECKN BaXKHble CEPBUCHI, Tpaduk
KOTOPbIX MPOXOANUT Uepe3 ykasaHHble NHTEPdENChI.

O6bHoBneHne npasun COB He npuBoAUT K nepesanycky cay>xbbl Suricata, ogHako
MHULMNPYET BHYTPEHHIOK NnepesarpysKy npasBua B pamkax paboTatoLiero npouecca. B
MOMEHT nepe3arpy3kun npaBua BO3MOXHA KpPaTKOBPEMEHHas HeCcOr1acoBaHHOCTb
MeXAY TeKyLUMM COCTOosiHMeM GuAbTpauun 1 HOBbIM HabopoM MpaBwuJ, YTO MOXET
MOB/VATb HAa KOPPEKTHOCTb 0OPabOoTKM aKTMBHBIX ceccuil. PekomeHAyeTca yumnTbiBaTb
3TOT dakTop NPV MNJaHUPOBaHWM OBHOBNIEHWA MPaBWA B BbICOKOHArPY>XEHHbIX WU
KPUTUYECKM Ba>KHbIX CErMEHTaxX CeTW.

7.1.1 O6wme HacTpoMrKun

1. Pexxmm 3axBaTta - BblbpaTb pexuMm 3axBaTa ceTeBoro Tpaduka ana Suricata.
Bo3MO>XHO yKa3aTb cneaytoLine pexxmmbl:

® NetMap - BbicOkOMpoM3BOAMTENbHBIN GPENMBOPK AaA 3axBata U
06paboTkm ceTeBbIX MaKETOB, KOTOPbIN MUHUMU3NPYET 3aePXXKU 1 NOTEPU
AaHHbIX, obecneunBas MaKCUMaNbHYHO 3ddeKTUBHOCTD Ha
BbICOKOCKOPOCTHbIX CETAX. YCTaHOBAEH MO YMONYaHUIO.

e af-packet - pexum nepexsata Tpadumka B Suricata, KoTopbli Tpebyet
HaZIMUNA HECKONBbKMX CeTEBbIX MHTepdencoB 1 paboTaeT B pexnme LWK3a.
HacTponka pJaHHOro pexuma HefocTynHa uyepe3 Beb-uHTepdenc.
KoHdurypauyms pexuvma oCyLLecTBAsETCA NCKIHOUNTENBHO C
MCNOAb30BaHNEM KOMaHAHOU cTpoku (CLI).

2. Myt k Pannam ¢ npaBunamMm - ykasaTb HOBbIA KaTajior, MCMNOAb3yemMbld MO
YMOIYaHWIO ANS XpaHeHus npasuAa Suricata. Mo ymonyaHmio ncnonb3yeTtca Katanor
«/config/files/configuration/suricata/rule-files/».

3. ®ainnbl ¢ NpaBUaaMm - BbiNajarowWwmn CIMCOK, NO3BOAAIOWMA BbibpaTb daunbl C
npaBuiamu, KoTopble OyayT MCNonb3oBaTbCA cucTeMon Suricata gna aHanvza
ceTeBOro Tpaduka 1 BbisiBJAEHNS NOTeHLMaNbHbIX yrpo3. CINCOK 0TOobpaXkaeT TO/IbKO
Te ¢alnbl C pacwmpeHvem «rules», KOTOpble HaXoAATCA HENOCPeACTBEHHO B
KaTanore, 3agaHHoMm B nosne «MyTb k ¢anam c npaBunamu». Bo3MOXHO
yCTaHOBUTb 3HaueHue «*.rules», npu kotopom Suricata 3arpyxaert Bce dannbl C
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pacluMpeHnem «rules» n3 KaTasora no YMOJIYQHWIO:
«/config/files/configuration/suricata/rule-files/». ®aiinb, pacnonoxeHHble B
noAkaTanorax ykazaHHoOro nyTu, He YUMTbIBaArOTCA.

Mpumeuanne:

Mpwn n3meHeHwnn katanora B none «Myrb Kk ¢annam c npaBuNamm» BCe paHee
Bbl6paHHble anbl, KOTOpble OTCYTCTBYIOT B HOBOM YyKa3aHHOM KaTanore, 6yayt
Bbl4eNeHbl KpacHbIM LiBETOM. [Tpy 3TOM oTObpakaeTcs npeaynpexxaeHre o TOM, YTo
AaHHble  davnbl He 6yayT wcnosnb3oBaTbCA cucTemMon Suricata (nmocne eé
nepesarnycka), MoCKO/IbKYy OHM He HaxOAATCA B TEKYLLLEM KaTanore.

B cnyuae HeobxoanMMOCTM Mcnonb3oBaHuA daiia C npaBuaamMu, HaxoAALLEerocs B
AVIPEKTOPUM, OTIMYHOWN OT TeKyLlen, BO3MOXHO MPUMEHUTb OAWH W3 CAeAyHOLLMX
MeTO/,0B:

1. TepeHecTn Tpebyembil dhai B TEKYLLMIA KaTanor, yka3aHHbIA B none «MyTtb K
daiinam c npaBunammn>.

2. 3apatb MNOAHbIA NyTb K anny nocpeacTBOM KomaHaHon ctpoku (CLI).
Hanpumep:

admin@ngfwos# set suricata rule-files file-name
/config/files/configuration/rule-files/test.rules

Bo BTOpom cnyyae cuctema BblAenUT umsA danna KpacHbIM  LIBETOM,
CUTHa/IM3NPYSA O ero HaxOoXAEeHWW BHe TeKyllero kaTtasora, ogHako Suricata
ByseT KOPPEKTHO MCMONb30BaTb JaHHbIV Gania ANa aHanm3a ceTeBoro Tpaduka,
TaK Kak yKa3aH MOJIHbIN NyTb K pecypcy (cM. PucyHok — @annbl ¢ npaBmaamu).

Ynpasnenwe

HacTpoimn

Obuiwe HacTpoiim

PucyHok — @atisiel ¢ npasuaamu

4. Monuntnka o06paboTkM OWMGOK NPUKIAZHOTO YPOBHA - BblOpaTb MOAUTUKY
06paboTkn oWKMOOK, BO3HMKAIOLMX Ha YPOBHE NpUaoXeHnn B Suricata. BoamoxxHo
BbIOpaTh Cnesyrolme NOANTUKN:
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O16pocutb naker (drop-packet) - otbpacbiBaeT TONIbKO TeKyLMI Naker,
BbI3BaBLUMM OLLINOKY.

OT6pocuTb notok (drop-flow) - oTkatouaeT npoBepky Ans BCero notoka
(flow), Bkntouas nakeTbl, NONE3HYHO HArpysky v MPOTOKOAbI MPUKAAAHOTO
ypoBHaA. OTbpacbiBaeT TekyLMI NakeT 1 BCe NOCAeAytoLMe NakeTbl B 3TOM
notoke. [MprvmeHsaeTca B cutyaumax, Tpedbyrowmnx obecnevyeHns BbICOKOroO
YPOBHS  3aluTbl W  OMepaTMBHOrO 6GJ10KMPOBaHWA  MOTEHLMANbHO
BPeAOHOCHOro Tpaduka.

OTknoHuTb (reject) - aHanornyHo drop-flow, Ho Takxxe oTnpaeaser TCP-
cbpoc (RST) wmam ICMP-coobuieHve o6 owunbke ans 3aBepLieHud
coefVHeHNs. YBeOMAAET Y4aCTHUKOB COeAMHEHNA O BNOKMPOBKE.

B o6xop (bypass) - obxoaut (UrHopupyeT) BeCb MOTOK, OTKAKOYas
fanbHENLWYO npoBepKy. Vicnonb3lyeTcs Ans MUWHMMU3aUUW  BAUSHUS
ownbOK Ha NPON3BOANTENBHOCTL, HO MOXET CHUXaTb 6e30MacHOCTb.

Mponyctutb naker (pass-packet) - oTkitouaeT geTekTUpoOBaHME ANS
Tekyllero naketa, HO nNpojo/kaeT OOHOB/NeHWe MOTOKa W aHanu3
NPUKNAAHOrO YPOBHA (B 3aBUMCMMOCTM OT TOro, Kakaf noautuka Obina
akTuBmMpoBaHa). [lo3Bonfer w3oampoBaTb oOwKMbKy, He 3aTparvsas
OCTaNbHOWN TpaduK.

Mponyctute naker (pass-flow) - oTkaouaer nposepky nose3HOM
Harpy3kuM 1 MakeToB, HO MPOAO/XKaeT BbINOAHATL COOPKY NoTOoKa (Sstream
reassembly), aHanu3 npuknagHoro ypoBHsA (app-layer parsing) w
NornpoBaHue.

He npumensatb (ignore) - urHopumpoBaTb OLWIMOKY B MPUIOXKEHUN U
npogo/kaTb 06paboTKy AaHHbIX. 3HAUEHWE NCMOAb3YETCA MO YMONUYAHWIO.

7.1.2 HacTpoWkun normpoBaHus

1. YpoBeHb >XypHa/MpPOBaHUA CUCTEMHbIX COb6bITUIA - BbLIGOP YPOBHA BeAeHUS

XKypHana. Bo3moxxHO Bbl6paTb caejgyrouime sHadeHudA:

112

«Owmbka (error)» - ypoBeHb OWNOOK, KOTOPbIE MOTYT OKa3aTb BAMAHME
Ha paboTy cuctemsl;

«lMpepynpexaeHne (warning)» - ypoBeHb NpefynpexaeHui o
NOTeHUMaNbHbIX NpobaemMax;

«YBepomneHue (notice)» - ypoBeHb AN OOLLMX YBEAOMIEHNI O BaXKHbIX
cobbITUAX;

«NHpo (info)» - ypoBeHb A MHGOPMaLMOHHBIX COODLLEHWI;
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e «lMpounsBoautenbHoctb (perf)» - ypoBeHb AnA COOOLWEHNN U COBBITUN,
CBA3aHHbIX C MPON3BOANTENBHOCTBIO M paboTon cnctemsl Suricata;

® «KoHdurypuposaHue (config)» - ypoBeHb KoHOUrypaLmm Suricata;
® «Otnaaka (debug)» - ypoBeHb ans 0TNaZ0UHON MHPOPMaLMN.
Mo ymMOnYaHUO NCNOAb3YETCA YPOBEHDb «YBeAoMAeHMe (notice)».

2. Syslog - BkAHOUMTL NIOrMPOBaHME CUCTEMHBIX COObITMMA paboTbl Suricata B
rnobanbHbii XypHan cuctembl ARMA CreHa. 1o ymosnuaHuO /IOrMpoBaHue
BKJIFOYEHO.

3. JlornpoBaHue cpabartbiBaHunii npaBua (syslog) - BkKAOUNTL NorMpoBaHue cobbiTUiA
n npegynpexaernni IDS/IPS B rnobanbHbii XypHan cuctembl ARMA CreHa. Mo
YMOJIYaHUWIO 3anncb cobbiTnii n npeaynpexaeHunin IDS/IPS B rnobanbHbln XXypHan
BK/IFOYEHa.

7.1.3 Hacrtpounku NetMap

B pasgene «HacTtpoiiku NetMap>» ocyLecTBaseTca KOHGUrypawma napameTpoB 3axBaTa
ceTeBOro Tpadvka C UCNOb30BaHNEM BbiCOKOMpounsBoanTenbHoro Metoga NetMap B
cncteme Suricata. [locTynHbl HAaCTPOWNKK ApariBepa, pexunmoBs paboTsl (IDS/IPS), noantunk
NCKNHOYEHWI, MPOBEPKN KOHTPOJIbHbIX CyMM W NMapamMeTpoB napannenbHon obpaboTku
(cM. PucyHok — Hactpovikmn NetMap):

Haumenosanue Thn HeTouNRa URL/nyTs Mot

HacTposkn NetMap

i PECYPCOBMNOCTH apaiiBepa netmap MpoBepKa KOKTPONEHbIX CyMM

TIGAMTHK HCRKINEHHH

NetMap

+ fo6asuTe

WnTepderc Pemim

Cospanwe namnoe Tpaduma

MakcHManeHsif paamep aamna (MG)
PucyHok — Hacmpotiku NetMap

1. Hactpouikm pecypcoemkoctu papanBepa NetMap - no3sonser 3agatb
napameTpbl ApaMBepa CETEBOM KapTbl MNPV  MCMONb30BaHUW TEXHONOTUM
NetMap. Onpegenser 6anaHCc Mexay NPOM3BOANTENBHOCTBIO N NOTpebaeHrem
annapaTHbIX pecypcoB. Bo3mMoxxHO BbibpaThb cieaytoLyme 3HaueHus:
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® J>KOHOMMUYHbIE - TOAXOAVUT JANA CeTeW C HU3KOW Harpyskom uan
OrpaHNYeHHbIMU pecypcamm obopyaoBaHums. MuHUMU3npyeTt
MCNob30BaHWe onepaTnBHon namatn n CPU:

e if_num = 100 - KonnuecTBO MHTEPPENCOB, KOTOPbIE MOTYT ObITh
obpaboTtaHbl O4HOBPEMEHHO;

e buf num = 163840 - o6wee koanyectBo 6ydepoB anA
XpaHeHWs NakeToB;

o if_size = 1024 -pa3mep konbueBoro bydepa (ring buffer) ans
KaXAoro nHtepdemnca.

® cpegHue (MO YMOJYaHMIO)- OMTMManbHOe pelleHve ans 6OoNbLUMHCTBA
cueHapveB, 0COBeHHO MpPW MCMONAb30BaHMM CeTe CpeAHen MPOMyCKHOW
cnocobHocTtu (a0 10 Féut/c):

e if num = 500 - yBennyeHHOe KOANYECTBO WHTEPdENcoB And
06paboTkn 60/bLLErO YMCNA MOTOKOB AaHHbIX;

e buf num = 491520 - yBennueHve ob6béma bydepoB and
BPEMEHHOIO XpPaHeHUs NakeToB;

o if _size = 2048 -yBennueHHbI pa3mMep KonbLeBoro bydbepa ans
KaXkaoro nHTepderica, CHXas BepPOSATHOCTb MOTePU MNaKeToB.

® BbICOKUE - PEKOMEHJOBAHO A1 WUCMOJIb30BaHUA B BbICOKOCKOPOCTHbIX
CeTAX CO CKOPOCTbIO nepeAaun aaHHbix 10 T6ut/c n Bbiwe, rae Tpebyetca
MaKCMManbHasa NPOoMNyCcKHasa CNOCOBHOCTb N MUHUMaNbHbIE NOTEPU AAHHBbIX:

e if num = 1000 - MakcMManbHOE KONNYECTBO WHTEPPENCoB,
KOTOpble MOryT 6bITb 06paboTaHbl OAHOBPEMEHHO;

e buf num = 983040 - yBennueHne obbéma OydepoB ans
MWHVMMM3aL MM NOTEPb NMakeTOB MPW BbICOKOW Harpyske;

o if size = 4096 -mMakcvManbHbIM pa3Mep KonbLeBoro 6ydepa,
obecneumBarOWMi MUHVUMa/bHbBIE 3aEPXKM U MaKCUMabHYH
MPOMNYCKHYH CMOCOBHOCTb.

2. Pexxum paboTbl - N03BoAA€T BbIOpaTh pexmm 3axBaTa Tpadumka No yMOAUYaHWIO
ANA CceTeBbIX MHTepP(dENCOB, Ha KOTOPbIX PEXMM He 3ajaH B ABHOM BWUAE, HO
aKTuBMpoBaHa cnyxba Suricata. Bo3aMoXHO BbIbpaTh cneayrolme pexmnmbi:

® IDS - naccvBHbIM pexnm aHanusa Tpadurka. ObHapy>KeHHble NHLMAEHTbI
pernctpupyrotca 6e3 BMeLlaTeNbCTBa B MOTOK AaHHbIX.

® IPS - aktmBHbIN pexum. Cuctema MoxeT 6A0KMpOBaTb  MAM
mMoanbuumnpoBaTb Tpadrk B peanbHOM BpPeMEeHW AN MnpefoTBpalLeHuns
aTak.
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3. Monutuka uckaoUeHUn - rnobanbHaa KOHGUrypaumsa AeNCTBUA C MakeTamun v

NoTOKamMu, BO3HMKawOLWMMKM B npoLuecce paboTtbl Suricata (HexBaTka namaTty,
HenoAAep>XXMBaeMbll MPOTOKOJ, paspbiB COeAMHeHUA U T.4.). MoxeT 6bITb
nepeonpeseneHa N0KaabHbIMU HacTpOMKaMu MOAUTUKK. [MapameTp foCTyneH
AN PepakTMpoOBaHMA TOIbKO Mocse Bblbopa pexuma pabotel NetMap.
Bo3mo>xHO BbIbpaTh cieaytoLime NOAUTUKN:

e ABTO (auto);

® OT16pocutb naker (drop-packet);
® Ot6pocutb notok (drop-flow);

® OTk/IoHUTD (reject);

® B o6xog (bypass);

e [Mponyctutb naker (pass-packet);
® [ponyctntb naker (pass-flow);

® He npumensaTtb (ignore).

Mo ymonuaHuto pna pexuma NetMap «IDS» npumeHsetca nosantuka
nckntoveHni «He npumenaTtb (ignore)», a ana pexumma NetMap «IPS» —
«ABTO (auto)».

NMpoBepKka KOHTPOJ/bHbLIX CyMM - oOrpegenser HeobxoAMMOCTb MPOBEPKM
KOHTPO/IbHbIX cyMM TCP/IP-naketoB npu obpaboTke Tpaduka. BozmoxkHo
yKasaTb cnefyroLme 3HaueHus:

® BkaroueHa - BKIOYAET NPOBEPKY KOHTPOJIbHbIX CYMM (HafEéXHOCTb, HO
HWXe NPOU3BOAUTENLHOCTL). [TpoBepka KOHTPOAbHbLIX cyMM TCP-nakeTos
OKa3blBaeT 3HaunTe/IbHOE BANAHWE Ha NPOU3BOAMUTENIbHOCTb CUCTEMB;

® BbiknroueHa - oTKIKOYaeT NPOBeEPKY (BbICOKas MPOU3BOANTENBHOCTb, HO
BO3MOXHbI OLUNOKN);

® ABTO - aBTOMaTUYeCKM BbIBOP, OCHOBaHHbIN Ha KOHGUIrypaLumm cucTemsl
M annapaTHoro obecneyeHuns. VIcnonb3yeTca NO yMOAYaHUIO.

Motokn - yKkasaTb KOAMUYECTBO MOTOKOB, WCMNOJ/b3yeMblx Suricata ans
obpaboTkn Tpaduka. BoamoxxHO BbIObpaTh 3HaueHue «auto» uam «Yucno». Mo
YMOTY@HWIO UCMOAb3yeTCa 3HaueHne «auto». MNpu Beibope 3HaveHns «4uncno»,
NOABUTCA AOMNOAHUTENbHOE none «YMcio NOoToKoB». B 3TO Mone BO3MOXHO
BBECTM KOJINYECTBO MOTOKOB B Auanas3oHe oT «1» a0 «9999». PekomeHayeTca
yCTaHaB/MBaTb 3HauyeHWe, paBHOe uucay RSS-ouepesein Ha WHTepdence.
HecooTBeTcTBMe YyKa3aHHOro umcna GakTmyeckoMy MOXeT npuBectn K
HecTabunbHOM paboTe Suricata.
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Tabanuya «NetMap» cogep>XUT CNUCOK CceTeBbIX MHTEPdENCOB, Ha KOTOPbIX aKTMBUPOBaH
3axBaT naketoB C mcnonb3oBaHnem NetMap, a Takke ykasaH pexum 3axBaTa Ans
KaXAoro nu3 nHteppemncos.

[na BkAtOUeHUs 3axBaT naketos ¢ nomolwbto NetMap Ha onpegenéHHom mHTepdeice
Heo6X0AMMO BbIMONHUTbL CeAyIOLME AeACTBUS:

1. Haxatb kHonKy «+ [Lo6aBnUTb>» Ha NaHenn NHCTpyMeHToB Tabanupbl «NetMap».
2. B oTkpbiBweMcsA okHe «fo6aBuTb Netmap» yka3aTb cregyroLime napameTpsbi:

® MWHtepdeiic - BbIOpaTh M3 BbINAjAOLLErO CrMcKa HEOBXOAMMbIA CETEBOM
nHtepdenc cnctemsl ARMA CreHa, Ha KOTOPOM OyAeT OCyLLecTBAATLCS
dunbTpauma Tpadmka c nomoubto Suricata.

® Pexum pabotbl - ykaxute pexum paboTbl Suricata ana paHHoOro
nHTepdeica.
Mpumeuanne:

Ecam none «Pexxum paboTbl» OCTaBAEHO HEe3anoJHEHHbIM, CUCTEMA
aBTOMaTMUECKM MPVMEHUT PEXMM, 3aJaHHbl MO YMOJNYaHWIO B 06LLMX
HacTpownkax COB.

Heob6xoanmo sBHO yka3biBaTbh pe)Xnm 3axBaTta Tpadpuka ambo rnobanbHo
(B 06w mx HacTpoiikax), IMbo ANA Kakaoro KOHKpeTHoro uHtepgeiica,
Ha KOTOpPOM aKTUBMpoOBaHa Suricata.

3. Haxatb kHonky «/lo6aBUTb» A4 COXpaHeHWs napameTpoB (CM. PucyHOK —
[lobaBneHne ceteBoro nHrepderica B COB).

RNoBaeuts Netmap X

MnTepdenc 9

Pewin pasori

- [e=D]0
)

PucyHok — [lobasneHue cemesozo uHmepgetica 8 COB

MNocne pobaBneHma uHTepdenc otobpasutca B Tabavue «NetMap» ¢ ykazaHuem
Ha3HauYeHHOro pexuma paboTbl. 3axBaT Tpapuka HaYHETCA HEMEANEHHO MpPU YCA0BUW,
yto cny>kba COB akTUBHa.

Ans npymeHeHna HacTpoek NetMap Heob6xoanmo HaxaTb KHONMKY «CoxpaHUTb» B
BEPXHEM MpaBoOM yry 3aronoska pasgena «IPS/IDS», a 3atem nogTBepauTe gencreme B
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OTKpbIBLLIEMCS OKHe «COXpaHUTb W3MEHEHUA KOHPUrypauum», HaxaB KHOMKY
«CoOXpaHUTb».

7.1.4 Co3spaHue pamnoB Tpadumka

Co3gaHuve gamna Tpaduka B Suricata HeobxoaMMO ana aHanAM3a MHUWAEHTOB, OTAAAKM
nNpaBua 1 paccnesoBaHma yrpos. Tpaduvk 3anuceiBaetca B dann ¢opmata pcap.

[nsa BkatoueHua 3anmcm gamnos Tpadmka B hann popmaTa pcap HeobxoaMMO nepeBecTm
nepekntoyatens «Cratyc» B aKTUBHOE COCTOAAHWE N HaXaTb KHOMNKY «COXpaHUTb» (CM.
PycyHok — BkatoueHue 3anncm Jamnos Tpaduka B dain).

—
I —

Hactpodku NetMap

HaCTpoiKH PecypCoeMKOCTH Apaieepa netmap ipoBepKa KOHTPORLHBIX CYyMM

Cpaakme Aata

Pemum paotei Marokn

=] @ Asto O “ncno

TlonuTHKA MCKAKOMEHNR

Aaro (auto)

NetMap

Hutepenc Pesmm

CoafaHue faMnos Tpaduka

MaKCHMansHbIA pasmep aamna (M6)

EAMHIUA HIMEPOHHA HonwuecTso'

Paauep

PucyHok — BknroueHue 3anucu damnos mpaguka e ¢paiin

Mpumeuanne:
[amn ceteBoro Tpaduka byaeT 3anmcbiBaThcA B danin «log.pcap>», KOTOpbIM CO34aETCA

npw BKArOYeHnn dyHKUMK 3anucn B kaTtanore /var/log/suricata/.

Bnok Hactpoek «MakcmmanbHbii pasmep aamna (M6)» npegHasHauveH Ans
orpaHuyeHMa obbEéMa 3anucbiBaeMblX AamMnoB Tpaduvka C Lenbto npesoTBpalLeHus
nepenosHeHMa HakonuTenen AaHHbix. baok BktouaeT ciegyrolme napameTpsbi:

1. EAMHMLA n3MepeHuA - MO3BOJIAET 33JaTb E€AWHWULY W3MepeHus pasMepa
oZHOro parna pcap. BoamoxxHo BbIOpaTh caesytolme 3HaueHus:

® b6aiTbl;
® Kunobautbl
® mMerabauTbl - MCMONb3YETCs MO YMONHAHUIO;

® rurabauTol.
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2. Pa3smep - onpeaenseT MakcMMabHbI 06bEM OAHOTO danna pcap B yKazaHHOM
eAnHnLEe n3mepeHns. Bo3MoXXHO ykasaTb CieyroLLme 3Ha4YeH A B 3aBUCMMOCTH
OT e4VHWNLbI U3MEPEHUS:

® o1 «0» 10 «18446744073709553664» - B banTax;
® o7 «0» 10 «18014398509481986» - B kmnobanTax;
® ot «0» 10 «17592186044416» - B MerabanTax;

® o1 «0» g0 «17179869184» - B rurabantax.

Mo ymon4yaHuO pasmep OAHOro davna pcap YyCTaHoOBAeH paBHbIM 1000
mez2abalimax.

3. KonunuectBo - yKka3biBaeT MakCMManbHoe Koanyectso daninoB pcap, KOTopble
MOryT 6bITb CO3AaHbl A/ OAHOrO MOTOKa. BO3MOXHO ykasaTb 3HaueHve B
AvanasoHe ot «1» o «4294967295». 1o yMON4aHUIO NCNONb3YeTCA 3HaYeHne
«2000».

[Ana  coxpaHeHMss BHECEHHbIX W3MEHEHWM HeobXOAUMO HaxaTb KHOMKY
«CoxXpaHUTb», PaCrnoNOXEeHHYO B BeEpXHEM MNpaBOM Yray 3aronoBKa pasjena
«IPS/IDS» (cM. PucyHOK — BKAtOYeHMe 3anmcy 4aMnoB Tpaduka B dann).

Mpumeuanue:

Bnok HacTpoek «MakcumanbHbivi pasmep gamna (M6)» NpuMeHATCA Ha KaXAbIu
OTAeNbHbIV NOTOK. Taknm ob6pa3om, orpaHnyeHne obbéma ana Bocbmum notokos ¢ 2000
davinamm ¢ paamepom 1000 merabant kaxapbln coctaBuT 16 Tepabanr.

7.2 BxaroueHue COB

Ana obecneueHns koppekTHon paboTbl COB HeobxoaMMO BbIMOJHWUTL Chaeayrolime
MUHMMabHbIE HAaCTPOWKM Suricata:

1. ykasaTb MHTepdeNc, Ha KOTOPOM ByAeT BK/IOUEH 3axBaT NaKeToB;

2. onpeaenvTb PeXuM 3axBaTta, KOTOPbIA ByaeT NPUMEHATLCA MO YMONYAHUIO ANA
Bcex nHtepdencos cnctemsl ARMA CreHa;

3. yka3aTb ¢ann c npaBunamu Suricata.

Ana  BkaoyeHns COB  nocne  BbINOMHEHUMA MWHUMAanAbHbIX HacTpoek Suricata,
HeobxoanMo nepesecTn nepekatovatenb «Cratyc COB» B akTMBHOE COCTOAAHME N HaXaTb
KHonKy «CoxpaHuTb» (CM. PucyHok — BrkiroyeHne COB).
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IPS/IDS

Vnpasnense

HacTpoin

OBume HACTPORKM

-0 E=S

®ainki ¢ npasknamn

HacTpofa Gainos ¢ npasuRami

MonHTHKa 06PaBATHH OUIHGK NPHKNZAHOTO YPOBHA

Ha npHMenaTs (ignore)

MCTOuHMKH OBHOBAEHWUA NpaBun

PucyHok — BkaroyeHue COB

7.3 TMpasuna COB

7.3.1 Co3paHue nonb3oBatenbckux npasun COB

Ana co3gaHve nosb3oBaTesnbckoro npasuia COB HeobxoanMo nepertn B pasgen
«YnpaBneHme» MeHto «COB» w©n HaxaTb KHomky «/lo6aButb npaBuno». B

nosBuBLLENCA popMe TpebyeTcs 3aNONHWTL ClesytoLune Nos:

119

e [yTtb K painy - ykasbiBaeTca NonHoe nma daina, B KOTOPbIA ByaeT coxpaHeHo

npasuno. [lo ymMonuaHMO npeanaraeTcd  pasmMelleHve B KaTanore
/config/files/configuration/suricata/rule-files/. 3meHeHne nytn  He
peKkoMeHAyeTCs, MOCKONbKY Mpu OBHOBNEHUW MNPOrpaMMHOro obecneveHus
davinbl, HaxoaAawmecsa BHe anpekTtopun config, 6yayT yTepsaHbl. Ecam ykazaHHbIN
darn oTCyTCTBYET B LiesIeBOM KaTanore, oH byaeT co3faH aBTOMaTUYeCcKu npu
coxpaHeHuu npaswuna. Mpu Haavuum daina C TakUM MMEHEM HOBOE MpPaBUIO
pobaBnseTca B KOHeL, CyLLeCTBYHOLEro COAepP>XKMMOro.

NMpumeuanne:

®ann, cosepKalnin Noab3oBaTeNbCKME NpPaBuIa, A4OMKEH ObiTb MPONMCaH B
HacTponkax Suricata B napameTpe «®awnbl € npaBuaaMu» pasgena
«Hactpounikn» meHo «COB». B cnayuae oTcytctBMA 3TOW KOHbUrypauumm,
HeCMOTpPA Ha YyCrewHoe COXpaHeHWe MNpaBuMA B CUCTEME, OHU He OyayT
NPYMEHATLCA NPU aHann3e ceTeBoro Tpaduka.

SID - yHuKanbHbIM MAeHTUGMKATOP npasBuna. [ns onTuMmM3auumn npoLecca
peKOMeHAyeTCA OCTaBWUTb [JaHHOE T[OoJie He3anoJIHEHHbIM, YTO MO3BOJUT
cucTteMe aBToMatTnyeckn HasHaumTtb ceoboaHbin SID. B cnyyae pyyHoro BBoga
SID Heobxoammo obecneunTb ero YHMKaabHOCTb B Npegenax Tekywero danna
npasua. HecobarogeHne fgaHHoOro TpeboBaHWA MpPUBEAET K BO3HUKHOBEHWUHO
owmnbkn npu coxpaHeHuun: «Error: Rules added with some conflicts.
DUPLICATED_SIDS: [1]» — npaBuno He byaeT pgobasneHo. Takxke cnepyet
n3beratb ncrnonbzosaHua SID, KOTOpble yXke NpUMeHATCA B Apyrux dannax
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MpaBwW, MOCKO/bKY 3TO MOXET NPUBECTN K HEKOPPeKTHOM paboTe cuctemsl. MNpu
3arpy3ke npasun Suricata uwrHopupyet aybavpytowmeca SID, uto moxer
NPVBECTM K TOMY, UTO NpaBuio ByaeT COXpaHeHO, HO He ByaeT yyacTBOBaTb B
dunbTpaymm Tpaduka.

CurHatypa - TeKCT MpaBWia, COOTBETCTBYHOLMI CMHTaKCcuCy Suricata.
Tpebyetcs ctporoe cobntogeHve dopmarta. Jlloboe OTKNIOHEHNE OT CUMHTaKCKCa
(HanpuMep, NpoMyLleHHas Touka C 3ansaToW, HeBepHas MoCAeAo0BaTeNbHOCTb
OMUUA WAN HEKOPPEKTHbIE CCbIIKM Ha MepPeMEHHbIE) MPUBOAUT K OLIMOKe
Ba/MAaL MK, N NPaBuIO He ByaeT coXxpaHeHO.

MNocne 3anonHeHMsa Bcex 06sA3aTeNbHbIX NOAe HeObX0AMMO NMOATBEPAUTL BBOJ, HaXKaB

KHOTKY

B

YnpaeneHh

Craryc: (

3arpymeHo

OwwbKa 3arpymeHHsIx npasun: 173

Mponyweno npasun: 0 CurHaTtypa®

O6HoBNeHHe Npasun

THn HCTOUHKKA

WcTounmk oGHoBREHHA DonyeTum curtancre

Brasen )

«CoxpaHuTb» (CM. PucyHok — Co3gaHune nosib3zoBatenbckmx npasma COB).

JoBaeneHune npaeuna OTMEHe
e NyTs k panny”
e ~

config/files/configuration/suricatarrule-files/test rules

sSID
npaskn: 61124

alert http SHOME_NET any -> SEXTERNAL NET any (msg:"HTTP GET
Request Containing Rule in URI"; flow:established,to_server
http.method; content:"GET"; http.uri; content:"rule"; fast_pattern
classtype:bad-unknown; rev:1;)

pasun COB Suricata

MNpaeuno COB

o Jo6aBuTs Npasuno

HacTpoikn

KoHTpone npoTokonoe v

PucyHok — Co30aHue nosib3o8amessckux npasus COB

Mpwn aktuBMpoBaHHOW cnyxxb6e COB nocne coxpaHeHWs NpaBuaa BbIMOJAHAETCA

nepesarpyska npaswi Suricata 6e3 nosHOro nepesanycka cay>x6bl. HoBoe npasuio

CTaHOBUTCA AOCTYMHbIM ANA aHa/n3a Tpaq)l/lKa HeEMEeJNIEHHO.

Mpumeuanue:

CyuiectByeT BEpPOSATHOCTb HEMOJIHOTO MPUMMEHEHUs MNpaBua cucTeMbl Suricata «
npoLeccy akTMBHOM GUAbTPaLIMK CETEBOro Tpaduka B MOMEHT nepesanycka npaBul.

Ecim cnyxxba COB oTkatoueHa, NpaBuO coxpaHseTcs B (alnioBOW CUCTEME, HO

NPUMEHAETCA TOJIbKO NOCNE BKJIKOUEHUA C.ﬂy)K6bI.

MepemeHHble B npaBunax COB

B
nep

120

cucteme ARMA CreHa npegycMoTpeHa BO3MOXHOCTb — WCMOJIb30BaHWUA
eMeHHbIX npu pabote ¢ npasunamm COB, Ha ocHoBe Suricata. 31a
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byHKUMOHaNBbHOCTb NO3BOAIAET T’MOKO 3ajaBaTh AMana3oHbl IP-agpecos, Ha KOTopble
PacnpoOCTPaHATCA MpaBuaa, WCKAOYas HeoHBXOAMMOCTb BPYYHYH YKa3biBaTb
ajpeca B KaxAOM npaBuae. ITO crnocobcTByeT noBbIWeEHUO 3GEKTUBHOCTH
bunbTpaumm ceteBoro Tpadvka W ONTUMM3aALUKM  MpoLecca ynpaBieHUs
6€e30MacHOCTbHO.

MNepemeHHble MCNOMB3YIOTCA B MpaBuaax Suricata AnA yka3aHWA WCTOYHWUKOB,
Ha3HaYeHWN M 30H aHanu3a (HanpvMep, BHYTPEHHWE CETW, BHELUHWE XOCTbl). ITO
obecneyrBaeT MaclTabupyeMocTb KOHOUTYpaLUmM N CHUXKAET Harpy3Ky Ha CUCTemy
3a CYET orpaHMyeHns obnactn AencTBMA NPaBUA TONbKO PeNeBaHTHbIMU CETEBbIMU
cerMeHTamm.

Ha tekywmii momeHT B ARMA CreHa nojaep>XnBaroTCA B€ OCHOBHbIE NEPEMEHHbIE:

® HOME_NET - onpesenser AOBEepPeHHYHO BHYTPEHHIOK CEeTb OpraHu3auunu.
MpaBuna, ccoinatowmecs Ha HOME_NET, 6yayT npuvMeHATbCA TOAbKO K
Tpaduky, npoxoAdAllemMy uyepe3d yKasaHHble noacetn. [Jonyctnmble
3HauveHwusn: |IPv4-agpeca n cetn B popmate CIDR, nepeuncneHHble yepes
3anATyro; JOrMyCcKaeTca WCnoJib3oBaHMe creunanbHbiX CcMmMBoOOB. [ina
3aZlaHns  3HauYeHUM NepeMeHHbIx pa3speweHbl: Uuobpbl (0-9), 6ykBbI
NaTUHCKOTO andasuTa (a—z, A-Z), cneumanbHble CUMBOJbI «/», «$», «I», «,»,
«.», 3HauyeHne nNo ymonyanuto «192.168.0.0/16,10.0.0.0/8,172.16.0.0/12».

o EXTERNAL_NET - 3a7aét BHewHue ceTwn, HaxoAalwmeca 3a npegenamu
AOBEPEHHON 30Hbl. [na 3asaHMa 3HAUYEHWM MEePEeMEHHbIX pa3peLUeHbl:
undpbl (0-9), 6ykBbl natuHckoro andasuta (a-z, A-Z), cneuyuvanbHble
CUMBOJIbI «/», «$», «I», «,», «». 3HaueHne no ymonuaHunto «!$HOME_NET» -
Bce IP-agpeca, kpome Tex, uto BxoaAaT B HOME_NET.

Ana  n3MeHeHMs 3HaUYeHWM MNEePEMEHHbIX HeobxoAMMO nepenTtn B pasgen
«Hactpourikn» meHto «COB», rge B 610ke «lepemeHHble» cneayeT ykasaTb
Tpebyemble napameTpbl (cM. PucyHok — [NepemMeHHble rpynnbl agpecos). Nocne

BBOJA 3HAaYe€HWN KOHPUrypaumsa coxpaHsaeTca HaXaTuem KHomnmku «CoXpaHuTb»,
PacnoaoXeHHOW B MPaBOM BEPXHEM Yray 3aronoka pasgena «COB».
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Hactpo#nu ~

O6wue HacTPOHKH

Dainsl ¢ NpaBHAaMK
@ BuumaHme!

He6x0RAMO ABHO YCTEHOSHTS PERAM SaXBaTa TPRGWKE Q7R BCEX KHTEPGEACOR N0 yMOnHaHHKO Nnbo yKasaTe *sules = ~
n@HHLI NAPAMETP ANA KOKKDETHOD WHTEPGENCA, HA HOTOPOM BYAET BKTHEMpOBaHA Suricata. B cnyvae, ecnu Ha

O U3 yR@3ZHHBIX we Byae sanan i ’ ann paborsi ¢ Nethap, nerepaer

BOIMOKHOCTS BEINONHATS CTEHABPTHEIE CETEBLE ONEPALHH, BXTIOHAN NEPEAANY ARHHEX WITH yNIDABNIEHHE CHCTEMOR

uepes SSH, NPH YCNOBHH, 4TO AAHHEIA MHTEPHEAC UCNONL3YETCR ANA STUX 38034

Craryc COB

PexuM 3axsaTa

@ netmap
NyTe k annam c npasunamu”
Jconfig/files/configuration/suricata/rule-files
MonuTiKa 06paboTHK OLWWBOK NPHKNAAHOrD YPOBHA
He npumenrTe (ignore) v
Noruposanue Buisog noros
YpoBeHb MYPHaNHPOBaHHA CHCTEMHBIX COBbITHI Syslog
Vaepomnenue (notice) - Toruposakie cpabatsisaniii npaskn (syslog)
MepemeHHbIE
Tpynnel anpecoe:
HOME_NET* EXTERNAL_NET*
192.168.0.0/16,10.0.0.0/8,172.16.0.0/12 8 ISHOME NET

PucyHok — lNepemeHHble epynnel adpecos

3mMeHeHnA B nepeMeHHbIX 3aTparnsBaroT BCe NpaBWia — Kak CTaHAapTHble, TakK U
nojsib30oBaTeNbCkne, — B KOTOPbIX uMcrnonb3yroTca ccbikn Ha HOME_NET u
EXTERNAL_NET.

7.3.2 O6HoBneHue npasun COB

[na obecneyeHns BbICOKOMU cTeneHn 3awwmTbl cet cuctema ARMA CreHa noaaep>xXnBaeT
obHoBneHve npaBwua Suricata. O6HOBAEHMA MpaBWMA MOFYT OCYLLECTBAATbCA U3
NOKaNbHbIX W BHELHWX WCTOYHMKOB, 4TO obecneuyvBaeT rMOHKOCTb HACTPOWMKM B
3aBUCUMOCTM OT YCNOBUI 3KCMAyaTaLmMm — Kak B M30JMPOBAHHbIX CETAX, Tak U B cpeax
C BbIXOAOM BO BHELUHWE CeTU.

7.3.2.1 NcTtouHuKM o6HOBNEHMIA NpaBU

Cnctema ARMA CreHa No3BOASIET MCMONb30BaTb ABa UCTOYHMKA OOHOBAEHMSA MpaBuA
Suricata:

® JIOKaZbHbI/Ai WUCTOYHMK - Galnbl € NpaBuaaMy,  pasMeLLEéHHble
HenocpeACcTBEHHO Ha YCTPOWCTBE;

® BHELWHWUNA UCTOYHUK - YJaNEHHbIV pecypc, MPefOCTaBAAOWNA aKTyalbHble
BEPCUM NpaBuI.

JloKanbHbIA UCTOUHUK

Ana pobaBneHva NOKaAbHOrO WCTOYHMKA OOHOBAEHWM npaBun  Suricata
HeobxoAMMO BbINONHUTL Cledylowime aencteus (cM. PucyHok — JlobasieHue
JIOKa/IbHOrO UCTOYHWKA OB6HOBAEHMA NpaBwuA):

1. NMepentn B nogpa3aen «Hactponku» pasgena «IPS/IDS».
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2. B tabnnue «McTOUHMKM OGHOBNEHUWA NpaBUI» HaXaTb KHOMKY «+
Ao06aBuTb>» B NaHeAn NHCTPYMEHTOB.

3. B oTkpbiBwemca 60koBOM OkHe «MCTOUHUMK O6HOBNEHUA npaBuI»
BblbpaTb cO3AaBaeMyto CyLLHOCTb «JloKa/lbHbIA» W yKa3aTb CleAyroLime
napameTpbl:

® HammeHoBaHMe - 0O/b30BaTeNbCKOE WMA CO34aBaeMOro
NOKaNbHOTO UCTOYHMKA OOHOBIEHNI MpaBu. 3HaUeHMEe He MOXET
cozepKaTb ABOWHbIE («"») AN OfMHapPHble («'») KaBbIYKWU U 3HaK
BONpoca («?»).

® [lytb - NoAHBLIV NyTb K Ppariny obHOBAEeHMA ¢ NpaBuaamu Suricata,
KoTopbI pacnonoxeH B cucteme ARMA CreHa.

Ans nepeHoca danna obHoBneHus B cuctemy ARMA CreHa
BO3MOXHO MCNONb30BaThb nporpammHoe  obecneueHwue,
noazepxxuBatoee nepegadvy gparinos no npotokonam SFTP nam
SCP (Hanpumep, WIinSCP ans onepauunoHHon cuctembl Windows),
Nmbo BOCMONb30BATbCA KOMAHAOW «SCp» 4epe3 WHTepdenc
KOMaHAHOWM CTPOKUW. BO3MOXHbI Tak>Ke anbTepHaTUBHbIE CNOCO6bI
nepegayn AaHHbIX.

I'Ipl/nvlep NCNOJIb30BaHNA KOMaHAbl «SCP»:

«C:\Users\test>scp c\Users\test\Desktop\user.rules
admin@172.16.20.76:/config/files/configuration/suricata/rule
-files/»

KomaHaa BbINOAHWUT KonupoBaHWe danna obHOBAEHMA
npasun COB «user.rules» B Kartanor
«/config/files/configuration/suricata/rule-files/» Ha cucreme
ARMA CreHa, goctynHon no IP-agpecy 172.16.20.105.
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Obume HacTpoKM

© Brnmasme!

Craryc COB
Powiu aaxsara
® netmap
MlyTs & gafnam ¢ npasHNZMK
varfsuricata/rules:
ManuTixa o6padoTks OLIKEOK NPHKNSANATD YPOBHA

Ha npumenaTs (ignare)

McTounmkn 0GHOBAEHHA Npasun

Haumenosanme

PucyHok -

BHeWHNN NCTOUHUK

@ Novansrwit | O Browsiai

Haumenosanme’

o0

®ainw € npasHnaMK

rules

HacTpofia Hainos ¢ npasuamm

Thn HeToMMHKE URLnyTs Torun

JlobasneHue 10kanbHO20 UCMOYHUKAG 06HOB/IEHUSA NPasu

Ana pobaBneHNs BHELWHEro MCTOUYHNKA 06HOBAEHNN NpaBua Suricata HeobxoaNMO

BbIMONHWUTb CAeAytoLLne AecTBUsA (CM. PucyHok — /lobaBaeHre BHELHErO UCTOYHMKA

obHOBAEHWA NMPaBUA):
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1. NMepentn B nogpasgen «Hactponku» pasgena «IPS/IDS».

2. B 1abanue «UctouHMKn O6HOBNEHMM MpaBUA» HaXaTb KHOMKY «+

A o6aBuTb» B NaHeNn NHCTPYMEHTOB.

3. B otkpbiBwemcs 60koBOM OkHe «WCTOUHUK O6HOBAEHM npaBuUN»

BblbpaTb cO3AaBaeMyto CyLHOCTb «BHewHMW» 1 ykasaTb crnegyrolime

napameTpbl:

HaumeHoBaHMe - NoO/ib30BaTeNbCKOE WMA  CO34aBAaeMOro
MCTOYHMKA OBHOBAEHWNI NpaBua. 3HaYEHME HE MOXET COoAep>KaTb
ABOWMHbIE («"») MAN OAMHApPHbIE («'») KaBbIUKM W 3HaAK BoOMpoca
(«?»).

URL - URL-agpec BHeLIHEro WMCTOYHMKa OOBHOBAEHMM MpaBu.
3HayeHVe He MOXET Coaep>KaTb ABOMHbIE («"») MAM OANHAPHbIE
(«'») KaBblUKM W 3HaK Bomnpoca («?»). o ymonuyaHuwo nose
cogepxumt URL-agpec cepsepa ob6HOBMeHMM npaBua Suricata
KOMMaHnu 000 «UNHpoBoTty APMA>» -
«https://update.iwarma.ru/ngfw/ids ips».

NorvH - umA Y3, vmerowen AOCTyn K BHELHEMY WCTOYHMKY
0bOHOBNEHMIM NpaBu. 3HaUEHME HE MOXET CoAep>KaTb ABOWHbIE
(«"») nan oagmnHapHble («'») KaBblYKW U 3HaK BONpPOCa («?»).
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® [Maponb - naposb ¥3. 3HaueHne He MOXET cofep>KaTb ABONHbIE
(«"») Mnn oamMHapHble («'») KaBblUKW M 3HAK BONpPOCa («?»).
IPS/IDS HCTouMHK DEHOBNEHMA NPaBMA on .wo

O "—“9‘
ynpasnenne -
9 [ro—

Hactpaimn N

[oR!

https://update. iwarma.runghwiids_ips

O6uwpwe HacTpoiKK Noruw

DaNM € NPABKAIMH

© Brumanwe!

“rules

HacTpoika ainoe ¢ npasunaum

HCTOUHKKKH 0BHOBNEHWA NPaBHN

] @)

Hamuenosane T MCTouHMAS URLnyTs Torwm

PucyHOK —,ﬂO6GBJ7€HU€ 8HeW He20 UCMoYHuUKa obHoeeHUs npasusn

Ana moamdukaumm MCTOYHWMKA OOHOBIEHWMM NpaBWA CleAyeT OCyLeCTBUTb BbIOGOP
COOTBETCTBYIOLEN 3anucu B Tabanue «McTouHuMKM o6HOBNEHWA npaBua»
nocpeactBoM Haxatna JIKM. B oTkpbiBlLUeMCA OKHe HeobxoAMMO MNpOU3BeCTM
Tpebyemble n3MeHeHus. MNone «HaMmeHoBaHue» He MOANEXUT pefakTMpoBaHuto. o
3aBepLUeHUn npoLecca MoanduKaLmnm cnesyet HaxkaTb KHONKY «COXpaHUTb».

Ana yaaneHua WCTOYHMKa OOHOBAEHWA NpaBWa HeobXOAMMO BbIOpaTb OAHY WK
HEeCKOIbKO COOTBETCTBYHOLLMX 3anucein B Tabavue «McTouHnKu o6HOBIeHUIA NpaBua»,
yCTaHOBMB P1axkoK B Uek-Hokce cneBa OT HAMMEHOBAHWA MCTOUHMKA, N HaXKaTb KHOMKY
«YpanuTb»* Ha NaHeNn MHCTPYMEHTOB. B OTKpbIBLUEMCA OKHe, NOATBEPAUTL yAaNeHne
HaXaTeM KHOMKU «YAaNnNTb».

7.3.2.2 MopApoK BbINO/IHEHNA O6HOBNEHUA

1. Hactpoutb WCTOUHUK O6HOBAEHUS npaBua (cMm. VCToOuHuKM OBHOBIEHWUN
npasu).

2. B pa3gene «IPS/IDS» nepentn B nogpaszgen «ynpaBseHue».

3. B none «Tun ucrouHmuka» BbIGpaTh TUM UCTOUYHNKA OOHOBAEHNS BHELLIHUIA NN
JIOKaNIbHbIN.

4. B none «McTtouHnk obHOBNEeHUA» BbIOpaTb M3 CNUCKa paHee HaCTPOEHHbIW
MCTOYHMK, COOTBETCTBYHOLLMIA yKa3aHHOMY Tuny. [Npun Beibope 3HaveHns «Bce»
obHoBneHMe ByaeT BbIMONHEHO CO BCEX AOCTYMHbIX MCTOYHMKOB AAHHOTO TMNa.

5. HaxaTtb kHOonKy «O6HOBUTb>» (CM. PrcyHok — OBHoBAeHMe npaBua Suricata).
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@ o @

coB O1vennTs

Y¥npaenexue ~

Crarye: ( Buoser
3arpymeHo npasun: 61120
OwnbKa 3arpymeHHbIX npasun: 171

Mponyuiexo npasua: 0

OGHoenenHe npaeun

THN HCTOUHKKE McTounmnk 06HOBAEHHA

nokaneHeli 1esi5555

roﬂm:umbﬂ
[ ——)

HacTpoiiu v

HoMTponk npoTokonoe v

PucyHok — ObHoeneHue npasuna Suricata

NMpumeuanne:

BepxHsa 061acTb OKHa, MOKa3aHHOMO Ha PUCYHKe, OTObpaxkaeT cTaTyC Cayx6bl
COB, KOAN4YeCTBO 3arpy>XeHHbIX MPaBWJ, a TakK Xe Haanuve owmnbok u
NPONyLLEeHHbIX MpaBua. OTW JaHHble aBTOMaTU4eckn OBHOBATCA Mocne
06HOBEHMA NpaBu.

6. o 3aBepLueHUN Npouecca cnctema otobpasnt MHGopMaLoHHOe coobLLeHne
O pe3y/nbTaTe BbIMOJHEHHOrO O0O6HOBAEHUsA (CM. PucyHok — Pesysbrar
obHoBaeHua npaswua Suricata).

@ OOHOBNEHWE C NOKANBHOMO MCTOYHMKA YCMELWHO BLINONHEHO. 3arpy:XeHo Npaeun - 172686. »
OTKMOYEHO NpaBun - 9. BknoyeHo npaseun - 0. MameHeHo npaeun - 0. He obpaboTaHo
npaeun - 0.

PucyHok — Pe3ysiemam obHoeneHus npasua Suricata

7.4 KoHTpo/ab NpPOTOKO/I0B

OyHKUMA KOHTPONA MNPOTOKOJOB peann3oBaHa Ha OCHOBE TEXHOAOTUW rnybokow
MHCMeKuun  Tpabuka  Ha  YpPOBHE  MPUKAAAHbIX  MPOTOKOJIOB,  BKJKOYas
cneunann3npoBaHHbie MPOTOKObI.

MexaHn3m aHanumsa 1 naeHTMdmKaumm NPOTOKONOB OCHOBAH Ha CUrHaTypHOM MeToje
obHapyXeHusa, obecneuvBas WHTeNNeKTyalbHOe pacrno3HaBaHWe MPOTOKONOB B
peanbHOM BpemeHu. ObHapyxeHve u knaccubumkaumsa Tpadurka OCYLLeCTBAAIOTCA C
MCMONb30BaHMEM MpPaBUA CUCTEMbl CETEBOW WHCMekuun Suricata, 4To no3Bonser
3$deKTMBHO BbIABAATL U KOHTPO/NMPOBATb HeLTaTHOE WCNOJb30BaHWE NMPOTOKONOB, a
TaK>XXe NOTeHUNaNbHO BPEJOHOCHYHO aKTUBHOCTb, CBA3AaHHYH C HUMMW.

[aHHaa YHKUMOHaNbHOCTb MO3BOJAET o0becneunTb BUAUMOCTb W KOHTPOJb
MCNONIb30BaHNSA NPOTOKO/IOB B ceTax npeanpuATnS, npeaoTBPaTUTb
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HECaHKLMOHMPOBAHHbIA AOCTYN K KPUTUYECKMM CUCTEMaM W MOBbLICUTb YPOBEHb
6e3onacHoctu B cpeaax ICS/SCADA.

Cnctema ARMA CreHa nogsep>xuBaeT cnefyroLime npoToKobl:

e ADS;
e Alpha.Link;
e AoE;
e DNP3;
® Ehternet IP/CIP;
e EtherCAT;
® Fanuc FOCAS;
® GOOSE;
e |EC 60870-5-104 (IEC-104);
e KRUG;
o MMS;
® Modbus TCP;
e OPCDA (IP);
e OPCUA;
® S7 Communication;
® S7 Communication Plus;
e UMAS.

Mpumeuanue:

Ans  npuMeHeHWs CO3jaHHbIX NpaBua  GUABTPaLMM MPOTOKONOB HeobXoAMMO
HaCTPOUTb 1 aKTMBMPOBaTb cayxby «COB» (cM. BkatoueHne COB).

ChopmumpoBaHHble npasuia COXpaHAroTCA B dann
/config/files/configuration/protocols/rule-files/protocols.rules.

MNpu pobaBNeHMM HOBbIX MNPaBUA WAWM BHECEHUUM W3MEHEHUMA B CyLLECTBYHOLLNE,
npuMeHeHVe OBHOBNEHHOW KOHUrypauumn kK GuabTpaumm Tpadurka OCyLLeCTBAAETCS
nocae HaxaTnsa KHOMKWN «CoXpaHUTb» Ha MaHean MHCTPYMEHTOB pasgena «COB» (cm.
PucyHok — lMpumeHeHre 1 coxpaHeHue HacTpoek). Yka3aHHOe AeWCTBME WHULMMpPYET
npoueaypy nepesarpysku npasun cayxo6bl COB 6e3 nosHOro nepesanycka npouecca
Suricata.
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CnepyeT yumTbiBaTb, YTO B MOMEHT Mepe3arpysku npaBui CyLLecTBYeT BepPOATHOCTb
HemnoJIHOro NPUMEeHeHNs NpaBua CUCTeMbl Suricata K npoLeccy akTMBHOW GuibTpaLmm
ceTeBoOro.

7.4.1 OCHOBHble HaCTPOMNKMN KOHTPOJISi NPOTOKOJIOB

Ana BkAtOUEHUS QYHKLMOHANbHOCTM KOHTPOA MPOTOKOJIOB HEOOXOAMMO BbIMOJHUTD
cneayrouime fencTema (CM. PUcyHOK — BkatoueHne KOHTPOSA MPOTOKOOB):

1. lMepeBectn nepekntouvatens «KoHTponb nNpoTOKONOB» B MONOXEHME
BK/IFOYEHO.

2. YcTaHOBUTb Gnaxkun B yek-6okcax HeobXoANMbIX MPOTOKOOB.

3. Haxatb kHonky «CoxpaHuTtb» (cM. PucyHok — [lpuMeHeHue 1 coxpaHeHue
HacTpoek).

YnpaeneHue

HacTpoiku

HowTpons npoTokonos i
I KoHTpons NpoToKonos I e

@ AiphaLink ® Modbus ® Ethernet IP/ CIP ® orcua

+ Nobasute

Q. Tpynna: v CocToAHHe : ~

Tun npoToKona : v HercTere

HauwmeHoBanue lpynna CocTofAHHe Tun npoTtokona JHenctene Coobue... e

1 ': Brouen :' Alpha.Link MpeaynpeauTe (al... test

2 1: BrnioueH :I Modbus MpeaynpeauTe (al... test1
PucyHok — BkaroyeHue KoHmMpoJisi Nnpomokosioe

Mpumeuanue:

CHsaTtume c|>na>|<|<0|3 CO BCex u4ek-bokcos NMPOTOKOJIOB aBTOMaTU4YeCKMN nepesoanT
nepeknrovartesib «KOHTpOl’Ib NMPOTOKOJ/IOB>» B NOJIOXKEHUE BbIKJIKOYEHO.

7.4.2 Co3paHue npaBua COB Ha ocHOBe Waba0HOB

Ans ynpolieHnsa HacTponku npaBun GuabTpauum MNpoTokonoB B cucteme «ARMA
CreHa» peannsoBaH MexaHu3M co3gaHua npasua COB ¢ ncnonbsoBaHnem wWabsoOHOB.

[na co3paHua npaBuia Ha OCHOBe WabnoHa HeobxoaAMMO nepevuTn B MNoApasaen
«KoHTponb npotokonoB» paszena «COB» v BbIMOAHUTb Caeayrolime AenUcTBuaA (CM.
PucyHok — Co3aaHuve npasua COB Ha ocHoBe Lab10HOB NPOTOKOJIOB):
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1. Haxatb kHOnKy «/lo6aBUTb» Ha naHenn WHCTPyMeHToB Tabauubl «KoHTposnb
NPUIOXKEHNWN».

2. B oTkpbiBWweMcs OkHe «/io6aBneHMe npaBwusa» 3aMo/HUTL Cleaytoume oblive
napameTpbil:

e Cratyc - onpejgensetr akTMBHOCTb npasuaa. [pn 3HauyeHun «BkaroueHO»
npaBuNO y4yactByeT B duabTpaumm Tpaduka. 1o ymMonuvaHuO npaBuao
CO3/4aETCA C COCTOAHMEM «BbIKHOUEHO,

® HaumeHoBaHMe - yHUKa/JbHOE WMA MpaBuaa, WUCNOAb3yemMoe  AAs
naeHtnodumkaumm B Tabanye. MakcmmanbHasa anvHa — «255» cumBonos.

e [pynna - Ha3BaHMe rpynnbl, K KOTOPOW OTHOCMTCA npaBuno. [lo3sonser
opraHu3oBaTb MpaBuaa B Joruyeckme rpynnbl. Jonyckaetca Bbibop 13
CyLLLeCTBYHOLLErO CAMCKa MAN BBOA HOBOTO MMeHW. MakcuMManbHaa ganHa —
«255» cumBonos.

e Tun npoTokoaa - Bbl60p NPOTOKOJ1a U3 AOCTYNMHOTO CnncKa.

® [JleiicTBue - JeliCTBME, NMPUMEHAEMOe K MakeTy npu cpabaTbiBaHWM NpaBuaa.
[locTynHbI cnepyroLine 3HaYeHus:

o «[Mpepynpeantb (Alert)» - reHepauyua onoBelweHua 6e3
6/10KMPOBKM NakeTa (3HauYeHWe No YMOJHAHUIO);

o «OtknoHutb (Reject)» - 6n0kmpoBKka nakeTa C OTMNPaBKOM
YBEAOM/IEHNS NCTOUYHUKY;

e «OT6bpocutb (Drop)» — 6nokmpoBka naketa 6e3 yBesOMJIEHUS
NCTOYHMKa;

e «Pa3pewntb (Pass)» — nponyck naketa 6e3 orpaHUYeHUN.

® Apapeca oTnpaBuTtens - ykasbiatotca |Pv4-agpeca vam noacetn. Ecav none He
3aMno/IHEHO, NPaBUIO MPUMEHAETCA KO BCEM ajpecaM WUCTOYHMKa. lNMpumepsl
KoppekTHOro ¢opmara:

e 10.10.10.10 - kOHKpeTHbIV IP-aspec;
e 11.1.1.1 - Bce agpeca, kpome 1.1.1.1;

e [10.0.0.0/24, '10.0.0.5] - Bce appeca wu3 noacetn 10.0.0.0/24, 3a
nckntovermem 10.0.0.5.

e [lopTbl oTNpaBUTENA - yKasbiBaeTCA OANH WM HECKOJIbKO MOPTOB B AMana3oHe
oT «1» g0 «65535». [Mpn OTCYyTCTBMM 3HAYEHMA NPaBUNO NPUMEHAETCA KO BCEM
nopTam uctouvHuka. MNoaaepxueatotca ciegyrowme popmarbi:

e [80, 81, 82] - noptbl 80, 81 n 82;
e 80-90 - B ananaszoHe ot 80 ao 90;
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e 180 - BCce nopTbl, kpome 80;
e [80:100,'99] - ananazon ot 80 go 100, ncknrouas 99;
e [1:80,![2,4]] - avana3oH oT 1 go 80, nckarouas nopTbl 2 n 4.

HanpaBneHue - onpegenset HanpaBaeHve Tpaduka, K KOTOPOMY NMPUMEHSAETCA
npaBuAo:

e [pamoe - TpadurK OT UCTOUHMKA K MONyYaTENHO;

e [pamoe n obpaTHoe - Tpaduk B 060MX HanpaBaeHNAX (MCTOUYHKK <
noJsiyyaressb).

Aapeca nonyuatena - aHajsorM4yHo nonto «Agpeca  OTNpaBUTENSA».
Ncnonb3ytotcs Te xe dopmatbl ykasaHusa |IPv4-agpecoB mn nogceten. [MNpwu
NyCTOM 3HaYeHUW NMPaBUIO NPUMEHAETCA KO BCEM aJpecam Ha3HayeHus.

MopTbl nonyuarensa - aHanornyHo nonto «llopTbl oTnpaBuTens». Popmarsbl
3aZaHNs UAEHTUYHBI.

Ans NPOTOKONOB WCMNOAL3YHOTCA CAeAytoLMe MNOPTbl Mosyyatens no
YMONYAHWIO:

e «Ethernet IP / CIP» - 2222, 44818;
e «Modbus» - 502;
e «OPC UA» - 4840, 48020.

®dunbTpauus Ha OCHOBe NMPOTOKOJa - MO3BOJIAET 3ajaTb cneuynduyHble ans
BbIOpaHHOro NPOTOKO/a NapameTpbl GUAbTPaLUN.

CeTeBOM ypoOBeHb - NO3BOAAET 3a4aTb CETEBOWN YPOBEHb PpUIbTPaLMM:
® YPOBEHb MNPUJIOXEHUS;
e ypoBeHs IP.

NMpumeuanne:

MNone goctynHo Tonbko Npu Bbibope npotokona «Alpha.Link».

CuéTumk - NO3BONAET 334aTb YUMCAA ANA AEKOAMPOBAHMA NakeToB. [MpuHMMaeT
3HaYeHUA Lenblx uncen B gnanasoHe ot «0» o «9223372036854775807».

Mpumeuanne:

MNMone goctynHo TonbkO Npu Bbibope npotokona «Alpha.Link».

CoobLieHne - TekCTOBOe onucaHuwe cobbiTva, KoTopoe OyaeT 3anucaHo B
XypHan npu cpabatbiBaHuM npaBuaa. MakcvmanbHas aavHa — «512»
CMMBOJIOB.
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coB NoBaeneHue npasuna OTMEHUTE CoxpaHuTe
Cratyc
¥npasneHue ~
Haumexosanue”
HacTpoiku v
KoHTpone npoTokonos ~ Tpynna
KoHTpone npotoxonos
Twn npoTokona*
@ Aipha.Link @ Modbus @ Ethemnet IP/ CIP © orcua B
HeicTaue”
MpeaynpeauTs (Alert) v

Tpynna d Appeca otnpaeutena (0

CocronHue Tun npotokona: Anpeca »

Deficteue : v

_ MopTel oTnpaeutena (O
HaumexoBaHne Tpynna CocToaHue Tun npoTokona DencTene Coo... e

P . MopTel ~
1 (_ Brmoven ) Alpha.Link Mpeaynpeaut.. test

2 ( Benosen ) Modbus MpeaynpeanT.. test1

Hanpaenenue*

12me2 < 1 > F Mpamos v

Anpeca nonyuyatena (0

Appeca ~

PucyHok — Co3daHue npasun COB Ha ocHoge wiabs10HO8 npomoko108

Ha Tekywuin momeHT B Beb-mHTepdence JOCTYNHbI WabAoHbl ANA HACTPOWKM NPaBu
bunbTpaLnn CresyroLmnx NPOTOKOOB:

® «Alpha.Link»;

® «Ethernet IP / CIP»;
® «Modbus»;

o «OPC UA».

Mopaep>kka Apyrmx NPOTOKOAOB peann3oBaHa nckatountensHo yepes CLI-nHtepdenic. B
NOCNEAYIOLNX BEPCUAX CUCTEMbI MAAHUPYETCA pacwmpeHne  ¢QyHKUMOHana Beb-
nHTepdeinca 3a cYéT fobaBieHNa WabAOHOB ANA APYTUX MPOTOKO/IOB.

7.4.2.1 Wa6noH npotokona Alpha.Link

Ana co3paHns  MOAb30BaTENbCKOrO MpaBua Ha OCHOBe LWabsoHa MnpoToKoAa
«Alpha.Link» Heobxoanmo B none «Tun npotokona» BbibpaTh 3HaveHne «Alpha.Link»,
a B none «®uabTpauma Ha OCHOBE MPOTOKO/a» - YCTaHOBUTb MapameTp «YKasaTb
AOMONIHUTE/IbHbIE NapamMeTpbi».

Mpwn BbIbOpe onuun «YKasaTb AOMNOJIHATE/NIbHbIE MapaMeTpbl» MNOABATCA NMapaMeTpbl
«KomaHga», «Tun KoMmaHAbI».

B nose napametpa «KoMaHaa» BO3MOXeH BbIGOP CleAyroLLmMX 3HaUEHWIA:
® «CMD LIST NODES»;
® «RES LIST NODES»;
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«CMD_GET_PROPS»;
«RES_GET_PROPS»;
«CMD_SET_PROP>;
«RES_SET_PROP>;
«CMD_GET_PROP>;
«RES_GET_PROP>;
«CMD_CREATE_NODE>;
«RES_CREATE_NODE>;
«CMD_DELETE_NODE>;
«RES_DELETE_NODE>;
«CMD_RENAME_NODE»;
«RES_RENAME_NODE>;
«CMD_DELETE_PROP>;
«RES_DELETE_PROP>;
«CMD_SET_PROPS>;
«RES_SET_PROPS>»;
«CMD_CREATE_NODE_EX»;
«RES_CREATE_NODE_EX»;
«CMD_COPY_NODE»;
«RES_COPY_NODE»;
«CMD_LOCK_NODE>;
«RES_LOCK_NODE>;
«CMD_UNLOCK_NODE»;
«RES_UNLOCK_NODE>;
«CMD_LOCK_BRANCH>;
«RES_LOCK_BRANCH>»;
«CMD_UNLOCK_BRANCH>;
«RES_UNLOCK_BRANCH>;

«CMD_GET_PROP_DESCRIPTIONS»;
«RES_GET_PROP_DESCRIPTIONS>»;
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«CMD_ON_CHANGE_CONFIG»;
«CMD_ON_LOCK»;
«CMD_SET_USER_INFO>;
«CMD_GET_LOCKINGS»;
«RES_GET_LOCKINGS>;
«CMD_BACKUP>;
«RES_BACKUP>;
«CMD_FIND_NODE>;
«RES_FIND_NODE>;
«CMD_GET_CONFIG_TREE>»;
«RES_GET_CONFIG_TREE»;
«CMD_GET_SERVER_PARAM»;
«RES_GET_SERVER_PARAM>;
«CMD_CREATE_NODES»;
«RES_CREATE_NODES»;
«CMD_CREATE_NODES_BY_ID>;
«RES_CREATE_NODES_BY_ID»;
«CMD_GET_FREE_ID»;
«RES_GET_FREE_ID»;
«CMD_GET_ID_BY_NAME>;
«RES_GET_ID_BY_NAME>»;
«CMD_CREATE_NODE_BY_ID»;
«RES_CREATE_NODE_BY_ID>;
«CMD_GET_CONFIG_ID»;
«RES_GET_CONFIG_ID>;
«CMD_SET_CONFIG_ID»;
«RES_SET_CONFIG_ID»;
«CMD_GET_CONFIG_NODE_STREAM>;
«RES_GET_CONFIG_NODE_STREAM»;
«CMD_SEND_DATA_STREAM»;
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Mpw

AONONHNUTENBHO NOABUTCA MapaMeTp «Tun KOMaHAbI».

MNepeyeHb AOCTYMHbIX K BbIBOPY 3HaueHMM B nonsax napametrpoB «KomaHaa» n «Tun
KOMaHAbI» NpuBesEH B Tabanue (cm. Tabanua «/1oCTynHble TUMbl KOMaHA»).

e CMD_BACKUP

«RES_SEND_DATA_STREAM>;
«CMD_DATA_STREAM_CONTROL>;
«RES_DATA_STREAM_CONTROL>;
«CMD_AUTHORIZE_WITH_PASSWORD»;
«RES_AUTHORIZE_WITH_PASSWORD>;
«CMD_SET_MASTER_PASSWORD»;
«RES_SET_MASTER_PASSWORD>;
«CMD_KICKED_FROM_SERVER>;
«CMD_CREATE_OR_UPDATE_NODES>;
«RES_CREATE_OR_UPDATE_NODES>;
«CMD_GET_BACKUP»;
«RES_GET_BACKUP»;
«CMD_SET_BACKUP>;
«RES_SET_BACKUP»;
«CMD_GET_EXTOBJECTS>;
«RES_GET_EXTOBJECTS»;
«CMD_SET_EXTOBJECTS»;
«RES_SET_EXTOBJECTS»;
«CMD_GET_SNAPSHOT>;
«RES_GET_SNAPSHOT>;
«CMD_UPLOAD_SNAPSHOT>;
«RES_UPLOAD_SNAPSHOT>;

«HaCTpOEHHOE noJsibdoBaTtesiemM».

BbI60pe KOMaHA, 3a NCKNHOYEHNEM

<<HaCTpOGHHoe NMON1b30OBaTEJIEM»,

Tabauya «JocmynHele munel KOMaHO»

KomaHpa

e CMD_GET_FREE_ID

134

Tun komaHAbI

® vt uint32
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CMD_GET_ID_BY_NAME
CMD_GET_LOCKINGS
CMD_GET_PROP_DESCRIPTIONS
CMD_COPY_NODE
CMD_CREATE_NODE
CMD_CREATE_NODE_BY_ID
CMD_CREATE_NODE_EX
CMD_CREATE_NODES
CMD_CREATE_NODES_BY_ID
CMD_CREATE_OR_UPDATE_NODES
CMD_DATA_STREAM_CONTROL
CMD_DELETE_NODE
CMD_DELETE_PROP
CMD_FIND_NODE
CMD_GET_CONFIG_TREE
CMD_GET_PROPS
CMD_LIST_NODES
CMD_LOCK_BRANCH
CMD_LOCK_NODE
CMD_GET_CONFIG_NODE_STREAM
CMD_GET_PROP
CMD_GET_SERVER_PARAM
CMD_ON_CHANGE_CONFIG
CMD_ON_LOCK
CMD_RENAME_NODE
CMD_SEND_DATA_STREAM

CMD_SET_CONFIG_ID

vt_CFG_COPY_NODE
vt_CFG_CREATE_NODE
vt_CFG_CREATE_NODE_BY_ID
vt_CFG_CREATE_NODE_EX
vt_CFG_CREATE_NODES
vt_CFG_CREATE_NODES_BY_ID
vt_CFG_CREATE_OR_UPDATE_NODES
vt_DATA_STREAM_CONTROL_ID
vt_CFG_DELETE_NODE
vt_CFG_DELETE_PROP

vt_wstring

vt_CFG_GET_NODE_STREAM
vt_CFG_GET_PROP
vt_CFG_SERVER_PARAM
vt_CFG_ON_CHANGE_CONFIG
vt_CFG_ON_LOCK
vt_CFG_RENAME_NODE
vt_DATA_STREAM_CONTAINER_ID
vt_CFG_NODE_ID
vt_CFG_NODE_ID_LIST
vt_CFG_CONFIG_ID
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e CMD_SET_MASTER_PASSWORD o vt MASTER_PASSWORD_CHANGE_ID
e CMD_SET_PROP e vt CFG_SET_PROP

e CMD_SET_PROPS ® vt _CFG_SET_PROPS

e CMD_SET_USER_INFO e vt CFG_USER_INFO

o vt CFG_USER_INFO2

e CMD_UNLOCK_BRANCH e vt CFG_UNLOCK_NODE
e CMD_UNLOCK_NODE e vt CFG_UNLOCK_NODE
e CMD_UPLOAD_SNAPSHOT e vt UPLOAD_SNAPSHOT_ID
e RES_BACKUP ® vt_uint32

e RES_COPY_NODE ® vt wstring

e RES_CREATE_NODE

e RES_CREATE_NODE_BY_ID

e RES_CREATE_NODE_EX

® RES_CREATE_NODES

e RES_CREATE_NODES_BY_ID

e RES_DATA_STREAM_CONTROL
e RES_DELETE_NODE

® RES_DELETE_PROP

e RES_FIND_NODE

® RES_GET_FREE_ID

e RES_GET_ID_BY_NAME

e RES_LOCK_BRANCH

e RES_LOCK_NODE

e RES_RENAME_NODE

e RES_SEND_DATA_STREAM

® RES_SET_CONFIG_ID

® RES_SET_MASTER_PASSWORD
e RES_SET_PROP

® RES_SET_PROPS

e RES_UNLOCK_BRANCH
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RES_UNLOCK_NODE

RES_GET_CONFIG_ID e vt CFG_CONFIG_ID

RES_GET_CONFIG_NODE_STREAM ® vt CFG_RES_NODE_STREAM

® vt_wstring

RES_GET_CONFIG_TREE ® vt CFG_TREE_ITEM
RES_GET_LOCKINGS ® vt CFG_GET_LOCKINGS
RES_GET_PROP ® vt CFG_RES_GET_PROP

® vt _wstring

RES_GET_PROP_DESCRIPTIONS ® vt CFG_GET_PROP_DESC

® vt wstring

RES_GET_PROPS ® vt CFG_PROP_LIST

® vt wstring

RES_GET_SERVER_PARAM e vt _CFG_SERVER_PARAM

® vt wstring

RES_LIST_NODES ® vt CFG_NODE_LIST

® vt wstring

B 3aBucumoctn ot Bbl6paHHOFO TMNa KOMaHAbl MOTYT nNnoABAATbCA cCheayrouine

AONONHWUTENbHbIE NapaMeTPbI:

137

«COMPUTER_NAME», «DST_FULL NAME», <«ERROR», «FULL_NAME»>,
«LOCAL_IP», «NAME»>, «NODE_FULL_NAME>, «NODE_NAME»,
«NEW_NAME», «PARAM», «PATH», «REMOTE_IP», «USER NAME>,
«VERSION>» - nosna napameTpoB NPUHUMAIOT JaHHble B LWECTHaALATEPUUYHOM
dopmare, rae cMMmBOA 3aHMMaeT aBa banTta, Hanpumep, «4400 6500 6D00 6FO0
2E00 5300 6500 7400»;

«CONFIG_ID» - nose napameTpa npuvHumaeT 3HaveHne GUID;

«CUR_PASS_CIPHER», <NEW_PASS_CIPHER>» - nosa napameTpoB NpUHMMaKT
yncna B WeECTHaALATEPUYHOWN CUCTEME CUUCAEHWA, TAE CUMBOJ 3aHUMAaeT OAMH
6auT, Hanpumep, «44 65 6D 6F 2E 53 65 74»;

«DAY» - none napametpa npuHuUmaer uncao ot «0» ao «31» nam ananasoH
yncen Npu yctaHoBKe paaxkka HanpoTMB NapameTpa;

«DOW> - HoMep AHA B Hegene, noae napameTpa NpUHUMAET YMcio oT «1» Ao
«7» VAN AnanasoH Ymcen Npu yctaHoBke daaxkka HanpoTMB NapameTpa;
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«DST» - none napametpa NPUHUMAET YMCAO OT «-1» A0 «1» MAn AranasoH
yncen Npu yctaHoBKe paaxkka HanpoTMB NapameTpa;

«HOUR» - yac, none napameTpa npuvHuMaetr ymcino ot «0» Ao «23» uan
AManasoH Yncen npu ycraHoske daaxka HanpoTUB NapameTpa;

«ACTION», «ID», «LOCK ID», «NODE_ID», «NUM», «OPERATION>,
«PARENT _ID», «<PROP_ID», «QUALITY», «STREAM ID», «TYPE», «VER» -
BO3MOXHO yKasaTb 4yncno oT «-9223372036854775808» hile)
«9223372036854775807» wan puanasoH uyucen npu  ycraHoBke daxka
HanpoTUB NapameTpa;

«IS_LAST_PART»;

«IS_MY_CHANGE»;

«TERMINATE>;

«Bce, KpomMme yKa3aHHOro sHaudeHuna»,

«MIN» - mMuHyTa, nose napamerpa npuHMmaer yuncao ot «0» fo «59» nam
AnanasoH Yncen nNpu yctaHoske daaxka HaNnpoTUB napameTpa;

«MONTH» - mecau, none napamerpa NPUHUMAET YNCNO OT «1» A0 «12» nan
AnanasoH Yncen nNpu yctaHoBke paaxka HanpoTuB napameTpa;

«PROP_VALUE» - B 3aBMCMMOCTW OT BbIBpaHHOro 3HaueHns napameTpa «Tun
PROP_VALUE», none napameTtpa MpuvHMMAaET uYncna B AeCATUUYHON cUCTEMeE
CUNCNEHNSA B Pa3/NYHbIX AManasoHax WAM 4YMcna B LIeCTHajLaTepUYHOM
CUCTEME CUNCNEHUSA, TAE CUMBO 3aHMMAaET O4MH banT, Hanpumep, «44 65 6D 6F
2E 53 65 74» nnbo aBa b6awnta, Hanpumep, «4400 6500 6D00 6F00 2E00 5300
6500 7400», a Takxe npuHMMaeT 3HavyeHnsa GUID;

«SEC» - cekyHza, nosie napametpa nNpuHUMaeT yncao ot «0» ao «59» umau
AManasoH umncen nNpu yctaHoBke daaxka HaNnpPoOTUB NapameTpa;

«VALUE» - B 3aBMCMMOCTM OT BbI6paHHOro 3HaueHnsa napameTpa «Tun VALUE»,
nose napametTpa MNPUHUMAET 4ucna B AECATUYHOW CUCTEME CUUCIEHUSA B
Pa3/IMYHbIX AMana3oHax Ui YMcia B LeCTHaALATEPUYHOW CUCTEME CUUCIEHNS,
rae CMMBOJ 3aHMMaeT OAnH 6aunT, Hanpumep, «44 65 6D 6F 2E 53 65 74», anbo
ABa 6anTta, Hanpumep, «4400 6500 6D00 6F00 2E00 5300 6500 7400», a Takxke
npuHumaeT 3HauveHunsa GUID;

«YEAR» - rop, none napametrpa npuHUMaer uucno ot «0» po
«9223372036854775807» wan puanasoH 4yucen npu  ycraHoBke daxka
HanpoTUB NapameTpa;
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® «Twun PROP_VALUE», «Tun VALUE» - focTyneH BbI6Op Cesytowmx 3Ha4YeHNNA:

«OtcytctByeT», «BOOL», «UINT8», «INT8», «UINT16», «INT16», «UINT32»,
«INT32», «<UINT64», «INT64», «<FLOAT32», «STRING», « WSTRING», «GUID».

B none napametpa «KomaHpga» npu Bbibope 3HaueHUs «HacTpoeHHOe noab3oBaTesem»

AONMONHNTENBHO NOABATCA NMNapaMeTpbl.

o «[lonb3oBaTtenbckasn KOMaHAa» - BO3MOXHO YyKa3aTb 4MCnho OT «0» 4o

«4294967295» wan AnanasoH uucen npu ycTaHoBKe dJaXka Hanpotus
napameTpa;

«Monb3oBaTeNbCKNN TMN KOMaHAbI» - BO3MOXHO yKa3aTb 4ncao ot «0» go
«4294967295» wan AmanasoH uucen nNpu ycTaHoBKe dJiaXka Hanpotus
napamertpa.

7.4.2.2 Wa6bnoH npotokona Ethernet IP / CIP

[lna co3paHna nonb3oBaTeNbCKOro npaskia Ha ocHoBe wabaoHa npoTtokosa «Ethernet
IP / CIP» Heobxoanmo B none «Tun npotokona» Bbibpath 3HaveHve «Ethernet IP / CIP»,

a B nose «®uUnbTpauua Ha OCHOBe MPOTOKO/a» - YCTaHOBWUTb MapaMeTp «YKasaTb

AONOJIHNTENIbHbI€ NapaMeTpbl».

[Mocne 3TOro CcrtaHOBWUTCA AOCTyNnHbIM nosne «COBnaAeHVIe no», B KOTOPOM MOXHO

BbIOpaTb OAMH W3 CefyoLW X BapNaHTOB:

® «[lpotokon ENIP» - npaBuno npumeHseTca K Tpapuky, cogepKaliemy

3aronoBkun npotokona Ethernet/IP (ENIP), ncnonbsyemoro ans nHKancyasuum
CIP-komaHg B IP-nakeThi;

«lMpotokon CIP» - npaBnno npumeHseTca K Tpaduky, cogepkallemy JaHHble
npotokona Common Industrial Protocol (CIP), ncnonssyemoro ansa obmeHa
MHopMaLMen Mexay NPOMbILLAEHHBIMW YCTPONCTBAMU;

«Mpotokon ENIP, Mporokon CIP» - npaBuao cpabatbiBaeT Npu HaANUMM Kak
ENIP-3aronoekoB, Tak u CIP-gaHHbIXx B nakeTe. YcnoBue cuumTaertcs
BbIMOJIHEHHbIM NPU COBNAaAEHUN NO 06OMM YPOBHAM MPOTOKOA.

Mapametpbl npu Bbi6ope «Mpotokon ENIP»

o KomaHpa ENIP — yka3biBaeT Tvn komaHabl B 3arosioske ENIP. Kaxgas komaHga

COOTBETCTBYEeT OnpeAenéHHOMY Tuny 3anpoca wau oTeeTa (Hanpwumep, List
Identity, Send RR Data, Register Session n ap.). JonycTumMble 3HaueHVa — Liesible
ymcna B AnanasoHe ot «1» go «65535»,

Mpumep: 3HaueHne 111 cootBeTcTByeT KOMaHAe Send RR Data (0xO06F),
MCNO/b3YIoLLEeNCs A1a obMeHa 3anpocaMu 1 OTBETaMU MeXAY KINEHTOM U
cepBepoM.

MapameTtpbl npu Bbi6ope «Mpotokon CIP>»

139
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® CepBuc — onpegenset tmn onepauum B CIP-3anpoce nan oteete. 3HaveHve
yKa3blBaeTCA Kak YNCNOBOW KOJ, CepBMCa B AnanazoHe oT «0» ao «127».

Mpumepsl: 78 - Get Attribute Single (OX4E) — uteHwue 3HaueHna aTpmnbyTa
obbekTa.

YkazaHuve cepBuca no3BoaseT GuabTPOBaTb KOHKPETHbIE TUMbl OMNepaLmi,
HanpumMep, 610KMPOBaTb MOMbITKX 3aMNCK AaHHbIX.

® MWcnonb3oBaTb K/Macc — akTMBauuMA MapameTpa NO3BOASAET  3ajaTtb
dunbtpaymo no knaccy CIP-obbekTta. OuabTpauma no knaccam AOCTYMHO
TONABKO Ans cepBUCOB: «3» - Get Attribute List (Ox03), «4» - Set Attribute List
(0x04), «14» - Get Attribute Single (OxOE), «16» - Set Attribute Single (0x10).

e Knacc — uncnosoe 3HauyeHMe B AMana3oHe OT «1» Ao «65535»,
onpegensatowee Tmn obbekTa (Hanpumep, «4» - Assembly (0x04), «6»
- Connection Manager (0x06)).

Mpwn akTMBauuMn BAOXEHHOro napametrpa «Wcnonb3oBatb aTpubyTt»
CTAHOBUTCA JOCTYMHBIM:

e ATpmbyr — uumcnoBoe 3HayeHme oT «0» po  «65535»,
yKa3blBatolLLlee KOHKPETHbIN aTpubyT BHYTpU knacca. Hanpumep,
aTpubyT «3» B Kknacce Assembly moxeT cogepxaTb AaHHble
KOH}Urypaumm.

® Yactb apapeca — onpegensier TMN agpecHon nHGopmMaLmnmn, NCNob3yemMon B
CIP-mapuwpyTe. [lonycTMble 3HaYeHNs:

e OTCyTCTBYeT — MapLUpyT He COAEPXKMUT AOMONHUTENbHbIX aApPEeCHbIX
CerMeHTOB;

e ANSI cermeHT — MapLIpPyT BK/JKOYAET CErMeHT, COBMECTUMbIN C
ANSI/ISA-88. Yka3biBaetca B nose «ANSI cermeHT» B BMAe CTPOKMU
ANVHOWM Ao «50» CMMBOIOB;

e Mopt — MapwpyT BKAKOYAeT ceTeBon nopT. [Mpu BbIBOpe AaHHOrO
3HaUEHMA AOCTYMHbI CAeAytoLLMe NapamMeTpbl:

o MopT — KOHKpeTHbIM MopT B AmanasoHe oT «0» po
«65535». Tpm aktmBaumm uyekbokca «Bce, kpome
yKa3aHHOro noprta» MpaBWIO MNPUMEHAETCA KO BCEM
nopTam, KpoMe yKa3aHHOro (MHBepCUs YCN0BUS);

@) AuanasoH — NO3BOJAET 3a/aTb MHTEPBa NOPTOB:

* HauanbHbIV NOPT — MUHMMaIbHOE 3HaYEHMe
nopta B Anana3oHe oT «0» a0 «65535»;
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= KoHeuHbI NOPT — MakCMMa/bHOE 3HaYeHne
nopta B Anana3oHe oT «0» ao «65535».

HauanbHbIM NOPT AOKEH ObITb MEHbLLE KOHEUYHOTO.
7.4.2.3 Wa6noH npotokosa Modbus

[na co3paHma NoAb30BaTENbCKOrO NpaBuaa Ha ocHoBe WwabnoHa npotokona «Modbus»
Heobxoanmo B none «Tun npotokona» BbibpaTb 3HaueHne «Modbus», a B none
«@PunbTpaumMa Ha OCHOBE MPOTOKO/sa» - YCTaHOBWUTbL MapameTp «YKasaTtb
AOMOJIHMUTE/IbHbIE NapamMeTpbl».

[Mocne 3TOro CTaHOBWUTCA AOCTYNHbIM none «Cosnap,el-me no», B KOTOPOM MOXHO
Bbl6paTb OoAVH 13 ciedyrownx BapnaHTOB!:

® «DYHKLUN»;
® «[laHHble».
MapameTpbl Npu Bbi6ope coBnageHus no «O®yHKunmn»

Mpw Bbibope onuun «PyHKuMK» noasmtca napametp «Kop pyHkuumn» — ykasbiBaet
KOZ VAW KaTeropmro GyHKLMKM, MO KOTOPbIM ByaeT NponcxoanTb GuabTpaLums.

B none napametpa «Koa, pyHKLMMN» BO3MOXKEH BbIOOP CeAyHOLLMNX 3HAUEHWUIA:
® «01:Read Coils»;
® «02:Read Discrete Inputs»;
® «03:Read Holding Register»;
® «04:Read Input Register»;
® «05:Write Single Coil»;
® «07:Read Exception Status»;
® «08:Diagnostic»;
o «0B:Get Com event counter»;
® «0C:Get Com Event Log»;
® «OF:Write Multiple Coils»;
® «10:Write Multiple Registers»;
® «11:Report Server ID»,
® «14:Read File record»;
® «15:Write File record»;
® «16:Mask Write Register»;
® «17:Read/Write Multiple Registers»;
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® «18:Read FIFO queue».
Mapametpbl npu Bbi6Ope coBnageHna no «aHHbie»

Mpw BbIGOpe onuunn «flaHHbIe» NoABATCA NapameTpbl «peHTUdUKaTOp yCTPOUCTBa»,
«Koa pyHKUMMN», «<OTCUET agpeca», «<Appec» N «3HaUeHne», JOCTYyMHble A9 YKa3aHUs
3HaYeHVA UM Anana3oHa 3HaUYEeHWN:

«NpeHTndukarop ycrpomcrea» — ot «0» g0 «255»;
o «Kop pyHKUMM» — 0T «0» g0 «255»;
® «Otcuér agpeca» — «C egnHULbI» Uan «C Hyns»;
® «Appec» — 0T «0» 0 «65535»;
® «3HaueHue» — OoT «0» 0 «65535».
7.4.2.4 Wa6bnoH npotokona OPC UA

[na co3gaHma NONb30BaTENbCKOro NpaBmia Ha OCHoBe WabsoHa npoTtokona «OPC UA»
HeobxoaMMo B none «Tun npotokona» BblbpaTb 3HaueHne «OPC UA», a B nose
«@PunbTpaumMa Ha OCHOBE MPOTOKO/sa» - YCTaHOBWUTb MapameTp «YKasaTtb
AOMNO/IHUTE/IbHbIE NapaMeTpPbI».

MNocne 3TOro CTaHOBWUTCS AOCTYMHbIM none «Tun coobuieHua», B KOTOPOM MOXHO
BbIOpaTb OAWH W3 CefyoLW X BapUaHTOB:

® «HELLO» - mapkep Ha4ana nepegaum JaHHbIX MeXAy KIVNEHTOM U CepBEPOM;
® «ACKNOWLEDGE>» - oTBeT Ha coobuleHme Tuna HELLO;

® «OPEN» - OTkpbITMe KaHana nepefaunm AaHHbIX C MPeASOXKEHHbIM METOAOM
WndpoBaHNA AaHHBIX;

® «MESSAGE>» - nepesaBaemoe coobLLeHue;
® «CLOSE» - KoHeL, ceccuu.
Mapametpbl npu BbiI6Gope «OPEN»

MNpu BbIbOpe Tuna coobuweHns «OPEN» nossutca napametrp «[lMoantuka
6e3onacHOCTU», B KOTOPOM AOCTYMHbI CeAytoLme NoaMTnkm 6esonacHoCTu:

® «NONE>;

® «BASIC128RSA15»;

® «BASIC256»;

® «BASIC256SHA256>;

® «AES128 SHA256_RSAOAEP>,
® «PUBSUB_AES128 CTR»;
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«PUBSUB_AES256_CTR».

Mapametpbl npu BbiI6Ope «MESSAGE>»

Mpu BbIGOpe TMNa coobuieHns «MESSAGE» nossutca napametp «Tun 3anpoca», B
KOTOPOM AOCTYMHbI TMMbl 3aMPOCOB:

143

«FINDSERVERS» - 3anpoc 13BecTHbIX CepBepoB;
«FINDSERVERSONNETWORK> - 3anpoc n3BectHbIx paboTatoLmx cepBepos;
«GETENDPOINTS>» - 3anpoc Ha noazep>XnBaemble CEpBEPOM KOHEYHbIE TOYUKY;
«REGISTERSERVER>» - 3anpoc Ha perncrpauuio cepeepa;

«REGISTERSERVER2» - 3anpocC Ha perncrpauuto cepsepa C AOMNOJHUTENbHON
nHdopmaumen ana FINDSERVERSONNETWORK;

«CREATESESSION> - 3anpoc Ha co3gaHuve ceccuy;

«ACTIVATESESSION» - 3anpoc Ha co3gaHue ceccumn (nepepava
NAEHTUOUKALMOHHbBIX AAaHHbIX KANEHTA);

«CLOSESESSION>» - 3anpoc Ha 3aBepLuUeHne ceccuu;
«CANCEL>» - 3anpoc OTMeHbI HEBbINMOJIHEHHbIX 3aMPOCOB Ha 0H6CNYXXNBAHWE;

«ADDNODES» - 3anpoc Ha pobaBneHuve y3na Kak AOYEPHUN B agpecHoe
NPOCTPaHCTBO;

«ADDREFERENCES>» - 3anpoc Ha gobaBneHue CCbIKM Ha y3en;
«DELETENODES» - 3anpoc Ha yganeHue y3na n3 ajpecHOro npocTpaHcTBa;
«DELETEREFERENCES» - 3anpoc Ha yaaneHue CCbIKU y31a;

«BROWSE» - 3anpoc Ha NpOCMOTp y3/10B;

«BROWSENEXT> - 3anpoc Ha npojo/keHne npocMoTpa pesysibTata 3anpoca
BROWSE, ecnan pe3synbTtat 3T0ro 3anpoca npesbilaeT MakCMMaibHOe 3HauYeHue;

«TRANSLATEBROWSEPATHSTONODEIDS» - 3anpoc Ha npeobpa3oBaHue
NyTV y3na B WaeHTUdUKaTop y3na;

«REGISTERNODES» - 3anpoc Ha peructpaumio ysna, Hanpumep, Y3na,
MHPOpPMaLMA O KOTOPOM NOJb30BaTENO U3BECTHA;

«UNREGISTERNODES>» - 3anpoc Ha OTMeHy perucrpauum y3na;
«QUERYFIRST» - 3anpoc NnpoCMOTP AaHHbIX U3 ONpeAenéHHOro 3K3emMnaapa;

«QUERYNEXT>» - 3anpoc Ha npojo/xeHue nNpocMoTpa pesyabTaTa 3anpoca
QUERYFIRST, ecnn pe3synbtat 3TOro 3anpoca npeBblaeT MakCMMalbHOe
3HAYeHWeE;

«READ>» - 3anpoc Ha YTeHune AaHHbIX;
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«HISTORYREAD> - 3anpoc Ha NPOCMOTP 3HaUYeHNIN nau CObbITUIA Y3/10B;
«WRITE» - 3anpoc Ha “3MeHeHue y3a;
«HISTORYUPDATE> - 3anpoc Ha 06HOBAEHWEe 3Ha4YeHU nan cobbITUIA y3N10B;

«CALLMETHOD» - 3anpoc Ha MoJlydyeHne pe3ynbTaTOB BbI3OBa YAANEHHOW
npoueaypbl;

«CALL> - 3anpoc Ha BbI30OB yAaNéHHOW NpoLeAypbl;
«MONITOREDITEMCREATE> - 3anpoc Ha Ha4yano NoAnuCcKK Ha CobbITHE;
«CREATEMONITOREDITEMS>» - 3anpoc Ha nognncky Ha cobbiTue;

«MONITOREDITEMMODIFY» - 3anpoc Ha n3MeHeHne napameTpoB MOAMUCKU
Ha cobbITUS;

«MODIFYMONITOREDITEMS» - 3anpoc Ha n3MeHeHne NoAnucku;
«SETMONITORINGMODE> - 3anpoc Ha yCTaHOBKY peXumMa NnoAnucku;
«SETTRIGGERING» - 3anpoc Ha co3gaHue CBA3M MeXAy CObbITUEM U y310M;
«DELETEMONITOREDITEMS>» - 3anpoc Ha 3aBepLueHne NoAnucku;
«CREATESUBSCRIPTION» - 3anpoc Ha co3gaHue noAnnucku Ha cobbiTue;
«MODIFYSUBSCRIPTION> - 3anpoc Ha M3MeHeHMe NOAMNCKM Ha CObbITHE;

«SETPUBLISHINGMODE> - 3anpoc Ha BK/tOUeHMe OTNPaBKW YBEAOMIEHNIN NO
NoANMCcKaM Ha cobbITue;

«PUBLISH» - 3anpoc Ha noaTBepXAeHue MOJyYeHus YBeLOMAEHWUA Mo
nognuckam Ha cobbiTus;

«REPUBLISH» - 3anpoc Ha MOBTOpPHYO OTNpPaBKy YBEAOMIEHNIN NO NOANMNCKaM
Ha cobbITus;

«TRANSFERSUBSCRIPTIONS> - 3anpoc Ha nepegavy nognuckn Ha cobbiTue n3
OAHOW CEeCCUM B APYTYHO;

«DELETESUBSCRIPTIONS>» - 3anpoc Ha yaaneHve noAnuncku Ha cobbiTme.

Mpu BbIBOpE TMNa 3anpocoB «<BROWSE» n «READ» nosaatcs napameTpbl:

«peHTudUnKaTop NpocTpaHCTBA MMEH>;

«Tun naeHtTudunkatopa ysna».

Mpu BbI6Ope TMNa 3anpocoB «WRITE» nosBaTca napameTpbl:
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«peHTudukaTop NnpocTpaHCTBa MMEH>,
«Tun npeHtudunkaropa ysna»,

«Tvn 3HaYeHUn».
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Mpw BbIGOpe Tuna 3anpoca «CALL» noasATcA napameTpsi:
® «Twun naeHTudprkaTopa ysna BbisbiIBa€Moro obbekra»;
® «Tun naeHTndUukaTopa ysna Bbi3biIBAa€MOro MmetToa».
7.4.3 Mowuck n punbrTpaumsa

baok ¢unbTpaummn npesocrtaBaset BO3MOXHOCTb COPTUPOBKU U GUAbTPaLMN AaHHbIX B
Tabanue nogpaszena «KoHTponb npotokonoB» Mo Bcem crtonbuam B cnuvcke (CMm.
PucyHok — MaHenb novck n duabtpauunm). OH BKAKOYAET B cebs caeaytoLLme nons:

o «[Mounck»;

) «rpyn na»;

® «CocTrosHue»;

® «Twun npotokona»,

o «[levicTBue»;

® KHonka «C6pocntb GUNAbLTPbI».
KoHTpONk NPOTOKONOB -
KOHTpOns NpoToKonos

+ HoBGasinTe

Q  Tpynna v CocToRHKe : v

Tun npoTokona: b HeAcTere W

HavmeHoBaHHe pynna CocTofAHKe Tun npoTokona JeHncTEue CoobleHue e

0-0ma0 =

PucyHok — lNaHenb nouck u gpunempayuu

CDI/IIIpraLI,I/IFI no nonaro «prnna» no3BodAeT OCYyLLeCTB/IATb OT60p AaHHbIX Ha OCHOBeé
rpynneol. B AaHHOM Nnojse npeacraBaeH paCKprBaPOMMIZCH CMMCoOK € HaMMeHOBaHUAMN
rpynmn, K KOTOPbIM OTHOCATCA NMpaBuna.

®dunbTpaumsa no nonro «CocrosiHME» MO3BOJIAET OTGUALTPOBATL CMNCOK MO CTaTycy
npaBuna: «BkroueH», «BoiktoyeH».

Ounbtpauns no noato «TUn NPOTOKO/A» MO3BOASET OTPUALTPOBATL CMMCOK MO TUMY
npoTtokosa. llone coaepXWT BbiNajaroWwMi CNMCOK W NpefocTaBaseT Bblbop w3
NPOTOKOJIOB, KOTOPbIE AOCTYMHbI Ha TEKYLLNA MOMEHT.

OunbTpauns nNo nonao «Jlencreme» No3BoasfeT oTGUAbLTPOBaTb CMUCOK MO AEUCTBUIO,
KOTopoe 3aZaHo B npaswie. [Tone cofep>XXuT BbiMajarolmii CMMCOK U NpesocTaBaseT
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BbIOOp M3 C/efytolWwmx BapuaHTOB 3HadeHun: «[Ipedynpedumse (Alert)», «OmkaoHUMGb
(Reject)», «Ombpocums (Drop)», «Paspewiums (Pass)».

C6poc BCcex YCTaHOBJ/IEHHbIX GUABTPOB OCYLLLECTBAAETCA HaXaTueM KHonku «Cépocutb
$uUnbTPDLI».

CkBO3HOW nownck no Tabanue nogpassena «KOHTPoAb NPOTOKOMOB» OCYLLECTBAAETCA C
MOMOLLbIO BBOAA WCKOMOrO 3HaueHus wan ero ¢parmeHta B nose «lMouck»,
pacnoaoXeHHOe B 1€BOM Yry 3arosoBka Tabauubl.
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8 KOHTPOJIb MPUIOXXEHNI U AOMEHOB

Ana nepexoga B pasgen «KOHTpPO/Ab NPUAOKEHWA U AOMEHOB» HeobHXoANMO
BbIMOJ/IHUTb CeAytoLLMeE fEeNCTBUS:

1. B crnvcke NCTOYHMKOB OTKPbITb KAPTOUKY HEO6XOANMMOro NCToUYHNKa «NGFW>.

2. B kaptouke wuctouHuka BbIOpaTh MoayNb «KOHTPO/Ib NPUAOXKEHUU 1
AOMEHOB» (CM. PucyHOK — OKHO HacTpoek cay>Kbbl «KOHTPOIb MPUNOXKEHUN U
AOMEHOBY).

L oo ey ————

Haumenonssme

APt-Hmou

Hun gainaaowon Conspmunae

g
7 [
{

PucyHok — OkHo Hacmpoek ci1yx6bl «KoHMpoae npuaoxeHul u oMeH08»
NMpumeHeHMe U coxpaHeHue HacTpoek

Mocne 3aBeplUeHMs HACTPOWKM BCEX HEOOXOAMMbBIX MapaMeTPOB B pasjene
«KOHTpONb NpPUNOKEHMA N AOMEHOB» HeobHXOAMMO COXPaHWUTb BHECEHHbIe
n3MeHeHus. aa 3Toro cnesyeT HaxkaTb KHONKY «COXpaHUTb», PacroNOXEHHYHO B
MpPaBOM BEPXHEM YI/ly 3arosioBKa pasgena «KoHTposib NPpUio)KeHnt U OMEHOB>.

Mocne HaxaTns KHOMKM OTKPOETCA OKHO NOATBEPXKAeHNS «COXpaHUTb NSMEHEHUs
KOHurypaumum». [Ind NpOAOMKEHUS U MPUMEHEHUA HACTPOEK HeobxoAnMOo
NOATBEPANTb AENCTBME, HaXKaB KHOMKY «COXpPaHUTb» B JaHHOM OKHe (CM. PucyHok
— [prMeHeHue 1 coxpaHeHWE HAaCTPOEK).

Tonbko Moc/ie yCnewHOro MOATBEPXAEHWA BCe M3MeHeHus OyayT COXpaHeHbl U
aKTUBMpPOBaHbI B TekyLlen koHourypauum cuctemsl ARMA CreHa.

147 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

COXpaHHTb M3MEHEHNA KOHDHIypaUuu?

Vamenens KOHQUTYPaLAK & pasnenax: KOHTPONL NPUNOKEHHI U

AOMEeHOB
omena

PUCyHOK - ﬂpumeHeHue u coxpaHeHUe Hacmpoek

MNpn HeobXOAMMOCTN OTMEHWUTb BCE HEMPUMEHEHHbIE HAaCTPOWKN CaefyeT HaxaTb
KHONKY «OTMeHa», pacrnoJIoXXeHHY0 B BEPXHEM MPaBOM YrJy 3arofoBka pasjena
«KOHTpO/Ib NPUNOXKEHNN U AOMEHOB». B 3TOM ciyyae koHuUrypauus paszena
«KoHTponb npunoxxeHNMW un pomMeHoB» OyjeT oOTkaTaHa K MocaegHemy
COXPaHEHHOMY COCTOAHMUIO.

8.1 KoHTponb npnnoXxeHumn

Cnyxb6a «KoHTponb npuaoXXeHuW» npefHa3HayeHa Aad  uaeHTudukauum wu
OrpaHMYeHMA UCMONb30BaHNA CETEBbIX MPUIOXEHUIN B TpaduKe, MPOXoAslLeM yepes
cuctemy ARMA CreHa. Peann3oBaHa BO3MOXHOCTb O10KMPOBKM MPUIOXEHUM MO
KaTeropmam, BKAKOUYasa MeCCeHAXepbl, CouManbHble ceTh, obnayHble CepPBUCHI, UTPOBbIE
naaTGopMbl U Apyrme, Ha OCHOBE npeaonpesenéHHbIX Npasua GUabTPaLUK.

ﬂop,,u,epxmsaeMble npunnoxeHunda npmneejeHbl B Ta6n|/|u,e «CNrCoK NPUNOXKEHUN».

Tabauya «Cnucok npuaoxxeHut»
Kateropusa Mpuno>xeHnue

NckyccTBeHHbIM MHTennekT  deepseek

Bykmekepckune KOHTOPbI winline

ObnauHble pecypchbl digital-ocean

CRM-cucrtemsl bitrix24

KpntnTtobunpxn n mining

KOLLe/IbKU

dannoobMeHHUKMN 1337x.tw
4shared
Internxt-drive
adrive
bit-comet
bit-torrent
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®opymbl 1 601U

OHnamHr-reMoanHr

Nrposbie naathpopmbl
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box-com
dropsend
e-donkey
falcobrowser
filecloud
fileden
filefactory
filepost
firestorage
flash-get
fotolub
gnutella
google-drive
hightail
jottacloud
media-fire
media-get
mega
my-files
one-drive
p-cloud
sendanywhere
sendspace
smartfile
soul-seek
source-forge
spider-oak
sync-com
transferbigfiles
transferxl|
transfiles.ru
vuze
yandex-disk
yunpan
zona

geeksforgeeks
pikabu

casino
stoloto

battle-net
ea
epic
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fortnite

gameasy

gog

riot

rockstar

steam

ubi

xbox
Cucrembl ynpasneHuns github
BEPCMAMY gitlab

MNouToBble cepBUCHI outlook
yandex-mail

KapTbl 1 HaBurauunsa 2-gis
google-maps

MapkeTniencel aliexpress
wildberries

MecceHpxepbl amazon-chime
amo

bop-up-messenger
express-messenger
ice-chat

icq

imoim

rocket-chat

skype

tada-team

tamtam

tango

team-speak
telegram

viber

whatsapp

xchat
yandex-messenger
zulip

My3bIKanbHble spotify
CTPUMWHTOBbIE CEPBUCHI

HoBocTHble pecypcel abcnews
new-york-post

OdwvicHble npunoxeHus google-docs
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Mpoune npunoxxeHns ads
anonymizer
anonymox
archive-org
astrology
avira-update
bootsnipp
botnets
c2c
codesandbox
Croxyproxy
delivery-club
dodopizza
dr-web-update
edadeal
elma365
fasts-tunnel
free-proxy-list
freemybrowser
from-doc-to-pdf
ghostery
gismeteo
gosuslugi
hi-ru
howtogeek
ideone
jsbin
jsfiddle
kaspersky-update
kproxy
kraken
local-xpose
microsoft-store
miro
nalog
news
ngrok
npr
online-video-converter
packetriot
page-kite
pastebin
pdf-drive
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[NpoToko/ibl CBA3N

YpanéHHoe ynpasneHve

152

phishing
polycom
portable-apps
raketu
smallpdf
softonic
speedify
star-force
stealthy-com

symantec-update

talk-me
tapin-radio
teletype

trend-micro-update

vexacion
vpn-proxy-site
w3schools
ways-online
word-press
yandex-taxi
yoomoney
zerotier

ip-6-to-4
quic

smb
smtp
syslog
tftp

xmpp

1c-connect
aeroadmin
alpemix
ammyy-admin
anydesk
get-screen
jump-desktop
log-me-in
radmin
simple-help
sunlogin
teleconsole
ultra-viewer
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[MonckoBble CUCTEMBI

CoumnanbHble ceTu

Buaeocasb

BrnaeoxoctuHru

VPN
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onion-search-engine
rambler

camfrog

dating

discord

facebook

fandom

flickr

g-mail-chat

imgur

intranetus
mirapolis-virtual-room
my-own-conference
odnoklassniki
tik-tok

tumblr

vkontakte

whereby

clickmeeting
free-conference-call
go-meet-now
google-meet
mts-link

true-conf
video-grace

web-ex
yandex-telemost

adults-18
amediateka
ivi
megomult
msn-video
okko
real-player
rutube
twitch
y-2-mate
youtube

123-vpn
1clickvpn
beepass-vpn
best-vpn-ssh
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browsec
continent-ap
cyber-ghost-vpn
dot-vpn
droid-vpn
fly-vpn
free-open-vpn
hide-my-ip
hola-vpn

hoxx

i-top-vpn
openvpnssh
systweak-vpn
tcp-vpn
thunder-vpn
touch-vpn
tuxler-vpn

u-vpn

ultra-vpn
vpn-book
vpn-city
vpn-jantit

vpn-Kki
vpn-professional
vpn-udp
wireguard
your-freedom-vpn

CkaHepbl yA3BUMOCTEM metasploit
nmap

®yHKUMOHan cnyxbbl peannsoBaH C wucnonb3oBaHuem cuctembl COB, koTopas
aHanusnpyet ceTeBoM Tpaduk 1 KnaccuduumpyeT TUMbl NCMOAb3YyEMbIX MPUAOXKEHUN Ha
OCHOBE CUTHaTyp ¥ NoBeAeHYeCKMX LabaoHOB.

Ounbtpauns  Tpaduka C NpUMEHeHMEM CayXbbl «KOHTpoAb NpPUAOIKEHUNn»
BbIMOJIHAETCA TONbKO Ha TeX CeTeBbIX MHTepdencax, KOTopble yKa3aHbl B KOHOUIypaumm
COB » a4 KOTOPbLIX YCTAaHOB/IEH peXxuM 3axBaTa Tpaduka IPS.

Mpumeuanue:

Mepea BkAtoueHveM cnyxbbl «KOHTPO/b NPUAOKEHUN» HEOOXOANUMO BbIMOJHUTDL
npeaBapuTenbHyto HacTponky COB, ykazaB ncnonb3lyemble ceTeBble MHTEPdENCHI U
YyCTaHOBMB peXXnM 3axBaTa Tpaduvka B 3HaueHue IPS.
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Ha nHtepdencax, rae 8 COB yctaHoBneH pexxum IDS, dnnbTpauma Tpadurka no cayxbde
«KOHTpONb NpUA0XKEeHNN>» He NPUMEHAETCA.

[N o6aBneHne NpuioXXeHNA K CNUCKY 6J10KMPOBKU

Ana pobaBneHVs NPUIOXKEHUIA B CINCOK BIOKMPYEMbIX HEOOXOAMMO BbIMONHUTD
cneayroLme fLencTBUs:

1. Haxatb KHomnKy «+ [,o6aBuTb» B TabnnLe «KOHTpPO/Ib NPUAOIKEHUA».

2. B oTkpbiBwemMcs 60koBOM oOkHe «/lo6aBneHue KaTeropumu» YyKasaTb
cnegytome napameTpsbl:

® B none «Ka‘reropvm» Bbl6paTb HeO6XO,£I|I/IMyI-O KaTeropumto I'IpI/IJ'IO)I(eHI/IIZ n3
BbiMajgarowero Crimcka,

® B none «MpunoxxeHna» OTMETUTb OAHO WM HECKONBbKO MPUIOXKEHWNN,
nognexawinx 6nokmposke. [119 BKIHOUYEHUA B CMIMCOK BCEX MPUIOXKEHUN
BbIOpaHHOW KaTeropunm HeobxoAMMO YCTaHOBUTb GaXkOK B 4ek-bokce
«3abs0knpoBaTh BCE NPUIOIKEHUA.

3. HaxaTtb kHonKy «/L06aBuUTb», UTOObI BKAOUNTL BbIOPAHHbBIE MPUIOXKEHUS B
cnucok 6a0kMpoBkM (CM. PucyHok — JlobaBneHwe MNpUAOXKEHWW B CAUCOK

610KMPOBKM).
P

KOMTPONS NPHNOMEHW#H  AOMEHOB RoGasnenwe kaTeropuu 0 19 Robasume

[—

BYKMEKEDCKHE KOKTOPS

Tpunoxenmsn

CTATYC KOHTPONR NPHAOKEHWH W AOMEHOE

KOHTpONb NpHnomeHwit 3a6nOKpOBATS BCE NPHNNEHHA

O[]

Kateropua TNipunomenma

PucyHok — [lobasneHue npunoxeHul 8 cnucok 610KkUuposKku

MNpy HeOobXOAMMOCTM MNOBTOPUTL AeNCTBUS Ans fobaBneHUs BcCex Tpebyemblx
MNPUOXKEHUN.

PepaktupoBaHue cnucka NpuUaoXKeHUn

Ans  pepakTMpoBaHWA  CrMCKa MPUIOXEHUN B OMNpefeNéHHOW  KaTeropuu
Heobxoanmo HaxaTb JIKM Ha CTpOKy C HYy>XHOW KaTeropveh v B OTKPbIBLUEWACA
60KOBOW MNaHenn BHECTU KOPPEKTUPOBKW. 1O 3aBeplUeHWIO HaXaTb KHOMKY
«MN3meHunTb>.

YaaneHve npnnoXKeHMn U3 cnucka 6J10KMpoBKU
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Ana ypaneHua OAHOW VAN HECKONbKMX KaTeropuin MPUIOXKEHUA U3 CruvcKa
6/10kNpoBKM HeobxoanmMo oTMeTuTb ux dnaxkamm B 4yek-bokcax cneBa OT
HanMEHOBaHVA 1 HaXkaTb KHOMKY «YAannTb». B OTKpbIBLLUEMCA OKHE, NMOATBEPANTD
yAaneHve.

Mpumeuanue:

Mpw yaaneHnn Bcex NPUAOXKEHWUA U3 cnncka 610kMpoBky, GuabTpauma Tpadmka C
MoMoLLbHo cNy>KObl «KOHTPOIb NPUNOIKEHUIA» CTAHOBUTCA HEBO3MOXHOW.

AxTnBauusa cnyxb6bi «<KoHTposb npunoXxkeHnin»

Ans BkntoveHna cnyx6bl «KoHTpoab npunoXxeHnn» Tpebyertcs:
1. Bknroumtb 1 HacTpouTb COB B COOTBETCTBUM C 3ajaHHbIMM TpebOBaHMAMM.

2. [lobaBuTb  NpuaoXeHns, nognexawme  6H6AOKMPOBKE, W  NEpPeBECTU
nepekatoyatens «CraTtyc KOHTPOIA NPUIOXKEHUNA U JOMEHOB» B MOJIOXEHNE
«BkiroueHo» (cM. PucyHok — BkairoueHue cny>kbbl «KOHTPOIb MPUAOXKEHUN» 1

COXpPaHeHWMe HacTpoeKk).

© BHuumanve!
i pabores App Control, IDPS gorwen buiti HacTpoeH u axniouen
TIph EKTIOuEH A KOHTBONS MDHACKEHWH H AOMEH n

KoHTponk npunomexui o

+ Lobasnre

HCKA KOHTDONA NDNOEHW W BCE FAOMEHSI M3 CTUCKA KOHTPONA AOMEHOB BYnyT Sa6/OKADOSAH.

Q| Kareropun v
Kateropua Mpunomenna

Obnautbie cepaichi digital-ocean

TorupoBaHme COGEITHI KOKTPONA JOMEHOB
KoHTpons aomeHos

t+ Jotasmte

Tun Wua daina/momen Conepmumoe

Aapec mail.u

PucyHok — BknroyeHue c1yx6el «<KoHMposb npuaoxeHul»

MNocne aktuBaumm caykba HaumHaeT 06paboTky Tpaduka cornacHO 3agaHHOM

noanTumKke.

8.2 KoHTposb gomeHOB

Cnyx6a «KoHTponb soMeHOB>» npeAHa3HaveHa a5 GuabTpaLum ceTeBoro Tpaduka Ha
OCHOBE JAOMEHHbIX WMEH. MexaHu3M ONOKMPOBKM peasv3oBaH C MCMOJb30BaHMEM

noantnk M3. MoaaepxnsBaeTtca gobaBaeHe JOMEHOB Kak MO OAHOMY, Tak U rpynnamu

yepes 3arpysKy TekcToBoro ¢darna.

Ao6aBneHne ,OMEHOB B CMUCOK 6J1O0KUPOBKM
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Ana pobaBneHvas AOMEHOB B CMMCOK On0KMpyeMbix HeOobXOoAMMO BbIMOJHUTb
cneayrolme fencTBus:

1. HaxaTb kHONKy «+/lo6aBuTb» B Tabnue «KoHTpoOsIb fOMEHOB>.

2. B otkpbiBwemca 6okoBoM OkHe «/lobaBneHue paomeHa» BbibpaTb Crnocob
fobaBneHus:

® Agpapec - ykazaTtb MMa 6aokMpyemoro JoMeHa B nose «BBeanrte gomen».
Ansa  pobaBneHNs HECKONbKMX JAOMEHOB C/efyeT MocaeAoBaTeNbHO
HaXXVMaTb KHOMKY «/l06aBUTb», pPacno/ioXeHHYHO MoJ MojsemM BBOAA, U
BBOAMWTb KaX0€e JOMEHHOE MMA OTAENbHO.

® ®ain - 3arpy3nTb CNMCOK BAOKMPYEMBIX LJOMEHOB M3 TEKCTOBOrO daiina.
TpeboBaHus k danny:

e MaKCUManbHbIN pa3mep - 512 K6awnr;
e dailn gokeH UMEeTb paclunpeHmne «*.txt»;
e KaXAbl/ ,OMEH YKa3blBaeTCA B OTAE/bHOWN CTPOKE;

e He gonyckaeTcs ykasbiBaTb npoTokon (http://, https://).

Mpumep cogepxmnmoro danna:

ya.ru
mail.ru
vk.ru

3arpy>xaemble dannbl COXPaHATCA B AnpekTopunm
/config/files/configuration/app-control/domains/.

3. TNocne 3aBepLueHMsa BBOAA UAN 3arpy3Ku AaHHbIX HaXkaTb KHONKY «/L06aBUTb>»
(cM. PucyHok — [lobaBaeHne JOMEHOB B CMUCOK BJ10KMPYEMbIX).
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9 ® Agpec O aiin
© BHumakue!
H u BTOuen

Bsenure nomen

I pators App Control, IDPS A
Mpw BxcnioseHIN KoHTPORA MPAND

WA KGHTPONS PANCIEHWI W BCE SOMEHS! 43 CTICKA KOHTPORS AGMEH0S ByayT 536rIoKMpOsaHs: mail.ru

CraTyc KOHTPONA NPUNOMEHWi U ACMEHOS + JoGasuts

KoHTpone npunomenui
+ Jlobasute

2, Kateropwn v

Kateropua TpHnoMeHHA

TlorUpoBaHMe COBLITHi KOHTPONA AOMEHOB

HKoTpons Aomenos

o]

Tun Wua gaitna/gomen Cogepmumoe

PucyHok — [lobasseHue domeHo8 8 cnucok 610KUpyemMblx

Mpumeuanue:

Ecnv DNS-cepBep, NCNonb3yeMblii KIMEHTOM, PacnoioXXeHHbIM 3a cuctemon ARMA
CreHa, otnmyaetcs or DNS-cepBepa, npMeHseMoro caMou cucteMowm, To 610KknpoBka
no Bcem IP-agpecam pgomeHa He rapaHTupyeTca. B aTom ciyvae uacTb pecypcos,
CBfA3aHHbIX C AJOMEHOM, MOXEeT OCTaBaTbCs AOCTYMHOW, MOCKOAbKY He Mojnajaet noj,
Aencteme GUAbTPaALMOHHON NOANTUKM.

YaaneHne AOMEHOB U3 cnncka 610KMPOBKN

[na ynaneHns ofHOro i HECKONbKMX JOMEHOB M3 cnncka 6J1OKMPOBKN TpebyeTcs
B Tabnvue «KOHTponb AOMeEHOB» YCTaHOBUTb GiaXkkm B uyek-bokcax cneBa OT
COOTBETCTBYHOLLMX 3anncen (LOMeHOB nau GparaoB co CNMCKaMn JOMEHOB) U HaXaTb
KHONKY «YAanutb». B noABMBLUIEMCS ANaNOrOBOM OKHE MOATBEPAUTL OMepaLiuio.

YpaneHuo nognexar TONbKO 3anmcn B KOHGUIypaunoHHOM dainne. 3arpy>KeHHble
TekcToBble daisibl C JOMEHaMM OCTakOTCA B CMCTEME.

AxtuBauusa cnyXx6bbi «<KoHTponb gomeHoOB»
[nsa BkaroueHns cny>kbbl «<KoHTpoab aomMmeHoB>» TpebyeTcs:

1. [Jo6aBuTb AOMEHbI, AOCTYN K KOTOPbIM JOJIXKEH OblTb OrpaHNYeH, B CMINCOK
610KnpyemMbIx.

2. YctaHOBUTb nepekatoyaTesb «CraTyCc KOHTPONA TMNPUIOXKEHUA ¢
AOMEHOB>» B NoJioXeHune «BkatoueHo» (cM. PrucyHok — BkatoyeHune cayxbebl
«KOHTPO/Ib NPUAOXKEHUN» N «KOHTPOIb AOMEHOBY).

MNocne BbINONHEHWS yKa3aHHbIX AEUCTBUK cayxba HaumHaeT obpaboTky Tpaduka
COrNacHO NoAnTUKe GUAbTPaLMM JOMEHHbBIX MMEH.
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NorupoBaHue cobbiTnii

Mo ymMonuyaHWIO NOrmpoBaHWe COObITUIW, CBA3aHHbIX C OGAOKMPOBKOW [OMEHOB,
oTK/NtoueHo. [lna  ero akTMBauum HeobXOAMMO nepeBecTM MepektoyaTesb
«JlornpoBaHue co6bITU KOHTPONA AOMEHOB» B MOJOXeHME «BkaoueHo» u
HaXaTb KHOMNKY «COXpaHUTb», PacnoOIOXEHHYIO B MPaBOM BEPXHEM Yry 3aroaoBKa
pa3gena «KOHTponb NpuAoXKeHUn U AOMEHOB».(CM. PucyHok — BkaroueHue

JIOTMPOBaHNA COBLITUN KOHTPOASA AOMEHOB).

[ R—— p— -]

@ Brnmanne!
Onn paGots App Control, IDPS aon:
Ipw exnouerMM KOHTPONR NpARONE:

WK KOHTPONA MPANOXEANSE M BCE AOMENSI 13 CTICKE KOHTPONA AOMEH0S ByayT Sa8noKWpOEaHSL

CTaTyC KOHTPONA NPUNOMEHM U AOMEHOB
KoHuTponb npunoxexHui

+ [oGasuTe

% Kaeropua v

Kateropua Mpunomenua

0-0 13 0 k4

Rorposausa cosurs oo somence| & |

KoHTponb fomeHoB

+ [oGasuTe

Tun Mua daitna/gomen Conepxumoe

Anpec mail.ru

PucyHok — BknroueHue n102uposaHus cobbimuti KOHMpo/isi 0OMeHo8

[Mocne BkAKOUEHMUSA napaMmeTpa BCe CO6bITI/IF|, BO3HMKakoLWme rnpun nonbiTkax 40CTyMna
K 3a6J'IOKI/IpOBaHHbIM AOMEHaM, CI)I/IKCI/IpyI-OTCﬂ B rno6asbHOM KypHane CUCTEMBbI.

[na npocmoTpa 3anncen HeobxoAMMO NepenTn B Nogpassen «Jlorm mexxceTeBoro
3KpaHa» pasgena «HacTpoiikn MmeXxceTeBoro akpaHa».
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9 DR.WEB

Cepsuc Dr.Web nos3Bonser ¢ nomowbro Beb-MPOKCM OCyLecTBAATb 3axBaT W
cKaHupoBaHue npokcupyemoro tpadpuka HTTP n HTTPS Ha npeameT Hannumsa Bupycos,
BPEAOHOCHOro MporpamMMHOro obecneveHua n apyrmx yrpo3s. [JonosHUTeNbHO CepBuc
obecneumnBaeT duabTpaymto Tpaduka B COOTBETCTBMM € Ha3aMm JaHHbIX HeXenaTe/bHbIX
BPEAOHOCHbIX PEeCypCcoB M TeMaTMyeckux KaTeropui, a Takke B COOTBETCTBMM C
NoNb30BaTeNbCKUMU MpaBuIaMu, peaansyemMmbiMu nocpeactsom moaynaa ICAPD.

Cepsuc Dr.Web nHterpuposaH B cuctemy ARMA CreHa.
Mpumeuanne:

Ana dyHkumoHnpoBaHua cepsuca Dr.Web tpebyeTca katou akTmBau My ANLEH3NN.

[Ansa nepexosa B pasgen «Dr.Web» Heobx04MMO BbINOAHUTL CAeAyHOL e AeNCTBUS:
1. B crnvcke NCTOYHMKOB OTKPbITb KAPTOUKY HEO6XOANMMOro NcTouHnka «NGFW».

2. B kaprtouke ncrtouyHuka Bbibpate Moaynb «Dr.WEB» (cm. PucyHok — OkHO
HacTpoek cepsuca Dr.Web).

72.16.230.100 o gy Mectpom DU

Komurypaunn

Nores nonssosaten

....................................
vvvvv

‘‘‘‘‘‘

m
.
¥
!

o

£

3
2
£

PucyHok — OkHo Hacmpoek cepsuca Dr.Web

MpumeHeHne u coxpaHeHne HacTpoek Dr.Web

MNMocne 3aBepLUEHNs HACTPOWMKM BCEX HeObXOoAMMbIX MapameTpoB B MoOApasjenax
pa3gena «Hacrpoiiku Dr.Web» Heob6xoAnMMO COXpaHWUTb BHECEHHbIE M3MEHEHMUS.
[na 3TOro cnepyet HaxkaTb KHOMKY «COXpaHWUTb», PACrONIOXEHHYHO B MPaBOM
BEPXHEM Yrny 3aronoBka pasgena «Hacrpoinku Dr.Web».

MNocne HaxkaTns KHOMKM OTKPOETCA OKHO NoaTBepXaeHNA «CoXpaHUTb U3MEHEHMUA
KoHpurypaumum». [Ina NpoOAO/IKEHNA W MNPUMEHEHUs HacTpoek Heobxoanmo
NOATBEPANTb AENCTBME, HaXKaB KHOMKY «COXpPaHUTb» B JaHHOM OKHe (CM. PucyHok
— [prMeHeHue 1 coxpaHeHWE HAaCTPOEK).
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Tonbko Moc/ie yCnewHOoro MOATBEPXAEHUA BCe M3MeHeHWs OyayT CcOoXpaHeHbl U
aKTUBMPOBaHbI B TekyLlen koHourypauumn cuctemsl ARMA CreHa.

C_1
o

PUCyHOK - HpumeHeHue u coxpaHeHuUe Hacmpoek

MNpn HeObXOAMMOCTN OTMEHWUTb BCE HEMPUMEHEHHbIE HAaCTPOMKN CaefyeT HaxaTb
KHONKY «OTMeHa», pacnoJ/IoOXXeHHY0 B BEPXHEM MPaBOM YI/y 3arojioBka paszena
«Hactponikn Dr.Web». B 31om cnyyae koHourypauma pasgena «Hacrpoukm
Dr.Web» byaet oTkataHa kK nocnesHeMy COXPaHEHHOMY COCTOSHUIO.

9.1 BkaroueHue Dr.Web

[nsa BkatoueHns cepsuca Dr.Web Heob6xoaMMO BbINONHUTL CeayroLLne AeNCTBUS:

1. Hactpoutb npokcu-cepsepa B 060M M3 JOCTYMHbIX PEXUMOB (CM. pasgen
«Mpokcn-cepsep» pykooactBa nonbzoatess ARMA Crena CLI-vHTepdeiic).

2. BbinonHutb HacTponky ICAP uvepes CLI-uHTtepdenc (cm. pasgen «Mapamertpsbl
ICAP-knueHTa» pykoBogcTa nonb3oBatens ARMA CreHa CLI-nHTepdenc):

# MpyMep HaCTPOWKM:

set service webproxy icap-client enable

set service webproxy icap-client remote-address 127.0.0.1
set service webproxy icap-client remote-port 1344

set service webproxy icap-client request location regmod
set service webproxy icap-client response location respmod

# NpUMEHUTb 1 COXPaHUTb KOHOUIypaLmio:
commit
save

3. B pa3gene «Hactpoiikm Dr.Web» Beb-nHTepderica nepentn B nogpaszen
«KoHdurypauma».
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4. TlepeBectn nepekntovatens «Cnyxba Dr.Web» B akTnBHOe cocTosiHMe.
MepekntoueHne napametpa «Dr.Web ICAPD» BbinonHAeTCA aBTOMaTMyecku B
COOTBETCTBUN C COCTOsIHMEM Nepekatovatensa «Cnyx6a Dr.Web».

5. Haxatb KkHOnKy «CoxpaHWTb», YTObObl NMPUMEHUTb U3MEHEHMA N COXPaHUTb
HacTpomku (cM. PucyHok — BkatoueHwne cepsuca Dr.Web 1 komnoHeHnTa Dr.Web
ICAPD).

Hacrpoms DrWeb o))

PucyHok — BknroueHue cepsuca Dr.Web u komnoHeHma Dr.Web ICAPD

9.2 JinuensuposaHue Dr.Web
Mpumeuanne:

Mepeg akTBaymen npoaykta Dr.Web Gateway Security Suite Heo6x0a1MMO BKHOUNTD
cny>6y Dr.Web.

MNpaBa nonb3oBaTens Ha wucnosnb3oBaHwe konun Dr.Web Gateway Security Suite
MNOATBEPXAAIOTCA W PErYANPYIOTCA AULEH3MEN, NMPUOOPETEHHON MoJ/b30BaTeneM Yy
koMnaHun «Jloktop Beb» man eé napTHEpoB. [MapameTpbl ANLEH3MW, peryanpyrolime
NpaBa No/sb30BaTe/s, yCTaHOBJ/IEHbI B COOTBETCTBUM C JINLLEH3NOHHbBIM COrNaLlleHneM (CMm.

https://license.drweb.com/agreement/), ycnosuma KOTOPOro NPUHMMaKOTCA
nosb3oBatenem npu aktmeauunm Dr.Web Gateway Security Suite B cucteme ARMA
CreHa.

NmeeTca Takxke BO3MOXHOCTb aKTUMBMpPOBaTb Ana npuobpetéHHon konvn Dr.Web
Gateway Security Suite pemoHcTpauuMoHHbIN nepuoa. B 3tom cnyuae, ecm He
HapyLleHbl YCIOBMA akTUBaLMM 4EMOHCTPALMOHHOIO Neproja, Noab3oBaTeib nosyyvaeT
NpaBO Ha MoaHoueHHOe ncnonb3oBaHve Dr.Web Gateway Security Suite B TeueHune
AEMOHCTPaLMOHHOIO nepuoaa.

Kaxxgon nvueH3nm Ha Mcnonb3oBaHWe MPOrpaMMHbIX MPOAYKTOB KoMnaHuu «/okTop
Be6» comoctaBneH yHMKanbHbIA cepuiHbiM HOMep, a B cucteme ARMA CreHa c
NNUEH3MeEN CBA3bIBAETCA CrneumanbHbii Gana, peryampyowmin paboty KOMNOHEHTOB B
COOTBETCTBUM C napameTpammn avueHsnn. OH Ha3biBaeTCA JNNLEH3NOHHBIM KNHOYEBbIM
davinom. [py akTMBaUMW AEMOHCTPALMOHHOIO nepuoja TakXe aBTOMaTU4YecKu
dopmMupyeTcs cneumanbHbIi KntoueBour dania, Ha3biBaeMbI AE@MOHCTPALMOHHbIM.
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B cnyuyae oTcyTCTBMS Yy MOAb30OBaTENs AENCTBYIOLWLEN AULLEH3MM UAN aKTUBUPOBAHHOTO
AEMOHCTPALMOHHOTO NepuoAa, aHTUBMPYCHble GyHKUMM KOMMNOHeHToB Dr.Web
Gateway Security Suite 610knpyroTCA, KPOME TOrO, HEJOCTYMEH CEPBUC PerynsapHbIX
OOHOBIEHMI BUPYCHbIX 6a3 ¢ cepBepoB 0OHOBAEHNIN KOMMNaHuK «[lokTop Beb».

MNocne NoayyeHUs NNLLEH3NOHHOIO KatoueBoro darna ana npoaykra Dr.Web Gateway
Security Suite Heobxoanmo nepeHectu ero B cuctemy ARMA CreHa. [Jns 3Toro cnepyet
BbIMOJ/IHUTb CeAytoLLMeE fEeNCTBUS:

1. B pa3gene «Hactpoitiku DrWEB» nepelitn B nogpasgen «JiuueHsus».
2. B none «®ann knroua IMLLEH3UN:» HaXXaTb KHOMKY «3arpy3ntb».

3. B oTkpbiBLEMCA OKHe BblbpaTb JMLEH3MOHHbIM KatoueBon dann Dr.Web um
Ha>kaTb B OKHe KHOMNKY «OTKpbITb» (CM. PrucyHok — JlnueHsnposanus Dr.\Web)

HacTpoi Dr.Web

Harepurypayun

Nugessun

[L—— N — [ I 9
AHN K04 NHYEND) -

Hioas painss | agentkey

1©-

PucyHok — J/luyeH3uposaHusa Dr.Web

4. Tlocne ycnewHOW 3arpysku kawyeBoro danna cratyC AULEH3MM B MOJe
«JlueH3ua» N3MeHNTCA Ha «AKTUBHa», 1 byset oTobpaxeHa nHdopmaLms o
CPOKe AeUCTBMA AnLLeH3umn (cM. PucyHok —Mepunog aencreua anuensnm Dr.\Web).

Niussann

(@ Kwou mowerom O yeneusio aosaenes! X

PucyHok — lNepuod deticmeaus auyeHsuu Dr.Web

Mpumeuanne:

Knroueson davin Dr.Web XpaHuUTCA B KaTasore
/config/files/configuration/third-party/service/drweb/gss/license/.
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Yaanenue nanueHsmm Dr.Web

Mpu HeobxoammocTu yaaneHus nvueHsun Dr.Web cneayetr nepentn B noapaszen
«JlnueH3ua» N HaxkxaTb KHONKY «YAanuTtb» B nose «Pann karoua amueHsnm». B
NOABMBLLEMCA ANANIOTOBOM OKHE MOATBEPAUTL YAaNeHNe NNLEH3NN, HaXKaB KHOMKY
«Ypanntb» (cM. PucyHok — Ypanenue nuvuensuvm Dr.Web). Mocne BbinoaHeHUA

AaHHOW onepauunn avueHsna DrWeb 6yaer geakTvBupoBaHa, a KaroueBon dann
dusnyeckn yaanén ns cuctembl ARMA CreHa.

]
(1]

Brumanue!

Bus nefcraurent:
agent.key?

o

PucyHok — Y0aneHue nuyeHsuu Dr.Web

9.3 KoH¢urypauusa Dr.Web ICAPD

KomnoHeHT Dr.Web ICAPD ucnonb3yet npotokon ICAP (Internet Content Adaptation
Protocol, RFC 3507) gna B3anMozencTBus € BHELWHMM No oTHoweHuo kK Dr.Web npokcu-
cepBepoM, 06CayXnBarOLWMM COeANHEHMA Y310B JI0KalbHOW CETU C Beb-cepBepamu no
npotokony HTTP/HTTPS.

KomnoHeHT Dr.Web ICAPD npeaHa3HaueH gns nogkatoueHma no npotokony ICAP k
npokcu-cepsepy cuctemMbl ARMA CreHa, yCTaHOBNEHHOMY Ha LUHO3E, Yepe3 KOTOpbIn
NOoNb30BaTeNN JOKAJbHOW CETU OCYLLEeCTBASAIOT BbIXOA B MHTepHeT. [lpokcun-cepsep
ncnosbsyet Dr.Web ICAPD B kauecTBe BHelLuHero ¢uabTpa, nepesaBas eMy Ha aHan3 Kak
HTTP-3anpockl nonb3oBaTenein, Tak n OTBeTbl OT YAaNEHHbIX Be6-cepBepoB.

Ecnm pocTyn K pecypcy BO BHELLIHEN CceTu JOoMKeH ObiTb 3anpeLléH, 1Mbo nepesaBaemMble
AaHHble (3aMpoC MAM OTBET) CoAepkaT Yrpo3y AMbo He MOryT ObiTb MPOBEPEHbI MO
npuunHe Bo3Hukwen ownbkm, DrWeb ICAPD nHuummpyeT BO3BpaT MNPOKCU-CEPBEPOM
nosb3oBatento HTML-cTtpaHuubl ¢ nHbopmaumen o 61OKMPOBKe.

Ans HacTpovikm napametpoB komnoHeHTa Dr.Web ICAPD Heobxogumo B pasgene
«Hacrpoiikn DrWEB» nepeiitn B nogpasgen «Konepurypauma» (cm. PrucyHok — OkHO
kKoHPurypaumm Dr.Web ICAPD):
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nnnnnnnn orviee

Cncox pexnam

PucyHok — OkHo koHgpuzypayuu Dr.Web ICAPD

Mogapazgen «KoHpurypaumsa» coctout 13 ciesyroLmx 6J10KoB:

«O6LWwue HaCTPONKN»;
«benbin cNucok»;
«YEpPHbIN CNNCOK>;
«CnNncokK pexknam»;

«HacTpoiikn 610knpoBoOK»;

9.3.1 O6wme HacTpoOMKkun

Bnok HacTpoek «O6Lme HaCTPOUKM» BK/IHOUAET OCHOBHbIE MapaMeTpbl KOHbUrypaumm
komnoHeHTa Dr.Web ICAPD (cm. PucyHok — O6uime HacTtporku Dr.Web ICAPD):

165

«Dr.Web ICAPD>» - Bk/toUeHMe nam otkarodeHne komnoHeHTa Dr.Web ICAPD.
Mo yMOn4YaHMO KOMMOHEHT OTK/IFOUEH.

«BBPVICTVI‘-IGCKVIFI aHa/n3» - UNCMNONb30BaTb WU He WCNo/ab30BaTb

3BPUCTUYECKMA aHaAn3 ANA MOWUCKa HeM3BeCTHbIX Yrpo3. o ymonyaHuio
3BPUCTUYECKMIA aHANN3 BKIHOYEH.

«MpeaBapuTeIbHbIA MPOCMOTP» - BKIHOUUTb MU OTKAOUUTE pexnm ICAP
preview ana DrWeb ICAPD. T[lpegBapuTenbHbli MPOCMOTP MO3BOAAET
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166

aHTMBUPYCY BbICTPO OUEHUTb codepxumoe darina 6e3 BbIMONHEHMA MONHOTO
aHanmsa. OCHOBHas uenb — ONTMMK3aUma npousBoguTensHocTn. Ecan dann
ABHO 6e30MmaceH WMAM He MpeacTaBAfseT WHTepeca ANA feTanbHOro aHaiv3a,
aHTMBMPYC MOXEeT MpOnyCcTUTb ero MoJAHy npoBepky. [1o ymonuaHuto
npesBapuTebHbIA MPOCMOTP BKAFOUEH.

«Kop, oTBeta 204» - BO3BpaLwaTb kog oteeTa 204 He ToNbKO B pexume |CAP
preview. [lapameTp nO3BOASET OMTUMMU3NPOBATb B3aVMMOZEUCTBME MEXAY
npokcu-cepeepom un Dr.Web ICAPD, nsberas HeHy>XHOW nepesaun AaHHbIX,
ecan dann uan Tpaduk npusHaH 6e3onacHbiM. 1o ymonuyaHWIO MNapameTp
BKJIFOUEH.

«IP-appec» - IP-agpec B dopmaTe <x.x.X.x>, npocaywmsaembin Dr.Web ICAPD
B OXMAAHWMM MNOAKAOYEHUA OT npokcu-cepsepoB HTTP. Mo ymonyaHuto
ncnonbsyetca IP-agpec «127.0.0.1».

«MopTt» - noprt, npocnywmeaembin Dr.Web ICAPD B oxXuaaHuy NOAKAOYEHNIA
oT npokcm-cepBepoB HTTP. BO3MOXHO yka3aTb 3Ha4eHue B Anana3oHe oT «1»
A0 «65535». Mo ymonuaHunto ncnonbsyetca NopT «1344».

«TaliM-ayT CKaHMPOBAHUA» - 3HAYEHMe TaM-ayTa B CEKYyHJax Ha MPOBEPKY
oaHoro ¢avna no 3anpocy Dr.Web ICAPD. Bo3MoOXHO yka3aTb 3HaueHue B
AvanasoHe ot «1» o «3600». Mo ymonyaHuto ncnonb3yerca 3HaueHne «30».

«MakcMManbHbIA YpPOBEHb BJIOXKEHHOCTU MCMNOJIHAEMbIX ¢aninoB» -
BO3MOXHO YyKa3aTb 3HayeHue B AnanasoHe oT «0» go «1000». Mo ymonyaHuto
ncnonblyetca 3HadeHune «8». 3HadeHue «0» ykasblBaeT, UTO BJIOXKEHHbIE
obbekTbl He npoepatoTcA. [log 3amakoBaHHbIM OHGBEKTOM MOHMMaeTCH
MCMONHAEMBIN KOZ, CKaTbl MPY MOMOLLM CreLnann3vpoBaHHbIX MHCTPYMEHTOB
(UPX, PELock, PECompact, Petite, ASPack, Morphine n ap.). Takne ob6bekTbl
MOryT BK/JKOYaTb Apyrne 3amnakoBaHHble O6beKTbl, B COCTaB KOTOPbIX Takxe
MOryT BXOAWTb JpYyrve 3anakoBaHHble O6beKkTbl, W T. 4. 3Ha4yeHue 3TOoro
napameTpa YCTaHaBAMBAET MNpeAe/bHbii YPOBEHb MEPapXMn BJIOXKEHHOCTH,
noc/ie KOTOPOro 06BbEKTbl BHYTPU 06BEKTOB He ByayT MpOBepPATHLCS.

«MaKcMManbHbI YPOBEHb BJIOXKEHHOCTU apXMBOB» - BO3MOXHO YyKa3aTb
3HaveHve B amanasoHe oT «0» go «1000». o ymonuaHuo MCnoab3yeTcs
3HaueHne «0». 3HaueHWe 3TOro napameTpa YyCTaHaBAMBaeT npeaenbHbIN
YPOBEHb Mepapxmm BAOXKEHHOCTH, MOC/E€ KOTOPOrO apXMBbl BHYTPU apXMBOB He
6yayT NpoBepATbCA.

«MakcuMmanbHbIi YpPOBEHb BJIOXKEHHOCTU TMOYTOBbIX COO6GLWLEHMN» -
BO3MOXHO YyKa3aTb 3HaueHue B aAnana3oHe oT «0» o «1000». Mo ymonyaHuto
Mcnonb3yeTtcs 3HaueHne «0».
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Kowdmrypaunn

OBuyHe HACTPOAKK

1344

Taitm-ayT CRAHKPOBANMA

«MakcMManbHbIA YpPOBEHb BJIOXKEHHOCTU KOHTEMHEPOB» - 3HayeHue
MakCMManbHOTO YPOBHA BJOXEHHOCTM ANA  APYrUX TUMOB OOBEKTOB C
BAOXeHNAMN (Hanpumep, cTpaHuubl HTML, dawnnbl jar n gp.). BoamoxHo
yKa3saTb 3HaueHuve B Anana3oHe ot «0» o «1000». Mo ymonyaHuio ncnoab3yerca
3HauveHne «8».

«MakcMmanbHasa cTeneHb COKaTUA 3anakoBaHHbIX 06bEKTOB» - BO3MOXHO
yKa3aTb 3HayeHwe B JAuanaszoHe o1 «2» ao «10000». Mo ymonuaHuto
ncrnonbsyercs 3HauyeHuve «500». Ecam cteneHb ©katus obbekTa MNpeBbICUT
yKa3aHHyt0 BeNnMuMHy, OH OyaeT nponyweH npuv MNpoBepKe JAaHHbIX,
MHULMMpPOBaHHOW no 3anpocy Dr.Web ICAPD.

cTenens caaTHA ofwexton’

PucyHok — Obuwjue Hacmpouku Dr.Web ICAPD

9.3.2 Benblii cNUCOK

Bce pomeHbl, sobaBneHHble B Henbii cnvcok, byayT AOCTYNHbI ANA Nonb3oBaTesnen H6e3

OrpaHUYeHU, HE3aBUCMMO OT UX MPUHAAIEXHOCTU K KAaTEropmUsM HexXesaTesbHbIX Be6-
pecypcoB. [locTyn pacnpoCcTpaHAeTCs TakKe Ha BCe NOALOMEHbI YKa3aHHbIX JOMEHOB.

Ana pobaBneHus pomeHa B 6enbii CNMCOK HEOBXOAMMO BbIMOJHUTL Chaefytoline
JEeNCTBUS:

1.

167

B naHenn wuHCTpymMeHTOB 6n0ka «benbld CNMCOK» HaXaTb KHOMKY «+
Job6aButb».

B oTkpbiBleMcs okHe «/lo6baBuTb pecypc 6enoro cnucka» B rnone
«flomeH/nyTb» BBecTM URL-agpec mav nytb Kk pecypcy. URL-agpec moxer
coZep>XaTb CUMBOJIbl KUPUAIMYECKOrO U NAaTUHCKOro andasBuTOB, a Takxe
undpbl. B Nyt gonyckaetca ncnonb3oBaHue caegyrowmx cmmeosos: & - = "
Ne;%:2*()_+<>[1{}/\|,. ' @#$ " ~",

HaxaTb KHONKy «/Lo6aBUTb» AN COXpPaHEHUS HOBOrO pecypca B CMUCOK (CM.
PucyHok — lobaBaeHne gomMeHa B 6enbl CNUCOK).
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Io6aeuts pecypc 6enoro cnucka

0 Homen/nyTe’ e
(3]
PucyHok — [lobasneHue domeHa 8 besbili cnucok
Mpumeuanue:

Ncnonb3oBaHune 6esnoro cnuvcka, onpeaenseTca npasuaaMy ynpaBaeHUsa JOCTYNOM K
Beb-pecypcam, HacTpoeHHbiMK ana Dr.Web ICAPD.

B npaBunax, 3agaHHbIX MO yMOAYaHMIO, obecneymBaeTcs NpejocTaBaeHMe AOCTyrna K
AOMEHaM 1 KX NoAAOMEHaM, BKAKOYEHHbIM B 6Genblid CNUCOK, HEe3aBUCUMO OT WX
NPUHAANEXHOCTU K BNOKMPYEMbBIM KaTEropusiM BeO-pecypcoB, OnpesenéHHbIX B 610ke
«HacTtpoukn 610kupoBoK». Kpome TOro, npaBuna no ymoa4daHuto obecneumBarot
NPOBEPKY JAaHHbIX, 3arpy>aemblX C JAOMEHOB W3 6enoro cnucka, Ha Haauuue
NOTEHLMaNbHBIX YTPO3.

Ans pepakTvpoBaHua foMeHa B 6e10M cnncke Heob6XoAMMO BbibpaTb COOTBETCTBYHOLLYHO
3anunch, WwénkHys no Heu JIKM. B oTtkpbiBlwemca okHe «M3meHUTb pecypc 6enoro
cnucka» BHectn u3MeHeHna B URL-agpece wam nytm Kk pecypcy. [lo 3aBeplueHuto
peAakTMpoBaHMa HaxaTb KHONKY «3MeHUTb».

Ana ypaneHns gomeHa v3 6enoro cnucka Heo6xoAMMO BbIbpaTb OAHY MAN HECKOIbKO
COOTBETCTBYHOLLMX 3aMMUCEN, yCTaHOBMB (GIadkKoK B Yek-boKce cneBa OT 3HaYEHUS JOMEHA,
M HaXaTb KHOMKY «YAa/AUTb» Ha MaHeNn MHCTPYMEHTOB. B OTKpbIBLUEMCS OKHe,
NOATBEPANTb YAa/leHNE HaXkaTVeM KHOMKN «YAanuTb».

9.3.3 YépHbIK cnncok

Bce someHbl, sobaBaeHHblE B YEPHBIN CNNCOK, ByayT HEAOCTYMHbI ANA NONb30OBaTeNen,
He3aBMCUMO OT MX KnaccupurKaLumm B pamMkax KaTeropui HexenaTesbHblx Be6-pecypcos.
BaoknpoBka pacnpocTpaHAeTCca Tak>ke Ha BCe MNOAA0MEHbI YKa3aHHbIX JOMEHOB.

Ana pobaBneHvAa JOMeHa B UYEPHbIA CMMCOK HEObXOAMMO BbIMOJHUTL Chaeayroline
AEeNCTBUSA:
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1. B naHenn WHcTpymMeHTOB 6n0Ka «YEpHbIA CAMCOK» HaXaTb KHOMKY «+
Ao6aBuTtb>.

2. B otkpbiBweMcs OkHe «/lo6aBUTb pecypc UYEPHOro cnucka» B TMoje
«flomeH/nyTb» BBectM URL-agpec wam nytb K pecypcy. URL-agpec moxer
coZepxXaTb CUMBOJIbl KUPUNJIMYECKOTO U NAaTUHCKOro angasBUTOB, a Takxe
undpbl. B Nyt gonyckaerca ncnonb3oBaHue caeayrowmx cmumeonos: & - = "
Ne;%:2*()_+<>[I{}/\|,. ' @#$ " ~"

3. HaxaTtb KHOonKy «/Lo6aBUTb» AN COXpPaHEHNS HOBOrO pecypca B CMUCOK (CM.
PucyHok — lobaBneHne goMeHa B YEPHbIW CANCOK).

JNoBaBUTh pecype YepHOro cnkeKa

HomeH/nyTe’
[=-1¢ o
o (3]
PucyHok — [lobasneHue domeHa 8 YEpHbILU CNUCOK
Mpumeuanue:

Ncnonb3oBaHMe YEpHOro Cnuncka, onpeaenseTcs npaBuaaMu ynpaBaeHus 4OCTYNOM K
Beb-pecypcam, HacTpoeHHbiMK a4 Dr.Web ICAPD.

B cooTBeTCcTBMM C nNpaBuaamMu, 3ajaHHbIMW MO YMOJYAHWUIO, AOCTYN K AOMEHaM U nX
noAZoOMeHaM, yka3aHHbIM B YEPHOM crnncke, baokupyetca. B cayuae, ecam ogmH mn 10T
Xe AOMeH GpurypupyeTt kak B 6enoM, Tak U B YUEPHOM CMMUCKE, MPUMEHSETCA NPaBUIO
610KMPOBKY, N JOCTYN K JOMEHY OrPaHNYMBaETCS.

Ana  pejakTMpoBaHMA AOMeHa B YEPHOM  Cnucke Heobxogmmo  BbibpaTtb
COOTBETCTBYHOLLYH 3anuch, WwénkHyB no Her JIKM. B otkpbiBlieMcs okHe «M3MeHuTb
pecypc 4épHoro cnucka» BHecTU n3MeHeHua B URL-agpece vam nytn k pecypcy. lo
3aBepLUEHMIO PeflaKTUPOBaHMA HaXaTb KHONKY «M3MeHUTb».
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Ana yaaneHua soMeHa 13 YEPHOro cnvcka HeobxoanMmMo BbibpaTbh OAHY WM HECKOIbKO
COOTBETCTBYHOLLMX 3aMnCeN, yCTaHOBMB G1adkoK B Uek-boKce cneBa OT 3HaYEHUs JOMEH3,
M HaXaTb KHOMKY «YAa/UTb» Ha MaHenn MWHCTPYMEHTOB. B OTKpbIBLUEMCS OKHe,
NOATBEPAUTb YAaNeHNe HaxKaTMeM KHONKU <Y AanuTb».

9.3.4 Cnucok pexknam

Cnncok perynspHbIX BblpaXeHWn ana onvcaHus Beb-camtoB. URL, COOTBETCTBYHOLLNNA
NoOOMYy 13 perynsapHbIX Bblpa>keHWM, YKa3aHHbIX B JaHHOM Cr1cKe, knaccuduumpyercs
KakK pekaaMHbIN.

[Ana pobaBneHns perynsipHbiX BblpaXkeHU B CIUCOK pekaaM HeOHXOAMMO BbIMOJHUTb
cneayrolme fencTBUS:

1. B naHenn MWHCTpymMeHTOB 6/10ka «CAMUCOK peKksamM» HaxaTb KHOMKY «+
Job6aButb».

2. B otkpbiBwemcs okHe «/lo6aBUTb pecypc CMUcKa pekiam» B MoJe
«PerynapHoe Bbipa)xeHMne» BBECTW 3HaYeHue PerynsapHoOro BblpaXkeHus.

3. Haxatb kHonKy «/l06aBuUTb» [N COXPaHEHVUA HOBOTO pPery/ifapHoro
BbIPa>XeHWA B CNMNCOK (CM. PucyHok — [lobasneHvie foMeHa B 6eblid Cnvcok).

Mo6aBHTE pecype CNHUCKa pexnam

PerynapHoe BbIpakKeHue" |9
(3]
PucyHok — [lobasneHue domeHa 8 besbili cnucok
Mpumeuanue:

Ncnonb3oBaHWe cnvcka peknam onpesensieTcs npaBuaamMu yrnpasieHUs AOCTYNoM K
Beb-pecypcam, HacTpoeHHbiMK a4 Dr.Web ICAPD.
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B npaBwunax, 3agaHHbIX N0 ymMonyaHuio, aoctyn K URL 13 gaHHOro cnucka 3anpeLlaercs
TONbKO B CAy4ae, e AOMEHbI, Ha KoTopble ccblnarotca 3t URL, He gobaBneHbl B
6enbi Cnmcok.

Ana pefakTMpoBaHUA perynspHoro BblpaXkeHusa HeobxoaMMOo BbIOpaTh
COOTBETCTBYHOLLYHO 3anuch, WwénkHys no Hen JIKM. B otkpbiBleMca okHe «M3MeHuTb
pecypc cnucka peksiam» BHECTU M3MeEHeHMUA B rnoJie «PerynsapHoe Bbipa)keHue». 1o
3aBepLUEHMIO pefakTUPOBaHMA HaXaTb KHONKY «M3MeHUTb».

Ana yaaneHnsa peryasipHoro BblpaXkeHus 13 Ccnmncka peknam Heobxoammo BbibpaTb OAHY
WAV HECKONbKO COOTBETCTBYHOLLUMX 3amuncen, YCTaHOBMUB Piaxkok B yek-Hokce cneBa OT
3HaUEHNA PEeryaspHOro BbIPaXEHWA, W HaXaTb KHOMKY «YAanutb» Ha MaHenu
MHCTPYMEHTOB. B OTKpbIBLIEMCA OKHe, MOATBEPAVTb YAaneHWe HaXaTVeM KHOMKWU
«Ypanutb».

9.3.5 Hacrpoiikn 610knpoBoOK

Bnok «HacTpoiiku 610KMpOBOK>» NO3BOASET HACTPOWUTL 3aMNpeT AOCTyna K pecypcam no
cneayrownm Kputepuam (cm. PucyHok — Hactpovikm 6aokmnposok Dr.Web ICAPD):

® «/laHHble, coaepiKalyue HeM3BECTHYHO Yrpo3y» - N0 YMOAYaHMIO BKJIOYEHO;
® «JlaHHble, coaepiKalyne N3BECTHYIO YIPo3y> - MO YMONYAHWUIO BKIHOYEHO;

® «CanTtbl, copepxkaiume BpegoHocHoe MO» - No yMONYaHUIO BKAKOYEHO;

® «HepekomeHayeMble CalTbI» - MO YMOJYAHUIO BKAHOYEHO;

® «[laHHble, coAepiKalme peKsamy» - Mo YMONUYAHUIO BKAHOUEHO;

® «JlaHHble, coAepiKalne nporpaMmmMy A03BOHa» - MO YMOJAYAHMIO BKIOYEHO;
® «CalTbl, coaepiKale OHIaWH-UrPbI» - MO YMOJYAHMIO BKIKOUYEHO;

® «CalTbl aHOHUMaM3epbl» - N0 YMONYAHMIO BK/IHOUEHO;

® «CalTbl ANA MaiAiHMHIa KPUNTOBANIOT>» - MO YMONYAHWUIO BKIHOUEHO;

® «KOHTeHT Ana B3pOC/bIX>» - MO YMOAYAHUIO OTKIHOYEHO;

® «CalTbl, coepiKallime Hacuamne» - Mo yMOSHaHNIO OTKIHOUEHO;

® «CainTbl, NOCBALLEHHbIE OPYXXUIO» - MO YMOAYAHWNIO OTKIHOYEHO;

® «CainTbl, NOCBALLEHHbIE a3apPTHbIM UTPaM» - MO YMOJYAHWNIO OTKIHOYEHO;

® «CainTbl, NOCBALLEHHbIE HAPKOTUKAM> - MO YMONYAHWIO OTK/IOYEHO;

® «CaiiTbl, copep)Kaliue HeLeH3yPHYI0 JIeKCUKY» - MO YMOJYaHWIO
OTKNHOYEHO;

® «CanTbl C YaTaMU» - MO YMOJAYAHNIO OTKIHOYEHO;
® «CainTbl, NOCBALLEHHbIE TEPPOPU3MY> - MO YMOJYAHNIO OTKIHOYEHO;
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® «Cantbl ¢ 6ecnaaTHbIMM MOYTOBbIMMU caAyXXbamu» - MO  yMONYaHMIO
OTK/IFOYEHO;

® «CalTbl coOLMaibHbIX CETEN» - MO YMONUYAHWNIO OTKJIHOUEHO;
® «CaiiTbl C HapyLWeHNeM aBTOPCKMUX NPaB» - MO YMOJYaHNIO BKAKOUYEHO;
® «/laHHble, coaepikalue NPorpaMmmy-LyTKy>» - MO YMOJYAHNIO OTKJAHOUEHO;

® «[laHHble, cogep)kaline MOTEeHLMa/bHO OMacHylo MnporpamMmmy» - Mo
YMOJTYaHUIO OTK/IFOUEHO;

® «/[laHHble, cogepiKalwme NnporpaMmmMy B3/ioMa» - Mo YMOJAYAHUIO OTKIHOYEHO;

® «/[laHHble, KOTOpble He MOryT 6biTb NpoOBepeHbl» - MO YMOJYAHUIO
OTK/IFOYEHO;

® «CaunTtbl ANnA Noucka paboTbi» - NO yMOAYAHNIO OTKNHOYEHO;

HacTpoitkn 6noknposok

flanniie, conepxalue HemasecTHyo yrposy () CaliThl C HapyLUEHUEM aBTOPCKHX NPas CaliTel G GeCrnnaTHLIMM NOUTOBLIMM CRyXGanmm

flanniie, CoAGPKALLME HIBECTHYIO Yrposy Komtent Ana B3pocnkix CaiiTet CoumankHei cetedt

Caiitel, copepwalue spefoHockoe NO CaiiTu, conepxalyme Hacunue [lanHsle, COREpHAULMe NPOrPAMMY-LIYTKY
Hepekomenayembie caiTe: CaiTel, NOCBALLEHHLIE ORYHHIO [JaHHsIe, CORBPHAUME NOTEHUMANLHO QNACHYH0 NEOTPamMy
llanHbie, COAEPKALLME PeKnany CaiThl, NOCBALLEHHLIE A3APTHBIM HTpam [laHHbIe, COREPKAULME NPOPANMY B3NOMA

lanHsie, coaepkalLMe NporpamMMy 103BOHA CaiThl, NOCBALLEHHLIE HAPKOTHKAM JlaHHbIE, KOTOPLIE HE MOrYT BbiTh NPOBEPEH

Caftbl, conepmaline oHNARH-UrPbl CaiiThi, CONEDMALME HELEHIYDHYIO NEKCUKY CailTl ANA NoHeKa paBoTsl

Caiitel aHOHMMaF3EpLI GaiiTsl © watamm

CaifThi ANR MaRHWKTa KPMTTOBANIOT CaliTsi, OCBRILEHHSIE TEPPOPH3MY

PucyHok — Hacmpotiku 6a10kuposok Dr.Web ICAPD

Mpumeuanne:

B cnyuae nckntouenmsa pecypca n3 cnucka 6aokmnpyemoix Dr.Web, npu kotopom goctyn
K yKa3aHHOMY pecypCy He BOCCTaHaB/AMBaeTCs, TpebyeTca BbIMOAHUTb Mepe3anyck
koMmnoHeHTa DrWeb ICAPD. [ins 3T0ro Heo6XxoANMMO BPYUHYHO OTKAHOUUTb, a 3aTeMm
BHOBb BKNOUUTb KOMMNoHeHT DrWeb ICAPD. Tonbko nocne 3aBeplueHUs AaHHOro
AeNcTBMA obecneumBaeTcs KOPPEKTHOE MNpPUVMEHEHWE W3MEHEHUA B MOJUTUKE
duNbTPaLMn 1N BOCCTAHOBJIEHME AOCTYNa K pecypcy.

9.4 O6HoBneHue Dr.Web

Cnyx6a obHoBneHna Dr.Web npeaHasHaueH ana nonyyeHns obHOBAEHWI BUPYCHbIX 6a3
n aHTuBMpYycHoro sapa Dr.Web Virus-Finding Engine, 6a3bl kaTteropuin Be6-pecypcos, a
Tak Xe KomnoHeHToB Dr.Web Gateway Security Suite c cepsepoB 06HOBNEHUM
kKoMnaHumn «/loktop Beb».

B 3aBMCMMOCTM OT Hannums NOAKAKOYEHUs K ceTn VIHTepHeT AOCTynHbl caegyroline
MeTO/Abl OOHOBNEHUS:

® ob6HoBneHue uepe3 cetb MHTepHeTr — aBTOMaTM4yecKoe MOJyYeHVE W
YyCTaHOBKAa aKTyaJlbHbIX Bepcuhi KoMnoHeHToB DrWeb ¢ ucnonb3oBaHuvem
NHTEPHET-COEAVHEHWS;
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® pyuyHoe o6HoBneHue 6e3 pgoctyna Kk cetu WUHTepHeT — BbiMO/HEHMUE
obHoBAEHMA NYyTEM nMnopTa apxusa obHosaeHnn B cuctemy ARMA CreHa.

[Nna BKAHOUEHMSA, HACTPOMKM MapaMeTpoB U MPOCMOTPa UHOOPMALUM O MOC/AEAHEM
obHOBNEeHMM U Tekylen Bepcun Dr.Web Heobxoanmo nepeintn B pasgen «Hactpoiikm
Dr.Web» 1 BbibpaTth nogpazsen «O6HOBAeHNA» (cM. PvcyHok — O6HoBeHne Dr.\Web).

HacTpoiikm Dr.Web Ormennts

Komdpurypauma

Nuuensnr

ObHoBneHHR -

Crymba obuaensums
Texywan sepcua oGHOBNEHHA

Bepcun npoTokona: 11.1.16.2406170954 Jarpymeno BHpYCHBIX 633 JaNHbIX: 99 Bpemn nacneaHero ycnewsara obkosnensa: 10:25 30.06.2025

Bepcwn Anpa Dr.Web Virus-Finding Engine: 7.00.59.08040 Caenawo sanwced o Bupycax: 12538284 Bpemn 10:55 30.06.2025

®ain obkosnenun:  Japyzurs

HacTpoini 06HoBNEHHA

OBHCBNEHKE BECHA KoMNOHeHTOR Dr.Web Gateway Security Suite

MAKCHMANBHOB KONHUOCTBO PEIOHBH biX KONKA' Honu4ecTa NosToj PHBIX OMBITOR BBINOAKHTS O GHoBnesme

HacToTa NPoBEpAH HATHIMA OBHOBNEHM Cereson Taiu-ayT

PucyHok — ObHosneHue Dr.Web

Mo ymonuaHuto cnyxxba obHoBneHmsa Dr.Web BkatoueHa. MNpu Hanvumm akTUBHOM
NNLEH3UN 1 3anyuieHHou cnyx6bl Dr.Web, KOMNOHeHTbl aHTMBMpPYCca OBHOBAAIOTCS
aBToOMaTtnyecku kaxzable 30 MUHYT, NPU YCAOBUN AOCTYMHOCTU MOAKNOUYEHUA K UHTEPHETY.
Ans eé oTkAtOUeHMA HeobxoaMMO nepeBecTu nepekatoyaTb «Cny)k6a o6HOBAEHUA» B
HeakTUBHOE COCTOAHMe.

MpesycMOTpeHa BO3MOXHOCTb BbIOOPOYHOro ynpasiaeHUss OOHOBAEHUSAMU, KOTOpas
MNO3BOASIET OMpeAennTb, Kakme KOMMOHeHTbl Dr.Web O6yayt BkatoueHbl B npouecc
O6HOBNEHMSA, @ KaKne — WUCKAYeHbI. JJOCTynHbI cheayrowme napamMeTpbl 0OHOBNEHMS
(cM. PucyHok — KoMnoHeHTbl obHoBaeHus Dr.Web):

® O6HoB/EeHMe BUPYCHbIX 6a3 1 aHTUBUPYCHOTO AApa
® O6HoBneHue 6a3 kaTeropuu Beb-pecypcoB
® OG6HoBneHne Bepcnn KomnoHeHToB Dr.Web Gateway Security Suite

Mo YMOAYaHWIO obHOBANEHME BCEX nepe4vyncaeHHbIX KOMMNOHEHTOB BK/IKOYEHO.
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O6HOBNeHHA ~

Crymba ofkoenennn

Tekywian sepeHn 0GHOBNEHHA

Bepcwn npotoxona: 11.1.16.2406170954 3arpymeno BHpyCHux 6a3 nauux: 99 Bpema noCNeERNero yenewHoro obHoBnenws: 10:42 30.06.2025

Bepcwa aapa Dr.Web Virus-Finding Engine: 7.00.69.06040 Caenamo sanwced o aupycax: 12538284 Bpema

Dain 06HOBNBHMHA: Barpysute

HacTpoiiki o6HOBREHHA

OBHOBNEHHE BMPYCHED: 623 W BHTHEMPYCHOTD AZPE

QGHoBneH:

QHoBNeHHE BEpCWH KomnoHewTos Dr.Wab Gateway Security Suite

PucyHok — KomnoHeHme! o6HosneHus Dr.Web

B 6noke «Tekywas Bepcua o6HOBAeHNA» Nojpa3zena «O6HoBAeHUs» oTobpaxkaeTcs
MHPOpPMaLMA O BepCUsAX yCTaHOBAEHHbIX KOMNOHeHTOB Dr.Web, a Takxxe yka3zaHbl gata u
BpeMs NOC/IeAHero n cneayrowero obHonaeHmsa (cM. PucyHok — ViHdopmauma o Bepcuum
n obHoBaeHuax Dr.Web).

HacTpofmy Dr.Web Omagimrs

Kondpurypaumn

Nuyenann

O6HOBNEHHA .

Cry=6a oHoBNEHHR

Tenywan sepcun o6HOBNEHHR

Bepcwn nporokona: 11.1.16.2406170354 3arpymeno eupycwuix 6a3 nannsix: 99 Bpewmn nocneanero ycnewsoro obHoanesmn: 1158 3005 2025

Bepcwn aapa Dr.Web Virus-Finding Engine: 7.00 68 06040 Chenawo ankced o aupycax: 12538350 Bpeun an 12:28 30.06.2025

Daitn obHOBNEHHA:

PucyHok — VIHgpopmayus o sepcuu u obHosneHusax Dr.Web
9.4.1 O6HoBneHue Dr.Web uepes cetb MHTEpHET

MNMocne BkaroueHMa W akTtmBauumm cayxbel Dr.Web Ha yctponctBe ARMA CreHa
aBTOMaTMYeCKM 3amnyckaeTca NpoLecc NPOBEPKM 1 3arpy3kn akTyasbHbIX OBHOBAEHWUN C
YCTaHOBJ/IEHHbBIM MO YMONYaHWIO MHTepBasioM B 30 MUHYT.

Mo ymonuaHuto cnyxba obHosneHns DrWeb wcnonbsyer cnegyrowmn URL-agpec
cepBepa obHoBneHuM: url=http://update.geo.drweb.com/unix/1110/dws.

AktyanbHbin cnucok URL-agpecos cepBepoB obHoBneHun Dr.Web ykaszaH B daunne
«update.drl», pacnonoxeHHowm B katanore /var/opt/drweb.com/drl/dws/.

Cnyx6a aBTomMaTnyeckoro obHoBneHns Dr.Web nogaep>xuBaet cneayrolime napamerpbl
HacTpoWKW (cM. PucyHok — HacTporikn aBToMaTtmyeckoro obHosaeHmsa Dr.Web):

1. MakcMmanbHOe KOJINUEeCTBO pe3epBHbIX KOMUMA - MakCMMaabHOe
KOJIMYECTBO COXpPaHAEMbIX MpeabiayLmnx Bepcnin obHoBaseMbix dannos. MNpu
NPeBbILLEHMM 3TOW BENMUYMHBI CaMasi CTapas Konus yaanseTcs npu oYepesHoMm
06HOBNEHMW. BO3MOXHO yKka3aTb 3HaueHue B AnanasoHe oT «0» ao «9». Ecam
3HayeHne napametpa — «0», TO npeabliaywme Bepcun danioB ana
BOCCTAHOB/IEHNA He COXPaHAROTCA. [10 yMOAYaHWNIO NCMOJIb3yeTca 3HaueHne «0».

2. Yacrora NMPOBEPKU Hannuuna O6GHOB/IEHNIA - 3HAYeHME YacTOTbl NPOBEPKU
HanMunss OOHOBNEHWI B MUHYTaxX, T. €. Nepunos BpPEMEHMN, KOTOprVI AOJIKEH
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NPONTN OT npeabiaylien YCNewHOW MOMbITKU MOAKAHYEHNA K CepBepam
OOHOBNEHVA 4O Chefyrolen MonbITKM BbIMONHUTL OBHOBAeHMe. Bo3mMoxHO
yKasaHue 3HayeHuma B amanasoHe oT «0» po «100». [lo ymonuaHwuto
Mcnosb3yeTtca 3HaveHme «30».

Mpumeuanne:

3HaueHus «0» OTK/IlOUaeT aBTOMaTUyeckoe o6HOB/NIeHMe KOMIMOHEHTOB
cny>x6bl Dr.Web uepes nHrepHer.

YacTtoTa NOBTOPHbIX MOMbITOK BbIMOJIHEHUA OGHOB/EHUA - 3HauyeHue
YacTOTbl MOBTOPHbIX MOMbITOK BbINOJAHUTL OBHOBAEHME B MUHYTax. Bo3amoxHO
yKa3saHue 3HadeHua B AnanasoHe ot «1» go «30». [1o ymon4aHno ncnonb3yercs
3HauYeHme «3»,

KonnuecTtBo NOBTOPHbIX NONbITOK BbINOJIHUTL O6HOBNIEHME - KOIMYECTBO
MOBTOPHbIX MOMbITOK BbINOAHUTE O6HOBAEHWE C cepBepoB 0b6HoBAeHMA Dr.Web
(NpeAnpUHUMaEMbIX Yepes MPOMEeXYTKM BPEMEHW, YKa3aHHble B Mnapamerpe
«YacTtoTa nNOBTOPHBbIX MNOMbITOK BbINOJIHEHUA O6HOBNEHMUA»), ecan
npeabiaylias nonbiTka OOHOBAEHMA 3aKoHuYMiacb Heyjgayenh. Bo3MOXHO
yKasaHuve 3HaueHuna B gnanasoHe ot «0» a0 «9». Ecam 3HaveHne napameTpa —
«0», TO NOBTOPHblE MOMbLITKM BbINOJAHUTL HeyjaBlieecs OOBHOBAEHME He
nponsBogATtca (cneaytoliee obHoBAEHME ByaeT NPOM3BOANTLCA Yepe3 Nepuog,
BPEMEHN, YKa3aHHbIN B MapameTpe «Yacrora MNOBTOPHbIX MNONbITOK
BbINOJIHEHNA 06HOBNAEHUA»). [10 yMONYAHMIO NCMONb3YeTCA 3HaYeHMe «3».

CeTeBOM TaliM-ayT - TallM-ayT Ha CeTeBble oOnepauuy KOMMOHEHTa Mpwu
BbIMOJIHEHMM 0H6HOBAEHN ¢ cepBepoB Dr.Web B cekyHaax. Bo3aMoXHO yka3aHue
3HayeHnA B AnanasoHe OT «5» go «7/5». Vcnosb3yetca ana oxujaHua
NPOAO/IKEHNS OOHOBAEHMA B C/lydae BPeMEHHOro obpbiBa coeanHeHuns. Ecam
obopBaHHOE ceTeBOe coefuHeHne byaeT BOCCTaHOBAEHO O UCTEUEHUsA TaluM-
ayta, To obHoBneHue OyaeT npojomKeHO. 10 yMOAYaHWIO WMCNOb3yeTcs
3HaueHune «60».

Mpokcn-cepBep - napameTpbl MOAKAHOYEHUA K MPOKCU-CepBepY, KOTOPbIM
ncnonbsyercs cayxbon obHoBneHva Dr.Web ana nogkntoueHus K cepBepam
obHoBneHn# DrWeb (Hanpumep, ecinm HenocpesCTBEHHOE MOAKAHOYEHNe K
BHELLUHMM CepBepam 3arnpeLleHo noantTmkamm 6e3onacHocTn cetn).

URL noaxntoueHmne K NpoKcn-cepBepy UMeeT caeayowmin popmar:
[<npoTokon>://][<nonb3oBaTenb>:<naponb>@]<xocT>:<nopr>
rae:

® <MPOTOKOA> — TUM WCMOJb3yeMOro npoToKoaa (B TeKyLiewn
BEPCUWN AOCTyNeH Tonbko http);
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O6HoBeHHA

Cnymba aboanewmn

® <nosb3oBaTeNb> — WM MO/b30BATENA AN MOAKNOUEHUA K
MpoKcu-cepBepy;

® <Mnaposb> — Naposb A8 NOAKNOUYEHNS K MPOKCK-CEPBEPY;

® <XOCT> — ajpec y31a, Ha KOTOpoM paboTaeT npokcn-cepsep (IP-
aapec nan nmsa gomMeHa, T. e. FQDN);

® <MOpT> — MCMNOJb3yeMbll NOPT.

Yactmh URL <npotokon> ©n <no/sb3oBaTesib>:<Maposib> MOryT
OTCyTCTBOBATb. Ajpec MpOKCU-CepBepa <XOCT>:<MOPT> AB/AETCA
obasaTtenpHbIM. ECan nMa nonb3oBatensa nam napoab Copep>kart CUMMBObI
«@», «%» UNN «», TO UX C/iefyeT 3aMeHUTb Ha cooTBeTcTByromne HEX-
KOAbl: «@» - «%40», «%» - «%25» u «» - «%3A».

Mpumep:

Hactpolika noakntoueHns K MpOKCU-CepBepy, PacnoNoXeHHOMY Mo
appecy 10.26.127.0:3336, C WCMNONb30OBaHMEM YUYETHOM 3anucu
«user@company.com» 1 Napona «passw% 123:»:

user%40company.com:passw%25123%3A@10.26.127.0:3336

Tekywan sepcin obHOBNEHHRA

BepcHr npaToxana: |

Bepcis Rapa Dr.Web Virus-Finding Engine: Caenauo aanwcen o Bupycax: Bpenn

@ain oGHOBAEHKA:

1.16.2406170954 3arpymena BHpyCHbLX 683 AaKHIX BpemR NOCNENETD YCNewNoro obHoBNeNwA: 16:08 30.06 2

HacTpoiinu aaTo06HoBNeHMA

HacTOTa NPOBEPKM HANHUMA OBHOBNEHHI CeTenon Taim-ayT

a0

Yacrora

a

nanbiToR Npekcu-cepeep

PucyHok — Hacmpotiku asmomamuyeckozo obHosneHus Dr.Web

9.4.2 PyuHoe o6HoBneHue Dr.Web 6e3 poctyna k cetn iHTepHer

Mpumeuanue:

PyuHoe o6HoBneHne Dr.Web 6yaet goctynHo B ARMA MC HauunHas ¢ Bepcun 2.0. B
BepCUAX nporpaMmmHoro obecneyeHns 1.8 n HMKe A1 BbINOJAHEHUA PYUYHOrO
obHoBneHna Dr.Web 6e3 poctyna k cetn VIHTepHeT Heo6XoAMMO MCNO/b30BaTb
nHTepdenc komaHaHowm ctpokm (CLI) HenocpeacTBeHHO Ha ycTponctee ARMA CreHa.

B cnyyae HepoCTynHOCTU MOAKAOUEHUA K ceTu VIHTepHeT OGHOBAEHME aHTUBUPYCHbIX

KoMnoHeHToB Dr.Web BO3MOXHO BbINOAHUTb BPY4YHYHO C UCMONb30OBaHUEM apXMUBHOTO

danna obHoBAEHMI. N5 3TOro HEOBXOAMMO BbINMONHNUTL CAeAytoL e AeNCTBUS:
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1. B nogpaszaene «O6HOBNAEeHNA» B none «®ansi 06HOBNEHUA» HaXaTb KHOMKY
«3arpysuTb».

2. B oTKpbIBLIEMCA OKHE MPOBOAHMKA BbIOpaTh HEOOXOANMbBIV apxMB OOHOBAEHNA
(cM. PucyHok — PyyHoe o6HoBaeHne Dr.Web).

Mpumeuanne:

Moazep>kmBatoTCs TONbKO apxuBbl dopmaTos tar u zip.

Hacrpoisms Dr Web

Keswdpurypauun 4 T s dappe

Obwonnenun ) Fanepen

Texywan pepcun obHOBNEHHA sphins

Bepeun npotosona: 11.1.16.2406170954 Work Bpenn nocneanero yenewnoro ofnornexsn: 14:25 30.08.2025

Bepcwn RApa DLWeD Virus-Finding Engine: 7.00.69 06040 tGitab BpENA CAGRYIOUISTO J8MABKHPOBBKHOTD OGHOBNEHHA: 1455 10.06.2025

r—
o “6"“'“’"“':]
o
e -

(3]

PucyHok — PyuHoe obHosneHue Dr.Web

3. Mocne BbibOpa apxmMBa CUCTEMaA aBTOMATUUECKW pa3apxvMBUpyeT €ero wu
npuMeHUT  obHoBneHma. O  Hauvane npouecca bOyaer  coobuieHO
COOTBETCTBYHOLLEE YBEAOMJIEHNE B HWXHEW NEeBOM YacTu uHTepdenca:
«3arpy3ka o6HoBneHnsa Dr.Web...».

4. Mo 3aBeplleHMn OOGHOBNEHMS OTO6pasnTCcA yBefOMAeHWe: «O6HoBeHMe
Dr.Web ycnewHo 3arpy>xeHo».
9.5 XXypHanupoBaHue Dr.Web

[na HaCcTpoMKkM 1 NpoCcMOTpa CObbITUI, reHepupyeMbix cepucom Dr.Web, Heobxoanmo
B pa3gene «Hactpoukm Dr.Web» Bbibpath nosgpasgen «XKypHanumpoBaHue» (CM.
PucyHok — XypHanvnpoBaHue Dr.Web).
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Hactpoiku Dr.Web

Kowdurypauua

TNiyenaun

OBHoBnexna

JypHanuposanme

HacTponkn mypHanMposaH1a

OGwWHH YPOBEHE HyPHANHPOBAHHA

Yeenomnerne

Vposens ypHanuposakms ICAPD

VaeaomneHue

MWypHan

AaToo6HOBNEHHE O O6HoauTs

Q. Tun xypHana:

Rara  spemn Tun wypHana

OTmeHUTE

YpoBeHk MypHanuposanusa Network checker

v Yeenomnenue v

YpoBeHb KypHanuposaHs oGHOBNEHH

v VaegouneHue v

Coobuierme e

0-0u30 E3

PucyHok — XypHanuposaHue Dr.Web

bnok <<HaCTpOﬁKM XXYPHa/IMpOBaHUA» MO3BOJIAET HACTPOUTb YpPOBEHb A€Tan3aunm

3anucen, COXpaHAeMbIX B XXypHane, Ans caeayrowmx kKomnoHeHTos Dr.Web (cm. PucyHok

— Hactponku xypHaamposaHua Dr.Web):

HACTPOMKM IYPHANHPOBAHHA

GBI YPOBEHS KyPHANHPOBANHA

Veenoumnesie

YposeHs mypHanuposankn ICAPD

Yeenomnene

® «O6wunin

YpoBoHs wypHanuposanua Network checker

Yeeaomnesme

YPOREHS XypHATHPOBAHH OBHOBNEHHA

Yesaounenne

PucyHok — Hacmpoliku xypHanuposaHus Dr.Web

YPOBE€Hb >XYPHa/MPOBaHUA» - 3Ha4Ye€HWE YPOBHA JAe€Talun3auunn

3anucen ansa Bcex komnoHeHToB Dr.Web, ecam ans KOHKpPETHOro KOMMOHEHTa
He yKa3aH COOCTBEHHbIN ypOBEHb XXypHannpoBaHuA. Bo3amoxHO BbibpaTb n3

BbIJAOLLErO CNNCKA CeAyoLMEe 3HAYEHUS:

Otnapka - cambli NOAPOOGHbLIA (OTNaZ0UHBIN) YpOBEHb. BbiBOAATCA
BCe COODOLLEeHNS, a TakKe OTNaj0o4YHas MHopmauums;

MNHdopmauma - BbIBOAATCA BCE COOOLLEHMS;

YBepgomneHua -  BbIBOAATCA  coobuleHns o6 owmbkax,
npeaynpexaeHuvs, YyBeAOMAeHUs. 3HayeHue ucCnosib3yemcs Nno
YMOJIYAHUIO;

MpepaynpexaeHna - BbIBOAATCA coobuweHna o6 owmnbkax wn
npeaynpexaeHuns;

OwmnbKa - BbIBOAATCA TObKO COObLEHNA 06 olwimbKax.

® «YpoBeHb >ypHanupoBaHua ICAPD» - 3HaueHwe ypoBHA JeTanvsauunu

3anucen

178
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nposepka Tpadwuka, 6GaokmpoBka fJOCTyna K cavTam, obpaboTtka 3anpocos).
Bo3MOXHO BbIGpaTh 13 BbIAAIOLWErO CNMCKA CEAYHOLLME 3HAYEHWS:

e Ortnapka;

e Wudopmauus;

e YBepomseHUA - UCNOJIb3yemcs N0 YMOAYAHUID;
e [peaynpexaeHus;

e Owmnbka.

® «YpoBeHb >xypHanupoBaHua Network checker» - 3HaueHne ypoBHA
AeTanmsaumm  3anumce  CoObITU  CBfi3aHHbIX C  MPOBEPKON  CETEBbIX
NOAKNHOUEHMI N TpadmKa. DTOT KOMMOHEHT OTBEYaeT 38 MOHUTOPUHI CETEBON
aKTUBHOCTYM, BbISIBIEHNE MOAO3PUTEbHBIX WAM  MOTEHLMANbHO OMACHbIX
coeanHeHU U BNOKMPOBKY AOCTyna K Hebe3sonacHbIM pecypcaM. Bo3MoxHo
BbIOpaTb U3 BblAAOLErO CNNCKA CEeAYHOLLME 3HAYEHUS:

e OrTnapka;

e Wudopmauus;

e YBepomneHuA - UCNOJIb3yemcs NO YMOAYAHUIO;
e [peaynpexaeHus;

e Owwmbka.

® «YpOBeHb XXypHaAMpPOBaHUA O6HOBNEHUWN» - 3HaUEHWE YPOBHSA AeTaan3aumm
3anucen CobbITUIM CBf3aHHbIX C PaboTon KOMMOHeHTa obHoBneHun Dr.Web.
Bo3MO>HO BblbpaTh M3 BblAatOLLLErO CAMCKa CAeayroLme 3HaYeHUs:

e Otnapka;

e Wudopmauus;

e YBepomneHUA - UCNOJIb3yemcs NO YMOJAYAHUIO;
o T[lpeaynpexpaeHuns;

e Owmnbka.

MNMpocmoTp cobbiTnin cepeuca Dr.Web ocyuiecteasetcs B dpopmate Tabanubl, COCTOALLEN
U3 CneyroLlmx cToNbL0B:

® «/laTta U BpeMA» - BpEMEHHaa MeTka CobbITuA.

® «Tun )XXypHana» - oTobpaxkaeT TUM AOMOJHUTENbHOTO GUabTPa, K KOTOPOMY
OTHOCUTCA AaHHOe CcobbIThe.

® «CoobueHune» - CoAepP>XMUT ONUCaHNe NPOM30LLEALLErO COBbITUS.

179 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

B Tabnvue «XKypHan» BO3MOXHO HacTpouTb oTobpakeHue cronbuos. [Ana
HacTpPorkn oTnhnakeHUs cToNbuoB HeobxoaMMO HaXkaTtb **kHonKy «HacTpoiika

cronbuos» n Bbibpatb Tpebyembie cTonbubl M3 BbiMajarowero cnucka. Mo
YMONYaHNIO OTOBpa>katoTcs BCe AOCTYMHblE CTONOLbI.

O6HoBAEHWE CnncKa COBBITUI MOXET BbIMOJHATLCA ABYMS cnocobamu:

® BpPYUHYIO, C MOMOLLbIO COOTBETCTBYHOLWEN KHOMKM Ha MaHean MHCTPYMEHTOB
Tabanubi;

® aBTOMaTMUYeCKM, C YCTaHOBIIEHHOW NepnoagnyHocTbio — 1 pa3 B 10 cekyHa,.

Mpn BKAOYEHUN pexrMa aBTOMaTU4eckoro OOHOBAEeHUs py4yHoe Ob6HOBAEHME
CTAHOBWUTCA HeAOCTYNHbIM. KHOMKM ynpaBneHus OOHOBAEHMEM HaxOAATCA Ha MaHenu
MHCTPYMeHTOB Tabaunubl «XKypHan» (cM. PucyHok — OBHoBAeHMEe cnncka cobbITum).

HypHanuposanme ~

HacTpoiku mypHanupoBaHua

O6WWHA ypOBEHL HypHANHPOBaHHA YpoBeHb MypHanuposaHka Network checker

Yeenomnetne v Yeeaomnetue v

YpoBEHb HypHANHpoBaHHA ICAPD YpoBeHb MypHaNHPOBaHHA O6HOBNEHWA

Veenomnenne v Yeenomnerne v

MypHan

IAamchDEnewe O O6HosuTb l

. Tun xyprana v c ® Mo
[flata v epema Tan wypHana  ~ Coobuenme e

01.07.25 20:15:14 config Update: placed "/var/opt/drweb.com/drl/dws/version2.Ist"
01.07.25 20:15:14 config Update: placed "/var/opt/drweb.com/drl/version/version2.Ist"

01.07.25 20:15:14 config Update: placed "/var/opt/drweb.com/drl/bases/version2.Ist"

PucyHok — ObHos1eHuUe cnucka cobbimuu

Mouck n punbTpauma

Brok ¢unbTpaumm npepHasHauveH ana otbopa cobbitmi DrWeb B cooTBeTcTBUM C
3afaHHbIMM Noab3oBaTenem Kputepnamu. Mo ymonuaHunio 610k duabTpaumm Coaep>xmT
cnepyrowme nona (CM. PucyHok — baok dunstpaumnm):

o «[Mouck»;

® «Twun XypHana»;
[ ] «C»;

o «[Mo»;

® KHonka «CépocuTb GUALTPbLI»».

Wypuan

AsTo06HOBNEHHE O ObuoeuTe

U Tunowypeana v © @ Mo

[fiata u Bpems Tun wypHana A CooBujeHme e

01.07.25 20:15:14 config Update: placed "/var/opt/drweb com/drl/dws/version2.Ist"

PucyHok — baok gpunempayuu
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CKBO3HOM MOMWCK MO MOAAM Tabauubl OCyLLECTBAAETCA C MOMOLLbIO BBOJA WUCKOMOTO
3HaueHuns B nosne napametpa «Mowmck». [onck ocyulecTBaseTca no BceM crtonbuam
Tabanubl.

OunbTpauus no noato «Tun dXypHana» npeAHasHayeHo aAns BbIOOpKM 3anucen
XypHannposaHus Dr.Web no tnny cobbitna. PunbTpaumsa No3BOASET BblAENINTb COObITUS,
OTHOCALLMECH K CIeAYHOLWMM TUMNaM:

® config - cobbITus, cBA3aHHbIe ¢ KOHOUrypaumneln Dr.Web;

® http - cob6biTnA, cBA3aHHble ¢ obpaboTkon HTTP-3anpocoB/OoTBETOB 4Yepes
Dr.Web;

® icapd - cobbiTna komnoHeHTa Dr.Web ICAPD;

® netcheck - cobbITVsA ceTeBbIX NPOBEPOK, HANPUMEP, COEANHEHWI C cCepBepamMu
OBHOBAGHUN;

® scan-engine - cobbITnA 0 paboTe ckaHmpytroLwero asuxka Dr.Web;
® update - cobbITusA, cBA3aHHbIe C 06HOBAEeHNEeM Dr.Web;

® url-check - cobbitna npoeepkn URL-agpecoB Ha npeamer BpPeAOHOCHOrO
COAEepP>XMMOro.

®dunbTpauma no noaro «C» nossosder oTGUAbLTPOBATbL 3anNuUCu MO JaTe U BPEMEHMU
CcobbITMA N 3afaET HayaNbHbIM BPEMEHHOW Anana3oH. ocne BBOAA AaTbl U BPEMEHM B
Tabanye otobpasaTca Avwb Te cobbiTusd, rae «/[lata u Bpemsa» coBnagaet uam 6onblie
BBEAEHHbIX B QUABLTP.

OunbTpaumns no nonro «Mo» nossonser oTGUALTPOBATb 3anucu MO JaTe U BPEMEHMU
CcobbITMA N 3aAaET KOHEYHbIM BPEMEHHOMW Anana3oH. MNocne BBOAA AaTbl U BPEMEHN B
Tabanye otobpasatca Anwb Te cobbiTns, rae «/lata n Bpemsa» CoBnajaeT UAN MeHbLUe
BBEAEHHbIX B QUABLTP.

C6poc BCcex YCTaHOB/IEHHbIX GUABTPOB OCYLLECTBAAETCA HaXaTnem KHonku «Cépocutb
$uUnbTPDLI».

Mpumeuanune:

B Be6-mHTepdelice yCTaHOBNEHO OrpaHMYeHmne Ha BbIrpy3Ky cobbiTmiA XXypHana Dr.Web
— He 6onee 10000 3anucen.

C6op n10roB ocyLLecTBAAETCA B 06paTHOM NopsAjKe, HAaUMHAsA C CaMblX HOBbIX 3anmcen.
Mpn Hannumm dunbTpa NO Aate U BpeMeHW, cOOp NIOrOB MPOM3BOAUTCA HauMHas C
YKa3aHHOrO MOMeHTa, A0 JAOCTMXKEHMA 3aJaHHOrO KOJM4YecTBa 3anucen  wuau
MakcumanbHoro npegena B 10000 3anucen.
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10 CEPBUCDI

10.1 Perpancnauma DHCP

PetpaHcnauma DHCP npumeHsetca B cuTyauumsax, korga y kaveHta DHCP  Het
BO3MO>XHOCTW HanpaMyto obpatuTbca k cepeepy DHCP, Hanpumep, ecnm OHWM HaxoasaTCA
B pa3sHbiX LIMPOKOBEeLWATeNbHbIX AOMeHax. B Takmx cayuaax petpaHcaauma DHCP
no3BosifAeT n3bexaTb HeobXoaNMOCTM ycTaHOBKM M 3anycka DHCP-cepBepa B Kaxaom
LIMPOKOBeELLLATEIbHOM JOMEHE.

ARMA CreHa BO3MOXHO CKOHOUrypmpoBsaTb ans paboTtel B kavectBe DHCP-
peTpaHcnaTtopa. [locne HacTpowku areHta petpaHcaaumm DHCP  oH  HaumHaet
nepeHanpasnate DHCP-3anpocbl Ha BHewHu DHCP-cepBep. AreHT peTpaHcasumm
DHCP noaaep>unBaet paboty c agpecamu IPv4 un IPv6.

Ha Bcex wHTepdencax, mcnonb3yembix ana petpaHcaaumm DHCP, pomkHbl 6biTb
HacTpoeHsbl IP-agpeca.

MpumeHeHne n coxpaHeHue HacTpoek peTrpaHcaauuu DHCP

MNocne HacTPOKMKM NapaMeTpPOB HEOOXOAMMO COXPaHUTL BHECEHHbIE M3MeHeHUs. s
3TOro c/iefyeT HaxaTb KHonKy «CoxpaHuTb» B MPaBOM BEPXHEM Yr/y 3aronoBKa
pa3sena «CepBUCDI».

Mocne HaxaTns KHOMKMN OTKPOETCA OKHO NoATBepXKAeHUA «COXpaHUTb USMEHEeHUA
KOoHurypaumum». [Ind NpoOAOMKEHUS U MPUMEHEHUA HACTPOEK HeobxoAnMOo
NOATBEPAUTb AEMCTBUE, HaXkaB KHOMKY «COXpaHUTb>» B aHHOM OKHe (CM. PucyHok
— MpMeHeHne N coxpaHeHne HacTPoek).

MNocne noaTBepXAeHUs BCe W3MeHeHWa OyayT COXpaHeHbl M aKTUMBMPOBAHbI B
Tekywen koHourypaumm cnctembl ARMA CreHa.

@
(==

COXpaHHUTb U3MEHEeHWA KOHPUrypayuu?

WameHeHsl KoHpUrypaumu B pasaenax: PetpaHcnayua DHCPvA u
PeTpancnayua DHCPv6

Ormmena CoxpaHuts

PucyHOK - HpumeHeHue u coxpaHeHuUue Hacmpoek
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Ana oTMeHbl BCeX HENnPUMEHEHHbIX HaCcTPOeK HeobXOAMMO HaxaTb KHOMKY
«OTMmeHa» B BepXHEM MPaBOM yriy 3arosioBka pasgena «CepBucbl». B 3tom cnyuae
KOHdUrypaumsa pasgena «CepBUCbI» BEpPHETCA K MNOCNEAHEMY COXpPaHEHHOMY
COCTOSAHMIO.

10.1.1 Perpancnauuna DHCPv4

Ansa HacTpovikm napameTtpoB petpaHcaauun DHCPv4 Heobxoanmo nepevtn B pasgen

«PetpaHcnauma DHCPv4», pacnonoxeHHbi B MeHio «CepBucbl» — «PeTpaHcnauma
DHCPv4» (cm. PucyHok — PetpaHcasauna DHCPv4).

Petpancnaywa DHCPv4 ~

Craryc MaxcumaneHeli paamep DHCP-naketa®

Monw1THKa NOBTOPHOH OTNPaBKH

576

® nepecnars O fobasuts O Omvennts O 3amennTs

UYKCno NpbiKKOB Nepef oTBpackiBaHueM naketa”

DHCP-cepeepbl

+ [obasute

HaumeHoBaHue e

192.168.1.10

PucyHok — PempaHcaayus DHCPv4

10.1.1.1 OCHOBHbIe HaCTPOUKM

Mepeg 3anyckom cnyx6bl petpaHcaaumm DHCP Heobxoavmo npeaBapuTenbHO ykasaTb
cnegyrolme HacTPONKM:

IP-appec DHCP-cepBepa;

npociywMBaemMbiii MHTepdenc, Ha KoTopom 6OyayT npocaywmsatecs DHCP-
3anpocsl;

upstream-uHTepdeiic, uepe3 koTopbii DHCP-3anpocbl OT kaveHTOB 6yayT
nepesaBatbca Ha DHCP-cepsep.

DHCP-cepBepa

Ana pobasneHns DHCP-cepBepa HeobxogMmo B pa3gene «PeTpaHcnauus
DHCPv4» HaxaTb KHONKY «+/,06aBUTb» 1 B OTKpbIBLUEMCS OkHe «/lobaBneHue
DHCP-cepBepa» Bectu IP-agpec DHCP-cepsepa B popmate IPv4. (cM. PucyHoK —
[obasneHne DHCP-cepBepa).
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T
Jo6aeuts DHCP-cepeep e

Anpec DHCP-cepeepa”

o 192.168.1.10

D Ommena

PucyHok — [lobasneHue DHCP-cepsepa

Ans yaaneHna DHCP-cepBepa HeobxoamMo BbibpaTh oauH nan Heckosbko DHCP-
cepBepoB, ycTaHOBUB dnaxxok B yek-b6okce cnesa ot IP-agpeca DHCP-cepBepa, u
HaXaTb KHOMKY «Yaanutb». B OTKpbiBLUEMCA OKHe HeobxoAMMO MOATBEPAUTH
yAaneHve, Haxas KHONKY «YAaanntb» (CM. PucyHok — Yaanenve DHCP cepsepa).

BHUMaHHKe!

YoanuTe BeiOpakHeli cepeep?

OTMEHHTE Voanute

PucyHok — Y0aneHue DHCP cepsepa

B cnyuae ecam nocne ypaneHmna DHCP-cepBepa He ocTaHeTCcs HM OHOro cepBepa, a
cnyxba  petpaHcnaumm  DHCP 6ygetr  BkAtoyeHa, nporpamma  BbigacT
npegynpexgatowiee coobuieHne o6 oTkAOUEHUM JaHHOU CcayXbbl (CM. PucyHoK —
MpeaynpexaeHue 06 oTkatoueHnr cnyxxbbl petpaHcaaumm DHCP). HaxkaTne kKHonku
«Ypanutb» NpuBEAET K JeakTmBaLmm cyX6bl petpaHcaauumn DHCP.

BHumaHHe!

MNocne onepauwwn yaanexua He octanetcAa DHCP-cepeepoe. Mx
HanWuue 00A3aTensHo ANA OYHKUMOHWPOBAHKA CNYHKObI
petparcnaymu. Mpu yaanenunn scex DHCP cepeepos cnyxba

peTpaHcnaAuMu GyneT oTKNoYeHa. YOANWTe M OTKITHOUYHTE CRyOy?

OTMEHWUTE Voanute

PucyHok — lpedynpexdeHue 06 omkaoydeHuUU cayxbel pempaHcaayuu DHCP

Hactpounku npocnywmBaemoro/upstream nHrepgenca
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Ansa pobaBnenHnsa nHtepdencos petpaHcaaumm DHCP-coobuweHnn Heobxogmmo B
pa3gene «WUHtepdencbl perpaHcnauum DHCP-coobuieHnn» HaxaTb KHOMKY
«+/[lo6aBUTb» 1 B OTKpPbIBLLIEMCA BOKOBOM OKHe BblbpaTh U3 cnncka NHTepdenc u

Ha3HauMTb emMy poab (CM. PucyHok — [lobaBneHus MHTepdencoB peTpaHCaaLmm
DHCP-coobueHunmt).

Cepeucel JLlo6aenerne nHTepderica OTMEHUTL JHo6asuTe

DHCP-cepBepbl

Hutepdeinc”
+ [lo6asute

HaumeHoBaHMe % Pons*

192.168.1.10

w10 F

HUntepdeiickl pet DHCP:

0=

MhTepdericsl v
Tvn uHTepdeica: v

Ponb uHTepGeiica: v

HaumeHosaHue Tun untepderica Pone ukiTepdeica v a

0-0m30 =

PucyHok — [lobasneHus uHmepdgeticos pempaHcaayuu DHCP-coobweHul

Ans  ypaneHns wuHTepdencoB petpaHcaaumm DHCP-coobuieHnii HeobxoammMo
BbIOpaTb OAWH WAN HECKONbKO WHTepdencoB B pasgene «UHTepdeincobl
perpaHcnauum DHCP-coobuwennin», yctaHoBUB dnaxkok B yek-bokce cneea oT
MMeHN uvHTepdenca, M HaXaTb KHOMKY «Yganutb». B OTKpbIBLIEMCA OKHe
HeobxoAMMO NOATBEPANTb YAaNleHNE, HaXKaB KHOMKY «YAanutb».

Mpumeuanue:

B cnyuae, ecam nocne ypaneHusa Bce octaBlumecs MHTepdencol 6yayT BbIMOAHATb
O4HY n Ty Xe byHkuuto (Mmbo Tonbko «[pocnywmBaembii nHTepdenc», anmbo
ToNbko «Upstream-unHtepdenc»), 1 npu 3ToM OyAeT BKIKOUEHa peTpaHCAALuUS,
cucTema BblAACT npeaynpexaeHne o6 oTkAtoueHUU Cyxbbl peTpaHcaaummn (cm.

PucyHok — [loaTrBepanTb VvaaJieHWEe UHTepdenca U OTKAKYEeHMEe  CayX6bl
peTpaHcaaLmnm);
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BuumaHue!

Mocne onepauWu yAaneHWsa He OcTaHeTcA upsiream uHTepdeicos.
MpW HANWYKUK NPOCAYLLKWBAEMBIX HHTepdeRcos obA3aTtensHo
Hanuuxe upstream wWHTepdeicos. MNMpy yaaneHuy Bcex upstream
WHTepdencos cnyxba peTpaHcnAyuMK ByaeT oTkodeHa. Yaanute

BblfpaHHLIA MHTEPGEAC M OTKKOMUTE Cymby?

OTMEHHTE Vaanute

PucyHok — l[Modmeepdume yoaneHue uHmepgbelica u omkarodyeHue cayxool
pempaHcaayuu

3anyck cny>6bi perpaHcasuumn DHCP.

Ana  3anycka cayxbel  petpaHcasuum  DHCP  Heobxoammo  nmepesectu
nepexknroyarenb «Cratyc» B MNOJNOXEHME BKJAOYEHO W HaXaTb KHOMKY
«CoxpaHUTb» (CM. PrcyHok — BkatoueHmne cnyx6bl petpaHcaaumm DHCP).

CepBHChI OmvennTs CoxparuTe

PeTpaHcnayua DHCPv4

o MakcumansHbli paamep DHCP-nakera®

MonnTHKa NOETOPHON OTNPABKK 576

® nNepecnars O fobasurs O Omsennts O 3amenurs
Yueno NpLIMKOB Nepea oTépackIBaHMemM naneTa”

10

DHCP-cepeeptl
+ NobasuTe Q
HaumeHoBaHue °

192.168.1.10

PucyHok — BknroueHue cayxbel pempaHcnayuu DHCP

B cnyuyae HEBBLINONIHEHMA MUHVMabHbBIX TPeOOBaHNIN A4 3anycka Cay>XObl B 1€BOM
HVXKHEM Yrly 3KpaHa oTobpasnTtca cooblieHne 0 HeBO3MOXHOCTM 3amnycka Cy>obl
petpaHcnaumm DHCP. Jns obecneueHunsa BkaroueHua cnyxbol petpaHcaaumm DHCP
B COOTBETCTBMM C MWHMMa/bHbIMU TpeboBaHnaMM Heobxoanmo ykaszaTb IP-agpec
DHCP-cepsepa.

10.1.1.2 JononHuTeNbHble HACTPONKM

[lononHutenbHble HacTpouikn petpaHcaauma DHCPv4 (cm. PucyHok — [lonoaHUTeIbHblEe
HacTponku petpaHcaaumn DHCPvA):
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CepsHchbi

PeTpakcnayna DHCPv4

Craryc

OTmeHHTE CoxpaHHTe

MonuTHKa NOBTOPHOR OTNPaBKK

® nepecnate O fodasure O Omenuts O 3amenuts

Uncno NpeikKOB Nepea oT6packlBaHKeM naketa®

10

MaxkcumManbHeli pasmep DHCP-naketa®

576

DHCP-cepeepbl

+ foGasute

HaumeHoBaHue

192.188.1.10

1-1m31 1 =

PucyHok — ZlonosiHumeneHele Hacmpotiku pempaHcaayuu DHCPv4

1. MonutnKa NOBTOPHOI OTNPaBKM - NO3BOAAET BbIOpaTb NOANTUKY AN MOBTOPHOM

nepecbiikn DHCP-naketoB. BO3MOXHO yKa3aTb cnesyroLme noauTUKK:

® «[epecnatb» - BCce nakeTbl OyAyT nepeHanpaBieHbl, a WMeHLLANACA

MHPOpPMaLMa O peTpaHCcasaLMn ByaeT NPOUTHOPUPOBAHa;

® «[lobaBUTb» - peTpaHCAATOPY pa3pelleHo A06aBaATb B MOJYYEHHbIN

DHCP-nakeT cobctBeHHYy0 WHbOPMaUUIO O PeTpaHCAAUUKW, MPU 3TOM

UTHOPUPYA MHPOPMALMIO O PETPAHCAALUN, KOTOpas yXe COAEPXMUTCA B

NnakeTe,

® «OTMEeHMUTb» - NPUHATbIE NaKeTbl, KOTOPbIE YXe coaep>KaT MHPOPMaLUIO

O peTpaHcaaunn, byayT oTbpoLueHsi;

® «3aMeHUTb» - NHOOPMaLMA O PeTPaHCAALMK, KOTOpas yXe NPUcyTcTByeT

B Nnakete, yAanAeTcda, U BmMeCcTo Heé BCTaBAAETCA COOCTBEHHbIN Ha6op

AAHHbIX O PeTPaHCAALMN MapLupyTM3aTopa.

Mo ymon4aHWio MCnonb3yeTcs NOANTMKA NOBTOPHOM oTnpaBky «IMepecnatb».

2. Yucno npbbDKKoOB nepep orbpacbiBaHMEeM MakeTa - ornpegensieT MakCMMaabHOe

konnyectBo yctponcte DHCP-peTpaHcasumun, KoTopble MOXET MpPOWTU MakerT,

npexae 4yem OoH 6yp,eT OT6pOLLIeH. Bo3amoxxHO yKa3aTb 3HayeHWne B Anarna3oHe OoT «1»

A0 «255». [lo ymon4aHUto ncrnonb3yetca 3HaveHne «10».

3. MakcnmanbHbii pasmep DHCP-naketra - onpegenser MakCMMasjbHbIM pasmep
DHCP-nakeTa B 6arTax, cogep>xalimnin tHpopmaLmro ob areHTe petpaHcasumn. Ecam

pa3mep DHCP-nakeTa npeBbILLaeT yCTaHOBNEHHOE 3HAaYEHNE, OH ByaeT nepesaH be3
BKArOYeHMA nHbopMaumm ob areHTe peTpaHcaaumm. Bo3MOXHO yka3aTb 3HauYeHne B
AvanasoHe oT «64» a0 «1400». [0 yMONYaHMIO NCNOAb3yeTcA 3HadYeHne «576».
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10.1.1.3 NMownck n punbTpaumus

baok dunbTpaumm npesoctaBaseT BOSMOXHOCTb COPTUPOBKM U GUAbTPALMKN AaHHbIX B
Tabanue «UHtepdeincol petpaHcnaumn DHCP-coobuwennn» no Bcem crtonbuam B
cnucke (cM. PucyHok — MaHenb novck n duastpaumn). OH BKAKOYaET B cebs cneayrowime
nons:

o «[Mounck»;

® «HaumeHoBaHue»;

® «Twun uHtepdenca»;
® «Ponb nHtepdenca»;

® KkHonka «Cépocntb GUALTPLI».

WuTepderichl peTpaHcnauuu DHCP-cooBujeHui

+ flobasuTs

% Hanvenosaine Tun wTepdeiica: Pons nhrepderica:

Haumenosanue. Tun untepdeiica N Ponk nnTepdeiica °

PucyHok — lNaHenb nouck u gpunempayuu

CkBO3HOM nouck no noasm Tabaunubl «MHTepdenicbl petpaHcnaumm DHCP-
coobuieHnn» OCyLLeCcTBAAETCA C MOMOLLbIO BBOAA WCKOMOrO 3HayeHWs B noJse
napametpa «Mounck». MNownck ocyectBaseTca nNo cronbuy «HanmeHoBaHue».

OunbTpauus no nonto «HammeHoBaHMe» MO3BONAET OCYLLECTBAATL OTOOP AaHHbIX Ha
OCHOBE YyKa3aHHOro ceTeBOro uWHTepdenca. B pgaHHOM none npepjcraBieH
packpbIBalOLMICA CMUCOK C MMeHamMu WHTepdencos, pfobaBneHHbIX B Tabauuy
«Untepdeiicbl peTpaHcnaumm DHCP-coobuweHnii».

®dunbtpauns no noato «Tun nHrepgenca» nNo3BoaseT OTGUAbTPOBaTb CANCOK MO TUMNY
nHTepdenca.

®unbTpayus no nonto «Ponb nHTepgenca» No3BoaseT OTPUALTPOBATL CMIMCOK MO POAU
nHTepdenca. lMNone coaepXmT BbiNaAAOWMKA CNUCOK U NpefocTaBaseT Bblbop K3
CNeAyroLnX BapuaHTOB 3HaueHun: «[lpocnywusaemeiti  uHmepgetic», «Upstream-
UHMepgeuc».

Cbpoc Bcex yCTaHOBAEHHbIX GUABTPOB OCYLLECTBAAETCA HaXkaTueM KHonku «CépocnTtb
PUNbLTPLI».

CkBo3HOM nowuck no Tabavue «DHCP-cepBepa» OCyLLeCTBAAETCA C MOMOLLbIO BBOAA
MCKOMOTO 3HaueHus IP-agpeca nnm ero ¢parmeHTa B nose «Monck», pacnonoxeHHoe B
NpaBOM Yray 3arosioBka Tabaumubl (cM. PucyHok — MaHenb novicka).

DHCP-cepeepa

e

Haumenosanie (-]

PucyHok — lNaHens noucka
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10.1.2 Perpancnaumna DHCPv6

Ansa HacTpovikn napameTtpoB petpaHcaaunun DHCPv6 HeobxoanMoO nepevtn B paszen
«PetpaHcnauma DHCPv6», pacnonoxeHHbii B MeHIO «CepBuUcbl» — «PeTpaHcnauma
DHCPv6>» (cm. PucyHok — PetpaHcasauna DHCPv6).

Cepaucel OTMEHHTE

Petpancnauns DHCPv4 v
Petpancnauna DHCPvE ~

Gratye YHCNO NPLIKKOB Nepena oTEpacsiBaHHeM NaKeTa*

JoBasneHne HASHTHOUKATOPA MHTEPGEHACa B PETPAHCAUDYeMbIA NakeT 10

HUnTepdenckl NpocnywWwKH U upstream

+ [obasute

HuTtepdecni : ~ Ponk: ~
HaumeHoBaHue Ponk DHCPV6-cepBepsi e

etho Upstream-nHtepeiic o]

PucyHok — PempaHcasayus DHCPv6
10.1.2.1 OCHOBHble HaCTPOUKM

MNepeg 3anyckom cnyx6bl petpaHcaaummnm DHCPv6 Heobxoammo npegsapuTeibHO yKka3aTb
cnegyrome HacTPONKM:

® npocaywmBaemMblii MHTeppenc, Ha KoTopom byayT npocaywmBatbcs DHCPv6-
3anpocs|;

® upstream-uHtepdenc, uepes koTtopbii DHCPv6-3anpocbl OT KkAneHTOB OyayT
nepesasatbca Ha DHCPv6-cepsep.

Hactpowku npocnywmBaemoro/upstream nHrepgeica

Ana pobaBneHna nHtepdencos petpaHcnaumm DHCPv6-coobueHmn Heobxoammo B
nogpasgene «Untepdencobl npocaywkm m upstream» pasgena «PetpaHcaauuma
DHCPv6» HaxaTb KHONKY «+/106aBUTb» 1 B OTKPbIBLLUEMCA HOKOBOM OKHE BHECTU

cneayrowme napameTpbl (cM. PucyHok — [lobaBneHus nHTepdencoB peTpaHcaaLmnm
DHCPv6-coobuieHuni):

® Ponb wuHTepdeiica - ykasaTb, Kakyto posb byaeT urpate fobasasembiinn
NHTepdENC: NpocayLwnBaemMbI Uan upstream;

® WHrepdeiic - BbibpaTb HTEPPENC 13 BbINAAAOLWErO CNNCKa;

® Appec - BBectn IPv6-agpec DHCPv6-cepBepa. Ans upstream-uHTepderica
BO3MOXHO  fA06aBuTb  Heckonbko  IPvb-agpecoB, MCMOAb3ys  KHOMKY
«+/106aBUTb».

189 arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

aBUTE

CepBHCbI e Mo6aBneHue WHTepdeiica OTnieHnTs Ho6:

O Npocnyuimsaemuii HTepdeic @ Upstream-untepgeiic
PetpaHcnayua DHCPv4 o pocny P! p D

HuTepdenc”

Petpaxcnauua DHCPvE ~ v

DHCPv6-cepsepbl
Craryc

naeHT) pa WHTepderica & pe i naKet IPV6 agpeca

u cas n
YKCno NpbiMKOB Nepes oTépackiBaHHeM naKeTa* Vkawute IPV6 anpeca

e Hactpo#ka IPv6 agpecos ~
WnTepdericbl npocnywku 1 upstream
+ Jobasute

Wutepgeiicsl v

10

Pons. N

HaumeHoBaHHe Ponb DHCPv6-cepBepbl e

eth0 Upstream-untepdeic B

PucyHok — [lobasneHus uHmepgeticos pempaHcaayuu DHCPv6-coobweHul

Ana  wn3meHenua |P-agpeca DHCPv6-cepBepa B HacTpOeHHOM uWHTepdence
petpaHcnaumm DHCPv6-coobuweHn Heobxoaumo HaxaTb JIKM Ha cTpoke ¢
HY>XHbIM MHTEPdENCOM U B OTKPbIBLLUEMCS HOKOBOM OKHE BHECTU KOPPEKTUPOBKM.
Mo 3aBepLlUeHNIO HaXaTb KHONKY «/A3MeHUTb>».

Ans ypaneHus wmHTepdencoB petpaHcasumm DHCPv6-coobuweHnii Heobxoammo
BbIOpaTh OAMH UM HECKONbKO MHTepdelncoB B pa3aene «UHTepdenicbl npocayLiku
M upstream», yctaHoBMB (naxKok B uyek-bokce cneBa OT MMeHWU uHTepdenca, u
HaXkaTb KHOMKY «Yaanutb». B OTKpbIBLIEMCS OKHe HeobxoAMMO MNOATBEPAUTb
yAaneHune, HaxkaB KHONKY «YAannTb».

MpumeuaHne:

B cnyyae, ecam nocne yaaneHusa Bce OCTaBLUMeCs UHTepdenchl ByayT BbIMOAHATbL
OAHY U Ty e ponb (MmMbo Tonbko «[pocaylwBaemMbin HTEPGENC», NM6O TONAbKO
«Upstream-unHTtepdenc»), n npu 3Tom ByaeT BKAKOUYEHA peTpaHCaALMA, cucTeMa
BbIAACT npeaynpexzgeHve 06 OTKAKYEeHUM CAy>KObl peTpaHCaauMmM B Ciydae
NOATBEPXKAEHWNA yAaNeHUs.

3anyck cny>x6b1 perpaHcnauumn DHCPv6

Ana  3anycka cayxbel  perpaHcaaumm  DHCPv6  Heobxogumo  nepesecTtu
nepexknroyarenb «Cratyc» B MNOJNOXEHME BKJIOYEHO W HaXaTb KHOMKY
«CoxpaHuTb» (CM. PucyHok — BkatoueHuve cnyx6bbl petpaHcaaummn DHCPVE).
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CepBuchl OTMEHHTL

PetpaHcnauua DHCPv4

2 < I

PetpaHcnauua DHCPvE

Craryc ° YnCno NpeiMHOB nepen oTépacbiBaHHeM naketa”

10

HOEHT! H fica & pe i naxet

HHTepdeiickl npocnywkH U upstream

+ JoGasnte

Q  Mutepgeiics: v Ponb ~

0

HaumenoBanne Pone DHCPvE-cepaepsi

eth0 Upstream-uHtepgeitc 6

eth0.1 MpocnylwMsaemuii UHTEpheRc 7

1-2us 2 1 =

PucyHok — BknroueHue cayx6el pempaHcaayuu DHCPv6

B cnyuae HeBbIMONHEHMA MUHUMaNbHbIX TPebOBaHMIA ANA 3anycka Cy>X6bl B 1eBOM
HUXXHEM YTy 3KkpaHa oTobpa3mnTca cooblieHne 0 HEBO3MOXHOCTM 3anycka Cayxo6bl
petpaHcaaummn DHCPv6.

10.1.2.2 lononHUTeIbHbIE HACTPOUKM

[lononHutenbHble HacTpouikn petpaHcaauma DHCPV6 (cm. PucyHok — [lonoaHUTENbHbIE
HacTponku petpaHcaaumn DHCPV6):

CepeHCEI OTMEHHTE

PeTtpaHcnauua DHCPv4

Petpatcnayua DHCPvE

Craryc Yucno np nepen oT6 naxeta*

10

| o6 MASHT! WH Aca 8 pe it naxet I

HuTtepdenckl npocnywky U upstream

+ JoGaenTb

Q. Murepdeiicsl ~ Ponb v
HaumeHoeanne Pone DHCPvE-cepeepsl e

eth0 Upstream-unTepoeiic 6

eth0.1 MpocnyLuMBaEMbIi MHTEPDE#HE 7

1-2ua2 1 =

PucyHok — ZlonosiHumenesHele Hacmpotiku pempaHcaayuu DHCPv6

1. Ao6aBneHne naeHtudpukaropa nHTtepdeiica B peTrpaHCAMpyeMbii NaKeT - ecnu
napameTp aKTMBWPOBAH, areHT peTpaHcauuu byaeT BKAOYaTb WAEHTUDMKATOP
nHTepderca. JaHHbIN NapameTp akTUBMPYETCA aBTOMATUUYECKM NPU UCMONb30BaHMM
6onee ogHoro npociaywmBarowero nHrepdenca. B cnyyae, ecnm B 3anpoce Ha
petpaHcnaumio DHCPv6 npucytctByeT 3HaueHue uaeHTubumkaTopa uHTepdenca,
cepBep KoOMupyeT ero B OTBeTHOe coobueHne. NaeHTndumkatop uHTepdelica
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MO3BOAET ONpPeAennTb, C Kakoro nHtepdenca 6oin nonyyveH 3anpoc DHCPv6. 3toT
napameTp c/esyeT MCNonb3oBaTb, koraa IPvb-agpec mHTepderica, Ha KOTOPOM
BbiMOAHAeTCA  peTpaHcaauma  DHCPv6, He  moxeT  6bITb  OAHO3HAYHO
NAEHTUOULMPOBAH.

2. Yucno npbbkKkoB nepep orbpacbiBaHMEeM MakeTa - ornpegenser MakCMMaabHOe
konnuyectBo yctponcte DHCP-peTpaHcasumn, KOTOpble MOXET MPOWTU MakerT,
npexzae yeM oH byaeT oTbpolueH. BO3MOXHO yka3aTb 3Ha4eHue B AnanasoHe ot «1»
A0 «255». Mo ymonuaHuto ncnonbsyerca 3HaueHne «10».

10.1.2.3 Mounck n punbTpaumsa

baok dunbTpaumm npesoctaBaseT BO3MOXHOCTb COPTUPOBKM U GUAbTPALMKN AaHHbIX B
Tabanye «UHTepdeiicbl npocaywkm n upstream» no Bcem ctonbuam cnmcka (Cwm.
PucyHok — lMaHenb novck n duabtpauunm). OH BKAKOYaeT B cebs caegytoLlme nons:

o «lMounck»;
® «UNHTepdencobl»;
[ «Ponb»;

® KkHonka «Cépocntb GUALTPLI».

HUntepdeichl npocaywku M upstream

+ JoGasute

Q WuTepdedcs: v Ponk: v I

HaumeHoBaHue Ponk DHCPv6-cepaepa e

ethd Upstream-wtrepdenc

etho.1 Mpocnywimsaensii tHTEpHEic 9

PucyHok — MaHesns nouck u gpunempayuu

CkBO3HOM Mnouck Mo nonsm Tabanubl «UHTepdeincbl npocnywikum u upstream»
OCYyLLLeCTB/IAETCA C MOMOLLBbK BBOAAa MCKOMOrO 3HaueHusa B nose napametpa «Mounck».
Mowck ocywectBaseTcs no ctonbuam «HavmeHoBaHme» n «DHCPv6-cepBepa».

OunbTpauyus no nono «UHTepgencbl» Mo3BosAET OCYLLEeCTBAATb OTOOP AaHHbIX Ha
OCHOBE YKa3aHHOro CeTeBOro WHTepdernca. B pgaHHOM nosne npepcraBneH
PacKpbIBAKOLMNCA CMUCOK C WMeHaMn unHTepdencos, pfobasieHHbIXx B Tabauuy
«MHTepdgencbl Npocaywikmn n upstream».

®unbTpayms no noato «Ponb» No3BosseT oTGUALTPOBATL CAMCOK MO POaU MHTepdelica.
Mone cozep>XWT BbiNaZatolWmii CMUCOK W MPefoCcTaBAsieT BbIOOp U3  ClefyroLmnx
BapMaHTOB 3HauYeHunn: «lIpocaywusaemsiti uHmepgelic», «Upstream-uHmepgpelic».

Cbpoc Bcex yCTaHOBAEHHbIX GUALTPOB OCYLLECTBAAETCA HaXkaTneM KHonku «CépocnTtb
PUNbLTPLI».
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10.2 Be6-npokcum

[Ana HacTponku napameTpoB Beb-nNpokcyM Heobxoaumo nepentn B pasgen «Be6-

NPOKCU», PACMONOXEHHbIV B MeHI0 «CepBuCbI» (CM. PrcyHok — Beb-npokcn).

CepBHChI

PeTpaHcnauua DHCPv4

Petpancnayua DHCPv6

Be6-nNpoKcH

Mpocnylwu1eaemele agpeca

+ HobasuTte

IPvd-agpec

OtMmeHnTs

Mpo3payHbii pexum MopT no ymon4aHH HTTPS nopt TLS-bump 9

0-0130 2

PucyHok — pa3zden «Beb-npokcu»

10.2.1 Jo6aBneHne npocaylimBaeMbiX agpecoB

Ana pobaBneHns nNpocCaylwMBaemMoro agpeca HeobXOAMMO BBIMOJHUTL Caeayroline
aencteus (cM. PucyHok — lobaBieHne NpoCcayLinBaeMoro aapeca):

1. B pasgene «Be6-npokcu» HaxaTb KHOMKY «+/,06aBUTb».

2. B oTkpbiBWeEMCs okHe «/lobaBaeHune agpeca» 3a4aTb CeayroLLMe HACTPOMKM:

e «[pocnywmBaembiii agpec» — ykasaTb MPOCAyLIMBaEMbIA agpec B

193

dopmare IPv4.

®nar «Mpo3pauHbii pexxum» — bnar Ans ykasaHua, 4to Tpaduk
nepeHanpaBAfeTcsa Ha MPOKCU-CepBep aBTOMATUYECKMU.

«[MopT No ymonuaHuo» — 3ajante NOPT N0 YMONUYAHUIO, Ha KOTOPOM
npokcu-cepsep byaet npocaylwmBaTth 3anpockl. JonyckaroTcs uenbie
NONOXUTENbHbIE Yncna B Anana3oHe ot 1025 go 65535.

«HTTPS nopr» — 3ajante MoOpT, OTAUYHBLIA OT 3HA4YeHUs no
yMONYaHuo, 418 ykasaHHoro IPv4-agpeca npokcu, ncnoab3yemMoro Ans
HTTPS Ttpaduka B npo3payvyHOM pexmme paboTbl NpOKCM-cepBepa.
Pa3pelwéH BBOA LenblX NONOXUTENbHbBIX Yncen B gnanaszoHe ot 1025
A0 65535. Mo ymonvaHuto ncrnonb3yetcsa 3HaveHne «3129»

®nar «Cratyc» — dnar Ana BKAOYEHNA NogMeHbl cepTudmkata TLS-
Bump.

«Ceptnéukar LLC» — ykaxute ceptndukat ana pabotel TLS-bump.

arma.infowatch.ru
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- PR ol

MpocaywHeaeMbii agpec”

Petpancnayua DHCPvA v
172.40.230.60

Petpancnayua DHCPVE ~ _
Mpoapausii pesuna @0

Be6-npoKcH " MopT No yMonuaHHio
8443

Mpocnywkxsagmbie anpeca
HTTPS nopt

|Pv4-agpeco MpospauHLIi pexum TMopT no ymonuakmio HTTPS nopr TLS-bump (-] TLS-bump
Crarye

Ceprudmnar LIC

00430 z

PucyHok — [lobasneHue npociywiusaemoz2o adpeca

Ansa yaaneHns npocaywimBaemMoro ajgpeca HeobxoAnMo BbibpaTb OAMH MAN HECKONbKO
aagpecos B Tabsvue, yctaHOBMB dnaxok B 4yek-bokce cnesa oT IP-agpeca, n HaxaTtb
KHOMKY «YAaannTtb». B oTKpbIBLLIEMCA OKHE HEOBXOAMMO NOATBEPAUTL yAaNeHWe, HaXas
KHOMKY «Yaanutb» (CM. PUCYHOK — YaaneHne npocayLlinsaemoro ajgpeca).

BHumMmaHue!

YaanuTe BuiBpaHHbLi NpocnywHBaemelid agpec?

OTMEHMTE Yaanute

PucyHok — Y0aneHue npocaywusaemozo adpeca

B cnyuae, ecam 6b1am yaaneHbl Bce NpocayLlLnMBaeMble agpeca, Mpy COXpaHeHN HacTpoek
cMcTeMa BbIJAcT owmnbky (cM. PucyHok — Owmbka npu COXpaHeHUW HacTpoek nocse
yAaneHna Bcex NpoC/yLINBaeMbIX apeCcoB):

(D) Owmnbkal

[aHHuie pazgens UMeHoT OWWEBKKH M HE MOTYT BbiTh COXPAHEHSI:
Be6-npokcH: o6A3aTenbHO HanKuKe XoTA Gkl 0QHOrO
NpocAyWHBaeMoro agpeca

PucyHok — OQwubka npu coxpaHeHuu Hacmpoek nocje yoaaeHus ecex
npocsywiueaemsix adpecos

10.2.2 PepakTpoBaHue npocaylimBaemMbiX aapecoB

[na npocMoTpa W pefakTMpoBaHWA MNapaMeTpoB MPOCAYLIMBAEMOro ajpeca
Heobxoaumo HaxaTb JIKM Ha cTtpoke agpeca B Tabavue «MpocnywmBaemblie agpeca».
B pe3ynbtate oTkpoeTcs bokoBas naHenb «PesakTupoBaHuWe agpeca» (CM. PucyHok —
PepaktnpoBaHvne napameTpoB NpPoOC/ayLnBaeMoro ajgpeca).
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CepBuchbl e PenaxkTupoBsaHue anpeca D'rmsme HameHuts

Mpocnywxeaemeli ag| 2
PeTpaHcnsAuMa DHCPv4 o pocy pec
172.16.230.10

Petpatcnauua DHCPvE v N
Mpo3payHbIf pesum

Be6-npokcu . MopT no ymonuakHio
8443

Mpocnywursaemele agpeca
HTTPS nopt*

+ DobaenTe Q 3129

IPvd4-appec o MNpoapauHbiii pe... MopT no ymonwa... HTTPS nopt TLS-bump e TLS-bump

Craryc
[ 172.16.230.10 (Broven ) 8443 3129 I

Ce uc

172.20.200.92 ( Buniouen ) - 3205

PucyHok — PedakmuposaHue napamempos npocaywiusaemo2o aopeca

10.2.3 NMowuck n punbTpayma

CkBO3HOM nownck no nonsm Tabanupl «MpocaywmBaemMblie agpeca» OCYLLECTBAAETCA C
NOMOLLbKO BBOZA MWCKOMOro 3HadeHwa B none napametrpa «lMomck». [lownck
ocyLecTaseTca no cronbuy «IPv4-agpec». (cM. PucyHok — [NaHenb nouncka).

Be6-npoKcH ~

MNpocnywusaemsie agpeca

+ Mobasute

._
o
=

IPv4-appec MpoapaqHblit pexum NopT no ymonuaxuio HTTPS nopt TLS-bump e

172.16.230.10 ((Buvoen ) 8443 3129 (Bannosen )

172.20.200.92 ( Buwnowen ) E 3205 ( Buwoven )

PucyHok — lNaHesns noucka
10.2.4 AyteHTUPMKauua Nosb3oBaTeNien

AyTeHTndumKauma — 3T0 NpoLecc NPOBEPKN NOAJNHHOCTU BBEAEHHbIX MOJib30BaTeNIeM
nMmeHn n napond. B ARMA CreHa BO3MOXHa ayTeHTUdMKaALMA C MCNOJNb30BaHUEM
nokanbHon wan BHewHeWh B/l nonb3oBatenen. B kauvectBe BHewHen BJ cayxar
pa3/inyHble BHELLHWe cepBepbl aBTOpM3aLmn.

O6wue HacTpoiikn ayTeHTUGUKaL UK

B 6noke obwux HacTpoek ayTeHTMdMKaLMM Ana cepBuca BeH-NpoKcM MOXHO 3aAaTb
cneayroLime HacTporKkn (cM. PucyHok — ObLimne HacTporkm ayTeHTUOMKALIUNY):

® dnar «AyTeHTUdMKauua» - rar AnA  BKIKOYEHUA  [AOMONHUTENbHOM
ayTeHTUdUKaumm nonb3oBatesnen npu pabote ¢ Beb-npokcy;

® «KonunuectBo 3anpocoB» — KOANYECTBO MPOLECCOB €4MHOBPEMEHHON
ayTeHTMduKaumm Ha Beb-npokcn. OnpegenseT, CKOAbKO 3arMpocoB Ha
ayTeHTMdMKauno MoxeT obpabaTbiBaTbCa OAHOBPEMEHHO. BO3MOXHO yKa3aTb
3HayeHne B AmanasoHe oT «1» g0 «500». [lo ymon4aHWIO KCMoNb3yeTcs
3HayeHne «5».
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Mpumeuanne:

Mcnonb3oBaHne AOMOAHUTENbHOW ayTeHTUdUKALMN HEBO3MOXHO MNPV  Haanumm
NPOCNYLLIMBAEMbIX AZPECOB B MPO3PaUYHOM pexmMe.

Beb-nNpoKcH

Mpocnywweaemsie agpeca

+ NobasuTe

IPv4-agpec

192.168.33.2

Mpo3pauHElit pesHm MopT No YMONUaHHIo HTTPS nopt TLS-bump e

( Buwmouen ) - 3129 ( Buwnmouen )

AyTeHTUPUKALMA

5

06LMe HACTPOHKK ayTeHTUdUKALHH

KonuuyecTeo 3anpocos”

Hactpoiiku ayTeHTHgHKayMu nons3oeartenei LDAP

IP-agpec AD*
192.168.10.10

MNopt*
389

LDAP-noneaoBatens (Bind DN)*

CN=dmuser,DC=dm,DC=ru

Mapons (Bind DN)*

LDAP-3anpoc (Base DN)* Bepcua npoTokona LDAP*

OU=Group_1.2,0U=Group_1,0U=User,DC=dm,DC=ru % 3 -

PucyHok — Obuwjue Hacmpouku aymeHmugukayuu

HacTpoiiku ayteHTMdUKaumm nonb3osBarteneit LDAP

Mpumeuanne:

Ana ayteHTMduKaumm nonb3oBaTenen C wucnosbloBaHnem LDAP Heobxoammo
npeaBapuTenbHO ykasatb agpec DNS-cepBepa, koTopbi obcnyxmBaeT gomMmeH Active
Directory, B pa3gene «CuctemMHble HacTponku» > «CucremHbin DNS» (cm.
CuctemHbii DNS).

Ana ncnonbzosaHus LDAP npu paboTte ¢ BHELWHUM cepBepPOM aBTOpMU3aLMm HeOH6X0ANMO

3a4aTb

cneayrowime napameTpbl  (CM.  PucyHok — HacTpouku ayTeHTudukaumm

noJsib3osatenen LDAP):

196

«IP-appec AD» - yka3zatb agpec cepsepa Active Directory B popmare IPv4.

«MopT» - ykazaTtb NopT a5 obpalleHms cepaepy Active Directory. lonyckatoTcs
Lesble NONOXUTENbHbIE YACAA B AMana3oHe oT «1» o «65535». 3HaueHne no
YMOYaHUIO - «389»

«LDAP-3anpoc (Base DN)» - 3agatb Distinguished Name (DN) katanora LDAP,
C KOTOPOro HayvnMHaetTca nouck nosib3oBaTenewn. AOHyCTVIMO McnoJsib3oBaHmMe
6yKB naTMHCKOro W pycckoro andaeutoB M uudp. He gonyckaertcs
NCNoNb30BaHME CNeayoLWnX CUMBOJIOB: npoben, «f/», «\», «i», «;», «,», «+», «*»,
«?», «<», «>», «@», «[», «]». 3HaueHMe He AO/DKHO Ha4yuMHaTbCA WU
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3aKaHuMBaTbCA CreumanbHbIMM  CMMBOJMAaMWU.  MakcumanbHO — A0nycTumMoe
3HayeHue - «250» cumBONOB

NMpumeuanne:

ATpunbyTbl GUAbTPALMN AOMKHbBI COAep>XKaTb AOMEHHYHO 4acTb, Y3, nnbo
kKoHTenHep. Mpumep: CN=<ums_epynnei>,DC=example,DC=com.

«LDAP-nonb3oBartenb (Bind DN)» - 3agatb Bind DN, koTOpbI ncnoab3yetcs
Ans nogkntoueHms kK cepsepy Active Directory. lonyctMo ncnosib3oBaHue byks
NaTUHCKOro n pycckoro andasntoB 1 undp. He gonyckaerca Mcnonb3oBaHve
Cﬂeﬂ,yl'OLLl,l/lX CMMBOJIOB. |‘|p06ej1, «/», «\», LM, LM, K, K+, «*», «?», «<», «>»,
«@», «[» «]» 3HaueHMe He [OMKHO HaAuyMHATbCA WAN 3aKaH4YMBaTbCA
cneumanbHbIMK CMMBOAaMW. MakCMManbHO AOMyCTMMOe 3HauyeHune - «250»
CMMBOJIOB.

NMpumeuanne:

ATpnbyTbl GUABTPALMM [ONXKHBI COAep>KaTb AOMEHHYH 4acTb, Y3, anbo
kKoHTenHep. Mpumep: CN=admin, DC=example,DC=com.

«Maponb (Bind DN)» - ykasate naponb pgna Bind DN. Jonyctumo
ncnosb3oBaHue BykB NaTUHCKOro andaBuTa, LMPP M cneumnanbHbIX CUMBOJIOB.
He ponyckaetcs wucnonb3oBaHne npobena. MakcMmManbHO —AonycTMMoOe
3HaueHue - «32» cMMBONa.

«Bepcuna npotokona LDAP» - ykazatb Bepcuto npotokosia LDAP. lonyctnmeble
3HaUeHUA: «2» U «3».

OfLyHe HACTPONKM ayTeHTHUdUKALHH
AyTEHTUDHKALHA

KonuuecTBo 3anpocos”

5

Hacrpoiku ayTenTudrKayuu nonsaoeatenein LDAP
|P-anpec AD*

192.168.10.10

Nopt*
389

LDAP-3anpoc (Base DN)*

OU=Group_1.2,0U=Group_1,0U=User,DC=dm,DC=ru

LDAP-none3oeatent (Bind DN)*

CN=dmuser,DC=dm,DC=ru

Mapons (Bind DN)*

BepcHa npoTokona LDAP*

3

PucyHok — Hacmpotiku aymenmugukayuu nosne3oeameneu LDAP
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11 NAT

NAT (Network Address Translation) — 3To MexaHM3M CceTeBOM ajpecauumu,
obecneumBatow i npeobpaszoBaHMe BHYTPEHHMX (YacTHbIX) IP-agpecoB B ny6anuHble 1
HaobopoT ans obecneuveHns AOCTyna y3/NOB NOKa/JbHOW CETU K BHELIHUM pecypcam.
TexHoNOrMA PYHKLMOHMPYET Ha YPOBHE CETEBOrO LUAKO3a WU MEXCETEBOro 3KpaHa,
OCYLLECTB/IASA MPO3PaYHYr0 TPaHCAALUMIO aAPEeCHbIX MPOCTPAHCTB C BO3MOXHOCTbIO
CTaTUYECKOro WAM  AWNHAMWUYECKOrO COMOCTaBAEHWMA, a TakXke C WCNoJb30BaHMEM
TEXHONOTMM  MHOXECTBEHHOW  aapecaumm noptoB (PAT) ansa  ontummsauum
ncnonb3oBaHuA NybanyHbix IP-agpecos.

B cucteme ARMA CreHa peann3oBaHbl ciaegyrowime crnocobbl TPaHCAALUN CETEBbIX
afpecos:

® DNAT - no3BoasieT NoAyUnTb AOCTYN U3 BHELLHEN CETU BO BHYTPEHHIOK CETb C
nepeHanpasBAeHNEM Ha KOHKPETHbIW aspec 1 NopT;

® SNAT, Masquerading — no3Bo/seT MHOXECTBY YCTPOMCTB, HaXOAALLMXCA 3a
NAT, BbIXOAMTb B CETb Yepe3 OAWH BHeWHNI IP-agpec. CkpbIiBaeT CTPYKTYpY CeTu
OT BHELLUHEro Mupa;

® Cratnueckuin NAT, «OaNH-K-OAHOMY>» — MO3BONSET KAXAOMY BHYTPEHHEMY
IP-appecy npucBanBaTh YHWKaAbHbIN BHELWHWI IP-aapec.

IP Masquerading - TexHonorva TpaHCAAUMM ajpecoB, KoTopas obecrneumsaeTt
MHKaNCynsaumMio NpuBaTHOro IP-npoctpaHcTBa 3a e4MHCTBEHHBIM NybAnyHbIM IP-agpecom.
B npouecce o6paboTkm ncxoasawero Tpaduka MexaHn3M NogMeHseT UCXOAHble agpeca
Y3/10B JIOKa/IbHOW CETU Ha BHELHWIN aapec MapLUpyTU3MPYLOLLEro yCTPOMCTBa, CO3aBas
WANKO3MI0 HEMOCPeACTBEHHOrO MCTOYHMKA nakeToB. [laHHbIM meToa cTan ae-dakTo
CTaHAAPTOM AA5 ONTUMM3aLUUM NCNONb30BaHUA AePULMUTHOrO afpecHOro NPOCTPaHCTBa
IPv4, B pe3ynbtate yero TepmuHbl NAT u IP Masquerading 4acTo Mcnosnb3yroTcA Kak
B3aVMMO3aMeHseMble.

11.1 NpaBuna NAT

NAT JyHKUMOHMpPYEeT Ha OCHOBe KOHOUrypauuu, COCTOALWEN W3 YynopsALOYEeHHOro
Habopa npaBwa TpaHCAALMK agpecoB. Kaxaoe npaBmao cofepXXunT Habop napamMeTpos,
onpejenarOWwmx  aaroputm  npeobpasoBaHnA  ceTeBblX  3arosoBkoB. [lpaBuna
NAEHTUOULMPYIOTCA  YHUKaNbHbIMW  HOMepaMu U obpabaTbiBatoTcA B CTPOrow
nocnefoBaTeNbHOCTU. BaxkHO oTmeTuTb, uTo maeHTudukatop npasuna NAT asnsetcs
CTaTUYHBIM aTPUBYTOM W He MNOANEXWUT MognbduKaumum nocnae cosfaHus. VIameHeHue
NOPAAKOBOro HOMepa npaBuaa TpebyeT ero NOAHOrO yjaneHua 13 KoHoburypauum ¢
NocC/iesyroLLLen pentepaLment u NPUCBOEHNEM HOBOTMO MAeHTUdKMKaTOpa.

B cBA3M € 3TM pekomeHayeTca npucBaneatb npasunam NAT nociegosatesibHble HOMepPa
C VHTepBasamu Mexay Humu. Hanpumep, MOXHO co3gatb Habop npasun NAT c
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Homepamu 10, 20, 30 n 40. B cnyuae HeobxoammocTn fobaBneHns HOBOro npaBuia B
onpefenéHHoe Mecto NocaeAoBaTeNbHOCTY, 3TO MOXHO byaeT caenatb 6e3 nsmeHeHus
TekyLiero Habopa npasua.

Mpumeuanue:

N3meHeHus, BHeCEHHbIe B KOHPUrypauuto NAT, 6yayT AencTBOBaTb TONbKO A5l HOBbIX
coesimHeHn. PaHee yCTaHOBNEHHbIE COEANHEHMSA OCTAHYTCS HEM3MEHHBIMMU.

[nsa co3panusa, npocMoTpa uan nameHeHus npaeua NAT HeOH6XOANMMO NepenTn B pasaen
«MexxceteBoM 3KkpaH» - «<NAT» (cM. PucyHok — Mpasuaa NAT):

HaCTpoiitku MeCeTesoro akpaHa

rno6aneHele HacTPOHKH v

Mceagonumsi ~

MpaBKna MeXceTeBOro akpaHa v

30HLI ceTH v

HasHasueHMA Ha HanpasneHwuA TpadHKka MEY 30HaMK CeTH ~

NAT ~
+ [NoBasuts

Npropuer Tun MuTep... Cratyc TNorupos... NpoTokon Ornpasw... Nopr orn... Nonyuar... Mopr no... Npeobpa... Npeobpa... omuc... @

10 DNAT etht (Bww.. ) (B ) tep https 192,168 3129

30 SNAT etho (B ) (Bww_ ) - 192.168.... masquer.

PucyHok — lpasuna NAT
Mouck n punbTpauma aaHHbIX B Tabanue NAT.

B tabauue c npaBunamu NAT peanvzoBaH 610K GpuabTpauuuy, KOTOPbIA MO3BOAAET
COpPTUPOBATb W MCKaTb AaHHble NO BCeM cToNbLaM B cnuncke (cM. PucyHok —MaHenb nounck

n duabtpaunm). OH BKAKOYAET B cebs cnegyrolme nons:

o «[louck»;

® «Tun»;

o «WUHTtepdeiic»;

[ ] «CTaTyc»;

® «JlormpoBaHue»,
o «[poTokon»;

® kHonka «CépocuTb GUALTPLI».
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NAT

+ foBaswre

Tun Mutepoenc Crarye Toruposanne

Mporokan

Npuopurer Tun Wurepdeic Crarye Norvposa. . Npotokon Ompaswure. . NopT ornp. Nonyuatens Nopr nany... NpeoBpasa... Npeobpaso. .. Onwica... o

PucyHok — lNaHenb nouck u gpunempayuu

CkBO3HOM nouck no nonsam Tabavubl «NAT» OCyLlecTBASETCA C MOMOLLbIO BBOZAA
MCKOMOrO 3HauyeHusa B nosie napametpa «Mouck». MNouck npomssogmtca 6e3 yuérta
perncrtpa BBOAWMbIX CUMBOJIOB. [loMCK NpOM3BOAUTCA MO BCEM CTpokam Tabauupbl
COrNacHO UX COXPaHEHHbIM 3HaYeHUsAM B KOHbUrypaunoHHoMm darine. Hanpumep, ecan
BBECTW B noucke TekcT «destination», B Tabanue otobpasatca sce npasuna DNAT,
MNOCKOAbKY B KOHOUrypaumoHHoMm ¢dainne npasuna DNAT coxpaHeHbl kak destination.

C nomoubto GuabTpoB «Tun», «HTepdenc», «Ctatyc», «JlormpoBaHue» 1 «lpoTokon»
BO3MO>HO OCYLLeCTBUTb OTOOP AaHHbIX B COOTBETCTBUM C 3aaHHbIMW NapamMeTpamMu.

Cbpoc Bcex yCTaHOBAEHHbIX GUABTPOB OCYLLECTBAAETCA HaXkaTeM KHonku «CépocnTtb
GunbTPLI».
11.2 Co3paHune npasuna DNAT
Ans co3panma npaBmuna DNAT Heo6XOANMO BbIMOAHUTL CeAytoLime AeACTBUS:
1. HaxaTb kHonKy «+/JobaBuTb» B pa3gene «<NAT».

2. B otkpbiBwenca 6okoBoW naHenn BbibpaTb co3gaBaemMyto CylHOCTb «DNAT»
(cm. Pucynok — CosgaHuve npasuaa DNAT):

HacTpo#ikU MeCeTeBoro skpaHa Jo6asnenue npaeuna NAT Omeuo 3
. Tun npasuna
FnoGanbHbIe HACTPOMKH v
9 @ DNAT | O SNAT (O One-to-one

MNeesaoHUMB! v

Npuoputer”
TIpaBiINa MEKCETEBOFO KpaHa v B

Toruposakue
3oHbl ceTH v

Crarye
HasHaueHws Ha HanpaBneHun TpaduKka MEY IOHaMM CeTH ~

VICKIOMMTS TekyLLee Npasnno
NAT & BxoanALwui uHTepdeic

@® Wnrepgeic O Mpynna urrepgeiicos

o

Hutepdeiic
Tun v MkTeppeiic v Crarye v

Nornposarine ~  Mporokon ~

Bee Kpowie yKA3AHHOO HHTEpGeiica

Npw... Tun ... ;i n.. or... Mo... Mo... No... np... np... Onucanve )

TpaHCNOPTHLIA NPOTOKON

@ Hazsarne O Homep

HaagaHue
0-0m30 B3

OrnpasuTens

Bua oTnpaeiTena

Tpynna MAC-aapecos

Monyuarens

PucyHok — Co30aHue npasuna DNAT

3. BHecTtu/ckoppekTnpoBaTb 3HaUeHne B NoaaAXx:
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® [lpuopurter - HomMep npuoputeta npasuna DNAT. Bo3moxHO ykasaTb
3HaueHWe B AmanasoHe oT «1» po «999999». MapameTp AoskeH ObiTb
YHVKaNbHbIM B pamkax BblbpaHHOro Habopa npaBwn K onpejensert
nocneAoBaTe/IbHOCTb BbIMOJHEHUA npasua oT 1 kK 999999.

Mpumeuanne:

PekomeHayetca npucsamsatb npasunam NAT nocneposatesibHble HOMepa C
WHTepBanammn Mexzay HUMK, OCTaBAAsA CBOOOAHbIE HOMepPa AN HOBbIX NPaBuI.

® JlormpoBaHue - BKIHOUEHNE/OTKIOUEHME XXYPHAANPOBaHWE AeNCTBUN.
® CraTyc - OTK/IHOUeHWe NpaBuia Npeobpa3oBaHKsA CETEBbLIX afpPeCoB.

® MHcknrountb Tekyuiee MpaBuao - C NMOMOLLbIO «UCKNHOYAOLWMNX» MPaBu
MOXHO OnpeAennTb CeTeBble NaKkeTbl, AN KOTOPbIX He ByAeT BbIMOAHATLCS
npeobpa3oBaHne ceTeBbIX aApPecoB. ITO OCOHEHHO MONEe3HO B Cay4as,
Korga Ans HekoTopbiXx BWAOB Tpaduka, Hanpumep, ana VPN-Tpaguka,
TpebyeTca nckntounTb NnpeobpasoBaHne agpecos.

® Bxopswmii nHTepdeinc - ykasaHne BXOAHOIo MHTepdeinca, Ha KOTOPOM
6yaet BbinonHATbCA NpaBuao DNAT. lNpeobpa3oBaHne ceTeBOro agpeca
nonyyvatens (DNAT) 6yaet ocyliectBaatbca Ans Tpaduka, NPUHATOrO Ha
yKa3zaHHOM nHTepdence. BO3MOXHO yka3aTb CefytoLime 3HaUeHNs:

o WHTepdenc - BBeCTM HaMMeHOBaHMe ceTeBOro nHTepdenca. B
3TOM MOJie BO3MOXHO WCMO/b30BaTb CAeAytoLine CUMBOJIbI:
CUMB0JIbI IAMUHCK020 asgasuma; yugpsl;, NoOCMAaHO804YHbIU
3HaK «*» (Hanpwumep, «eth1*» — Bce WHTepdelcbl, UMeHa
KOTOpbIX HaumHatotca ¢ «ethl»), «any» (cuctema 6yget
obpabaTbiBaTh BeCb BXOAAWMU TpadmK He3aBUCMMO OT TOrO,
yepes Kakou MHTepPenc oH NpuLén). Mimsa nHtepderica JONXKHO
HauMHaTbCA C NAaTUHCKOW OyKBbl, MMeTb AJMHY He 6onee 14
CMMBOJIOB, MOACTAaHOBOUYHbIA 3HaK AOJKEH pacrnonaratbCa B
KOHUe.

e [pynna wHTepdencoB - BbIOGOP N3 NPEANOXEHHOro Crnmcka
Ha3BaHWe paHee CO3aHHOWN rPynmnbl NHTEPHENCOB.

MNpwn yctaHoBke dnaxka B uyek-6okce «Bce kpome ykasaHHOro
mHTepdenca» npasmno byaer cpabatbiBaTb Ha BCex MHTepdencax,
KpOMe yKa3aHHOro.

L4 «TpaHCHOpTHbII‘/’I MPOTOKOJZ1» - YyKa3aHuWe TMpPOTOKONOB, AJIdA KOTOPbIX
ocywecTtBndaeTcAa npeo6pasoBaH|/|e CETEBbIX ajpecoB. Bo3mMoXHO yKa3aTb
3HauyeHne HOMepPOM Uan MMeHEM MPOTOKO1a:

arma.infowatch.ru



https://www.infowatch.ru/products/zaschita-asu-tp-arma

wifR) INFOWATCH ARMA

«Ha3BaHue» - BbI6Op TPAHCMOPTHOrO MpPOTOKO/MA U3
BbIMaZatoLLero Crmcka;

«Homep» - HOMep NMPOTOKO/Na B COOTBETCTBUU C AOKYMEHTOM
IANA. BO3MOXHO ykasaTb 3HauyeHue B Awanas3oHe oT «0» go
«255»,

® OrtnpaBuTtenb - ykasaTb MapamMeTpbl OTMNPaBUTENS, HA OCHOBE KOTOPbIX

OyAeT ocyLLecTBAATLCA conocTaBaeHne B npasune NAT:

202

«Bup, otnpaButena» - BbIGOp BMAA OTMpPaBUTENS U3 CMNCKA,
KOTOpbIA OyAeT MCNoib30BaTbCA ANA MPOBEPKM COOTBETCTBUA
ceteBoro naketa npasuay NAT:

o «Appec» - |Pv4-agpec otnpaButensa Ans rnpoBepKu
COOTBETCTBMA B GOpMaTe <X.X.X.X>;

o «CeTb» - IPv4-ceTb oTnpasuTens Ana npoBepKM
COOTBETCTBUA B popMaTe <X.X.X.X/X>;

o «flnana3oH appecoB» - yKasaTb Auanas3oH |Pv4-
aflpecoB oTnpaBuTens B COOTBETCTBYHOLLUX MONSAX;

o «[lpynna agpecoB» - BbibpaTb rpynny agpecos U3
CNNCKa;

o «[lpynna ceten» - BbIGpaTb rpynny cetein ns cnuncka;

o «[lpynna gomeHoB» - BbIbpaTb rpynny JOMeHOB V13
cnmcka.

[Ana TunoB oTnpasuTtenen «Aapec», «Cetb» 1 «fluanasoH
aapecoB» A0CTynHa QYHKUMA MHBEPCUMM 3HaYeHnn. Jns eé
aKTUBaLMM HEOBXOAMMO YCTaHOBUTb Gaaxok B 4yekbokce
«Bce Kpome ykaszaHHOro ornpasutens». B 3tom cnyyae
npaBuao OyaeT NPUMEHATbCA KO BCEM ajpecaM, 3a
NCKNOYEHMEM YKa3aHHBbIX.

Mpu BbiGOpe oOAHOM M3  rpynn  NpefycMOTPEeHa
BO3MOXHOCTb YKa3aTb JOMOJNHUTE/IbHbIE KaTeropuu rpynr:
«Fpynna MAC-aapecoB» 1 «[pynna noprtoB» (rpynna
MOPTOB AOCTyMHa Mpu YyCaoBMM BbibOpa TPaHCMOPTHOrO
npotokona tuna TCP, UDP nan TCP/UDP).

«fpynna MAC-agpecoB» - ykasaTtb rpynny MAC-agpecos
oTrnpaBuTens, Kotopble OyayT MCMNOAb30BaTbCA ANA MPOBEPKM
COOTBETCTBMA CceTeBbIX Naketos npasuay NAT.
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e «lopTt otnpaButena» - cekuua napameTpoB AOCTynHa npu
ycnoBum Bbibopa TpaHCNopTHOro npotokosa Tuna TCP, UDP van
TCP/UDP. BO3MOXHO HacTpouTb cneayroLlme napameTpbl:

o «[lpynna noptoB» - ykasaTb rpynny nopToB
oTnpaBuTeNs, KoTtopble ByayT MCNONb30BaTbCA ANS
MPOBEPKN COOTBETCTBMA CETEBbIX MAaKeTOB MpaBuy
NAT.

o «[lMopTbl» - yKka3aTb MOPT OTNPaBWUTENsA, KOTOPbIM
ByseT ncnonb3oBaThCa ANA NMPOBEPKN COOTBETCTBUA
cetesoro naketa npasuay NAT. [na koHburypaumm

MOPTOB HEOBXOAMMO HaXKaTb KHOMKY «  » CrpaBa
oT nons «Hacrpoika NOopToB» N B PacKpbIBLLIEMCA
nose HaxaTb KHONKY «+/106aBUTb». [OCTYMHbI
cnegyrolme napamMmeTpsl:

* «Howmep nopta» - B none «MopT» BBECTU
HOMep nopTa B AuanasoHe oT «1» g0
«65535»;

- «AuanaaoH NnOopPTOB» - YKa3aTb AMala3oH
NOPTOB B COOTBETCTBYHOLLNX NONAX;

» «[potokon» - BbibpaTb NPOTOKON W3
cnucka.

KHonkn «+/106aBUTb>» n «ypanntb»
nossonstoT f06aBAATb WAM  yAanATb MNOPTHI
oTnpasuTens.

Mpu yctaHoBKe dnaxkka B Uekbokce «Bce kpome
yKa3aHHbIX nopros» npasuio byaert
NPUMEHATLCA KO BCEM NOPTaM, 3a UCKJIFOYEHNEM
yKa3aHHbIX.

® [Monyuartennb - ykazaTb NapameTpbl NOAyYaTens, Ha OCHOBE KOTOpPbIX byaeT
OCYLLLeCTBATLCA conoctasBneHue B npasune NAT:

e «Bup nonyuarensa» - BbIOOp BuAa noayyatTensa w3 Crvcka,
KOTOpbIA ByAeT MCNo/ib30BaTbCA ANA MPOBEPKM COOTBETCTBUA
ceteBoro naketa npaswuay NAT:

o «Appec» - IPv4-agpec nosyuatensa ana nposepKu
COOTBETCTBMA B popMaTe <X.X.X.X>;

o «CeTb» - |Pv4-ceTb nonyuatensa Ana MPOBEPKM
COOTBETCTBUA B dopMaTe <X.X.XX/X>;
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o «flnana3oH appecoB» - yKasaTb AuanasoH |Pv4-
aflpecoB noJsiyyaTtens B COOTBETCTBYHOLUMX MONAX;

o «[lpynna agpecoB» - BbibpaTb rpynny agpecos u3
CMNCKa;

o «[lpynna ceTeii» - BbIGpaTb rpynny ceten U3 Crmncka;

o «[lpynna gomeHoB» - BbIbpaTb rpynny JOMeHOB V13
cnmcka.

Ana TMnoB nonyuyatena «Appec», «CeTb» U «/lnanasoH
aapecoB» A0CTynHa QYHKUMA MHBEPCUM 3HaYeHUn. Jas eé
aKTUBaLMM HEOBXOAMMO YCTaHOBUTb dnaxok B 4yekbokce
«Bce Kpome ykasaHHOro nonyuyarensa». B stom cnyuae
npaBuao OyaeT NPUMEHATbCA KO BCEM ajpecaM, 3a
NCKAKOYEHMEM YKa3aHHbIX.

Mpu BbiGOpe oOaHOM M3  rpynn  NpefycMOTPEeHa
BO3MOXHOCTb yKa3aTb JOMNOJHUTE/IbHbIE KaTeropuum rpynn:
«fpynna MAC-aapecoB» 1 «[pynna noprtoB» (rpynna
MOPTOB AOCTyNMHa Mpu YcaoBMWM BbibOpa TPaHCMOPTHOrO
npotokona tuna TCP, UDP nan TCP/UDP).

«fpynna MAC-agpecoB» - ykasatb rpynny MAC-agpecos
nosnyyaTens, KoTtopble OyAyT WCNO/Nb30BaTbCA A/ MPOBEPKU
COOTBETCTBUA ceTeBbIX NakeTos npasuay NAT.

«lMopTt nonyuarena» - cekuUMs napamMeTpoB AOCTyNHa npwu
ycnoBum Bbibopa TpaHCNOpTHOro npotokosa Tuna TCP, UDP van
TCP/UDP. Bo3MO>XHO HacTpouTb cieaytolime napameTpbl:

o «lpynna nopTtoB» - YyKkas3aTb rpynny nopToB
nonyyatens, kKotopble OyayT MCNonb30BaThCA ANA
NPOBEPKN COOTBETCTBUA CETEBbIX MaKeTOB MpaBuy
NAT.

o «[MopTbI» - ykasaTb NOPT noay4vatens, KOTOPbIN
ByseT ncnonb3oBaThCa ANA NPOBEPKN COOTBETCTBUSA
cetesoro naketa npasuay NAT. [na koHpurypaumm

NOPTOB HEOBXOAMMO HaxaTb KHOMKY «  » Crpasa
oT nona «HacTpoiika NOPTOB» N B PacKpPbIBLLUEMCH
nojie HaxaTb KHOMKY «+/,06aBuTb». [lOCTyMHbI
cnegyrome napameTpsl:
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* «Homep noprta» - B nose «MopTt» BBECTU
HOMep nopTa B Anana3oHe oOT «1» go
«65535»;

* «/lnana3oH NOPTOB» - yKa3aTb AMana3oH
MOPTOB B COOTBETCTBYHOLLMX MOASAX;

* «[potokon» - BbIOpaTb NPOTOKON W3
cnucka.

KHonku «+/l06aBUTb>» n «Ypanutb»
NO3BONAKOT A00aBNATb MAWM  YAaNATb  MNOPTH
noay4vatens.

Mpw ycTaHoBKe dnaxka B uekbokce «Bce kpome
yKa3aHHbIX nopros» npasuio byaet
NPUMEHATLCA KO BCEM NOpTaM, 3a UCKJIFOUYEHVEM
yKa3aHHbIX.

® «[lpeobpa3zoBaHHbIV agpec» - yKa3aTb afpec, Ha KOTOpbIV ByAeT 3aMeHEH
NCXOAHbIM afpec Ha3HauyeHWs MakeToB. Bo3moxeH BbIGOp cieayroLLmx
3HaUeHWNN:

e «Appec» - |IP-agpec B popmarte IPv4;

e «[/lnanasoH appecoB» - yKa3aTb JAmana3oH |P-agpecos B
COOTBETCTBYHOLLMX MOAAX;

e «Cetb» - yKazaTb ceTb: IP-agpec n macky noaceTu.

® «[peobpasoBaHHbIN NOPT» - YKazaTb NOPT AN TpaHCAALMK. BoamoxkeH
BbIOOP CIeAYHOLLNX 3HAUEHUN:

e «Homep nopTta» - BBECTV HOMep MopTa B AMana3oHe oT «1» ao
«65535»;

e «[lnanasoH noOpTOB» - YyKasaTb AWanasoH MOPTOB B
COOTBETCTBYHOLLMX MONSAX.

® «[lepeHanpaBneHue Ttpaduka» - ykazaTb MNOPT, Ha KOTOpbIM Oyzer
nepeHanpaBAATbCa BXOAAWMA Tpaduk. BozmoxkeH BbIbOp cneayroLmx
3HaUYEeHUM:

e «Homep nopta» - BBECTV HOMep MOpPTa B AManasoHe oT «1» 10
«65535»;

° «AuanasoH noprtoB» - YyKasatb JAManasoH TMNOPTOB B
COOTBETCTBYHOLLUX NOAAX.
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® «JlononHutenbHble napamerpbl NAT npeo6bpasoBaHHOro agpeca» -

CeKuMa HacTpoek AonoJIHUTEbHbIX NapaMmeTpos NAT:

e «Ha3sHaueHue IP-appeca» - ornpegennts TUMN MexaHW3Ma
COMNOCTaB/IEHNA aApecoB Ana TpaHcaaunu B npasune NAT:

o «CnyuaintHbii  IP» (random) -  cay4anHoe
pacnpegeneHne  ajpecoB  OTMNpaBuUTeNs WK
nofyyaTens ANs Kaxaoro coeamHeHus. Micnonblyetcs
MO YMOJIYaHUIO.

o «[loctosaHHbIn IP» (persistent)- nosnb3oBaTenb
nosy4yaeT OAMH W TOT XXe afpec OTnpaBuUTeNs WU
nosyyatens Ana KaxAoro COeAMHeH .

e «Ha3sHaueHue noprta» - onpegennTb MeTOZAa COMOCTaB/JEHMUA
NOPTOB Mpu TpaHaUuK agpecos B npasunax NAT:

o «lMopt 6e3 wu3smeHeHun» (none) - OTKAKOYAET
AVMHAMUYeCcKoe COoMocTaB/ieHre MOPTOB, MUCMO/b3yeT
MCXOAHBIM NOPT UCXOAHOrO nakeTa. Micnonb3yetcs no
YMOJIYaHWIO.

o «CnyyaMHbii noprt» (random )- BblbupaeTt
CNYyYaWHbIA  AOCTYMHbIA  MOPT M3  AManal3oHa
TpaHCAALUN.

«banaHcupoBka»

B pamkax oAHOro npaBuaa BO3MOXHO OMNPeAennTb HECKOJ/bKO
TpaHCcAnpyemblx agpeco, 4tobbl NAT mor cbanaHcmpoBaTb
TPAHCAALMIO MeXAY HUMW. AnroputM 6anaHCMPOBKM UCMOAb3YeT X3LU
ANA pacnpegeneHvs Harpysku. Mpu onpeseneHnn TpaHCAUPYEMbIX
aApecoB, Ha3blBaeMblX H63KeHAaMW, HEOBXOANMMO HACTPOUTb BeC. ITO
no3BonseT nosb30BaTeNto CaMOCTOATENIbHO onpesennTb
pacnpezeneHune Harpy3km B COOTBETCTBMU C €70 NPEANOUTEHUAMMU.

MapameTpbl HACTPOMKN BaNaHCUPOBKM:

o «Metop pacnpeaeneHus» - BbibpaTb aJropnT™ reHepaumnm
X3Wwa. Bo3MOXeH MHOXEeCTBEHHbI BbIOOP CAeayoLmx
3HaueHun: «CnyyanHoe», «Io IP-agpecy otnpaBuTtens», «o
IP-agpecy nonyuatens», «[lo nopTy oTtnpasutensa», «[lo
nopty nonyyatena». Bbibop 3HaueHun «llo nopty
oTnpaButensa» n «o NopTy nonydarens» AOMyCKaeTcs npu
yKa3aHHOM Ana napametpa «TpaHCMOPTHbIA MPOTOKOA»
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3HaueHun «tcp», «udp» nam «tcp/udp». No ymMon4aHunio XL
reHepupyeTca cnyyanHbiM obpa3om - metog «CnyuyanHoe».

«Hactpoika  npeo6bpasoBaHHbIx IP-agpecoB» -
BO3MOXHO YyKa3laHue npeobpasoBaHHbIX IP-agpecoB v Beca
ana kaxgoro 63keHga. Cymma BCex BeCOB, MPUCBOEHHbIX
63KeHaaM, AoKHa cocTaBasaTb «100». VIHbIMKN choBamu, Bec,
NMPUCBOEHHbIN KOHKPETHOMY B3KeHAy, npeacTaBaseT cobown
NPOLEHT COeANHEHWNI, KOTOpble ByAyT HanpaB/eHbl Ha 3TOT
63KeHA.

® «Twun naketa» - HaCTpPOUTbL NPaBnIO COOTBETCTBMA Ha OCHOBE TUIMa NakeTa.

Bo3MoXHO ykasaHue cnegyrowmx TvnoB.: «LlnpokoBeluatenbHbi nakeT»,

«OAMHOYHBIN NakeT», «[akeTbl A8 rPyNnbl YCTPOUCTB», «[ipyrne Tmnbi».

4. Tlo 3aBepLleHMN HaxkaTb KHOMKY «CoOXpaHUTb».

5. MNocne coxpaHeHus HoBoro npasuia NAT HeobxoAMMO HaXkaTb KHOMKY

«CoxXpaHuTb» B NpaBoM BepxHeM yriny ¢opmbl «HacTpolkmn mekceTeBoro

3KpaHa» And CoOXpaHeHnAa U NMpuMeHeHMA HOBbIX HACTPOEK B CcUCTteme ARMA

CreHa (cM. PucyHok — KHOMKa COXpaHEHUA M NMPUMEHEHUSA HOBbIX HACTPOEK

CUCTEMBDI).

HAcTpONM MERCETEBOMD npaHa

TnoSanskee KacTpoiKH

Ncesnokums!

Npaswna wemceresoro sspana

Jous cemh

HasHa4EHHR HE KENPEBNEHKA TPAGHKE MEMAY JOHEMM CETH

NAT

DNAT
DNAT

DNAT

Cranye Toruposasne Mpaoson

Tarye Nporosan Ornpasutans MopT aTnpaBHT. . Na. Nopt nony. MNpeabpaso. Mpeotpaso... Onmcanite [=]

Toynna MAG 10.10.10.10

TGP W UDP 25 1411111

TCP w UDP s 192.168.10.10

PucyHok — KHonka coxpaHeHuUs U hpuMeHeHUs HO8blX HACMPOeK cucmemel.

11.3 CozpaHue npasuna SNAT

Ansa cozpaHma npasuna SNAT Heo6X041MMO BbINMONHNUTL CAeAytolme 4eNCTBUS:
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1. Haxatb kHonky «+/,06aBuTb» B pasgene «NAT».

2. B otkpbiBlenca 6okoBoW NaHenu BbibpaTb co3gaBaemMyto CyHOCTb «SNAT» (cm.

PucyHok — Co3aaHuve npasuaa DNAT):
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) Thn npasuna
Tno6ankHele HACTPORKM
O DNAT | @ SNAT | O One-to-one
TcesgoHMM b1 v
L 9 Mproputer*
TlpaBuna MEKGETEBOTO aKpaHa v
Toruposasue
3oHi ceTn v
Crarye
Ha3HaueHA Ha HanpaBNeHuA TPacuka MeNay JOHAMHU CeTH v
MICKNIG4HTh TexylLiee npasno
NAT 2 Hexonswumit HHTepdeiic
@ Wnrepdeiic O Tpynna umre epdeiicos
=10
HHTepdefic
Tun v Wktepgeiic v Crarye v
Tloruposarie ~  Mpotokon v Hony
Boe kpome ykasal fica
Mp... Tun WH... o n.. or.. fo... MNo... Mo... Mp... np... onucanve € 8 KPOMS YKAGAHHOMD HHTEPpEH
TpaHcnopTHbIK NPOTOKON
@® Hazearwe O Homep

Haasanne
0-0430 z

OTtnpasurens

Bun oTnpasuTenn

Tpynna MAC-apecos

Monyuarens

PucyHok — Co3daHue npasusna SNAT

3. BHecTn/ckoppekTMpoBaTh 3HaUEHME B MONAX:

® [lpuvopurter - Homep npuoputeta npasuna SNAT. BoamoxHO ykasaTtb
3HayeHMe B AuanasoHe OT «1» o «999999». MNapameTp AomKeH ObiTb
YHVKaAbHbIM B paMKax BblbpaHHOro Habopa npaBun u onpeaensert
NocnAeA0BaTeNbHOCTb BbINOAHEHWA Npasua oT 1 kK 999999.

NMpumeuanne:

PekomeHayetca npucsamsaTb npasuiam NAT nocnegoBaTenbHble HOMepa C
NHTEepBasamMu MeXAY HUMK, OCTaBAAs CBOOOHbIE HOMEepa AN HOBbIX NPaBU.

® JlormpoBaHue - BK/IHOUEHNE/OTK/IHOUEHNE XYPHaINPOBaHNE AeNCTBUN.
® CraTtyc - OTKNOueHMe NpaBuaa npeobpasoBaHMsA CETEBbLIX aZpPeECOB.

® UMcknrouunTtb Tekyliee NpaBuIO - C MOMOLLLIO «UCKAHOYAOLWNX» NpPaBuA
MOXHO ONpeAennTb CeTeBble MNakeTbl, AN KOTOPbIX He ByAeT BbIMONHATLCS
npeobpa3oBaHne ceTeBblX aApecoB. ITO OCOOEHHO MOAE3HO B Cay4yasy,
KOorga Ans HekoTopbix BWAOB Tpaduvka, Hanpumep, ana VPN-Tpadwuka,
TpebyeTca ncknrounTb NpeobpasoBaHne ajpecos.

® Wcxopawmii uHtepdenc - ykazaHue uHTepderica, Ha KoTopbii byaert
nepesaBaTbCA UCXOAALMI TpadUK ANA NpaBua Npeobpa3oBaHNs ajpecoB
otnpasutensa (SNAT) n npaBun «mackmpoBkm» (masquerade). Bo3amoxHO
yKa3aTb Clefytolime 3HaUeHns:

e WHtepdeiic - BBeCTM HanMeHOBaHMe CETEBOro MHTepdelica. B
3TOM MOJie BO3MOXHO WCMOAb30BaTb CAejytoline CUMBOJbI:
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CUMB0JIbI IAMUHCK020 angasuma; yugpsl;, NodCMAaHOB804YHbIU
3HAK «*» (Hanpumep, «eth1*» — Bce WHTepdenchbl, MMeHa
KOTOpbIX HaumHaroTca ¢ «ethl1»), «any» (cuctema 6ygert
obpabaTbiBaTb BeCb BXOAAWMK TpadWK HE3aBMCMMO OT TOrO,
yepes Kakou MHTepPPENC OH NpuLén). Mimsa nHtepderica fONXKHO
HauMHaTbCA C NATUHCKOW OyKBbl, MMeTb AANHY He 6onee 14
CMMBONIOB, MOACTAaHOBOYHbIA 3HaK AOJKEH pacrnonaratbCa B
KOHLEe.

e [pynna uHTepdencoB - BbIOGOP M3 MNPEANOXEHHOrO cnmucka
Ha3BaHWe paHee CO34aHHOW rpynmbl NHTEPHENCOB.

Mpw yctaHoBKke ¢dnaxka B yek-bokce «Bce kpome ykasaHHOro
uHTepdeiica» npasuno byaeT cpabaTbiBaTh Ha BCeX MHTepdericax,
KpOMe yKa3aHHOrO.

® «TpaHCNOPTHLIA MPOTOKON» - YyKa3aHWe MPOTOKO/OB, ANA KOTOPbIX
ocyLlecTBaAseTcs npeobpasoBaHMe ceTeBbIX agpecoB. Bo3mMoXHO ykasaTb
3HayeHVe HOMEPOM UM MMEHEM MPOTOKONA:

e «HasBaHue» - BbIGOp TPaHCMOPTHOrO MpPOTOKOAA U3
BblNaAatoLLero Crmncka;

e «Homep» - HOMep NMPOTOKONA B COOTBETCTBUU C JOKYMEHTOM
IANA. BO3MOXHO ykasaTb 3HayeHwe B Amana3oHe oT «0» po
«255»,

® OtnpaButenb - ykas3aTb napamMeTpbl OTNpaBuUTeNs, Ha OCHOBE KOTOPbIX
OyAeT ocyLLecTBAATLCSA conocTaBaeHne B npasune NAT:

e «Bup ornpaButens» - BbIGOP BMAa OTMpaBUTENs M3 CMUCKa,
KOTOpbIA ByAeT MCNo/ib30BaThCA ANA NMPOBEPKM COOTBETCTBUA
ceteBoro naketa npasuay NAT:

o «Appec» - |Pv4-agpec otnpaBuTensa Ans rnpoBepKu
COOTBETCTBUA B pOopMaTe <X.X.X.X>;

o «CeTb» - IPv4-ceTb oTnpaButens Ana nNpoOBeEPKM
COOTBETCTBUA B popmMaTe <X.X.X.X/X>;

o «flnana3oH appecoB» - yKasaTb AuanasoH |Pv4-
afpecoB OTNPaBMTENA B COOTBETCTBYHOLLMX MNONAX;

o «[lpynna agpecoB» - BbibpaTb rpynny agpecos u3
CMNCKa;

o «[lpynna ceten» - BbIGpaTb rpynmny cetein ns Cnuncka;
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o «[lpynna gomeHoB» - BbIbpaTb rpynmny JOMeHOB V13
cnmcka.

Ans Tnos oTnpasuTenen «Appec», «Cetb» N «[inanasoH
aapecoB» A0CTynHa QYHKUMA MHBEPCUM 3HaYeHUIn. Jns eé
aKTUBaLMM HeobXxoAMMO YCTaHOBUTb daaxok B 4vekbokce
«Bce kpome yka3aHHOro otnpasutensa». B stom ciyuae
npasuno OyaeT NpPUMEHATbCA KO BCeM ajpecam, 3a
NCKNHOYEHMEM YKa3aHHbIX.

MNpwn BblbOpe oaHOM U3  Fpynn  MpesycMOTpeHa
BO3MOXHOCTb yKa3aTb JOMOJIHUTE/IbHbIE KaTeropuum rpynr:
«fpynna MAC-aapecoB» 1 «[pynna noprtoB» (rpynna
MOPTOB AOCTyMHa MpW YCIOBUW BbibOpa TPaHCMOPTHOrO
npotokona tuna TCP, UDP nan TCP/UDP).

«Fpynna MAC-agpecoB» - ykasatb rpynny MAC-agpecos
oTnpaBuTens, KoTopble ByAyT MCNOAb30BaTbCA AN MPOBEPKM
COOTBETCTBUA ceTeBbIX NakeTos npasuay NAT.

«lMopt oTnpaBuTena» - cekuMA NapaMeTpoB AOCTynHa npwu
ycnosum Boibopa TpaHcnopTHoro npotokona tuna TCP, UDP nan
TCP/UDP. Bo3MO>XHO HacTpouTb cegytoLme napameTpbl:

o «[lpynna noptoB» - ykasaTb Trpynny nopToB
oTnpaBuTeNs, KoTopble ByayT MCNONb30BaTbCA A
NPOBEPKN COOTBETCTBUA CETEBbIX MaKeTOB MpaBuy
NAT.

o «[MopTbI» - ykasaTb MNOPT OTNpaBUTENs, KOTOPbIN
ByseT ncnonb3oBaThCa ANA NMPOBEPKN COOTBETCTBUSA
ceteBoro nakerta npasuny NAT. [na koHOUrypaumm

NOPTOB HEOBXOAMMO HaxaTb KHOMKY «  » CrpaBa
oT nons «Hacrpoiika NOPTOB» N B PacKpPbIBLLEMCH
nojie HaxaTb KHOMKY «+/,06aBuTb». [lOCTyMHbI
cnegyrome napameTpsl:

» «Howmep nopra» - B nosie «MopT» BBECTU
HOMep nopTa B AuWanasoHe OT «1» a0
«65535»;

* «/lnana3oH NOPTOB> - yKa3aTb AMana3oH
MOPTOB B COOTBETCTBYHOLLMX MOASAX;

» «[potokon» - BbIbpaTb NPOTOKON W3
cnmcka.
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KHonku «+/06aBUTb» n «Ypanntb»
nossonsatoT f06aBAATb WAM  yAanATb MNOPThI
oTnpasuTens.

Mpwn ycTaHOBKe dnaxkka B Yekbokce «Bce kpome
yKa3aHHbIX nopros» npaswio byaet
NPUMEHATLCA KO BCEM MOPTaM, 3a UCKNHOYEHNEM
yKa3aHHbIX.

® [onyuartenb - ykazaTb MapaMeTpbl NOAy4YaTens, Ha OCHOBE KOTOPbIX byaeT

OCyLLecTBAATLCA conocTassieHve B rnpasune NAT:
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«Bug nonyuarens» - BblbOp BMAa noayvatens u3 CNucka,
KOTOpbIA ByAeT MCNo/ib30BaTbCA ANA MPOBEPKM COOTBETCTBUA
ceteBoro naketa npasuay NAT:

o «Appec» - IPv4-agpec nosyyatensa Ana npoBepKu
COOTBETCTBUA B popMaTe <X.X.X.X>;

o «Cetb» - [Pv4-cetb nonyuyatens ana nposepku
COOTBETCTBUA B popMaTe <X.X.X.X/X>;

o «flnana3oH appecoB» - yKasaTb AuanasoH |Pv4-
afpecoB noJsy4vatena B COOTBETCTBYIOLLNX NONSAX;

o «[lpynna agpecoB» - BbibpaTb rpynny agpecos u3
CMNCKa;

o «[lpynna ceten» - BbIGpaTb rpynny cetein ns Cnuncka;

o «lpynna gomeHOB» - BbiIOpaTb rpynny 4OMeHOB 13
cnmcka.

Ana tvnos nonyvatensa «Apgpec», «CeTb» U «flnanasoH
aapecoB» A0CTynHa QyHKUMA MHBEPCUMM 3HaYeHnn. Jna eé
aKTUBaLMM HeOobXOAMMO YCTaHOBUTb daaxok B 4vekbokce
«Bce Kpome ykasaHHOro nonyuyarensa». B s3tom cnyuae
npasuno OyaeT MNPUMEHATbCA KO BCEM ajpecam, 3a
NCKAKOYEHMEM YKa3aHHbIX.

Mpu BbibOpe oaHOM M3  rpynn  NpesycMOTpeHa
BO3MOXHOCTb yKa3aTb JOMOJIHUTE/IbHbIE KaTeropuu rpynnm:
«fpynna MAC-aapecoB» 1 «[pynna noprtoB» (rpynna
MOPTOB AOCTyMHa MNpW YCIOBUW BblbOpa TPaHCMOPTHOrO
npotokosa tuna TCP, UDP nan TCP/UDP).
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e «Ipynna MAC-agpecoB» - ykasatb rpynny MAC-agpecos
nosyyaTens, KoTtopble OyAyT WCNO/Nb30BaTbCA A/ MPOBEPKM
COOTBETCTBUA ceTeBbIX Naketos npasuay NAT.

e «[MopTt nonyuatensa» - cekuMs nNapameTpoB AOCTyNHa Mpw

ycnoBum Bbibopa TpaHcnopTHoro npotokona tuna TCP, UDP nan
TCP/UDP. BO3MOXHO HacTpouTb cneayroLlme napameTpbl:

o

O

«[pynna noptoB» - ykasaTb Trpynmny nopToB
nonyyatens, kKoTopble OyayT WCNONb30BaTbCA ANA
NPOBEPKN COOTBETCTBUA CETEBbIX MaKEeTOB MpaBuy
NAT.

«MopTtbl» - ykasaTb MNOPT nosay4vatens, KOTOPbIA
ByseT ncnonb3oBaThCA ANA NMPOBEPKN COOTBETCTBUA
ceteBoro nakerta npasuny NAT. [na KoHPUrypaumm

NOPTOB HEOBXOAMMO HaxaTb KHOMKY «  » CrpaBa
oT nons «HacTpoiika NOPTOB» N B PaCKpPbIBLLUEMCH
nose HaxaTb KHONKY «+/106aBUTb». [OCTYMHbI
cnegyrolme napameTpbl:

* «Homep nopta» - B none «MopT» BBECTM
HOMep nopTa B AuanasoHe OT «1» A0
«65535»;

* «/lnana3oH NOPTOB> - yKa3aTb AMana3oH
MOPTOB B COOTBETCTBYHOLLMX MOASAX;

» «[potokon» - BbIGpaTb NPOTOKON W3
cnumcka.

KHonku «+/106aBUTb>» n «Ypanutb»
nossonatoT fob6aBAATb WAWM  yAanATb MNOPThI
noay4yatens.

Mpw ycTaHoBKe dnaxka B uekbokce «Bce kpome
yKa3aHHbIX nopTos» npaswuio byaet
MPUMEHATLCA KO BCEM NMOpPTaM, 3a UCKJIFOUYEHNEM
yKa3aHHbIX.

® «[lpeobpa3zoBaHHbIN agpec» - yka3aTb afpec, Ha KOTOpbIV ByAeT 3aMeHEH
NCXOAHbIM afpec Ha3HayeHWs nakeToB. Bo3moxkeH BbIGOp caeayroLLmx

3HaUYEeHWU:

o «Appec» - IP-agpec B popmarte IPv4;

e «/lnanasoH appecoB» - yKas3aTb Jjuana3oH |P-agpecos B
COOTBETCTBYHOLLMX NONAX;

212
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e «CeTb» - yKa3atb ceTb: IP-agpec n macky nogcetu.

® «[lpeobpa3oBaHHbIVN NOPT» - yKazaTb MOPT ANA TPaHCAALUMW. Bo3MoOXKeH
BbIOOp CeAyrOLLMX 3HAUEHNI:

e «Homep nopta» - BBECTV HOMeEpP MopTa B AManasoHe oT «1» ao
«65535»;

e «[/lnanasoH nOpPTOB» - YyKasaTb JAManasoH MOpPTOB B
COOTBETCTBYHOLLMX MOJISX.

® «[lMepeHanpaBneHue Ttpaduka» - ykazatb MOPT, Ha KOTOpbIM Oyser
nepeHanpaBAATbCs BXOAAWMA TpaduKk. Bo3moxkeH BbIGOp cCreayroLmx
3HaYEeHUN:

e «Homep nopTta» - BBECTV HOMep MopTa B A1ana3oHe oT «1» ao
«65535»;

e «[lnanasoH noOpTOB» - YyKasaTb AWanasoH MOPTOB B
COOTBETCTBYHOLLMX MONSAX.

® «JflononHutenbHble napametrpbl NAT npeo6bpasoBaHHOro agpeca» -
CeKkLMA HacTpoeK AonosHUTeNbHbIX NnapameTpos NAT:

e «Ha3sHaueHue IP-agpeca» - onpegenntb TUN MexaHU3Ma
COMNOCTaB/IEHNA aApecoB Ana TpaHcaaunu B npasune NAT:

o «CnyuanHbii IP» (random) -  cayvyanHoe
pacnpegeneHne  aApecoB  OTNpaBuTeNs WM
noayyatens Ans Kaxaoro coegnmHenus. Micnonbayetcs
MO YMOJIYaHUIO.

o «MocrosHHbIi IP» (persistent)- nonb3oBaTenb
noayyaeTr OAMH U TOT Xe ajpec OTnpaBuTens wau
nosyyatens Ana KaXxaoro CoeAnHeHu .

e «Ha3sHaueHue noprta» - onpegennTb MeTOAa COMOCTaB/JEHMA
NOPTOB NpU TpaHCcAaUuK agpecoB B rnpasuiax NAT:

o «lMopt 6e3 wu3smeHeHu» (none) - OTKAKOYAET
AVMHaMUYecKoe COoMocTaBleHMe MOPTOB, MCMO/b3yeT
MCXOAHBIM NOPT UCXOAHOTO nakeTa. Vicnonb3yetcs no
YMOJIYaHMIO.

o «CnyuyalHbii nopT» (random )- BblbupaeT
CNYyYalHbIA  AOCTYMHbIA  MOPT M3  AManal3oHa
TpaHCAALUN.

® «banaHcupoBka»
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B pamkax oAHOro npaBuia BO3MOXHO OMNPEAeNUTb HECKOAbKO
TpaHCcAnpyembix  agpecoB, 4tobbl NAT mor cbanaHcmpoBaTb
TPaHCAALMIO MeXAY HUMW. AnropntM 6anaHCMPOBKM UCMOAb3YeT X3LU
ANA pacnpegeneHvs Harpysku. lMpu onpeseneHnn TpaHCANPYEMbIX
aApecoB, Ha3biBaeMblX H3keHAaMW, HEOBXOANMMO HACTPOUTb BeC. ITO
nossosfer nosb30BaTeNto CaMOCTOATENIbHO onpeaennTb
pacnpezeneHune Harpy3ku B COOTBETCTBMU C €r0 NPEANOUTEHNAMMU.

MapameTpbl HAaCTPOWKM BanaHCUPOBKM:

o «Metop pacnpegeneHna» - BbibpaTb aAroput™ reHepauumn
xawa. Bo3MOXeH MHOXeCTBeHHbI BbIbOp CraeayroLmX
3HaueHun: «CnyyanHoe», «Io IP-agpecy otnpaButensa», «f1o
IP-agpecy nonyuatens», «[lo nopTy otnpasutens», «[lo
nopty nony4yatens». Bbibop 3HaueHun «[lo nopty
oTnpasuTensa» u «1o NopTy nonyyatens» AOMNycKaeTca npu
yKa3aHHOM A/A napameTpa «TpaHCMOPTHbIW NPOTOKOJ»
3HaueHun «tcp», «udp» nam «tcp/udp». Mo ymonyaHmo xaLw
reHepupyeTcs cnyyarHbiM 06pa3om - metos «CnyuailHoe».

e «Hacrpovka npeo6bpasoBaHHbix IP-agpecoB» -
BO3MOXHO YyKa3aHune npeobpasoBaHHbIX IP-aspecos v Beca
ans kaxzgoro 63keHga. Cymma BCex BECOB, MPUCBOEHHbIX
63keHaaM, AoKHa cocTaBasaTb «100». VIHbIMKN choBamMu, BEC,
MPUCBOEHHbIN KOHKPETHOMY B3KeHAy, npeacTaBaset cobon
MNPOLLEHT COeANHEHN, KOTOPble ByAyT HanpaB/ieHbl Ha 3TOT
63KeHa.

«Tun nakeTa» - HaCTPOWUTb NPaBWMIO COOTBETCTBMSA Ha OCHOBE TUMa NakeTa.
Bo3mMOXHO ykasaHue cnegytolimx TMnoB.: «LnpokoBelyaTenbHbI NakeT»,
«OANHOYHBIN NakeT», «[TakeTbl ANA rPyNnbl YCTPOUCTB», «[lpyrue Tmnbi».

4. Tlo 3aBeplueHnN HaxkaTb KHOMKY «CoXpaHUTb».

5. MNocne coxpaHeHus HoBoro npasuia NAT HeobxoAMMO HaXaTb KHOMKY

«CoxpaHUTb» B MPaBOM BepxHeM yray ¢opmbl «HacTporkm mexxcetreBoro
3KpaHa» [N COXPaHEHUA N MPUMeHeHnsa HOBbIX HacTpoek B cncteme ARMA
CreHa (cM. PucyHok — KHOMKa COXpaHeHWs v NpUMeHEeHWs HOBbIX HacTpoek

CUCTEMDI).

11.4 Co3paHue npaBuaa One-to-one

Ansa co3zpaHma npasuia One-to-one HeOH6XOANMO BbIMONHUTL CIeAyoLLne AeNCTBUA:
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1.

HaxaTb KHONKy «+/l06aBUTb» B pa3gesne «One-to-one».
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2. B otkpbiBWwenca 6okoBOM NaHenn BbibpaTh cO3AaBaemMyro CylWHOCTb «One-to-
one» (cM. PrucyHok — Co3gaHune npasuaa One-to-one):

HacTpoWKK MemCeTeBoro akpaHa [No6asneHwe npaeuna NAT Dwee 3
) Thn npaswna
FnoBankHble HACTPOKH
O DNAT O SNAT
McesaoHnMbl ~ n
e MpHopHTeT

Mpasina MewCeTesoro akpaa

TNorwposarine
Jomb ceTn v

Bxoaswui uutepderic

HasHaYeHHA Ha HaNpaBNeHHA TPadHKa MeMAY JOHaMH CeTH ~ MuTepdeic’

NAT Py
Monyuatens

Tun: © Wureppeiic v Crane v Aspec v

Torsposatime v Mporokon v Anpec*

Mpu.... Tun WH... o n.. or.. fo... Mo... Mo... Mp... np... onucanne &)

Mpeobpa3zoBakHbiii appec

‘Onkcanme
0:0 30 &

PucyHok — Co3daHue npasusna One-to-one

3. BHecTn/ckoppekTMpoBaTh 3HaUEHME B MONAX:

® [Mpuopwurer - HoMmep npuopuTeTa Npasunna One-to-one. BO3MOXHO yKa3aTb
3HayeHMe B AmanasoHe oT «1» po «999999». lMapameTp poaxeH 6biTb
YHVWKaAbHbIM B paMKax BblbpaHHOro Habopa npaBun u onpeaensert
Nocnef0BaTeNbHOCTb BbINOAHEHWA Npasuma oT 1 kK 999999.

NMpumeuanne:

PekomeHayetca npucsavsatb npasuiaMm NAT nocsiegosatenbHble HOMepa C
WHTepBanamm MexXay HUMK, ocTaBasas CBOHOAHbIE HOMepPa AN HOBbIX MPaBUI.
® JlormpoBaHue - BK/IFOUEHWE/OTK/IHOUEHNE XXYPHAANPOBaHNE AeNCTBUN.

® Craryc - OTK/IH0UeHMe NpaBuaa NpeobpasoBaHMA CeTeBbIX a4PECOB.

® Bxopawmin nHTeppenc - ykasaHume BXOAHOrO MHTepdenca cuctembl, Ha
KoTopoM byaeT BbiNosHATLCA NpaBuao One-to-one. Jonyckaercs ykasaTb
3HaueHVe «any» - cuctema bysetr obpabatbiBaTbh BeCb BXOAALLMK Tpaduk
He3aBMCUMO OT TOrO, Yepe3 Kakou MHTepdenc oH NpULLEN.

® «Bwup nonyuartensa» - BbibOp BMAa noayyartens us cnmcka:
o «Appec» - IP-agpec nonyyatensa B popmarte IPv4;
e «CeTb» - yKaszaTb ceTb nonyyatens: IP-agpec n macky nogcetu.

® «[lpeobpa3zoBaHHbIW appec» - ykazaHve Npeobpa3oBaHHOroO ajpeca.
Bo3modkeH BbIGOp Cnefyowmx 3HaYeHNI:
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«Appec» - |IP-agpec B popmarte |Pv4;

4. Tlo 3aBeplUeHNN HaxkaTb KHOMKY «CoXpaHUTb».

«CeTb» - yKasaTtb ceTb: IP-agpec n macky nogcetw.

5. MNocne coxpaHeHns Hoeoro npasuia NAT HeobxoAMMO HaXkaTb KHOMKY

«CoxpaHuTb» B NpaBoM BepxHeM yray ¢opmbl «HacTpokm meXkceteBoro
3KpaHa» [N COXPaHEeHWA U NPUMeHeHNAa HOBbIX HacTpoek B cucteme ARMA

CreHa (CM. PucyHok — KHOMKa COXpaHeHUs M NPUMEHEHUSA HOBbIX HaCTPOeK

CUCTEMDI).

11.5 KonunposaHune npasuna NAT

Ana konupoBaHma npasuaa NAT HEOO6XOAMMO BbINMOAHUTL CAEAYHOLME AENCTBUSA:

1. BbibpaTb npaBmno, ycTaHOBMB GNaxKoK B yek-Hokce cneBa OT HaMMEHOBAHUSA

npaBwuia, N Ha>XkaTb KHOMNKY «KOHVIPOBaTb».

2. B otkpbiBwelics 6okoBon naHenn «KonupoBaHue npaBwuaa» YCTaHOBWUTb
YHUKaNbHOE 3HayeHVe NpPUopuUTETa N BHECTU HEOOXOAMMbIE KOPPEKTUPOBKMW.

3. HaxaTb kHonky «KonuposaTtb» (cM. PucyHok — KonvposaHuve npasuia NAT).

HacTpORKH MeWCeTeR0Ma SHpaKa

FRGGan kMO HAGTROMKM

MNcenpommu

MpaBina MemCETEBOMD Mpata

Bome cetH

HasHaueHHR Ha HANPABNEHHA TPAGHKA MEXAY 30Ha

NAT

Tun Verepgenc

Toruposanka: Mpatoson

© nNpuop.. Tun HuTe...
; o
1@ -

DNAT

11.6 PepaktupoBaHue npasuna NAT

M GoTH

Cra...

p...

flopT or...

n

fopr...

Npea...

10.10

Npea...

Onwcanme

PucyHok — KonuposaHue npasusa NAT

Cranye
Wickmounm, TexyLse npaBnG

Bxoanumi unTeppeic

@ Wuteppeiic O fpynna wTepgeicon

HHTepgeic

Blca KpoME YHAIZHHGTD MHTEpGERCE

TpaHenopTHbiit NpoToKon

@ Hamauwe Howmep

Hazsanne

TGP u UDP

Omnpasutens

Bua oTnpasurens

Fpynna MAC-aapecos

fopr oTnpasutena

Ana pepaktmpoBaHus npasuna NAT Heobxoanmo Haxate JIKM Ha cTpoke C Hy>HbIM

npasujiomMm "N B OTKprBLIJGI7ICF| OOKOBOW MaHenn BHeCTU KOPPEKTUPOBKN B anI/I6yTbI

npaswmna. [o 3aBepLleHnn HaxaTb KHONKY «COXpaHUTb».
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11.7 Ypanenue npasuna NAT
Ansa ypnanenns npasuna NAT He0H6XOANMMO BbIMONHUTL CeAyOLLINE AEUCTBUS:

1. BbibpaTb O4HO AN HECKONBKO MpPaBwW, YCTaHOBMB Gaxok B Yek-bokce cnesa
OT HaUMEHOBaHWA NPaBKAa, N HaXKaTb KHOMKY «YAanuTb».

2. MNopTtBepanTtb  yAaneHMe npasBuiaa HaXaTVeM KHOMKW  «Ypanutb» B
OTKpbIBLLUEMCA OKHe (cM. PucyHok — lNoareepxaeHne yaanendva npasmaa NAT).

BHumaHue!

Bhl yBEpeHLl, YTO XOTHTE YAANKTL BuiBpaHHeie npasuna: DNAT 27

OTMEHHTE Yaanute

PucyHok — lModmeepxxdeHue ydaneHus npasuna NAT
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12 BANAHCNPOBKA HATPY3KU

12.1 banaHcupoBka Harpy3sku Ha WAN-uHTepdencax

MoacncTema 6anaHCMPOBKM Harpyskum aBTOMaTMyeckn JobaBasieT MaplipyTbl ANs
KaxkZoro Nyt B TabaunLy MapLupytnsauum n 6anaHcmpyet Tpadurk Mexay HacTPOeHHbIMU
NHTEPPENCamMmM B 3aBMCMMOCTM OT paboToCnoCcobHOCTM 1 Beca HTepdelica.

MuWHMManbHO HeobxoanMas KoHpurypaums ans 6anaHcmposku WAN-uHTepdelica
A0/KHA BKAKOYaTb B ceba cneayroLine 3neMeHTbl:

® TpebyeTca 406aBUTb KaK MMHVMMYM OfMH CETEBOW MHTepdelnc MapLupyTm3aTopa
C 3a/laHHbIM aZpecoM 1 aApecom CaAeAytoLLero y3na;

® Heobxogumo pobaBuTb xOTa Obl OAHO npaBuao ¢ HanaHCMpyeMbiMU
nHTepdencamm.

NMpumeuanne:

BanaHcMpoBKka Harpysksm He WCNOAb3yeTCd COBMECTHO C  AMHaMW4YeCcKon
MapwpyTm3aumen. CepBuc Co3ZaéT HacTpanBaemble TabanLbl MapLpyTU3aLmm u
npaBuna 6paHaMay3pa, 4TO AenaeT ero HecoBMECTUMbIM C MPOTOKOJaMU
AVHaMUNYECKOW MapLUpyTU3aLmu.

Ana  HacTponkm 6anaHCMPOBOYHOM Harpy3km HeobxoAMMO MepenTn B  pasjen
«banaHcmnpoBka Harpyskun Ha WAN-uHtepdencax» («Hactporka nHrepgencos» -
«banaHcmpoBka Harpy3km Ha WAN-uHTtepdencax») (cm. PucyHok — banaHcmpoBka

Harpy3kn Ha WAN-uHTepdencax).

Wnrepdeiice OrmeiaTs

5 WO R KUY BanAHENpORK HEIPY 30 TDOBETCR BOBREITS XOTR s G2 WTSDBORE C Y3 A RO I

TpoBEpKa COCTORHUA HHTEPdEACOR

+ Boasnms

— RT— —— Ton npaonra Spenn oma Pr—— [R—— - [

Mpaguna 6anaHcupoeKn

PucyHok — banaHcuposka Hazpy3ku Ha WAN-uHmepdpelicax
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NpumeHeHne N coxpaHeHMe HACTpoeK NoAcucTtemMbl 6aNaHCMPOBKU Harpyskm Ha
WAN-uHTepdeiicax

Ana npyMeHeHMA W COXpaHeHWA HacTpoek Mnocae 3aBeplleHus KOHUrypaumnm
noacncTeMbl 6anaHCMPOBKN Harpy3km HEOHBXOAMMO HaxXaTb KHONKY «COXpaHUTb»,
PacrnosioXXeHHYHO B BEPXHEM MPaBOM Yray 3aronoBka pasgena «UHTepdencbl» (cm.
PucyHok — lNpvmeHeHVe 1 coxpaHeHue HacTpoek). [lanee ciepyer noATBEPAUTb
AencTBme B NosBMBLUEMCS OKHe «COXpaHUTb U3BMEHEeHUA KOHPpUrypauum», HaxkaB

KHONKY «COXpaHNUTb».

[
o

COXpaHHTL H3MEHEHWA KOHPUrYPaLHH?

MameneHs! KOHQUTYPaLK B pasnenax: BanaHcUpOBKa Harpy3kn Ha
ax

WAN-unTepdeiic:

PucyHok — lNpumeHeHue u coxpaHeHue Hacmpoek

Mpn HEO6XOAMMOCTVN OTMEHWUTb BCE HEMPUMEHEHHbIE HAaCTPOMKN ClesyeT HaxaTb
KHONKY «OTMeHa», pacrno/ioXXeHHY0 B BEPXHEM MPaBOM Yriy 3aro/sioBka passgena
«UNHTepdeiicbl». B 3TOoM cnayyae KoHPUrypaums noacmcTembl 6HanaHCMPOBKM
Harpysku 6yaeT oTkaTaHa K NociefHeMy COXPaHEHHOMY COCTOSHMIO.

12.1.1 NMpoBepka cocToasHMA UHTepdencoB

PabotocnocobHoctb  WAN-kaHanoB, WCMOAb3yeMbIX  CepBUMCOM  HanaHCMpPOBKM,
nepuoAnYecKn NpPoBepaeTca HECKOIbKMMIN cnocobamum:

1. Otnpaska coobuweHuna ICMP Echo Request Ha yaanéHHble XOCTbl.
2. MOHUTOPWHT BpeMeHW XMn3HKW ceTeBoro naketa (TTL).
3. BbImonHeHWe cneunanbHOro NoJib30BaTENbCKOrO CKpUNTa.

Ecam kaHan He NPOXOAUT NPOBEPKY, OH UCKOYAETCS U3 CMINCKA MCMOJIb3YeMbIX CEPBMNCOM
H6anaHCcMpoBKW.

12.1.1.1 NMpoBepsembI nHTepdenc

Ana pobaBneHns nposepseMoro uHTepderica HeOHXOAMMO BbIMOJHUTL Chaeaytoline
AEeNCTBUS:

1. TMepentn B pa3gen «banaHcnpoBka Harpy3ku Ha WAN-uHTepdencax» 1 HaxaTtb
KHONKy «+ [lo6aBuUTb» B nogpaszene «lMpoBepka cOCTOAHUA UHTepPhENncoB».
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2. B oTtkpbiBLenca HOKOBOW NaHenn BbibpaTb co3gaBaembi 06bekT «[MpoBepsemMbin
uHTepdenc» 1 BBeCTM Heobxoaumble mapameTtpbl (cM. PucyHok — [lobasneHwue
NpoBepaeMoro nHrepdenca):

® «HaumeHoBaHMe» - BbIOMpPaTL CETEBOM NHTEPDENC U3 NPEeAIOXKEHHOIO CrNCcKa
ANna akTmeaumm Ha Hém nposepkn WAN-kaHana;

® «KonnuecrBo owmbok» - ykasaTb KOAMYECTBO HeyAauyHbIX NPOBEPOK, Nocae

kotopbix WAN-kaHan 6yaeT cumtaTbCA HeAOCTYNMHbIM. BO3MOXHO ykasaTtb

3HaueHue B gmanasoHe oT «1» go «10x»;

® «KonnuectBo ycnewHbIX 3anpocoB» - YyKasaTb KOJNMYECTBO YCMELIHbIX
npoBepok, nocne kotopbix WAN-kaHan 6yaeT OTMeuyeH Kak JOCTYMHbIN.
Bo3MO>HO yKka3saTb 3HaueHue B AnanasoHe oT «1» ao «10»;

® «Cnepyowmini ysen» - agpec ysna, yepes KOTOpbIN OyaeT OCyLeCTBAATLCS
AOCTYN K XOCTy-noay4yaTtento. BoamoxHo ykasatb «IPv4-appec» nan «DHCP».

ol Hutepdeicsi

HacTpo#ikn uHTepdeiicos

Harpyaku Ha WAN.

MpoBepKa COCTORHMA HHTEPDEiHCOoB

QL=

2 Hauwenosanue

HaumeHoBaH... OwmBouH. .. Yenewnsie ...

Mpaenna GanaucuposKK

Q  Pexum
BanaHCHpyeMEIE HHTEpQRICH

Mporoon

Bhumanve!

Tun npasuna

Crenyto... Tun npas...

~ | Tun npoeepi TpagmKa

©  Bronsuwe vuTepdeiicel

Bpewn oTk...

Bpemn wua...

Mposepre. .

Cupunt

(-]

AoBaenenme

-0

ic | O Npasvina nposepror

HauueHoBaHme’

&tho

KonwuecTeo ownGoK”

HOMHUBCTBO yCneWwHLIX 3aNpOCoR

Crenytoui yaen

7) DHCP ) IPv4-ampec

Anpec yana®

PucyHok — [lobasneHue nposepsemo2o uHmepgetica

Mpumeuanune:

[Ana kKoppekTHOM paboTbl MPOBEPKM COCTOAHWUS Heobxoammo ¢ nomouwbio CLI-
nHtepdperica ARMA CreHa 3asaTb CTaTUUYECKUA MapLIpyT A0 CAeAyHoLero y3na Ans
KaXZoro m3 npoBepsemMbix MHTepdencos (cMm. pasgen «HacTponka craTmyeckoro

MapLupyTa» PykosogcTea no Hactponke ARMA Crena B CLI).

I'Ipvlmep KOMaHAbI AnA HaCTpOﬁKM CTaTUu4yecKoro MmapuipyTta:

set protocols static route 8.8.8.8/32 next-hop 192.168.43.100 interface eth1
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[na pepakTMpoBaHWA HacCTpPOEK NpoBepseMoro nHrepderica Heobxoanmo Haxatb JIKM
Ha CTPOKe C HYXHbIM UHTEpdEencoM M B OTKpbIBLIEWCA OOKOBOW MaHenn BHeCTU
KOppPeKkTMpoBKW. [0 3aBepLUEHNIO HaXKaTb KHOMKY «COXPaHUTb».

Ans ypnaneHvus NnpoBepseMoro nHTepderica Heo6xoAnMMOo BblbpaTb OAUH UAN HECKONBKO
NHTEPPENCOB, YCTaHOBMB BaxOK B Yek-boKce cneBa OT HaMMeHOBaHMWA UHTepdeNca, u
HaXKxaTb KHONKY «YAanutb». B OTKpbIBLIEMCA OKHe, MOATBEPANTb YAaNeHMe HaxXaTnem
KHOMKW «YAannTb».

Mpumeuanue:

B cnyuae yaaneHns nocnegHero npoBepsaemMoro nHtepderica nan Bcex NpoBepsaemMbix
MHTepPencoB cncTeMa NpesynpeanT o TOM, YTO BCe NpaBuaa 1 OCHOBHbIE NapaMeTpsbl
6anaHcnmpoBkn OyayT yaaneHbl. [nAa Npojo/mkeHUs HeobxoaumMOo MOATBEPAUTb
yAaneHune (cM. PucyHok — YaaneHve npoBepaemoro nHrepdenca):

Bhl yBEpeHbI?

Ona ynanexua nocneaveroc MHTepdenca TpedyeTca yaanuTs BCe
HACTPOHKKM BANaHCUPOBKU. YOANWTE BCE HACTPOMKK?

OTmeHa Yoanute

PucyHok — YO0aneHue nposepsemo20 uHmepdgedlica

12.1.1.2 NMpaBuna npoBepku

Kaxxgasa npoBepka HacTpavBaeTca AN OTAE/NbHOrO XOCTa-Mnojyyatens v npeanonaraet
BbIMNOJIHEHME COOTBETCTBYHOLLETO TecTa. B cnyyae He0HX0ANMMOCTM NPOBEPKU HECKO/IbKUX
XOCTOB-Mosyyatener HeobXoANMMO HaCTPOUTb HECKOJIbKO TECTOB, KaXKAbl M3 KOTOPbIX
6yZeT BbINONHATLCA B ONpPeseNéHHOM NOpsAKe.

Ans pobaBneHvs npaBua NPOBEPKM MHTepdelica HEOBXOAMMO BbINOJHUTL CaeaytoLine
NEeNCTBUS:

1. NMepentn B pasgen «banaHcupoBka Harpy3ku Ha WAN-uHTepdeinncax» 1 HaxaTb
KHONKy «+ [lo6aBuUTb» B nogpaszene «lMpoBepka cOCTOAHMA UHTepPhEncoB».

2. B otkpbiBwenca 6okoBoM naHenn BblibpaTb co3gaBaeMbli 06bekT «[lpaBuna
NpoBepKU» U BBECTU HeobxoauMmble napameTpbl (cM. PucyHok — [lobaesieHue

npaBwa NMPOBEPKKN);

® «WUNHTepdenc» - ykasaTb 13 crivcka NpoBepsaeMblil MHTEPDENC;

® «[lpnopurer» - ykazatb HOMep NMpaBmaa B COOTBETCTBUN C €r0 OUEPEAHOCTBHO.
Bo3MOXHO yKasaTb 3HaueHue B guanasoHe ot «0» fo «4294967295»;

® «Twun» - yka3zaTtb TMN TecTa. BO3MOXHO yKa3aTb cneayroline 3HaueHus:
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° «ping»;
° «TTL»;
o «[lMonb3oBarenbcknin» - ykasaTb MONb30BATENbCKMIA  CKPUMT,

OMUCbIBAKOLLMIA XapakTep NpOBEpPKMU.

[nsa 3arpy3ku ckpunTta HEOHXOANMO HaXaTb KHOMKY «3arpy3uTb
CKpUNT» U1 B OTKPbIBLIEMCA OKHe MPOBOAHMKA BblbpaTb
HEeobXoANMBbIN cKpunT (cm. PucyHoK —3arpy3ka

NoJib30BaTe/AbCKOro CKpUNTa):

Nposspxa cocTommwn ol

[—

PUCyHOK - 3aepy3/<a noJsie3o08ameJsieCKo2o ckpunma

Mpumeuanne:

CkpunT foKeH Bo3BpaLlath «0» Ans 0603HaUeHMs YCMNELHOro pesyibTaTa
3HaueHne oTan4YHoe oT «0» - and HeygauHbix pe3ysnbtatoB. Cuctema
nepecTaHeT OTBeYaTb Ha 3aMnpOChbl, EC/IN BbINMONHEHWE CKPUMNTA He 3aBepLumnTcs!

NMpumeuanne:

CkpunT coxpaHsieTcs B kaTanore /config/scripts.

L «BPEMSI OTKJ/IUKa» - YKa3aTb 3Ha4YeHUE MakKCMMaJIbHOIro BpeMEHU OXUAaHUA

oTBeTa Ha coobuieHne ICMP B cekyHzax. Bo3MOXHO ykaszaTb 3HauyeHue B
AvanasoHe ot «1» fo «30». [1o yMOAYaHUIO NCMOJIb3yeTCa 3HaUYeHne «5».

«lpepenbHoe Bpems >XWU3HWU (UNCNO Y3/10B)» - MapamMeTp, KOTOPbIN
onpeaensier KOAMYECTBO NEPEXOL0B MEXAY KaXkAoW NMapoW LAK30B Ha NyTu K
xocTy-nonyyvatento. OH ncrnoab3lyerca Ana TectTupoBaHnsa ¢ npotokoaom UDP,
Koraa BblbuvpaeTtcs Tun TecTMpoBaHus «TTL», YcnelwHbiM pe3yibTaToOM ABASETCS
nosny4yeHune B otBeT coobueHmnsa ICMP Time Expired.

«[MpoBepsaembIn agpec» - yka3zaTb |IPv4-agpec xocTta-nonyyatens, Ha KOTOPbIN
6yayT oTnpaBaAaTbca coobueHns ICMP Echo Request.
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HacTposimit wTepdeicon e
——

o NpoBepKa coCTOAKNA WHTepdeiCon Tun

v npaskna

HanMeHoBaH. .. OwHGOuM... Yenewnsie ... Cneaywa.. Twn npas.. Bpemn oK. . BpemMA HoH3... Npasepne... Crpunt Q
MNposepremsi anpec

Mpasna 6anancHpoBKH

+ [oGaskTa

Mphop... Pem.. Npo.. Bana... Bana.. Bx. ... Orpa... Npo.. omp... Mopr... Mony.. Mopr. 0.9

PucyHok — [lobasneHue npasusi npogepku
[na n3MeHeHns HaCTpPOoeK NpaBu NPoBepku nHTepdenca Heobxoanmo HaxkaTb JIKM Ha

KHOMKY «  » B MPaBOM Yy CTPOKM C HYy>HbIM MHTepdelicom B Tabanue «MpoBepka
COCTOSIHMA UHTepdencoB». B oTkpbiBLIEMCA Cnucke npaBua HeobxoanmmMo BbibpaTb
HY>XHOE NMpaBuao, Takxe HaxaB Ha Hero JIKM. B 60koBoM naHenn BHECTU HEOBXOAMMble
n3meHeHus. o 3aBepLIeHNIO HaXaTb KHONKY «COXpaHUTb».

Ans yaaneHns npaBua NpoBepkM WHTepdenca HeobxoauMo BbibpaTb OAHO WK
HEeCKOJ/IbKO MpaBua NPOBEPKUN MHTepdENCOB, YyCTaHOBMB GaxkoK B Yek-bokce cneBa oT
HalMEeHOBaHMA MNpaBuaa, W HaXaTb KHOMKY «Yaanutb». B OTKpbIBLIEMCA OKHe
NOATBEPAUTb YAaNeHNE HaXKaTEM KHOMKN «YAanuUTb».

12.1.1.3 NMownck n punbTpaumus

Baok dunbTpaymm npegocrTaBaseT BOSMOXHOCTb COPTUPOBKM N GUAbTPALMN AaHHbIX U3
Tabnvupbl «MpoBepka cOCTOAHMA MHTepdencoB» Mo BCeM CTONbLAM B Crmcke (CMm.
PucyHok — lMaHenb novck n duabtpaumnm). OH BKAKOYAET B cebs caeaytoLLme nons:

o «[Mouck»;
® «HaummeHoBaHue»;
® «Twun npasBuna»,

® kHonka «CépocuTb GUALTPLI».
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BanaHcHpOBKa Harpysku Ha WAN-HHTepgeficax ~

Buumanue! Buumanue!

IECTMMA C AMHEMAECHOR MEPLIPYTUIAYAER. HE NCToNL3yiTe GANAHCHPDEKY COBMECTHO C AMHAMAYSCKOR Her Npasi ¢ HACTPOSHHIMH BANAHCHPYEMEIMI UHTEP) BACAMA. BANHCHPORKA TPAQHKA OTHIKOUEH:
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PucyHok — NaHesns nouck u gpunempayuu

CkBO3HOW nouck no nonsm Tabamubl «lMpoBepka cocToAHUA WHTep¢dencoB»
OCYLLECTBAAETCA C MOMOLLbIO BBOAA MCKOMOTO 3HayeHus B nosie napametpa «Momck».
Mownck NPon3BOANTCA MO HAMMEHOBAHMWIO CETEBOTO MHTepdenca n Homepy npasuI.

Ounbtpauns no nonto «<HammeHoBaHMe» NO3BOIAET OCYLLECTBAATL OTOOP AaHHbIX Ha
OCHOBEe  Ha3BaHWN ceTeBblx UWHTepdencoB. B  paHHOM nosne npeacTaBiaeH
PacKpbIBAOLMNCA CMUCOK C WMEHaMW UWHTepdencoB, AobaBneHHbIX B Tabauuy
«MpoBepka cocTosHUA uHTEepdeiicoB».

Ounbtpauns no nonto «Tun npaBuaa» No3BoaseT oTGMALTPOBATb NMpasBmaa Nno Tuny
Tecta. MNone copep>XVT BbiNaZaroLLMA CINCOK W MpPefoCTaBAseT BbIOOP M3 ClefyoLmxX
BapWaHTOB 3HaYeHWNN: «ping», «TTL», «[Tone308amensckuli».

Cbpoc Bcex yCTaHOBAEHHbIX GUALTPOB OCYLLECTBAAETCA HaXkaTneM KHonku «CépocnTtb
GunbTPLI».

12.1.2 MpaBnna 6anaHcnpoBKn

BanaHcMpoBKa Harpysku npeactaBaseT cobor COBOKYMHOCTb MpaBuJ, ONpPeAenstoLLmnX
™MN  Tpaduka, NOANEXaLlero pacnpejeneHuo, a TakXke nepeyeHb Tabauy,
MapLUpyTU3aLUN U UX 3HAUMMOCTH.

Kaxxgoe npaBuno BkatoyaeT B cebs KpUtepmmn COOTBETCTBMA U TabanLbl MapLUpyTM3aLmm
C TMPUCBOEHHOW 3HauyMMOCTbtO. [IpaBuMna NPOHYMEpPOBaHbl M  BbIMOAHAKOTCA B
yCTaHOBJIEHHOM MopsAAKe, HaumHaa ¢ «1» 1 3akaHumnBan «9999».

BaxkHO OTMeTUTb, UYTO HOMep npaBuaa ABAAETCA YHWUKANbHbIM WUAEHTUOUKATOPOM,
KOTOPbIA He MOXeT ObiTb M3MeHEH. [lnsa M3MeHeHus HoMepa npasBuaa HeobXoAMMO
yAanAUTb €ro 1 Co34aTb 3aHOBO C HOBbIM HOMEPOM. PekoMeHayeTcs Ha3HayaTb HOMepa
npaBua 6anaHCMPOBKM Harpyskuy, OCTaBasfa CBOHOAHble WHTepBaabl. Hanpumep,
BO3MOXHO co3aaTtb Habop npasua ¢ Homepamu 10, 20, 30 1 T. 4. 3TO NO3BOAUT B C/iy4ae
HeobxoaMMoCcTM f06aBUTb HOBOE MpPaBWIO B OMNPeAeNnéHHoe MeCcTO B TekyLlliewn
nocnefoBaTeNbHOCTY 6e3 yaaneHns TekyLero Habopa npasu.
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12.1.2.1 flo6aBneHne npaBma 6anaHCMpPOBKMU

Ana pobaeneHns npasBmna 6anaHCMPOBKM HEOOXOAUMO BbIMOAHUTL CAeAyloLine
JeNCTBUS:

1. Mepentn B pa3gen «banaHcmpoBka Harpy3sku Ha WAN-uHTepdeiicax» 1 HaxaTtb
KHONKY «+ [lo6aBuTb» B nogpaszene «MpaBuaa 6anaHcMpoBKn».

2. B oTtkpbiBwENCcA 6OKOBOW NaHesn BBECTM HEOOBXOAMMbIE NMapaMeTpbl NpaBuaa (CMm.
PucyHok — [lobaBneHne npaBuaa 6banaHCMPOBKHM):

® «[puopurter» - yHWKaNbHbIM HOMEpP MpuopuTeTa npasBuna 6anaHCMpPOBKU
Tpadmka. Bo3aMOXHO ykasaTb HOMep npuopuTeTa B grManasoHe oT «1» 0 «9999».

® «Pexxum» - pexxum paboTbl NpaBuna:

o «banaHcupoBka Tpaduka» - BbINOJHAETCA pacnpeseneHune Tpaduka
NPOMNOPLMNOHAAbHO OTHOLLIEHWUIO 3HAUMMOCTN UHTepdelca.

e «Pe3sepBupoBaHue KaHana» - Becb TpadVK UAET Yepe3 OCHOBHOM
NHTEPPENC, a B C/1yyae ero oTkasa - Yepes pesepBHbIv. B atom ciyyae
BMecTO HanaHCcMpoBKkM Tpaduka mexay BcemMn paboTocnocobHbIMM
WAN kaHanamu Tpapuk nepesaérca ToNbKO Mo akTMBHOMY. B cayyae
oTka3a aktmsHoro WAN kaHana Ha 3Ty posb BblbupaeTcs Apyron 13
CMMCKa pe3epBHbIX Ha OCHOBE COCTOAHMA M 3HAUMMOCTN MHTepdeica.
OctaBwunecas WAN kaHanbl CTaHOBATCA pe3epBHbIMW MO OTHOLLEHUIO
K HOBOMY aKTUBHOMY.

Ponn WAN-kaHanoB n COOTBETCTBYHOLUMX UM WHTepbencoB MoryTt 6biTb
BblOpaHbl Ha OCHOBe nopsaka npasua 6anaHCMPOBKK. B ¢BA3M € Tem, UTO
aBTOMaTMyeckoe nepepacnpejeneHne YCTaHOBAEHHbIX paHee Cceccun
MeXJy aKTUBHbIMW M pe3epBHbIMK KaHanamu WAN He ocyuwiectsisetcs,
HeobXx0ANMO BKAHOUUTL NapameTp «Ouuwatbh Tabnnubl oTCeXUBaHUA
NOAK/JIIOYEHMW NMPU U3SMEHEHUMN COCTOSAHUA COeANHEHNA».

® «Twun npoBepku Tpaduka» - TN NPoBepkn Tpaduka NPaBUIOM:

o «lMoToKOBBLIN» - AN UCXOAAWEro Tpadmka MO YMOJSYAHWUKO
npumeHseTcs 6HanaHCMpoBKa MOTOKOB B MOJHOM 0b6béme. [ns
bYHKUMOHMPOBaHUSA B AaHHOM peXVMe WCMNOo/b3yeTcd MexaHW3M
OTC/IEXXNBAHUA COEAMHEHN Ha OCHOBe IP-agpecoB oTnpaBuTens u
nosyyatens, a Takxxe HOMePOB MOPTOB OTMNPABUTENA U NOAy4YaTeNs.
Kaxabli  MNOTOK  CBA3bIBAETCA C  OMNPEAENEHHbIM  CETEBbIM
WHTEPPENCOM B COOTBETCTBMM C YCTAaHOBJ/IEHHbIMW MpaBuaaMu
H6anaHCMpPOBKM, B pe3ynbTaTe Uero BCe CeTeBble MakeTbl, OTHOCALLMECH
K AaHHOMY MOTOKY, MepeHanpaBAsoTCs 4epe3 3TOT WUHTepdenc.
MNpenmMyLecTBOM JaHHOTO pexuma paboTbl SBASETCA COXpaHeHue
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NOC/NefOBaTENbHOCTX MaKeTOB TMpPU  UCMONAb30BaHUM  Pa3ANUHbIX
CKOpOCTeN nepesaun JaHHbIX 418 Pa3INYHbIX MOAKIHOUYEHWN.

o «[MakeTHbIW» - HanaHCMpOBKa MaKeTOB AN MUCXoAAllero Tpaduka
NO3BOAAET AOCTUYbL NyYLUMX MOKasaTenemn, HoO TONbKO NP YCAoBUMY,
YTO  HapyleHue nopsAjka MakeToB  He  MOBAMAET  Ha
bYyHKLMOHMpPOBaHMe CeTeBON NHPPACTPYKTYPbI.

«HebanaHcupyembin Tpadpuk» - TpaduK, KOTOPbIN COOTBETCTBYET MPaBUAYy, He
HanaHcmpyeTcs, a MapLUPYTU3NPYETCA B COOTBETCTBUM C 3aMMUCAMMN B CUCTEMHOM
Tabanue Mapuwpytusaumn. [apameTp pAocTyneH npu  Bblbope pexuma
«banaHcnposka Tpadpuka».

«banaHcnpyemble nHTeppencbl»:

o «UHTepdeiic» - Bbibop 13 cnncka BHewHero WAN-uHtepderica ans
npasuaa 6anaHCMPOBKMU.

¢ «3HaUMMOCTb» - OTHOLUEHWE 3HAUMMOCTEN WHTepdencoB byaert
MPUMEHATBC C MOMOLLBIO aAroOpUTMa B3BELLEHHOrO C/ly4alHOro
pacnpezeneHuns B banaHcmposke Tpaduka. [Mpumep, 3Ha4UMMOCTn 2 1
1 GanaHcmpyembix MHTEpPdENCOB O03HA4alT, YTO Yepe3 MnepBbil
nonaér 66% Tpaduka, a yepes BTopon - 33%.

KHonku «+ [106aBUTb>» U «YAanuTb>» NO3BOAAIOT 4006aBAATL AN YAANATb
6anaHcmpyemble MHTEPdENCHI.

«Bxogawmin nHrepgpenc» - BbIGOP M3 CNUCKa BHYTpPeHHero nHTepdenca ana
npaBuaa 6anaHCMPOBKMU.

«OrpaHuMueHMe CKOpOCTU» - [N TMpaBuaa BO3MOXHO YCTaHOBMUTb
OrpaHWYeHne CKOPOCTU MepeAaun MakeToB, UYTOObl MPUMEHATb MpPaBUAO K
TpaduKy BblLLEe UM HUXKEe 3afaHHOro nopora. Ecam B none «HebanaHcmpyemblii
Tpaduk» ycTaHoBNEH daaxkok, TO 610K KOMNOHEHTOB He oTobpaaeTcs. baok
COZEPXXUT CneayroLume napameTpsbi:

e «Mopor» - BbIGOp BapuaHTa cpaBHeHUs, «Bbiwe» wan «Huxe»
3af,laHHOro IMMUTa CKOPOCTW.

¢ «Konnuecreo nakeToB» - KOJIMYECTBO CETEBbLIX NAKETOB. Bo3MOXXHO
yKa3aTb 3HayeHue B AnanasoHe oT «0» g0 «4294967295».

o «[epuog» - Nnepros BpeMeHu, B TeUEHNE KOTOPOro NpPOn3BOAMTCA
PaCUYET CKOPOCTH.

° «p,onycmmoe npeBblillieéHne JIMMUTa» - KOJIMUECTBO MaAKeTOB,
gonyctruMmoe anda npeBbllleHnA JNMMUATA B TedeHne YKa3aHHOro
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nepvoza BpeMeHu. Bo3amMoXHO yka3aTtb 3HaueHune B gnana3oHe ot «0»
A0 «4294967295».

® «TpaHCNOPTHLIA NPOTOKOA» - G/JIOK HaCTPOWKM MPOTOKOAA TPAHCMOPTHOTO
YPOBHA WHKancyavpyembln B IP npoTokon. Bo3MoXHO BbibpaTe OAMH M3
cneayoLmnx BapraHToOB:

e «Homep» - BBECTM HOMEpP NPOTOKO/1a B COOTBETCTBUN C JOKYMEHTOM
[ANA;

Mpumeuanne:

B cnyuae HeobxopgumocTtn Bbibopa npotokonoB TCP wanm UDP, cneayet
BblOMpaTb WX M3 Cnucka, NpeacTaBleHHOro B nose «Ha3aHue», a He
yKa3blBaTb MX YncnoBoe ob6o3HaueHue (6 - TCP, 17 - UDP) B none «Homep».
Yka3zaHune npotokonoB TCP wan UDP uyepe3 unmcioBoe o603HauveHme
NPVMBOANT K HEKOPPEKTHOM paboTe npasua.

e «HasBaHue» - Bbl60p NPOTOKOJ1a N3 BblNMajarowero crnmcka.

Mpw ycTaHOBKe dnaxka B yek-6okce «Bce, kpome ykazaHHOro NpoToKoia»
npaBuno 6yaet cpabatbiBaTb Ha Tpaduk BCeEX MPOTOKONOB, Kpome
yKa3aHHOoro.

® «OTtnpaBuTtenb» - 670K, B KOTOPOM BO3MOXHO HAaCTPOUTb NapamMeTpbl MPaBu
B 3aBUCUMOCTM OT UCTOUHMKA Tpaduka. Bo3moxHO BbibpaTb OAMH K3
cnefyrowmnx BapraHToB:

o «|IP-appec» - BBecTu IPv4-appec otnpasutens B nose «Agpec»;

¢ «/lnanasoH agpecoB» - yKa3aTb Haua/bHbIN 1 KOHEYHbIV IPv4-agpec
OTnpaBuTeNs B COOTBETCTBYHOLLMX MONAX;

o «Cetb» - BBeCTU |IPv4-ceTb OTnpaButena B popmarte «X.X.X.X/X» B none
«CeTb».

Echm yctaHoBUTE dnaxkok B uyek-bokce «Bce, kpome ykasaHHOro
oTnpaBuTena», To NpaeBuao byaet cpabatbiBaTb 414 BCEX afpecos,
KpOMe 3a/laHHbIX.

® «[Mopt otnpaButens» - 650K HacTpoeKk JOCTyrneH, ecanm B 6Haoke
«TpaHCNOPTHbIV NPOTOKOA» B Nose «Ha3BaHWe» yKa3aHO OAHO M3 CAeAyroLLnX
3HaUeHnNn: «tcp» nan «udp». Ykazatb NOPT BO3MOXHO OAHMM U3 CAeAYHOLLNX
Crnocobos:

e «Homep noprta» - BO3MOXHO yKa3aTb 3HaueHne B AnanasoHe oT «1»
A0 «65535»;

e «/lnanasoH MNOpPTOB» - MO3BOAAET 3ajaTb WHTepBa/s MNOPTOB B
Anana3oHe oT «1» a0 «65535»;
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¢ «[lpoTtokon» - BbIGOP NPOTOKO/A M3 BbiNajatoLLero cnmcka.

Mpwn yctaHoBKke dnaxkka B yek-bokce «Bce, Kpome ykaszaHHbIX MOPTOB»
npasuno byaet cpabaTtbiBaTb Ha BCe NOPTbI, KPOMe yKa3aHHbIX. KHONKuM «+
Ao06aBuTb» N «Ypanutb» no3BoAAOT A06aBAATb WAW YAaNATb MOPThI
oTnpasuTens.

® «[lMonyuatenb» - 650K, B KOTOPOM HaCTpamBarOTCA MapamMeTpbl MpaBua B
3aBMCUMOCTM OT agpecaTta Tpadumka. Bo3aMOXHO BbIbpaTh OAWMH M3 CaeayrOLLNX
BapVaHTOB:

o «|P-appec» - BBecTu IPv4-anpec nonyyatensa B nosne «Agpec»;

¢ «/lnanasoH agpecoB» - yKa3aTb Haua/bHbIN 1 KOHEYHbIV IPv4-agpec
nojslyyaTtens B COOTBETCTBYHOLLMX MOAX;

e «CeTtb» - BBeCTU IPv4-ceTb nonyuatensa B popmare «X.X.X.X/X» B nosae
«CeTb».

Echv  yctaHoBUTL naxok B 4ek-bokce «Bce, Kpome ykasaHHOro
nony4vartens», npasuao byseT AencTBOBaTb Ha BCe ajpeca, KPOMe 3aAaHHbIX.

® «[opTt nonyuartens» - 610K HAaCTPOEK AOCTYNEH, ecan B 610ke «TPaHCMOPTHBbIN
NPOTOKOA» B NoJie «Ha3BaHMe» yKa3aHO OZHO W3 CIeAYHOLWMNX 3HAUEHWN: «tcp»
nan «udp». Ykazatb NOpT BO3MOXHO OAHUM U3 CIeAYHOLLMX CNOCO6O0B:

e «Homep noprta» - BO3MOXHO yKa3aTb 3Ha4YeHMe B AMana3oHe OT «1»
A0 «65535»;

e «/lnanasoH NOPTOB» - MO3BO/ISET 3aJaTb WHTEpPBa/n MOPTOB B
Anana3oHe oT «1» A0 «65535»;

¢ «Mpotokon» - BbIGOP NPOTOKONA M3 BbiMaAatoLLLEro Crmncka.

Mpwn yctaHoBKke dnaxka B yek-b6okce «Bce, Kpome ykazaHHbIX MOPTOB»
npasBmno byaet cpabaTtbiBaTb Ha BCe NOPTbI, KPOME YKa3aHHbIX. KHONKuY «+
[Jo6aButb» U «Ypanutb» MNO3BONAOT AJ06aBAATL WAM YAanAaTb MNOPTh
nonyyatens.
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PucyHok — [lobasneHue npasusna 6asaHcuposku
12.1.2.2 PepakTpoBaHue npaBus 6asaHCcMpoOBKU

Ans pepaktmpoBaHua npasuaa banaHcmpoBkn Heobxoanmo HaxaTtb JIKM Ha cTtpoke ¢
HY>XHbIM MPaBWJOM W B OTKPbIBLIENCA OOKOBOW MaHenn BHECTU KOPPEKTUPOBKWU B
aTpmbyTbl NpaBuna. No 3aBepLUeHMIO HaxkaTb KHONKY «COXpPaHUTb».

12.1.2.3 KonupoBaHue npaBuna 6anaHcnpoBku

[Ana konvpoBaHWs npaBuia 6GanaHCMPOBKM HEOHXOAMMO BbIMOJHUTL CAeayroline
JEeNCTBUS:

1. BbibpaTb NpaBuo, ycTaHOBMB G1a>koK B Yek-Hokce cneBa OT NpuopuTeTa NpaBunna,
M HaxkxaTb KHonKy «KonnpoBaTtb».

2. B oTkpbiBlwelics 6okoBon naHenn «KonvpoBaHwe npaBuaa» ycTaHOBUTb NPUOpUTET
M Npy HeOBXOAMMOCTM BHECTU M3MEHEHMA B NapaMeTpbl MpaBuaa.

3. Haxatb kHonKy «CoxpaHuTb», UTOObl COXpPaHWUTb KOMUIO NpaBuaa (CM. PUcyHOK —
KonupoBaHve npaBuaa 6anaHcMpoBKH).
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PucyHok — KonuposaHue npasuna 6anaHcuposku
12.1.2.4 YpaneHune npaBun 6anaHcMpoBKU

Ana ypaneHna npasuna 6anaHCMpPOBKM HEOHXOAMMO BbIOpaTb OAHO WU HECKOAbKO
npaBus, ycTaHOBMB daaxok B 4yek-bokce cneea OT mpuopuTeTa MpaBwuaa, M HaxaTtb
KHONKY «YAanuTtb». B OTKpbIBLLIEMCA OKHE, NOATBEPAUTL YAaNeHNe HaXXaTneM KHOMKN
«Ypanutb».

Mpumeuanne:

B cayuae yaaneHva nocnegHero npaswuia 6anaHCMPOBKM  cucTeMa  BblAacT
npeaynpexaeHve o ToM, Yto cnyxxba banaHcMpoBKN nepecTtaHeT GYyHKLIMOHNPOBATb.
byaeTt npeasoxeHO NoATBepAUTb yAaneHue npasuna (CM. PucyHok — lNoatsepxaeHns
yaleHnsa NocaeAHero npasuaa 6aaaHCMPOBKMW):

BHumaHue!

Ina akTHBaUHK BanaHCHpOBKK Harpy3ku WAN Heofixoaumo
onpeAenuTs No KpalHHeH Mepe 0AQHO NPaBHNO C HCXOAALMM
HHTepdgencom!

Yaanuts Beifpatsie npaewna 6anaHcMposKK?

OTMEHHTE Voanute

PucyHok — lModmeepxdeHus ydaneHus nociedHe20 npasuia 6aaaHcuposKku
12.1.3 O6wme HacTpoiikn 6as1aHCMPOBOUYHON Harpyskm

Mpumeuanne:

Ob6uwme napameTpbl 6aNaHCMPOBKN HArpy3kn HEAOCTYMHbI AN PeAakTMPOBaHWs, ecau
B Tabmue «[1poBepka COCTOAHNN NHTEPPENCOB» He yKa3aH XOTa bbl OANH NHTepdeNnc.
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1. «Otkntountb npasuna NAT AnA UCTOUHMKa» - OTK/JKOYEHWE MexaHW3Ma
aBTOMaTnyeckon reHepaumm npasua SNAT.

Mo ymonuaHuto WHTepdenchbl, MCNoab3yemble B nyse 6anaHCMPOBKM Harpysku,
3amMeHAloT IP-agpec UCTOYHMKA MCXOAALLLErO MakeTa Ha CBOW COBCTBEHHbIV aspec,
YTO rapaHTMpyeT NOCTyrNJeHNe OTBETOB Ha OAVH U TOT XXe uHTepdenc. 1o paboTtaert
C MNOMOLLbIO aBTOMaTMyeckn creHepupoBaHHbix npasua  SNAT, koTopeble
NPUMEHATCA TONBbKO K cbanaHcmpoBaHHOMY Tpaduky. B Tex ciyuasnx, korga takoe
noBeAeHne HexxenatesbHO, aBToMaTnueckyro reHepaumio npasua SNAT BO3MOXHO

OTKNHOYNTD.

2. «Bxnrountb 6anaHCMpPOBKY JIOKa/IbHOTO Tpaduka» - BKIKOUEHNE BanaHCMPOBKHM
Harpy3kn WAN gnsa nokanbHoro tpaduka.

3. «Oumwartb Taba1Lbl OTCNEKNBAHUNA NOAKIIOUEHWUIA MNP U3MEHEHUU COCTOAHUA
COeAVHEeHMA» - ouncTka Tabauubl COEAVNHEHWA MpPU N3MEHEHUM COCTOSHMUA
akTnsHoro WAN-kaHana.

Mpumeuanne:

Ounctka Tabaunupl COeAMHEHUI NPUBEAET K TOMY, 4TO OyaeT BbIMOAHATLCA
H6anaHcMpoBKa NakeToB BMeCTO 6asaHCMPOBKM MOTOKOB 4O MOMEHTa NMOBTOPHOIO
YCTaHOB/IEHNS COEANHEHWNIA.

4. «Jlunkue ceccum» - BKJIHOYEHME BO3MOXHOCTW OTMPAaBKW OTBETHbIX MaKeTOB C
CeTeBOro uvHTepdeinca, Bxoasllero B rpynny 6HanaHCMPOBOYHbIX MHTePdENCOoB,
OTKyZAa NOCTYnuA 3anpoc.

5. «CKpvNT, BbINOJIHAEMbIA MO M3MEHEHMIO cTatyca WHTepdenca» - BblIOOpP
MNONb30BaTENbCKOTO CKPWUMTA, KOTOPbIA OyAeT 3anyckaTbCd MNpU  U3MEHEHUU
cocTosHnsA banaHcmpyemoro nHtepdenca.

[nsa 3arpy3kn nonb3oBaTtenbckoro ckpunta B cuctemy ARMA CreHa Heob6xoanmo
HaXaTb KHOMKY «3arpysutb CKpUNT» (CM. PUCyHOK — 3arpy3ka no/b30BaTe/ibCKOro
ckpunra). B nosBuBWeEMCA AnanoroBom OKHe cnegyeT BbibpaTb dann ckpunTa,
pacrnofiaratolMNCcA  Ha  NOKaNbHOM  yCTpoWCTBe  noab3oBaTtend.  CkpunTbl
3arpy>atotca B anpektoputo /config/scripts.
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Y Oreperme X
« v [ > 3rorkounsiorep > Bageo > 3anuce v/ ©| | Nonces: 3anucs » v
aaaaaaaaa m Tun np: npe Crpi e
00us0 =
ngfwscript
v | B Wpyems pb
= p... Orpanuu. c... MpoTokon Omnpasure... Mopr omp... Monyuarens. Mopr nony... Onmcanne 9
Wuis daiina: | ngfw.script | | Bee patinn () v
[Conere | [ omene
00mo0 3
OniounTs Npashna NAT AnA HCTOuHKKE Crpunt, i no cTatyca

BHTIOMTS GANAHGHPOBHY NOKAMBHOTO TPAGHKA

OMILaTE TR OTCNEKMBEHAR IOATIGHEHHH TIPH HSVIEHEHHH COCTORHHR COBAMHEHHR
Sarpyswrs cxpunr

Sunne ceccum

PucyHok — 3aepy3ka nosib308amesibCko20 ckpunma

NMpumeuanne:

B Ha3BaHWM dalina ckpunTa HeAOMyCTMMO MCMO/Ib30BaTb CUMBOJbI: Npoben, «”»,
«\». MakcumanbHbIM pa3mep danna He 6onee 1 merabanTa.

Mpumeuanne:

CkpunT fosixeH Bo3Bpalath «0» Ans 060O3HAYEHUs YCMeLWHOro pesyabraTa U
3HaueHue oTnYHoe oT «0» - Ans HeyAauHbIxX pe3yabTaToB. CcTeMa nepecTaHeT
OTBeYaTb Ha 3anpockl, €C/IM BbIMOJHEHNE CKPUMTa He 3aBepLumnTCa!

[na coxpaHeHMs W3MEeHeHMM B OOWMX HacTporkax 6anaHCMPOBOUHOW Harpysku
HeobxoAMMO HaxaTb KHONKY «CoxpaHuTb (CM. PrucyHok — CoxpaHeHmne HacTpoek).

Mpasuna 6anaHcHpOBKH

Q  Pexm ~ | Tun nposepk TpaGMKa: Banachpyewsie MATepQeiics! v
BxonAuni wiTepdeic ~  Mporoon v
Mpwopurer Pexum Mposepk... Banauc. Tp... BanaHcupy... Bx. nHTep... Orpanuu. c... Npotokon Ornpaswre... Mop oTnp.... Monyuatens Mopt nony... Onucanve  €)
00m0 z
OmiounTs npasmna NAT 1A uCTouHMKE Crprn, i no craryca
ngtw.script ~

Biioum T GaNaHoHPORKY NOKANHOT TPAGHKA
OUMLIATE TABAML OTCNEAUBAHHR NOBKTIOEHHT MPM SIEHEHHH COCTORHiR COBRMHEHHR 5 -

Slurvie ceccin

OTMeHUTL CoxpannTs
PucyHok — CoxpaHeHue Hacmpoek

Mpumeuanue:

Ecam MMHMManbHO HeobxoaMMble HacTPOWKM HGanaHCMPOBKK He ByayT cobatogeHsl,
Npyv MNOMbITKE COXPaHUTb W3MEHEeHMA CuUCTemMa BblAacT MpeaynpexieHne o
HEeBO3MOXHOCTM OOHOBAEHMS HacTpoek 6GanaHcMpoBkM Harpyskm Ha WAN-
nHTepdencax.
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12.2 O6paTHbIN NPOKCU

ARMA CreHa BktouvaeTr B cebsi PyHKUMOHaNBLHOCTb O6BPATHOrO MNPOKCU-CEPBEPA,
obecneunBatoLLEro BbICOKYH AOCTYNMHOCTb, pacnpeseneHne Harpy3ku n NnpoKCMpoBaHme
ANS NpUAoXeHUn Ha ocHoBe TCP (ypoBeHb 4) n HTTP (ypoBeHsb 7).

[na HacTporkm obpaTHOro MPoKCn Heobxoammo nepenTu B pa3gen «UHtepdeincbr»
3aTeM B nogpaszgen «06partHbIi NPoKcK» (CM. PrucyHok — OBpaTHbIV MPOKCH).

MHTepdence OrmenuTs
O6paTHsiA NpoKCH

noBankHeie HACTPOAKK

MaHCHIANHOR YHCNO NORKAKUEHHT MUHHMANEHO AOMYCTHMAR BEpcHA TLS

ANOpHTM UL WHBPOBAHMA AR COBAMHENM NO NPOTOKONY SSLITLS

Fpynnst Backend-cepaepos

Haumenosanme Pemum rpynns Onucanne (=]

CnymBel ofipaTHOro NpoKcH

Hawumenosakme Tpynns backend-cepsepos Pemuu cnymBu Onucarme e

PucyHok — ObpamHeliti npokcu

MuHnmanbHO Heobxoanmas KoHpUrypauua anA peanunsauum obpaTtHOro NpPoKcu
AO0JDKHa BKJIlOUaTb B ceb6a cnepylowme 31eMeHTbI:

® so6aBneH MUHMMYM oauH backend-cepsep (Tabavua «Fpynnbi Backend-
cepBepoB»), C XOTA bbl 0g4HMM go06aBNeHHbIM cepBepoM (Tabivua «CepBep»);

® so6aBneHa MUHUMYM OfHa ciyba obpaTHoro npokcu (Tabavua «CnyXk6bi
obpatHOro npokcu») C ykazaHuem caeayrowmx napameTpos: «[Mopr,
Mcnosb3yembiv AnA coeguHeHua», «Fpynna Backend-cepBepoB».

12.2.1 Tno6anbHble HACTPONKKN

1. «MakcMmMmanbHOe uuC/I0 MNOAKIOUEHUM» - WNCNOAb3yeTCa ANA  HaACTPOWKM
MaKCMMaNAbHOrO KOJAMYEeCTBa OAHOBPEMEHHbIX MOAKJAHUYEHUA ANd  06paTHOro
Npokcu-cepBepa ¢ banaHCMPOBKOWN Harpysku. [lo3BoafeT orpaHMYMBaTh KOJMYECTBO
OAHOBPEMEHHbIX MOAKIHOUYEHNA K CepBepy C Lenbld NpefoTBpaLLeHMA ero
neperpysku, obecneyeHus CcTabunbHOM paboTbl MNPU  BbICOKMX Harpyskax W
3 PeKTUBHOrO ynpasieHua pecypcamu. Bo3MOXHO yka3aTb 3Ha4YeHne B AnanasoHe
oT «1» go «2000000».

2. «Anroputmbl wWKNPpPoOBaHUA ANA COeAMHEHMW no npotokoay SSL/TLS» -
MCMONb3yeTCs AN HACTPOMKM Cnuncka WndpoB, KoTopble ByayT MCMOAb30BaTLCA NP
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ycTaHoBieHun SSL/TLS coeanHeHnin yepe3 obpaTHbIM NpoKcu-cepeep. Bo3amoxxeH
MHO>ECTBEHHbIV BbIOOP.

3. «MuHumanbHO ponyctMumaa Bepcua TLS» - ykasaTb  MUWUHMMAa/bHYHO
noAfep>XnBaemyto Bepcuto npotokona TLS ans Bcex SSL/TLS coeanHeHuin uepes
obpaTHbIN NPOKCU-CcepBeEpP C BanaHCMPOBKOWM Harpy3kn. BosmMoxxHO BbiIbpaTb BepCUIO
npotokona TLS: 1.2 nan 1.3. o ymonyaHuo ncnonbsyetca sepcma 1.3.

12.2.2 'pynnbl Backend-cepBepoB

brok «lpynnbl Backend-cepBepoB» npegHasHaueH ana koHdurypaumm rpynn
CEpPBEPOB, M3BECTHbIX Kak 63keHA-cepBepbl, KOTOopble obpabaTtbiBatoT BXoAALME
3anpochl, NocTynarowme yepes obpatHbiv npokcn-cepsep. OcHoBHas GyHKLUUSA JaHHOTO
610Ka 3aKNOYaeTCa B peannsalmm BHYTPEHHEN NOTUKN pacnpeseneHmsa Tpaduka Mexay
cepBepamu.

Ana pobasneHna rpynnbl backend-cepeepoB HeO6XOAMMO BbIMOAHUTL CAeayroLine
JeNCTBUS:

1. Haxatb kHonky «+ [lo6aButb>» B Tabanue «Ipynnbl Backend-cepsepoB» 1 B
OTKpbIBLLEMCS OkHe «/lo6aBneHue rpynnbl Backend-cepBepoB» BHecTn
cneaytoLLme napameTpbl:

® HaunmeHoBaHMe - yHMKanbHOe MMA rpynnbl. Jonyckaerca ncnosib3osaHune
cnegyrowmx cMMBoIoB: BykBbl naTMHCKOro andasuta, undpsbl, gedunc («-»)
N HUXKHEee NoAYépKmnBaHme («_»).

® Pexum rpynnbl backend-cepBepoB - pexum onpegenser, Kakou
npotokon 6yAeT WCNOoNb30BaTbCA ANA B3aUMOAENCTBMA C CepBepamu
63akeHga: HTTP wan TCP. Mpu Bbibope pexunma HTTP otobpasutca
Tabnvua «3aronosku HTTP orBeta» ana npocmotpa HTTP-3aronoBkoBs
OTBETOB, KOTOpble Bbl1 HacTpoeH ana rpynnel backend-cepsepos. Tabaunua
npeAHasHayeHa  Ana  BepuduKauMM  YCTAHOBJIEHHbIX  3HAYeHWUU
onpefenéHHbIX  3aro0BKOB W TOATBEPXAEHUS  COOTBETCTBUA
KOHPUrypaumm 3agiaHHbIM NapamMeTpam.

® Anroputm 6anaHCMpPOBKM - aIrOPUTM 6anaHCMPOBKM Harpy3ku, KOTOPbIN
6yseT NCcnoab30BaThCA 414 pacnpeseneHns 3anpocoB MexAy JOCTYMHbIMU
cepBepamn. Bo3MOXHO ykasaTb ciegytoLive aaroputMmbl:

e source-address - pacnpezenseT 3anpockl Ha OCHOBE UCXOAHOTO
IP-agpeca KAVEHTa;

e round-robin - pacnpegenser 3anpockl yukanyeckum obpazom,
nocnefoBaTeNbHO OTMNPABAAS KaXAblA 3anpoc ciefytolemy B
ouepean cepBepy. VIicnonb3yeTcs No yMOAYaHUIO;
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o least-connection - pacnpegenser 3anpocbl Ha cepBep C
HaVMEHbLUMM KOJIMUYECTBOM aKTUBHbIX MOAKAHOUEHWUN.

® [poBepka coctosHusa y3na (6e3 HTTP) - BbibpaTb NPOTOKON MPOBEPKM

COCTOSIHMA CepBePOB, BXoAAlWmMX B rpynny backend-cepsepoB. JocTynHo
npu Bblibope pexuma rpynnbl backend-cepBepoB - «tcp». [aHHbIN
napameTp obecneuMBaeT aBTOMATUUECKOE OTCAEXMBaHUE AOCTYMHOCTU
CEPBEPOB W WCK/IOUEHME W3 MNy/fa HEAOCTYMHbIX 3K3EMMIAPOB, YTO
cnocobcTByeT MOBbLIWEHWNIO OTKa30yCTOMUMBOCTM CUCTEMBIL. BO3MOXHO
BbIOpaTh ciefytoLme NpoToKOo bl MPOBEPOK:

e Idap - npoBepka coctosiHMA cepBepa Yepes npotokon LDAP;
e mysql - npoBepka cocTosHMA cepBepa vepes npotokon MySQL;
e redis - NpoBepka COCTOAHMA cepBepa vepe3 npoTtokon Redis;

e pgsql - npoBepka COCTOAHMA CcepBepa 4epe3 MPOTOKO
PostgreSQL;

e smtp - NpoBepkKa COCTOAHNA cepBepa Yepe3 NpoTokos SMTP.

HTTP-npoBepka COCTOAHMA y3na - 610K KOMMOHEHTOB,
NpeAHa3HaueHHbIW AN HAaCTPOMKWU W MPOBEAEHUS OLLEHKM AOCTYMHOCTU
BEO-MPUNOXEHMI, OCYLLECTBAAIOLWNX MNpeAocTaBaeHne MHbopMaumm o
CBOEM cocTosAHUN 4epe3 HTTP-3anpockl. [aHHbii 610K obecneumsaeTt
MOHUTOPWHI  PaboTOCNOCOBHOCTM  CepBepoB B  COCTaBe  rpymnnbl
nocpeactsoM wHuumaumm HTTP-3anpocosB v nocneayrowlero aHaamsa
MNOJyYeHHbIX OTBETOB.

e URI - 33zaTb KOHEYHYHO TOUKY, KOTOpas OyAeT MCNO/b30BaThCS
Ans  npoBepkn pabotocnocobHoctn cepsepa. URL poskeH
HauMHaTbLCA C CUMBONA «/» N HE JOJIXKEH COoAep>KaTb CUMBON «#»
nan npoben.

e Metop - Bbibpath wcnonblyembin HTTP-metos npoBepku
pabotocnocobHocTM cepBepa. BoaMoxHO BbibpaTb cregyroLime
MEeTO/bl:

o options - ncnonb3yertcsa ANA 3anpoca MeTafaHHbIX O
noaaepxmsaemMbix HTTP-meTogax Ha cepBepe;

o get - 3anpaliMBaeT pecypc C cepBepa, BKJIKOYas
3aroJIOBKM 1 Teo OTBETY;

o head - ananornuen GET, HO BO3Bpawaer TOJbKO
3aronoBKn oTBeTa 6e3 Tena;
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o post - oOTnpaBAsieT JaHHble Ha cepBep ANA
obpaboTky;

o put - ncnonbsyetcs Ans OOHOBJEHWs pecypca Ha
cepBepe.

MpoBepaembii aTpubyT oTBeTa - 610K HACTPOWKWN YCAOBUS,
KOTOpOEe JOJXKHO BbINOJHATLCA A/ TOro, 4tobbl CcepBep
cunTancs AOCTYyMNHbIM B MpoL,ecce NPOBepPKN COCTOAHUSA. YCoBMe
MOXeT bbITb 0OCHOBaHO Ha HTTP-cTatyce oTBeTa - «Koa orBeTa»
WAN COAEPXXMMOM Tena oTBeTa - «Teno».

o Kop otBetra - oxugaembin HTTP-cratyc oTtBeTa,
KOTOPbIM AO/XKEH ObiTb BO3BpPALLEH CEPBEPOM ANS
ycnewHoro npoxoxaexusa health check. BoamoxHo
yKa3saTb 3HayeHue B AgmanasoHe oT «200» go «399».
MNone CTaHOBUTCA JOCTYMNHbIM A8 BBOAA MPW YCIOBUMY,
YTO 3HaueHMe KOMMNOoHeHTa «[1poBepsemMbin aTpnbyT
oTBeTa» YCTaHOBJ/IEHO Kak «Kop oTBeTax.

o Copep>xnmoe Tena oTeBera - COAepPXMMOe CTPOKM B
Tene HTTP-otBeta. Ecim  yKkasaHHasa  cTpoka
NpUCyTCTBYeT B Te/je OTBeTa, CepBep cumMTaeTca
AOCTYNHbIM. [Tone CTaHOBUTCA AOCTYMHbIM ANS BBOAA
npy  yCioBWUW,  4YTO  3HAYeHMe  KOMMOHEHTa
«[1poBepsaembin aTpnbyT OTBETa» YCTAHOB/IEHO Kak
«Teno». 3HayeHve He JOKHO HaunHaTbCA € npobena
WA ABOMHOW KOCOW u4epTbl «//». MakcuManbHO
Aonyctumoe 3HadveHune - «10000» cnmBonos.

® 3aronoBku HTTP otBeta - 610K HacTpovikn HTTP-3aronoBkoB, KOTopble

6yayT fobaBneHbl K OTBETaM, OTMpPaBASEMbIX yYepe3 Ob6paTHbIA MPOKCK-

cepBep. Hactponkun poctynHbl Npu Bbibope pexwuma rpynnbl backend-

cepBepoB - «http». Ana pobaBneHna 3arono0BKOB HEOOXOAMMO HaXaTb

KHONKyY «+ [lo6aBUTb» 1 B OTKPbIBLLIEMCS OKHe «/Lo6aBUTb 3aros10BOK
HTTP oTtBeTta» BHeCTu cnesyrowime napameTpsbil:

HanmeHoBaHMe - yKasaTb YHWKaNbHOE WMS 3aroJsoBKa.
[lonyckaeTcqd WCNo/sb30BaHWe CeAyoWmMX CUMBONOB: OyKBbI
NaTnHckoro andaBunTa B BEPXHEM U HUXKHEM pernctpe, geduc («-

»).

3HaueHue - 3HayeHuwe 3arososBka HTTP-oteeta. [lonyckaetca
MCMO/Ib30BaHME TONbKO NaTUHCKME OyKBbl, LIMPPbLI U CUMBOAbI
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ASCIl, 3a wucknroueHnemMm «'», «"». 3HauyeHuMe He AOJKHO
HaunHaTbCA C Npobena Nan CNeLCUMBONOB: «//», «-».

® CepBepbl - Tabnvua HacTpoek cepBepoB B rpynne. [ns pobaBneHus
cepBepa HEOBXOAMMO HaxkaTb KHONKY «+ [L06aBUTb» 1 B OTKPbIBLUEMCA

OkHe «/Jlo6aBneHne cepBepa» BHECTN C/eAyHOLLME NapaMeTpbl:

HauvmeHoBaHue cepBepa - yKasaTb YHUKaNbHbIU
naeHtndumkatop  cepsepa. [Jlonyckaetca  mMcnosab3oBaHWe
CNepyowmx CMMBONOB: OyKBbl NlAaTUHCKOro andasuta, Unbpb,
aednc («-») M HUXHee noguvépkmBaHue («_ »). MakcMmanbHO
A0nycTMMoe 3HayeHue - «247» CMBOJIOB.

Appec - |IP-agpec cepsepa B popmare IPv4 <x.x.x.x> nan |IPvb
<h:h:h:h:h:h:h:h:>.

MopT - Homep nopTa. BO3MOXHO yKa3aTb 3Ha4YeHVe B AnanasoHe
oT «1» o «65535».

NpoBepka cocTosiHUA cepBepa - BKIKOYEHWE MPOBEPKU
coctosiHMe cepBepa. Ecam npoBepka BkAtOUeHa, TO cepBep byaet
nepuogMyeckn npoBepsATbCAs Ha AocTynHocTb. Cepsep, He
NpoLleaLmniA NPOBEPKY, aBTOMATUYECKN WCKIOYaeTCa M3 nyJsa
63KeHAa.

Mcnonb3oBaTb Kak pesepBHbIA cepBep - yka3aTb CepBep B
rpynne 63K3HAA Kak pe3epBHbIA. Pe3epBHble cepBepbl
MCMONb3YHTCA TONILKO B C/lyYae, eC/IM BCe OCHOBHbIE CEPBEpPHI B
nyne HepocTynHbl (Hanpumep, He npownn health check nan
OTK/IFOYEHbI). DTO MO3BOJIAET HACTPOUTb OTKa30yCTOMYMBOCTb
cuctembl, obecrneunBas pesepBHyt0 06paboTky 3anpocoB.

OTnpaBka 3arosioBKa MPOKCU-MPOTOKOJIA - HACTPOUTb
nepegavy nHpopmaumm o knveHte (IP-agpec, nopT) OT reverse
proxy K cepBepy 63keHza ans obecrneyeHus 6onee TOYHOro
NnorvpoBaHms W aHanmsza Tpaduvka. Bo3moxHO BbibpaTb
cnefyroline 3HaueHuns:

o Bepcua 1 (TekctoBbIi d¢opmar) - JaHHble
nepesaroTCs B BUAE TEKCTOBOW CTPOKMY;

o Bepcua 2 (6uHapHbIi ¢opmaTt) - JAaHHble
nepesaroTca B Buge 61MHapHbIx 610KOB;

o OTKAoUeHo - HPopMauuna He nepesaércs.
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[na coxpaHeHWs HacTpoek cepBepa HeobxOAMMO HaXaTb KHOMKY
«Jlo6aBuTb>» (CM. PucyHok — [lobaeneHve cepsepa B rpynny backend-

cepBepos).
em nnnnnnnnn
=]o

PucyHok — [lobasneHue cepsepa s 2pynny backend-cepsepos

® SSL-umdppoBaHue M nposBepka MOAJIMHHOCTU - HACTPOUTb MPOBEPKY

noanvHHoctn  SSL-ceptndukata. Bo3moxHO  BblibpaTb  ciaegyrowime
3Ha4YeHna 13 cnuncka:

e KopHeBoin ceptudukar SSL - nposepku noannmHHoctn SSL-
ceptndukata backend-cepBepa ¢ ncnonb3oBaHMeM yKa3aHHOrO
CA-ceptndukara. lMpn BbIBOpPE AaHHOrO NapameTpa OTKPOeTCs
pononHutensHoe none «KopHeBon ceptudukar  SSL»,
npejHa3HauyeHHoe ana Bblibopa SSL-ceptudmkata m3 cnmcka
cepTMdUKATOB, Y>Ke YCTaHOBNEHHbIX B CUCTEME.

e be3 npoBepku ceptudukarta cepsepa - OTKJOUUTb NMPOBEPKY
noanvHHoctn SSL-ceptudukarta backend-cepsepa.

e TaiimayT npoBepKM YCTaHOBKW COEAWHEHWUA - YCTaHOBUTb TanMayT

oXuaaHma oteeTa oT backend-cepBepa npu BbINOAHEHUW MNPOBEPKMU
pabotocnocobHocTn. Ecam OTBET He No/syyeH B TeyeHue yKa3aHHOro
BpemeHun, backend-cepBep cuuTtaetca HeaoOCTynHbIM. BO3MOXHO ykaszaTtb
3HauyeHVe B AnanasoHe oT «1» fo «3600» cekyHa,.

TalimayT OXXMAAHWUA YCMELWHON MOMNbITKU NOAK/IIOUEHUA K CepBepy -
YCTaHOBUTb  MakKCMMajibHOE BpeMA OXMUAAHWA AN YCTaHOBJ/IEHUS
coeavHeHna ¢ backend-cepsepom. Ecanm coeavHeHve He 6yper
YCTaHOB/IEHO 3a YyKa3aHHOe BpPEMs, MOMbITKA CUYMTAETCA HeyAauyHOW.
Bo3MOXHO yKa3aTb 3HaueHue B gnanasoHe oT «1» go «3600» cekyHA,

TanmayT 6e3aeMcTBUA Ha CTOPOHE cepBepa - YCTaHOBUTb MaKCUManbHOe
BpeMs, B TeUEeHMe KOToporo coeamHeHune ¢ backend-cepsepom ocrtaércs
HeakTUBHbIM. Ecan 3a 3TO BpemMs He MPOUCXOAUT HUKAKOW aKTMBHOCTW,
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coefvHeHne 3akpbiBaeTcA. BO3MOXHO yka3aTb 3HaueHve B AmanasoHe oT
«1» no «3600» cekyHa.

2. Mo 3aBepleHMIO HacTpoeK HaXaTb KHOMKY «[lo6aButb» (CM. PucCyHOK —
[obasneHue rpynnbl backend-cepsepos).

[ s ]

Hobasnenwe rpynni Backend-cepaepos

[rmp—
HTTP-npoBepKa cOCTORNMR y3na

Rl
P rpynnst backend-cepaepos

@ Heeubparo O hitp O top

Metoa
AnropwTu BanaKcHpoBXH

roundrobi
MposepRewsik aTpHoyT oTaeTa

® Kemomsera O Teno

Cepoepui

+ Hobaswta

Haumenosanme Anpec Nopr Nposepra cocToaMmA cepsepa HGNORB30BATY KaK PEIOPBH LI COp. Otnpaska saranossa npokck-n...

MNpasuno Ana rpynnel backend-cepeepos

+ Jlobaswtn

Hotae mpmeten o

PucyHok — [lobasneHue epynnel backend-cepsepos
12.2.2.1 MpaBuno ana rpynnsl backend-cepsepos

Ana ynpaBneHua pacnpegeneHvemMm Tpaduka mexay cepsepamu rpynnbl backend-
CepBepOB NCMOAb3ytOTCA NpaBuaa. [paBmna npesocTaBAatoT GYHKLUMOHAN ANa TMOKON n
KOHTPOMPYEMOM MapLipyTU3aLmm 3anpocoB, 4YTO ABAAETCA OCODEHHO BaXHbIM B
CNOXHbIX cuCTeMax C 6oAblIMM  KO/MYeCTBOM cepBepoB W  cepBucoB. OHuU
NpeaoCTaBAAOT BO3MOXHOCTb pPa3paboTKM CAOXKHbIX anrOpuTMOB MapLUpyTU3aLnu,
OCHOBaHHbIX Ha napameTpax 3anpoca Takux kak URL-nyts, gomeHHOe wuma wan
ncnonb3osaHue SSL/TLS. Kaxgoe npasuio onpegenseT ycioBua, Mpu KOTOPbIX 3aMpochl
nepeHanpasBAAloTCA Ha COOTBETCTBYIOLLME CePBEpPSI.

Ana co3paHns npasun B rpynne backend-cepBepoB Heo6Xx0ANMMO  BbINOAHWUTbL
cneayrowime fencTBUA:

1. B 1abnvue «Fpynnbl Backend-cepBepoB» BbibpaTbh Hy>XXHYHO rpynny, Haxas
JIKM no cooTBeTCTBYHOLLEN CTPOKE.

2. B otkpbiBwemcs okHe «Ipynna Backend-cepBepoB <umsa_rpynnbi>» HaxaTb
KHOMKy «+ [lo6aButb» B Tabnvue «lMpaBuno pana rpynnbl backend-
cepBepoB».

3. B okHe «/lobaBneHme npaBuna rpynnbl backend-cepBepoB» BHecTu
HeobXxoaMMble NapameTpbl:

® Homep npaBuna - yHuKanbHbIA naeHTUdbuKatop npasuna. BoamoxxHo
yKa3aTb 3HayeHue B AnanasoHe oT «1» ao «10000».
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e Llla6noHbl noncka coenageHui B nytm URL - Tabanua wabnoHos nowncka
B URL. [nsa pobaBneHus wabnioHa HeOH6XOAMMO HaXaTb KHOMKY «+
Ao6aButb>» 1 B OTKpbIBLLIEMCA OKHE «/ho6aBUTb WabsnoH noucka B URL»
yKazatb chneaywowme obsazatenbHble napametpbl  (CM.  PucyHok  —
[obasneHvne wabnoHa noncka B URL):

e PeXxxum nouncka - no3BoJsiseT HaCTPOUTb YCNOBUA NpasBuia A
MapLIpyTU3aumm 3anpocos Ha ocHose URL-nyTtn. Bo3moxxHO
BbIbpaTh cegytolme 3HaueHus:

o begin - CoBnageHme B Hauane - 3anpoc
cootBeTcTByeT npasuay, ecan URL HauvHaetca ¢
yKa3aHHOro 3HayeHus;

o end - CoBnageHne B KOHLie - 3arpOC COOTBETCTBYET
npasuay, ecam URL 3akaHuMBaeTca Ha yKa3aHHOe
3HauyeHue;

o exact - T[lonHoe coBnageHne -  3anpoc
cootBetcTByeT npasuay, ecan URL nosaHocTbro
COBMaAaeT C yKa3aHHbIM 3HaYEHMNEM.

e Copepxxumoe wabnoHa noucka B URL - 3HaueHne URL-nyTy,
ncrosibyemoe  AJig  COMOCTaBleHMA.  3HayeHne  JOJIKHO
HauMHaTbCA C CMMBOAA «/». [lonycTMO MCnoab3oBaHve OykB
natnHckoro andasuta n unop. B cTpoke MoryT npucytcrsosaTtb
CNefyrome CUMBOJIbL: «.», «=», «/», «-».

10
2]
- [=2]0
PucyHok — [lobasneHue wiabaoHa noucka 8 URL
e LlllabnoHbl noucka coBnajeHNA B JOMEHHOM WMeHu - Tabauua

wabnoHOB Mnoucka B AOMEHHOM WMeHW. [na pobaeneHvsa wabnoHa
HeobXxoAMMO HaxaTb KHOMKy «+ Jlo6aBuTb». B OTKpbIBLIEMCA OKHe
«[lo6aBnTb WA6/IOH NoMcka B AOMEHHOM WMMEHW» yKa3aTb B Moje
«Copep>xnmoe wWwabnoHa noucka B JOMEHHOM MMEHM» 3HauyeHue
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AOMEHHOIO MMEHW, ncnoabldyemoe AnAa conocraBJieHUA (CM. PI/IC}[HOK -
JobaBneHne wabnoHa Mowvcka COBMaJeHUs B AOMEHHOM WMEHMW).

MakcumanbHas AAnMHa AOMEHHOTO MMEHW He AO0J/KHA npesbiwaTtb 242
CMMBOJIOB. B cocTtaBe JOMEHHOrO MMEHN paspeLLeHbl Touka n geduc, npm
YC/I0BMM, YTO OHW HE HaXOAATCA Ha MepPBOW M NociesHen no3mumax. JnnHa
KaXZoW JAOMEHHOW Trpynnbl He JOMKHA npeBbllwatb 63 CUMMBOJIOB.
KonnuectBO AOMEHHbIX rpynn, pa3fienéHHbiX TO4YKaMW, He AOKHO
npesbiwatb 127.

0

PucyHok — [lobasneHue wiabnoHa noucka coenadeHusi 8 0OMeHHOM
uMeHu

® URL ansa nepeHanpaBneHms - NnepeHarnpas/ieHne (peampeKT) 3anpocoB Ha

ykazaHHbin URL. [laHHaa ¢yHKkuma no3sonseT 3PbeKkTMBHO ynpaBasaTb
MUrpaLen [LOMEHHbIX WMEH, oOb6HoBaeHMeM APl NpUHyAWUTENbHbBIM
nepexogoM Ha npotokon HTTPS wn gpyrumu cueHapusmu, Tpebyrowmmm
M3MeHeHUs apeca 3anpoca. 3HaueHne A0JKHO HauMHaTbCA C CUMBOJIA «/».
[lonycTtnmo ncnosib3oBaHme Byks naTmHcKoro andasuta n umndp. B ctpoke
MOryT MPUCYTCTBOBaTb C/EAYHOLIME CUMBOJIbL  «», «=»,  «/»  «=»,
MakcnmanbHas AIMHa 3HauYeHns He J0JIKHa rnpesbiwaTth 242 CMMBOOB.

HanmeHoBaHue cepBepa - 1Ms cepBepa, Ha KOTOpPbIA ByaeT HanpasaeH
Tpaduk COOTBETCTBYHOLLNN JaHHOMY npaswuy. [onyckaetcs
MCMO/Ib30BaHME CNefyoLWnX CUMMBOAOB: OykBbl NaTUHCKOro andasuTa,
LMdpbl, 4edUC («-») U HUKHEEe NOAUEPKMBAHME («_»).

Mapametpbl coorBetcTBUA SSL - HacTpouTb ycnoBua npasuna AnA
MapLUpyTM3aummM 3anpocoB Ha ocHoBe SSL/TLS wn cBA3aHHbIX C HUM
napametrp Server Name Indication (SNI). SNI — 370 pacwwunpeHune
npotokona TLS, koTopoe NO3BOAET KIMEHTY yKa3aTb UMSA JOMEHa B Havane
SSL-coeanHeHusa. [aHHas yHKLUMA OCOBEHHO akTyanbHa Ans paboTbl C
HeCKONbKMMW AOMeHamMu Ha ogHoM IP-agpece. Bo3moxHO BbibpaTtb
cnepyrolme napaMeTpbl CONOCTaBAEHUA JaHHbIX:
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e req-ssl-sni - conoctaBneHne SNI 13 3anpoca KnneHTa;

e ssl-fc-sni - conoctaenser 3HaueHne SNI, n3BNeuéHHOe u©3
bpoHTeHa-coeanHeHuns  (frontend  connection)  SSL/TLS.
Wcnonb3yetca pnsa nposepkn SNI Ha ypoBHe BXxoAdALLero
COeAVHEHNS;

e ssl-fc-sni-end - conocrtaBnsiet 3HaueHne SNI B KOHLLe GPOHTEHA-
coegmHeHuna SSL/TLS. icnonb3yetca B peakmx cayyasx, korga SNI
NpoBepaeTCa B KOHLE COeMHEHNA.

4. Tlo 3aBepLUEHNIO HACTPOEK HaxkaTb KHOMKY «Jo6aBuUTb» (CM. PucyHok —
JobasneHve npasuaa ana rpynnbl backend-cepsepos).

Howmep npasuna

LWaBnoHel noHcKa coBnageHmi e nyti URL

+ flobasute

Copepmuoe wabnona nowesa s URL Pemuu nomcsa (=]

La6noHEI NOMCKA COBNAAEHKA B IOMEHHOM HMEHH
+ Jobasats

CONPMHMOB LIABNONA NOKCKA B ADMEHHOM HAMBHI Q

UAL ann nepesanpasnenta NapameTps cooTaercrans SSL

PucyHok — [lobasneHue npasuaa 015 epynnsi backend-cepsepos
12.2.3 Cny>x6b1 06paTHOro NpPoKcu

Pazgen «Cny)x6bl 06paTHOro NPOKCU» OTBEYAET 3a OMpesesieHne napaMeTpoB Touek
BXOZa ANf BHewHero ceteBoro tpaduka. OHa BkrOYaeT ykasaHue IP-agpeca v nopTta, Ha
KOTOPbIX ByAeT OCyLecTBAATLCS MOHUTOPUHI BXOAALLMX COEAMHEHUM, a TakxXe BbI6op
npotokonoB. KoHburypauma Takxke onpegenseT napametpbl obpaboTtkm SSL/TLS ans
obecneyeHns 3alUMLLEHHOrO B3aMMOAEUCTBUA C KAMeHTaMWu. [onosHWUTenbHO OHa
BK/IHOYAET MpaBuaa MapLupyTU3aLMK, TakMe Kak COMOCTaBleHME AOMEHHbIX UMEH Wan
nyTen 3aNpoCoB C COOTBETCTBYHOLWMMU backend-cepBepamu.

Ana pobaBneHns cnyxbol 06paTHOro MPOKCKM HEobXOAMMO BbINOJAHUTL CAeayroline
JeNCTBUS:

1. HaxaTtb kHONKY «+ [lo6aBUTb» B Tabanue «Cny)k6bl 06paTHOro NPoKcu» 1
B OTKpbIBLIEMCA OKHe «Jlo6aBneHue cny)k6bl 06paTHOro NMPOKCU» BHECTU
cnepyrowme napametpbl (cM. PucyHok — [lobasneHune cayx6bbl _obpartHoro

npoKcwu):
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MKTEDQeRCH

vy SSUTLS

Coprucuemar 4na nepaianpasnesun ¢ hip ua hitps

Fpynnw Backend-cepaepos

+ Dotame

Caymbu ob;

[rEm—

Npocnyumsacu we agpeca

00m0

paHaro nposen Npasmno anm cnyméu

e Toyn

PucyHok — ZlobasneHue cnyx6bl 06pamHo20 npokcu

HavmeHoBaHuMe - yHVKanbHOE nma cyx6bl. [lonyckaeTca Ncnoab3oBaHne
cnefyrowmx cMMBoIOB: BykBbl NaTMHCKOroO andasuTa, undpsbl, gedunc («-»)
N HUXKHEee NoguYépKunBaHme («_»).

Fpynna backend-cepBepoB - Bbi6op rpynnbl backend-cepsepos, koTopas
6yaet obpabaTtbiBaTh 3aNpoChl.

I'IopT VICl'IOl'IbByEMbIFl ANA coeanHeHuna - HOMep MopTa, Ha KOTOPOM
O6paTHbII\;| NPOKCK 6yAeT nPpMHUMaTb BXoJAulne TMoAKJIHYEeHUNA A4
YKa3aHHOro cepsuca. Bo3moxHo YKa3aTb 3Ha4YeHNeE B Anana3oHe OT «1» 4o
«65535»,

MepeHanpaBnatb http Ha https - Bkaouaetr aBTOMaTUUeEcKoe
nepeHanpasieHmne HTTP-3anpocos Ha HTTPS.

Ceptudpukar ana nepeHanpaBneHua c http Ha https - BbiGpatb
ceptndukat(bl), KoTOpbIM OyaeT WCNOAb30BaTbCA ANA  WKPOBaHUA
Tpaduka.

Pe>xknm npokecun - Bbibpatb pexxum pabotel cepsuca (http van tcp) ans
06paTHOro NPoKcK, BAVAOLWNIN Ha TN obpabaTbiBaemoro Tpaduka.

TanmayT oXXKuAaaHNA AaHHbIX NPU  KOHTeHT-uHcnekuun TCP-3anpoca -
BpeMA OXnAaHua (B MUANUCEKYHAAX) aHHbIX OT KiveHTa npun aHanmse TCP-
coegvHeHnn. MNapameTp onpesensieT CKObKO BpeMeHU banaHCUpPOBLLMK
OyaeT XzAaTb JAaHHble OT KJAWEHTa, MPeXAe YeM 3aKpbiTb COEeAVHEHMe.
Bo3MOXHO yKka3aTtb 3HaueHune B granasoHe oT «1» a0 «65535».

3aronoBkn HTTP otBeta - T1abavmua «3aronoBkm HTTP otBerta»
CTAHOBMUTCA AOCTYMHOM AN KOHOUIypmpoBaHMA npu Bblibope pexunma
npokcn «http». ns pobasneHuns 3aronoska HTTP oTBeta Heobxoanmo
HaXkaTb KHOMKY «+ [lo6aBUTb» Ha MaHeNn MHCTPYMEHTOB Tabauubl. B
OTKpbIBLWEMCA OKHe «J/lo6baButb 3aronoBok HTTP otBeta» BHecCTu
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3HauyeHus B ciegyrolime nons (cm. PucyHok — /lobasnenue 3aronoska HTTP

OTBETA):

e HaumeHoBaHMe - JonyckaeTca WUCMOJb30BaHWE  TOJIbKO
natnHckmne 6ykBbl U cMMBOA geduca («-»). JnvHa 3HaUeHUs He
A0JKHA npeB.blwaTh 64 CMMBOOB.

e 3HauyeHMe - JOMNycKaeTcs WCMOoJ/b30BaHWE TONbKO NaTUHCKWUE
6yksbl, umopbl 1 cumeonbl ASCIl, 3a nckatoueHeM «'», «"».
3HaueHVe He JO/KHO HaumMHatbca C npobena  wam
CNEeLCUMBONOB: «//», «-».

) _—

PucyHok — ZlobasneHue 3azonoeka HTTP omeema

® [pocnywmBaemble agpeca - nokanbHbli |IP-agpec uvHTepdenca, Ha
KOTOPOM 0bpaTHbIn Npokcy ByaeT NpuUHMMaTb KAMEHTCKMe 3anpochkl. Jns
pobaBneHns IP-agpec HeobxoAMMO HaXaTb KHOMKY «+ Jlo6aBUTb» Ha
naHenn  MHCTpyMeHTOB. B oTkpbiBwemca  okHe  «/lo6aButb
npociywmMBaemMblii agpec» cnegyet BbibpaTtb TMn IP-agpeca (IPv4 wnam

IPv6) 1 ykasaTb cooTBeTCTByHOWMU agpec (cMm. PucyHok — [lobaBneHwue
NpoCayLnBaeMoro agapeca).

[loBaBHTE NPOCAYWHBAEM bl 3APEC

- [E=3]0

o

PucyHok — [lobasneHue npocaywiusaemo2o aopeca

2. Mo 3aBepleHMIO HacTpoeK HaXaTb KHOMKY «/lo6aButb» (CM. PucCyHOK —
CoxpaHeHue KoHbUrypaumm cay>xobl 06paTHOro NPoKcu).
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—
oSamncsme ayu6er obparsors mposen omen

Haumenosanue’ Pexuu npoKch

54 ® htp v

Tpynna backend-cepeepos TaiimayT OMWAGHNA AaHHLIX NPU KOHTEHT-HCnekyun TCP-aanpoca
test2
Lienoe wncno or 1 40 65535 &

TOpT UCNONB3yeMBIit ANA COBAHHEHHA"
Onmcatme

Mepenanpasnenve htip Ha hitps

Ceprudukar ann neperanpasnenun c hitp ua https.

v o

3aronosku HTTP oTBeTa
+ [obasute

Haumenosante Hauenme =]

00u30 =

Mpocnywnsaemsie agpeca
+ [obasute

IP-anpec (-]

PucyHok — CoxpaHeHue kKoHgu2ypayuu cayx6el 06pamHo20 npokcu

12.2.3.1 MpaBuno ansa cnyx6ol

MpaBuna cnyxb o06paTHOrO MPOKCKM WCMONBb3YHOTCA AN ONpPeAeseHUs  YCAoBUM
MapLupyT13auumn n obpabotkm BxoasLlero Tpaduka B pamkax ykazaHHOro cepBuca.

Ansa cozpgaHma npaBua cnyx6 HeOBXOAMMO BbINOJHUTL CAeAyHOLME AeNCTBUS:

1. B tabanue «Cny>x6bl 06paTHOro NpoKcu» BbIOpaTh HY>XXHYH rpynny, Haxas
JIKM no cooTBeTCTBYHOLLEN CTPOKE.

2. B oTkpbiBweEMcs OKHe «Cny6a <MMA_rpynnbi>» HaXaTb KHOMKY «+
Aob6aButb>» B Tabnvue «MpaBuno ana cayx6bi».

3. B okHe «/lobaBneHve npaBuaa cnyX6bi» BHeCTM HeEOBXOAMble NapaMeTpbl:

® Homep npaBuna - yHuKanbHbIW naeHTudbukatop npasuna. Bo3moxxHo
yKa3aTb 3HayeHue B AnanasoHe oT «1» ao «10000».

e Llla6noHbl noncka coenageHui B nytm URL - Tabanua wabnoHos nowncka
B URL. [ns pobaBneHus wabnoHa HeOH6XOAMMO HaxaTb KHOMKY «+
[Ao6aBuTb» 1 B OTKpbIBLUEMCSA OKHE «/lo6aBUTb WabaoH noucka B URL»
yKkasatb cnegyrowme obdAsatenbHble napametpbl  (CM.  PucyHOK  —
[obasneHve wabnoHa noncka B URL):

e PeXxum noucka - No3BoJIAeT HaCTPOUTb YCNOBUA NpasBuaa Ana
MapLupyTM3aumm 3anpocoB Ha ocHose URL-nyTtn. Bo3moxxHO
BbIbpaTh cregytolme 3HaueHus:

o begin - CoBnageHme B Hauane - 3anpoc
cootBeTcTBYyeT npasuay, ecan URL HauvHaetca ¢
YKa3aHHOrO 3Ha4yeHus;
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o end - CoBnageHune B KOHLe - 3aMpoOC COOTBETCTBYeET
npasuny, ecan URL 3akaHuMBaeTca Ha YykasaHHoe
3HauveHue;

o exact - T[lonHoe coBnaaeHne -  3anpoc
cooTBetcTByeT npasuay, eca URL nonHocTtbro
coBnagjaeT C yKa3aHHbIM 3Ha4YeHMEM.

o Copepxxumoe wabnoHa nomncka B URL - 3HaueHne URL-nyTy,
MCnosblyemMoe  Aas  COMOCTaBAeHWA. 3HauyeHue  AOJKHO
HayMHaTbCA C CMMBO/A «/». JonycTMMO MCNoab3oBaHWe OyKB
natnHckoro andasuta n umdp. B ctpoke MoryT npucyTcTBoBaThb
CNefyrome CUMBOJIbL: «.», «=», «/», «=»,

e
2]
. C— )
PucyHok — ZlobasneHue wiabaoHa noucka 8 URL
e Lla6noHbl noucka coBnageHNA B AOMEHHOM MMeHM - Tabanua

lWwabsoHOB Moucka B JAOMEHHOM WMeHu. [Ana pobaBneHna wabnaoHa
HeobXxoAMMO HaxaTb KHOMKY «+ Jlo6aBuUTb». B OTKpbIBLIEMCA OKHe
«/[lo6aBMTb WA6A0OH NMoncKka B AOMEHHOM WMMEHW» yKa3aTb B Moje
«Copepxumoe wWwabaoHa noucka B AOMEHHOM WMMEHW» 3HauyeHue
AOMEHHOIo MMEHW, MCMo/b3yeMoe AN comnoctaBaeHus (cM. PucyHok —
[obaBneHve 1wabaoHa Mowucka COBMAAE€HWA B JOMEHHOM VMEHW).

MakcumanbHasa AanMHa AOMEHHOIO MMEHW He AO0JKHa npesblwaTth 242
CMMBOJIOB. B cocTaBe JOMEHHOro MMeHW pa3peLleHbl ToUKa 1 gepuc, npu
YCNI0BMM, YTO OHWN HEe HaXOAATCA Ha MepBOW 1 NoCieHen no3numax. JanHa
KaXZoW AOMEHHOW Trpynmnbl He JO/MKHa npeBbiwaTs 63 CMMBOJOB.
KonnyectBo [OMEHHbIX rpynn, pa3jenéHHbIX To4ykKaMu, He JOJ/KHO
npesbiwaTtb 127.
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Lo6asHTE WAGNOK NONCKE & AOMEHHOM HMEHH

: o Conepmumoe WainoKs NOWCES 8 HOMEHION MMEHI
«—

o0

PucyHok — [lobasneHue wiabnoHa noucka coenadeHusi 8 0OMeHHOM
uMeHu

® URL ansa nepeHanpaBneHms - NnepeHanpas/ieHne (peampeKkT) 3anpocoB Ha

yka3aHHbIn URL. 3HaueHne A0KHO HauMHaTbCA € CMMBOAA «/». lonycTumo
ncnosnb3oBaHve OykB naTMHCKoro andasuta u uudp. B ctpoke moryt
NPUCYTCTBOBaTb C/EAYIOLNE CUMBOJbL «.», «-», «/», «-» MaKcnmanbHas
ANVHA 3HaYeHWA He A0/KHa NpeBblwaTtb 242 CUMBOOB.

Fpynna backend-cepBepoB - Bbibop 13 cnucka rpynnel backend-
cepBepoB. Onpegenser kakas rpynna backend-cepsepoB 6yaer
obpabaTbiBaTb BXOAALLME 3aNPOChl, MOCTYNaoLWMe Ha JaHHbIV CEPBUIC.

Mapametpbl cootBeTcTBUA SSL - HacTpouTb ycCioBWMA npaswuaa And
MapLUpyTMU3auMmM 3anpocoB Ha ocHose SSL/TLS w cBA3aHHbIX C HUM
napametp Server Name Indication (SNI). SNI — 370 pacwupeHune
npotokona TLS, koTopoe NO3BOAET KIMEHTY yKa3aTb UMSA JOMeHa B Havane
SSL-coeanHeHua. [aHHaa dyHKUMA OCOBeHHO akTyanbHa Ana paboTbl C
HeCKONIbKMMM AOMeHamMuM Ha ofaHOoM [P-agpece. Bo3mOXHO BbibpaTtb
cnepyrowme napamMeTpbl CONOCTaBAEHUA JaHHbIX:

e req-ssl-sni - conoctaBneHune SNI 13 3anpoca KNneHTa;

e ssl-fc-sni - conocrtaBnder 3HaueHne SNI, un3BNeUEHHOE U3
bpoHTeHA-coesHeHnA (frontend connection) SSL/TLS.
Wcnonb3yetca ana nposepkn SNI Ha ypoBHe BXOAALEro
COeNHEHNS;

e ssl-fc-sni-end - conocrtaBnsiet 3HaueHne SNI B KOHLLe GPOHTEHA-
coegunHeHuna SSL/TLS. Vicnonb3yetca B pegkux cayyasx, korga SNI
NpoBepAETCA B KOHLE COEMHEHNA.

4. Tlo 3aBepLUEHNIO HACTPOeK HaxkaTb KHOMKY «Jlo6aBuTb» (CM. PucyHok —
JlobaBsieHVe npaBuaa cay>Xbbl).
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Homep npasuna

Wabnowe noucxa cosnanenm & nyTH URL

+ Lptasre

ConepmuMoe wabnona ancka & URL Pemian noweKa =]

000

Wab nowcka ne MMeHn

+ fio6annra

CORBPMMMOR WAGAOHA NOHCKA B ADMEHHGM HMEHH (-}

URL ans nepexanpasnenka Napamerps coorseTcTans SSL

fpynna backend-cepeepos

PucyHok — [lobasneHue npasuna ciyx6el
12.2.4 NMpumeHeHne U coxpaHeHne HacTpoeK obpaTHOro NPoKcun
Mpumeuanne:

[ns npyMeHeHWs HacTpoek TpebyeTcs MMHMMaNbHas paboyas KOHPUrypauus cepseumca
0bpaTHOro Npokcu.

Ans npyMeHeHnA N coxpaHeHns KoHUrypaumm obpaTHOro Npokcn HeobxoAMMO HaxkaTb
KHomnkKy «CoxpaHuTb» B Lianke pasgena «MHTepdencbr» (cM. PucyHok — CoxpaHeHue

KOHbUTrypaLmnm 06paTHOro Npokcu).

Wirep peici —

HacTpoitkn uHTepdeicon

HarpyakK Ha WA

OBparhsii npoKcH ~

BrumManue!

TnoBankHbIe HACTPOAKH

MaKCHMANKHOR YHGAG NOAKNKNEBHMA MHHHMATBHO AONYCTHMAA BEpCHA TLS

AnropHTib am no np: ¥ SSUTLS
acdhe-ecdsa-aes128-gcm-sha256 x

Tpynnsi Backend-cepeepon

L Paxias rpyne

Haumenosanme Pesum rpynnsi Onucanwe (=]

PucyHok — CoxpaHeHue koHgpuypayuu obpamHo2o npokcu

B cnyuae HecobntoseHMs MUHUMaNbHbIX HacTPOEK MPOKCM-cepBepa CUCTeMa BblAacT
npeaynpexzsaeHve O HEBO3MOXHOCTU COXpaHeHus KOHburypauuum (cM. PUCYHOK —
CooblueHve 06 owmnbke HecobAOAEHUNA MUHUMANbHOW KOHbUIYpaLLMn).
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(D Owmbka!

JaHHbIe pasfens WMEHT OLWBKA M HE MOTYT BhITh COXPAHEHbI:
O6paTHeIi Npokck: HeobxogMMa MMHHMankLHaA KOHGHrypauua

PucyHok — CoobuwjeHue 06 owubke Hecob1ro0eHUss MUHUMAAbHOU KOHguU2ypayuu
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13 TIOTUPOBAHUE

B HactoAwem pasgene npeacTaBneHO onucaHve noapasgena «JlormposaHue»,
npesycMaTPUBatOLLLErO MeXaHM3M yrNpaBaeHNa CaeayoWwmnumMmm GyHKLNAMMU:

® HacTpowka rnobanbHOro XypHana;
® 3KCMOPT J0roB B dans;
® 3KCMOPT JIOTOB Ha YAanEéHHbIN cepsep (syslog).

[Ana nepexoga B noapasgen «J/lormpoBaHue» HeEOOXOAMMO BbIMOAHUTL CAeaytoline
AEenNCTBUS:

1. B crnvcke NCTOYHMKOB OTKPbITb KAPTOUKY HEO6XOANMOTro NCToUHNKa «NGFW>.
2. B kapTouke NCTOYHMKa BbIbpaTh MOAYNb «CUCTEMHbIE HACTPOMKN».

3. B pa3agene «CncremMHble HaCTPOMKU» NepenTn B nogpassen «J/lormpoBaHme»
(cM. PucyHok — CUCTEMHbIE HAaCTPOWKMW).

[ ————— SR —- - Re——

Hun paina Mpuncmessin

a° =] e @ VA Py - Pa— —

PucyHok — CucmemHbie Hacmpouku
NMpymeHeHne n coxpaHeHMe HaCcTPOeK JIOTMPOoBaHUSA

Mocne 3aBeplUeHMsA HACTPOWMKM BCeX HeobXoAMMbIX MapaMeTpoB B MNojapaszesne
«JlorupoBaHue» HeObOXOAMMO COXPaHWUTb BHECEHHble W3MeHeHuda. [na 31oro
cnepyet HaxkaTb KHONKY «COXpaHUTb», PAcnoNOXEHHYO B MPaBOM BEPXHEM Yray
3aronoBka pasgena «CncTemMHble HaCTPOMKUN».

MNMocne HaxaTna KHOMKM OTKPOETCA OKHO noaTeepXaeHns «CoxpaHUTb U3MEHeHUA
KOHpUrypaumum», B KOTOPOM OTOBOpaxKaetcs CnMCoK MOApPa3AenoB, 3aTPOHYTbIX
BHECEHHbIMU  U3MeHeHnAMWU. [na npojo/mKeHUa U MNPUMEHEHUA HacTpoek
HeobxoAMMO NOATBEPANTL AEUCTBME, HaXkaB KHOMKY «COXpaHUTb» B JaAHHOM OKHe
(cM. PucyHok — [MprMeHeHre 1 COXpaHEeHME HacTpOoeK).

TonbKO MocC/ie yCnewHOro NoATBEPXAEHWA BCe M3MeHeHus OyayT coxpaHeHbl
aKTUBMPOBaHbI B TekyLlen koHourypauum cuctemsl ARMA CreHa.
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CoxpaHWTb W3MeHeHUA KoHgUrypayuu?

MameHeHs! KoHdMrypaumm B pasaenax: FlorHpoBaHHe e

Otmena CoxpaHuTe

PUCyHOK - HpumeHeHue u coxpaHeHuUe Hacmpoek

MNpn HEeoHXOAMMOCTN OTMEHUTb BCE HEMPUMEHEHHbIE HAaCTPOWKM CneayeT HaxaTb
KHOMKY «OTMeHa», pacrno/ioXXeHHY0 B BEPXHEM MPaBOM YI/y 3arosioBka pa3zena
«CuUCcTeMHble HacTpoMku». B 3TOM cC/iyvae KOHurypauus nogpaszena
«JlornpoBaHue» byzeT oTKaTaHa K NoCNefHEMY COXPaHEHHOMY COCTOSHUIO.

13.1 Hactpoiku rno6anbHoro >xypHana

B 6n10ke «FnobanbHbIN Nor» npeacraBiaeHbl napamMeTpbl KOHGUrypaunmn rnobanbHOro
XypHana (cm. PucyHok — Hactpovikm rnobaibHOro XypHana):

® MakcnmanbHbiii pasmep ro6anbHoro nor-gaina - 3aaéT MakCMMasbHbIN
06bEM ANCKOBOTO NPOCTPAHCTBA, BbIAENAEMOrO AN5 XPaHEHNS BCeX Ior-panios
B JIOKaJIbHOM XpaHwauvule, B rurabarntax. Bo3mMoXHO ykasaTb 3HaueHve B
AvanasoHe oT «1» go «100». 1o ymon4aHMo cnoab3yeTca 3HaveHne «10» 6.

® Ceptudukar (SSL) - no3Bonset BbI6paTb KNMeHTCKnin SSL-cepTndumkaTt ns umcna
ycTaHoBneHHbIx B cucteMe ARMA CreHa, KoTOpbIV ByAeT NCnoib30BaTbCA ANA
wndpoBaHuna Tpadburka Npun yaanEHHOM nepesayde 0ros No NpoTokoay TLS.

o Ceptudukar yaocroepsatouero ueHtpa (CA) - npesoctaBaseT BOSMOXHOCTb
Bbibopa CA-cepTtudumkaTta U3 umcia ycraHoBaeHHbix B cucteme ARMA CreHa,
KOTOPbIM NPUMEHSETCA A/19 NPOBEPKN MOAJINHHOCTM CepBepa, NMPUHUMAIOLLLErO
noruv no 3awmwéHHoMy SSL-coegmHeHuto.
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CHCTeMHBIE HACTPOIKH OTmenuTs

Cuctemmsiit DNS

CHcTemHbif Mpokch

TlorvpoBaue

Mmo6anbHeii nor

Ceprucpunar (SSL) © i paamep 1 aitna’

Cepricuat yaocTosepaiowero uektpa (CA) ©

Bkenopt noros B dhann O

+ JobasuT

PucyHok — Hacmpoliku 2106a16H020 XypHanaa

13.2 SkcnopT noros B ¢pann

Ana pobaBneHna darina skcnopta HEOHXOANMO BbIMONHUTL CEAYOLLINE AEUCTBUIS:

1.

HaxkaTb KHONKY «+ [Lo6aBuTb» B Tabanue «9kcnopT 0roB B panin» (CM. PrcyHok
— DKCNOPT JIOroB B dann).

B oTkpbiBLWENCa bokoBoW nNaHenn «[lobaBneHne Ppaina akcnopra N0roB» BBECTU
nms danna. NMone «Uma ¢ana» orpaHnyeHo AaMHON «247» cumBONOB. B nmeHun
darina NCNoib3yoTCa TObKO NAaTUHCKME BYKBbI, LMOPbl N CUMBOJbI «-», «.», «_».
IMA He MOXeT HauMHATBbCA C CUMBOJIOB «-» N «.».

B 6n10ke «J/lormpyemblie NMPUAOIKEHUA» yKa3aTb NPUIOXKEHUSA, CODbITUA KOTOPbIX
6yayT nepesaBatbca B pavin. Ana sobaBaeHns NpuaoXeHns Heobxoammo BbibpaThb
HYy>XHOe 3HauyeHve 13 Bblnajatowero cnucka «lMpunoXkeHme». lMocne BbiboOpa
NPUNOXEHUSA CTAaHOBATCA AOCTYMHbI A4OMOJAHUTEbHbIE MOAS, MO3BOAAIOWME 3a4aTb
napameTpbl GuabTpaLmm CObbITUI JAaHHOTO MPUAOXKEHWS. ITO NO3BOASAET HACTPOUTb
6onee y3kuM AmMana3oH 3KCMOPTUPYEMbIX COObITUM (Hanpumep, MO TUMYy COObITUS,
YPOBHIO CEPbE3HOCTUN U APYrUM XapakTepucTukam). Npu HeobxoammocTn fobaBuTb
elweé oAHO mnpuaoxeHve TpebyeTcs HaxaTb KHOMKY «+ J[lo6aBuTb». Crnvcok
AOCTYMHbIX MPUNOXEHWI NPEeACTaBAEH B TabanLLe «IKCNOPTUPYEMbIE MPUIOXKEHNS».

Tabuya «3kcnopmupyemMele NPUNOXKeHUs»

Mpunoxxenne [Mpunoxxenne [rpunoxxeHmne Trlpunoxenne [lpunoxxeHme

arma- conntrack conntrack- console-server dhcp
endpoint sync

dhcpvb dns drweb firewall https-api
https idps ipoe-server kernel lldp

login nat ntp pppoe pppoe-server
snmp ssh systemd users vpn

vIrp webproxy
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4. HactpouTb poTaumio ¢panioB yCTaHOBMB C/eAyOLLNE NapaMeTpbl:

® MakcnmanbHblii pasmep ¢dpaina - ykasatb MakKCUMaNbHbIN pa3mep parnina
B MerabanTax. Bo3MOXHO yka3aTb 3HaueHue B gnanasoHe ot «1» 10 «1024».
Mo yMOnYaHWIO 3HaYEeHNe YCTaHOB/IEHO Ha 5 Merabaur.

® KonunuectBo coxpaHsembix ¢alioB - yKkazaTb MaKCMMasbHOe
KonmuecTBo darinos. Bo3MOXHO yka3aTb 3HaveHue B AnanasoHe ot «1» a0
«100». Mo ymMonuaHuto 3HayeHne paBHO «5». [lpn pgocTUXeHUn
YCTaHOBJIEHHOrO MaKCMManbHOro pasmepa Tekylero danna byaeT co3gaH
HOBbIN dann s 3annucn cobbliTMi. py NpeBbIWEHNUN YyKa3aHHOro
KonvyectBa GavnoB UWMKA poTauun MNPOAO/XKAETCA C Nepe3anuncbro
Hanbosee cTtapbix dhannos.

5. lo 3aBeplueHnto HacTpoek HaxkaTb KHOMKY «CoXpaHUTb».

CucTemmsie HacTpOH Lo6asnenve daiina anm HcnopT... Orwlse
Cucremmsiii DNS
9 Vua daina*

TNorHpoBaHhe ~ Tlorupyembie NPUNOMEHHA

CucTemHsIi Mpokch

HacTpofKa NPHAOKEHHH ~
Mmo6ansHslit nor

Ceprucpuxar (SSL) O TpHnomeHMe"

CepTHdHKaT yRocToBEpAKOLIEro UeHTpa (CA) (O

KOnuuecTeo CoxpaHsemuIX gainos”

# paamep

s

10 5

e pazmep Gaina a
MakcumanbHbii pasmep daina”

Bkenopt noroe B dain O 5

=10

Mma daina MpunomeHun

oATe pasuep Qaina 8 M5

0-0 130 kS
SKcnopT Noros Ha ynanéxHuin cepeep (syslog)

,,,,,,,

PucyHok — 3kcnopm 10208 8 gatin

Mpumeuanue:

Log-dannbl coxpaHstotcs B kaTanore /var/log/user/.

Mpumeuanne:

Bo3mMoxxHO co3gath He H6osiee 64 darinos A0rMpoBaHuA.

Ana pepakTMpoBaHus HacTpoek Heobxoanmo HaxaTb JIKM Ha Hy>xHOM daine B pa3gene
«JKCNOPT NIoroB B ¢pani» 1N B OTKPbIBLUENCS ODOKOBOW MaHeNn BHECTU M3MeHeHus. 1o
3aBepPLUEHNIO N3MEHEHMI HaxaTb KHONKY «COXpaHUTb».
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Ana ypaneHna HacTpoek HeobxoANMO BbibpaTb OAMH NIV HECKONBbKO GanioB, yCTaHOBUB
dnaxok B uyek-bokce cneBa OT MMeHW danna, M HaxaTb KHOMKY «YaanauTb». B
OTKPbIBLUEMCS MaIOTOBOM OKHE NOATBEPAMNTb YAaNEHNE HaXkaTeM KHONMKW <Y AainTb»

(cM. PucyHok — MoaTtBepxkaeHWe yaaneHve damna).

BHUMaHHe!

Bl yBEpeHbl, 4TO XOTHTE YAANUTL 3KCNOPT noros B $ann test?

OTMEHHTE Yoanute

PucyHok — lNodmeep>xdeHue yoaneHue gatina

CKBO3HOM MOUCK MO MOAsSM Tabavupbl «IKCMOPT /IOroB B pasi» OCYLLECTBAAETCA C
MOMOLLbIO BBOZA WCKOMOrO 3HauveHus B none napametrpa «Mowuck». [Mownck
OCyLLLeCTBAAETCA MO BCeM cTonbuam Tabauvubl.

13.3 SkcnopT N0roB Ha yAanéHHbIN cepBep (syslog)

Cuctema ARMA CreHa npesocTaBaseT BO3MOXHOCTb HaCTPOMKWN Nnepesaymn BbiIbpaHHbIX
XKYpHanoB cObbITUI Ha YAaNEHHbIN CeEPBEP PerncTpaLmm ¢ UCNoab30BaHMEM NPOTOKOAA
Syslog.

[lns HaCTPOWMKM 3KCNopTa NOrOB HEOHXOAMMO BbIMOAHUTL CeAytoL e AeUCTBUS:

1. B Tabnvue «IKCNopT IOroB Ha yAaanéHHbIN cepBep (syslog)» HaxxmuTe KHOMKY
«+ [l06aBUTb».

2. B oTkpbiBLIEMCS OKHE HEOOXOAMMO yKa3aTb NapaMeTpbl MOAKAHOUEHUS K CEPBEpPY U
HacTpoOuUTb QUABTPALIMIO IKCMOPTUPYEMbIX COBbITUI (cM. PucyHok — [lobassieHune

VAaJEHHOro cepBepa A5 3KCNopTa J0roB):

o «ma / Appec (IPv4) cepBepa» - wugeHTUdMKatop YAaNEHHOro cepsepa.
Yka3biBaetca B Buge IPv4-agpeca B ¢opmaTe «X.XX.X» WAM WMEHM XOCTa.
MakcrmanbHasa gvHa CTpoku — 63 cumBoa. Vima xocTta O/KHO cofepKaTb TONbKO
naTvHckme bykBbl, LMpbI, @ Tak)Ke CUMBOJbI TOUKa «.» U gedunc «-». He gonyckaerca
HauMHaTb UMSA C CUMBOJIOB «-» U «.».

® «Moprt» - Homep TCP/UDP-nopTta, wnCnNosib3yemMoro cepBepoM And Mpuéma
coobueHnin. BO3MOXHO yKasaTb 3HaueHWe B Auana3oHe oT «1» g0 «65535». [lo
YMOJIYaHUIO UCMOb3YyeTCa 3HaUeHne «514».

® «[lporokon» - TN TPAHCMOPTHOrO NPOTOKOAA ANA Nepefayun AaHHbIX. BO3MOXHO
ykasaTb 3HaueHue: «UDP» nan «TCP». [0 ymMOn4aHUIO MCNOJb3yeTca MPOTOKO
«TCP».

® «Wcnonb3zoBatb wmudpoBaHue TLS» - dnar, onpegenarowmnin HeobxoaMMOCTb
MCNONb30BaHMA 3aWMLLEHHOrO KaHana nepeaayvn JaHHbIX.
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CHCTeMHbie HACTPOKH

® «®opmart coobuieHnn xypHana (syslog)» - bopmat npescraBaeHns normpyembix
3anucen. Moaaep>xunsatotca 3HaueHusA: «<RFC 3164», «CEF».

«Pexxum ayteHTMPUKaumm» - crnocod npoBepkM MNOANMHHOCTA  KJMEHTA.
MNopaepxrBaeMble pexxnMbl: «kAHOHUMHaA» — 6e3 NpoBepkn NOAANHHOCTY, «IMo
ceptudpukarty x509-name» — ¢ ncnosbloBaHnem kameHtckoro X.509 ceptndukara.

«Jlornpyemble npunoXkeHusa» - 670K, nNpeaHa3sHayeHHbIA Ans  Bblbopa
NpUAOXeHWI, cobbITNA KOTOpbIX ByayT nepeaaBaTbCA Ha yAanéHHbIN cepsep. a4
fobaBneHMa  NpUAOXKeHMA  HeobxoaAMMO  BbibpaTb  Hy>XXHOe 3HadeHne U3
BbiNagatowiero cnmcka «MpunoxxeHue». MNMocne Bbibopa NPUAOXKEHNA CTaHOBATCA
AOCTYMHbI JONOAHUTENbHbIE MOASA, MO3BOAANOWME 33aTb NapameTpbl GuabTpaLmm
CObbITMM AaHHOTO MPUIOXEHUA. ITO NO3BOAAET HACTPOUTb Bonee y3Knn AnanasoH
3KCNopPTMPYyEMbIX COBbITUI (Hanpumep, MO TUMY COBbITUA, YPOBHIO CEPbE3HOCTU U
APYrMm xapaktepuctukam). Mpu HeobxoammocTn 4ob6aBuTb ewé OAHO NPUAOXKEHME
TpebyeTca HaxaTb KHOMKY «+ [flo6aBuTb». CnNNCOK AOCTYMHbIX MPUIOXKEHWNNA
npeAcTaBieH B Tabsvue «IKCNOpTUpPyeMble MPUIOKEHNA.

3. [lo 3aBeplueHnto HaxaTb KHONKY «COXpaHNUTb>».

Ho6aBnexue ynaneHHoro cepeep... Dmsue Coxpamute
LT A

Tloruposanue

rnoGansHeii nor

Ceprudpuat (SSL) O

CepTHHKAT YAOCTOBEPAIOWIEro UeHTpa (CA) (O

i pasMep ) dait
10

WakHTE PasVEp Pafina 8 rMrabaTax
3BkcnopT noros B daitn O

+ [oBasuTs

Wua dpaitna NpunoxeHHs

3KcnopT Noros Ha yaanéHHbIl cepeep (syslog)

=10

s / Anpec (IPvd) Mopt NpoTok...

Mpunomenn

0-0u3 0

HUmna [ Agpec (IPv4) cepeepa”

Mopt*
514

Mporokon”

TCP

Mcnonsaosats wigpposakie TLS

Popmat cooBlueHHi KypHana (syslog)”

RFC3164

PemMM ayTeHTHDHRAUM KA

AHOHUMHAR

TNorupyembie NPHAOKEHHA

arma-endpoint

HacTpoiika npunoXenuit

TMpunomenve”

arma-endpoint

+ Jobasuts

PucyHok — flobasneHue ydanéHHo20 cepsepa 0/1s1 5KChopma /10208

Ana pepgakTmpoBaHMA HacTpoek Heobxoaumo Haxatb JIKM Ha Hy>XHOM cepBepe B
pasjene «KCMopT IOroB Ha yaanéHHbIN cepBep (syslog)» 1 B oTkpbiBLIENCS HOKOBOW
naHenn BHECTU n3MeHeHwuA. [10 3aBepLUEHNIO M3MEHEHUIN HaXaTb KHONKY «CoXpaHUTb>.

Ana ypaneHns HacTpoek HeobxoauMmo BbibpaTb OAWH WAM HECKONbKO CEpPBEPOB,
yCTaHOBMB G1axKOK B UeKk-bOKCe cneBa OT MMEHM CepBepa, U HaXkaTb KHOMKY «YAanuTb».
B oOTKpbIBWIEMCA AManOroBOM OKHe TMOATBEPAUTL YAaNeHWe HaXaTUeM KHOMKWU

«Ypanutb».
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CKBO3HOW NOWCK MO NoAAM TabanLpbl «IKCMOPT JIOFTOB Ha yAanéHHbIN cepBep (syslog)»
OCyLLeCTBAAETCA C MOMOLLbIO BBOAA MCKOMOTO 3HayeHna B nosie napametpa «Momck».
Mowck ocywectBasetcs no ctonbuam «Umsa / Agpec (IPv4)» n «MpunoxxeHns».
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